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ARP Protokolu ve Guvenlik Zafiyetleri
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L2 Katmani

* OSI 2. Katman: Data Link Layer

e 2. Katman Protokolleri

— ATM, CDP, ARP, Frame Relay, Ethernet, IEEE
802111 PPP TCP/IP Model OS] Model

* TCP/IP : Link Layer Sepkcston ere

Application Layer Presentation Layer

Transport Layer Transport Layer
Internet Layer Network Layer

Data Link Layer

Session Layer

Network Access Layer

Physical Layer

http://learn-networking.com/tcp-ip/the-tcpip-stack-and-the-osi-model
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Address Resolution Protocol(ARP)

* Yerel aglarda iki hostun birbiri ile anlasabilmesi
icin kullanilan protokoldur.(RFC 826)

e |ki host birbiri ile iletisime gecmeden dnce
birbirlerinin IP adreslerini bilmek zorundadir.

— |P adresini bilenlerin iletisime gecebilmesi icin MAC
adreslerini edinme zorunlulugu vardir.

* TCP/IP iletisiminde en 6nemli(?) protokoldr

* |pv6 ‘da ARP yerine benzeri islevi yerine getiren
Neighbor Discovery Protocol (NDP) geliyor.

* ARP ikiislemli bir surectir.
— ARP Request
— ARP Reply
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ARP Baslik Bilgisi

Hardware Type Protocol Type
Hardware Protocol Operation
length length Request 1, Reply 2

Sender hardware address
(For example, 6 bytes for Ethernet)

Sender protocol address
(For example, 4 bytes for IP)

Target hardware address
(For example, 6 bytes for Ethernet)
(It 1s not filled 1n a request)

Target protocol address
(For example, 4 bytes for IP)
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ARP Baslik Bilgisi — Sniffer Ciktisi

File Edit Wiew Go Capture Analyze  Statistics  Telephony Frame 2: 60 bytes on wire (480 bits), &0 hytes captured (480 bits)
Sro: vimware_fod:85:36 (00:50:56:Fd:85:3670, Dst: wmware_c9:09:

= & e EER 25 = Ethernet II,

=
N @ H Destination: wmware_c9:09:6c (00:0C:20:ch:00:6C)
; B Source: vimware_fd:85:36 (00:50:56:Fd:85:36)
FMH:I Type: ARP (0x080&)
Trailer: Q00000000000000000000000000000000000
E(E?Hress resolution Protocol Creply) 'i:>
Hardware type: Ethernet (1)
Protocol type: IP C0x0800)
Hardware size: 6
Protocol size: 4
opcode: reply (22
[I= gratuitous: False]
sender mac address: wmware_fd:85:36 (00:50:56:fd:85:36)
a sender IP address: 192.168.150.2 (1%2.165.150.2)

3 Frame 1: 42 bytes on wire (336 bits), 42 Target MaC address: wmware_c%:0%:6c (00:0C:2%:C0:08:6C)

B Destination: Broadcast (Ff:ff:ff:ff:ff:

B SouUrce: Vmware_c9:09:6C (00:0C:29:c9:00
Tya: ARE (AR AN ARSI

Jladdress Resolution Protocol (reques{i}

Hardware type: Ethernet (1)
Protocol type: IP (Ox08000
Hardware =ize: &
Protocol size: 4
opcode: reguest (10
[Is gratuitous: False]
Sender MaZ address: wmware_c9:09:6¢ (00:0C:209:C9:00:6C)
Sender IP address: 192.168.150.135 (192.168.150.135)
Target MaC address: 00:00:00_00:00:00 (00:00:00:00:00:00)
Target IP address: 19%2.168.150.2 (192.1468.150.2)

4o, ITnne ISDurce IDeanaHDr
1 0000000 vmware_cS:00:8cC Eroad:c.
2 0.000097 vmware_fd:B5:36 Yiwar e,
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ARP Calisma Mantig

e Birbirini tanimayan insanlarin bulundugu
ortamdaki tanisma mantigi ARP’I en iyi
Ozetleyen durumdur.

e Kimse birbirini tanimadigl icin bagirarak
aradigi kisinin ismini soyler.

e Aradigi Ise
te kra r S 10.10.10.1 kimdir? ; ;O n ra
sormay

10.10.10.1 00:11:22:33:44 MAC Adresidir
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ARP Paket Cesitleri

e 4 cesit ARP paketi vardir

ARP request : IP Adresine ait donanim adresi(MAC adresi)
sorgulamak icin kullanihir

10:09:20.356809 arp who-has 12.16.6.17 tell 12.16.6.185
ARP reply : Belirtilen Ip adresine uyan donanim adresini dondurur
10:09:20.356809 arp reply 12.16.6.17 is-at 0:80:¢8:f8:5¢:73

RARP request: Belirli bir MAC adresi icin IP adresi sorgulamasi icin
kullanihr

RARP reply : Belirli MAC adresi icin IP adresi cevabi donddirdr.
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Arp Request

Host
o,
._#-y
o,
IP Address:; 31
Mac Address:; C

Your Computer Switch Host
= =
L A L
s - s
e Arp-Rgst CNi I = = !'m G,
IP Addres=: 1.1 IP Address: 2.1
Mac Address: A Mac Address: B
Arp-Rgst
Ho=st
'
gl
o

IP Address: 4.1
Mac Address: D

“[ ARP REQUEST(Broadcast) ]
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Arp Request( Detay )

Mo, - Time Source Destination Protocol Info

2 0.008060  Cisc0_3C:3F:a8 RUNTOp_el:50: 6@ ARP 10.234.8.1 15 at 00:01:06:3C:3F:a8

® Frame 1 (60 bytes on wire, 60 hytes captured)
# Ethernet II, Src: Runtop_el:59:6e (00:20:78:e1:59:6e), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
= Address Resolution Protocol (request)
Hardware type: Ethernet (0x0001)
Protocal type: IP (0x0800)
Hardware size: 6
Protocol size: 4
opcode: reguest (0x0001)
Sender MAC address: Runtop_el:59:6e (00:20:78:e1:59:6e)
sender IP address: 10.234.10.77 (10.234.10.77)
Target MAC address: 00:00:00_00:00:00 (00:00:00:00:00:00)
Target IP address: 10.234.8.1 (10.234.8.1)

ARP REQUEST(Broadcast)
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Arp Reply

L il
T,
P Address: 3.1
Mac Address: C

Your Computer Switch Host
I_—-| I_—-|
|' T |' T
—; '{!-' —L 'Il'
T, i i w ] i Arp-Rost pleiey
P Address: 1.1 | Arp-Rast P Address: 2.1
Mac Address: & Mac Address: B
Host
[
I
o
T,
P Address: 4.1
Mar Addrezs T
[ ARP REPLY(Unicast) ]
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Arp Request-Arp Reply ( Detay )

MNa, « 'Time |Source |Destination |Protoco| |Info

1 0.000000  Runtop_el:59:6e Broadcast ARP who has 10.234.8.17 Tell 10.234.10.77
2 0,008060 C1sC0_3C:3T:a8 RUntop_el:59:6e ARP 10.234.8.1 15 at 00:01:96:3¢C:31:a8

d |

# Frame 2 (60 bytes on wire, 60 bytes captured)
® Ethernet II, Src: Cisco_3¢:3f:a8 (00:01:96:3¢:3f:a8), Dst: Runtop_el:59:6e (00:20:78:e1:59:6e)
 Address Resolution Protocal (reply)
Hardware type: Ethernet (0x0001)
Protocal type: IP (0x0800)
Hardware size: 6
Protocol size: 4
opcode: reply (0x0002)
Sender MAC address: Cisco_3c:3f:a8 (00:01:96:3¢:3f:a8)
Sender IP address: 10.234.8.1 (10.234.8.1)
Target MAC address: Runtop_el:59:6e (00:20:78:e1:59:6e)
Target IP address: 10.234.10.77 (10.234.10.77)

ARP REPLY(Unicast)
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Gratious ARP Paketleri

* Aga baglanan makinenin tim aga kendini
tanitmak icin kullandigi ARP paketi tipi.

#ifconfig rl0 inet 192.168.15.1

17:25:40.216489 00:50:ba:15:19:0d > ethertype ARP (0x0806),
length 60: arp who-has 192.168.15.1 tell 192.168.15.1

Protocol

Source Destination

RUNTOp_el:59:6e

1 0.000000

Gratuitous ARP tor 10.234.10.77 (Request

A

| |
® Frame 1 (60 bytes on wire, 60 bytes captured)
# Ethernet II, Src: Runtop_el:59:6e (00:20:78:el:59:6e), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
-l Address Resolution Protocol (reguest/gratuitous ARP)
Hardware type: Ethernet (0x0001)
Protocol type: IP (Ox0800)
Hardware size: 6
Protocol size: 4
opcode: reguest (0x0001)
Sender MAC address: Runtop_el:59:6e (00:20:78:21:59:6&8)
sender IP address:|[10.234.10.77 (10.234.10.77) |
Target MAC address: 00:00:00_00:00:00 (00:00:00:00:00:00)
Target IP address: [L0.234.10.77 (10.234.10.77) |

Broadcast

Tum aga kendini bildirmek icin ya
da tum agi zehirlemek icin
kullanilabilir.
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Gratious ARP Paketleri HA Firewall

* Gratious ARP paketleri birden fazla guvenlik

duvarinin failover calistigi durumlarda sik
cullanilir.

* ki glivenlik duvari tek bir IP adresini
naylasiyorsa master olan gittiginde yedekte
duran guvenlik duvarinin trafigi Uzerine
alabilmesi ortak IP adresinin MAC adresini
kendisi olarak anons etmesiyle mumkunddar.

* Bu tip gereksinimlerde Gratious Arp paketleri
kullanilir.
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Arping

Arping adindan da anlasilacagi gibi Layer 2 seviyesinde
ping atmaya yarayan bir aractir.

Arping kullanarak Layer 2 seviyesinde bir makinenin
acik olup olmadigi, agdaki ip cakismalari, bir ip
adresinin agda kullanilip kullaniimadigi gibi bilgiler
edinilebilir.

Ayni zamanda arping kullanilarak gratious arp paketleri
uretilebilir.

Gratious paketlerle bir ip adresine ait mac adresi tim
verel agdaki sistemlerde glincellenebilir.

Arping ARP Request ve Reply paketleri kullanir.

Not: arping’i diger I3 ping araglarindan ayiran 6nemli 6zelligi ag arabirimi
lizerinde ip adresi olmasa dahi ping islemlerini gerceklestirebilir(yani L2 de
calisabilir).
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Temel Arping Kullanimt

e arping’in en basit kullanimi agdaki bir ip
adresinin L2 seviyesinde MAC adresinin
alinmasidir. Bunu asagidaki komutla
gercekleyebiliriz.

root@home-labs:~# arping 192.168.2.1 -c 1

ARPING 192.168.2.1 from 192.168.2.23 ethO

Unicast reply from 192.168.2.1 [00:1A:2A:A7:22:5C] 1.860ms
Sent 1 probes (1 broadcast(s))

Received 1 response(s)

root@home-labs:~# tcpdump -i ethl -ttthn arp

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth1, link-type EN10MB (Ethernet), capture size 96 bytes
000000 arp who-has 192.168.2.1 (ff:ff:ff-ff:ff:ff) tell 192.168.2.23

000918 arp reply 192.168.2.1 is-at 00:1a:2a:a7:22:5c¢
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Agdaki IP Cakismalarinin Bulunmasi

* Aginizda IP cakismasindan stipheleniyorsaniz arping

kullanarak emin olabilirsiniz.
arping -l ethl -D 192.168.2.20

000000 arp who-has 192.168.2.20 (ff:ff.ff:ff.ff:ff) tell 0.0.0.0
000140 arp reply 192.168.2.20 is-at 00:0c¢:29:06:df.e4
001738 arp reply 192.168.2.20 is-at 00:1b:77:9b:cb:e2

* Yukaridaki ¢iktida 192.168.2.20 ip adresi icin yapilan
sorguya iki farkli mac adresi cevap veriyor.

* Bu cikti agda IP cakismasinin oldugu manasina gelir.
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Proxy ARP

Added subnetwork

Proxyarp ile router arkasindaki 141.23.56.21 141.23.56.22 141.23.56.23
ip adreslerine gelen isteklere
cevap verilir.

|| | Proxy ARP

Router or host router
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ARP’In Guvenlik Acisindan Onemi

ARP, yerel aglarda iletisimin basladigi ilk noktadir.

Protokol dogasi herhangi bir koruma/korunma
mekanizmasi yoktur.

Sunucu sistemlerin bulundugu ortamlar da birer yerel

aglardir.

— DMZ, eger yeteri kadar 6nlem alinmamissa kendi icinde
LAN’dir.

Eger ek guvenlik dnlemleri alinmamissa bir agda ele

gecirilen makine diger tim makinelerin givenligini

tehdit eder!

MITM saldirilari kullanilarak yerel agda diger

sistemlerin bilgileri ele gecirilebilir.
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Metasploit.com Arp Poisoning

 "Another customer on the same ISP was compromised and
used to ARP poison all servers in that subnet. | corrected the
problem by setting a static ARP entry and notifying the ISP. To
make it very clear - the metasploit.com servers were not
compromised, nor have been to this date," he said

PO tLp/ (woww. matasplodrt. com/ ndows Internat xplorar
e~

Ié http://www. metasploit, con/

: 848 F vk RN WA ) TR

Home / News & Blogs / Zero Day T R4 (F 3 / MEh 1)
Metasploit Project's site hijacked o 8 || ke T | @nssremenist x| |
through ARP poisoning PR (MossBASE - &

& | nE
Summary Metasploit, the open-source platform for developing, testing, and using 'm\ Hg L\_J SR 2 Be E

exploit code, got its official pr0]ect S|te briefly hijacked on Monday by a
well known member of the - RECTRTI— TS
Chinese underground who left .

the following message offering a
new zero day exploit for sale -
“hacked by sunwear! just for fun!
ring0<4h come on :) ps:sell Oday,
my gq 47347 .call me sunwear”. ..
The appearance of the message *
and the radirectinn nf ] :

O TP FNBECE. PRUD, 2%

sunwear (47347) 23:1S5:14

hd moore WiTFEIR T 1A

\
“ EvilOctal Security Team
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Post Exploitation | ARP Cache Poisoning

* ARP cahce poisoning yerel ag saldirisi olarak

gozukse de genellikle bircok saldirida ara bilesen
olarak kullanilir.

e Saldirgan web zaafiyetini kullanarak DMZ’de bir
makineyi ele gecirir.
* Diger makinelere atlamak icin kullanacagi en

kolay yol ARP spoofing, cache poisoning
yontemini kullanmaktir.

— Arp spoofing yaparak: ftp, telnet, http, RDP
parolalarini ele gecirebilir.

— Istedigi DMZ makinesini internet lizerinden
hacklenmis gosterebilir.(Metasploit.com 6rnegi)
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ARP Protokoline Dayali L2 Saldirilari

* ARP Spoofing & ARP Poisoning
 ARP DoS
* Mac Flooding

* Kablosuz Aglarda L2 saldirilari

— MAC Onaylamali Aglara izinsiz girme
— DOS

— ARP cache Poisoning

* ARP Spoof sonrasi gerceklestirilebilecek muhtemel saldirilar
— SSH & SSL baglantilarda araya girme
— HTTP baglantilarinda araya girme
— DNS isteklerini yonlendirme
— HTTP baglantilarinda cookie ¢alma.
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Kablosuz Aglarda ARP

e Kablosuz aglarda istemcinin durumu
— Managed Mod:Aga baglidir, klasik L2 ortami

— Monitor mode: Aga bagli degildir, ilgili kanali izler ve
sifrelenmemis verileri gorur

 MAC adresi filtrelemesini asma
— Monitor modda trafik dinlenir

— Yetkili bir mac adresi 6grenilir ve o MAC adresi Uzerine
alinir.

— Ayni MAC adresine sahip diger istemcinin durumu???

* Bagli Kullanicilara yanlis ARP kayitlari géndererek
DOS’a maruz birakma
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Kablosuz Aglarda ARP-I

e 802.11 protokoli tamamlandiktan sonra ethernet
aglarda gecerli kurallar kablosuz aglar icin de
gecerlidir.

e L2’de gecerli tim saldirilar (MITM, DoS vs) Wifi
icin de gecerlidir.

* Sifreleme kullaniimasi bu tip saldirilari
engellemez
— Parolayi bilip aga dahil olan istemciler icin.

e Kablosuz ag cihazinda Client Isolation gibi bir

Ozellik kullaniliyorsa cihaza bagli istemciler
birbirlerine ait trafigi izleyemez, degistiremez.
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ARP Cache

* |sletim sistemleri erismek istedikleri ip
adreslerine her seferinde ARP sorgusu
gondermek yerine aldiklari ARP cevaplarini bir

muddet saklarlar.
* Bu saklanan bilgiye ARP kaydi denir.

* Arp kayitlarini listeleme
— Arp —a, arp —an komutlariyla gergekle§tirilir.

C:=~Documents and Settings“Administratorrarp —a

¢ ARP kaydl Silme r :i.r:i. 192, 168 158. 135 —— Bx2

et Adre ikszel Adre Tipi
192 1EE 158. 2 BB—EB—EE—E:‘.—BE—EE dinamik

— Arp —d R NSy o I Bl - Documents and Settings\Adninistrator>
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ARP Cache Poisoning

Amac: Hedef sisteme sahte arp paketleri gdndererek

kendisini farkh bilgisayar gibi (Gateway?) gostermek ve
kurbanin gonderecegi trafigi Uzerinden gecirmektir.

* Poisoning ?
— Hedef sistemin arp belleginin zehirlenmesi.

* ARP Spoofing yerel aglarda gerceklestirilebilir.

4 147.144.1.254 is at 00-30-48-82-11-34
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ARP Poisoning, Spoofing Saldirilari

* Yerel aglarda iletisimin basladigi nokta olan ARP
seviyesinde araya girildikten sonra tim trafik
saldirgan Uzerinden gecer.

e Saldirgan trafigi basariyla kendi Gzerinden
gecirebildiyse;
— Tum trafigi okuyabilir
— Sifreli degilse yrumlayabilir
— Engelleyebilir
— Degistirebilir
 Tum bu saldirilarda amac iki farkli nokta

haberlesirken araya girip iletisim detaylarini
edinme ya da engellemedir.
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ARP Cache Poisoning-I|

Normal Trafik Akisi

istemci Switch Router
- <
Saldirgan

ARP Poisonig Sonrasi Trafik Akisi

istemci Switch Router

Saldirgan
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ARP Saldiri Araclari

* Windows ve Linux icin cesitli araclar
bulunmaktadir

* Windows araclari

— Wi n a r ps po Of File ¥iew Configure Tools Help
S | @ B,V MEBrFE~a0®S 22 0% 0

v Ette rca p o ProtectedStorsge | B network. | &9 sniffer I;ﬂ‘ L4 Secrets | of Cracker |88 Traceroute [E coou U7 wireles
. ?1. Passwords Timestamp [FIP SEFYEF | Clisnk | Usernarme | Password [
— Ca | n &A b e I FTP {4 22/04/2006 - 00:40:05 192.168,1,9 192.168.1.2 snapfiles test
HTTP {1} 22/04 2006 - 00:41:04 192.168.1.9 192.1658.1.2 snapfiles test
. =) &P (0) 22/04/2006 - 00:41:48 192.168.1.9 192.168.1.2 snapfilas best
22/04[2006 - 00:43:56 192.168.1.9 192.1656.1.2 snapfiles test123
+ Linux Araglar | ¥
INUX Ar Il b SV (1)

Bl Teinet (0)

— Arpspoof A
Cf HNTP ()
— Ette rca p é M5k erb5-Preduth (0)

Radius-Keys (0}
. € Radius-Users (0)
— Nemesis #1000

G KE-PSK (D)

] L (0
@m”

— Scapy -

&5 FP |
=) Hosts | @ ark | routing |9 Passwords |G vore |

Lost packets: 0%
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Arpspoof Yazilimi

_|_.-.*'_'j root@guvenlikod: fhomefhuzeyfe

rootlguvenlikod: /home/huzeyfef
rootlguvenlikod: /home/huzeyfed arpspoocf -1 eth0 -t 152.168.2.23 152.168.2. lI

Kurhan:192.1ﬁ3.1.i\ /-

Saldirgan=192.168.2.32 -t bos birakilirsa tiim subnet’e gonderilir

Gateway= 192.168.2.1

root@guvenlikod: /home/huzeyfed echo "1" > /proc/sys/net/ipv4/ip forward
root@guvenlikod: /home/huzeyfed I
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Nemesis ile Arp Spoof Uygulamasi

Ortam:

Gateway gdrevinde modem 192.168.1.1 00:13:64:22:39: 3F
Masum Windows XP kullanicisi 192.168.1.2 00-04-61-47-da-74
ARP Spoof yapacak Linux kullanicisi 192.168.1.4 00:0c:29:08:e2:48
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Nemesis Arp Spoofing-I|

e Saldiri 6ncesi Windows sistemin arp tablosu.

C:\Console2>arp -a

Interface: 192.168.1.3 --- 0x4
Internet Address  Physical Address  Type
192.168.1.1 00-13-64-22-39-3f dynamic
192.168.1.2 00-04-61-47-da-74 dynamic
192.168.1.4 00-0c-29-08-e2-48 dynamic

* Nemesis ile ARP Spoof

bt ~ # nemesis arp -d eth0 -r -v-S$ 192.168.1.1
00:0C:29:08:E2:48 -m 00:04:61:47:DA:74
00:04:61:47:DA:74

e Windows makinenin ARP tablosuna tekrar bakilirsa
192.168.1.1 icin ARP kaydinin 00:13:64:22:39:3Fdan
00:0c:29:08:e2:48a deqistiqi gortilecektir.

-D 192.
-H 00:13:
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Cain&Abel ile ARP Poisoning

* Cain & Abel cok amacl bir Glvenlik aracidir.

* Cain ve Abel olarak iki parcadan olusur.
— Bir parcasi daha cok sistem ve parola islemleri,
— Digeri pargasi ise ag guvenllgl ile alakal programlar

‘ ;

icerir.

AF‘H [ Arp Poison Routing |

apt [P addiess |_Subnet Mas
iceNEF_IEBICIFF.. 1723064112 255266 25

555555555

ARP spoof islemi hangi
arabirim Gzerinden
yapilacak?

iy etl s supporte:
[SliTeT
¥ Start Sniffer on statup ¥ Don't use Promiscuous mode
V¥ Start PR on startup
« i
Pr
oK Lpply Help

r
L
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Cain&Abel ile Hedef Host Kesfi

qﬂ— =0l
File Wiew Configure Tools Help

x

EIFIEES & 15 1 @2 M
: — Targe
|é% Decoders I@ Metwork I@ SnifFer I@j" i £+ Al hosts in my subnet ireless |
IF address | Mac address | OUI Fingerprir * HFB”QE lgat|eeles e [mo M1 [m3 |
— Fram

| 192 0168 . 1 . 1

—Ta
| 192 . 168 . 1 . 254

— Promizcuous-Mode Scanner
[~ &RP Test [Broadzast 31 -hit)
[T ARP Test [Broadzast 16-bit)
[~ ARP Test [Broadcast S-bit)
[T ARP Test [Group bit)
[T ARP Test [Mulicast group 0]
[~ ARP Test [Mulicast group 1]
[~ ARP Test [Mulicast group 3]
[T All Tests

k. Cancel

E Hosts I@ APR. Iifb Raouting I% Passwiore___ i

Lost packets: 0% A
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Hedef Secimi

E— 9 [ B3
File Wiew Configure Tools Help

|[alolomam|+y/ 2 e imaEa08n /02| i

.
|@, Decaders I D netwark Iﬂﬁ SniFFe%acker I@ Traceraute IM el Itta-:] Wireless |
@ ARR Status address | MAC address | Packets -> | <- Packets | MAC address | IF address
=] APR-Cert (2)
2 APR-DNS
BB APR-Z5H-L (1) Mew ARP Poiso.~ Routing
By APR-HTTPS (4)
S8 APR-RDP (0} WARNING I
é APR-FTPS () APR enables you to hijack IP braffic between the selected host on the left list and all selected hosts on the right
; g APR-POP3S (0) directions. If a zelected haost has routing capabilities WaN traffic will be intercepted as well. Please note that sinc
w2 APR-IMAPS () maching has not the same performance of a router you could cause DoS if you set APR between your Default G
ﬂ_ all ather hosts on your LAM.
Status
IF address | AT | Hostname IF addrese | A C | Hog
192.168.1.1 00136422393F 192.168.1.1 001 36422393F
DO04ET4TDATE || ‘-\
I
ConfigL Sol . - . .
| Config. ol tarafta secili host ile sag taraftaki arasina
&) tosts | amr [ Routng [R P girilir
Lost packets: 0%

File Miew Configure Tools Help

+*
w4 | B B m

SnifFer I@f]I Cracker I@ Traceraute IM (alalsll I[‘ﬁ’] Wireless |

Cached Passwo

Protected Stora
L5A Secrets

2% Wireless Passwords

ﬁ IE7 Passwords
lﬁil Windows Mail Passwaords

Start APR, Spoofing
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Kurbana Ait Parola Bilgilerini Gorme

‘ﬂl File View Configure Tools Help

[Smleohim | +y RymEBEa0® 2 0 2 0
|¢_@, Decoders I@ Metwark. I@ Sniffer I@’? Cracker I@ Tracerouke Ilﬂ! ol IE,;']',’] Wireless I

% Passwords Tirmneskarmp | FTP server | Clienkt | LIsernarne: | Passwiord |
-4 FTP {1) 29/07/2007 - 23:05:42
: % HTTP {03}
IMAP (07
PR3 (00
-..srb SPME (0)
Bl Telnet (00
-] SMTP (0]
MMTP (03
DCERPC (0)
M3kerbS-Preduth |
Radius-kKews {0}
- B Radius-Users (0]

% ICE ()
-0 IKE-PSEK (0)

Py SOL (00
SMMP (0]
@’% SIP (0}

FTP

Q Hosks I@ APR. IQD Routing I% Passwiords I@',Da. VoIP I

— ",
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Ettercap : Gelismis Hijacking Araci

e Ettercap, Linux ve Windows sistemlerde
calisan cok yonlu trafik dinleme, araya girme
ve veri degistirme aracidir.

* TCP/IP’deki zayifliklardan yararlanur.

ettercap —C ile Curses modda
calistirir

Ettercap —I interaktif modda calistirir.
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Temel Ettercap Ozellikleri

e Kurulmus baglantilarda araya girme ve karekter
sokusturma,

e SSH1 baglantilarinda araya girme ve gizli bilgileri
okuma,

 HTTPS baglantilarinda araya girme, degisiklik yapma,
 PPTP VPN baglantilarinda araya girme,

e Cesitli protokoller icin sifre toplama araci

— TELNET, FTP, POP, RLOGIN, SSH1, ICQ, SMB, MySQL, HTTP,
NNTP, X11, NAPSTER, IRC, RIP, BGP, SOCKS 5, IMAP 4, VNC,
LDAP, NFS, SNMP, HALF LIFE, QUAKE 3, MSN, YMSG.

* Araya girilen baglantilari sonlandirma,
* Yerel aglarda sniffer tespiti yapma,
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Ettercap Calisma Modlar

* Komut satirindan I
kullanim P

e Grafik arabirimli SIEER E
kullanim

B ettercap NG-0.7.3

* Ncurses text arabirimli
kullanim -

« etbercap prompt
Program Files:\EttercapHG>
ettercap NG-B.7.3 copyright 2801-28084 ALoR & HaGRh

Usage: ettercap [OPTIONS] [TARGET11 [TARGETZ2]
TARGET is in the format MAGCAIPs/P0ORTs <see the man for furthes

Sniffing and Attack options:

. —mitm {HETHOD:ARGS > perform a mitm attack

. ——only-mitm don't sniff,. only perform the

. —bridge <IFACE> use bridged sniff <needs 2 ifac

P- ——nopromnisc do not put the ifa

. ——unoffensive do not Forward pac
read <fFile> read data From pcapfile <file>
pcapfilter <{string? set the pcap filter <string’
reversed wse reversed TARGET matching
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Ettercap Kullanimi

* Ik islem hangi tur sniffing Tms‘““\
yapilacaginin secilmesi EIEERCAP!

Start Targets [Jol5 View Mitm Filters Logging Plugins Help

e Kurban sistem bulmak icin|

Yerel ag taramasi yapilir. . T

oooooooooooooooooooo

ooooooooooooooo
nnnnnnnnnnnnnnnnnnnnnnnn
tttttttttttttttttttt
2183 known services
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5] ettercap NG-0.7.3

(B ettercap NG-0.7.3
Start Targets

5 Load from file.. Ctrl+-0
19216811 00 [ save tofile.. Ctrl+5

Start Targets NEb View Mitm Filters Logging Plugins Help Hosts Wiew Mitm Filters Logging Plugins Help
Host List x | | Hosts list E Host List X

Scan for hosts  Ctrl+5S e
IP Address ‘Mt R IP Address ‘ MAC Address Description

\\

19216812 00U BIGTURTH
192.168.1.4 00:0C:29:08:E2:48

Delete Host

Add to Target 1 Add to Target 2

192.168.11 00:13:64:22:39:3F

192.168.1.2 00:04:.7:47:DA:74
192.168.1.4 00:0C:29:08

Hedef olarak Secme

Add to Target 2 ‘

Add to Target 1

Delete Host

L=

39 protocol dissectors

53 ports monitored
7587 mac vendor fingerprint
1698 tcp OS fingerprint
2183 known services
Randomizing 255 hosts for scanning...
Scanning the whole netmask for 255 hosts...
5 hosts added to the hosts list...

Linghaal=

39 protocol dissectors

53 ports monitored
7587 mac vendor fingerprint
1698 tcp OS fingerprint
2183 known services
Randomizing 255 hosts for scanning...
Scanning the whole netmask for 255 hosts...
3 hosts added to the hosts list...

[4]

Y

Start Targets Hosts View

ettercap NG-0.7.3
Uil Filters Logging Plugins Help

Host List X |

IP Address |MAC Address
19216811 00:13:64:22:39:3

Arp poisoning.
lcmp redirect. \
Port stealing...

Dhcp spoofing...
© Stop mitm attack(s)

121821 4 NnnoNCOG-NQ£2.A9

Optional parameters

‘Sniff remote connections.:
] Only pg

Po

-way.

Cancel

venligi Egi
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tilari Yonetme

EiEd| Targets Hosts View Mitm  Filters Logging Plugins  Help Start Targets Hosts Wiew Mitm Filters Logging Plugins Help

@ start sniffing Ctr\* Host List % Connections X ‘
@ Stop sniffing  CHr+E [
DeBwsintion Host | Port | | Host | Port | Proto| State | Bytes
&l Exit Ciri+X - :
rrrrrTT vz 3F 192.1681.2 37788 - 19216811 1900 U idle 1060

192.168.1.2 00:04:6

View Detai

il Connectiol w 530

Baglanti detaylari

192.168.1.4 00:0C:29:08:E2:48 192.168.1.2 23429 - 1

Baglantiyi resetle

Delete Host Add to Target 1 Add to Target 2

| View Details Kill Connection Expunge Connections |

A IARP poisoning victims: -]
3 hosts added to the hosts list. B P g

Host 192.168.1.2 added to TARGETL GROUP 1 :192168.1.2 00:04:61:47:DA:74

IARP poisoning victims GROUP 2 : ANY (all the hosts in the list)

Starting Unified sniffing...
GROUP1:192.168.1.2 00:04:61:47:DA:74

Content filters loaded from Jjusr/local/share/ettercap/msn.ck...
GROUP 2 : ANY (all the hosts in the list)

[]

[EX
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Ettercap Filtreleri

e Ettercap’in en glclu oldugu yanlardan biri de akan
trafikte filtreleme yapabilmesi ve bu filtrelemeye
gore trafigi kaydedip degistirebilmesidir.

* Mesela bir MSN gorismesinde selam yazan mesaji

araya giren kisi otomatik olarak salam’a
donustirebilir.

Select a precompiled filter file. ..

MNew Folder | Delete File | Rename File |

jusrflocal/sharefettercap ¢|

olders |— Files
ettersslcrt

ettercap.png

o| etterfilter.cnt

etterfiltertbl
erlog.

Add to Target 1 | Add to Target 2 |
Selection: fusrflocal/share/ettercap :
msn.ck UP1:192168.1.2 00:04:61:47 :DA:74
ANY (all the hosts in the list)
i ifi sniffin
A O 0 © 2014 |B s 0| AKAD D g O
- - - - - - -



TCP Paketlerinde Degisiklik Yapma

* Bga gordugun paketleri BGA olarak degistir.

if (ip.proto == TCP && search(DATA.data, “bga") ) {
log(DATA.data, "/tmp/mispelled_ettercap.log");
replace(“bga", “BGA");
msg("Correctly substituted and logged.\n");

}

# log all telnet traffic, also execute ./program on every packet
if (ip.proto == TCP) {
if (tcp.src == 23 || tcp.dst == 23) {
log(DATA.data, "./logfile.log");
exec("./program");
}
}
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Filtreyi Derleme

* Filtreyi olusturmak icin asagidaki komut
kullanilabilir.

* etterfilter bga.filter -o BGA.ef

ettercap NG-0.7.3 =& X
Start Targets Hosts View Mitm Filters Logging Plugins Help

Host List - ‘

IP Address ‘ MAC Address ’ Description
192.168.1.1 00:18:02:93:8C:5F
192.168.1.2 00:18:02:93:8C:5F
192.168.1.4 00:0B:10:A0:12;EA
192.168.1.5 08:00:27:36:43:58

|

LAy DTS STy e

Delete Host Add to Target 1 Add to Target 2

Content filters loaded from jrootjig.ef...




Ettercap: Uzak Sistemin Browserini Alma

« MITM ile araya girdikten sonra Ettercap kullanilarak hedef
sistemin browserini kendi sisteminizmis gibi izleyebilirsiniz.

* Bunun icin yapilmasi gereken degisiklikler
o /etc/etter.conf degisikligi

* Budegerler yerine
EC uid =65534
EC gid =65534
bu degerleri ekle
EC uid=0 #65534
EC gid=0  #65534

* Mozilla yazan yeri firefox olarak degistir./
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Mozilla Firefox Degisimi

e Eskiayar:

— remote_browser = "mozilla -remote
openurl(http://%host%url)“

* Olmasi gereken ayar:

— remote_browser = “firefox -remote
openurl(http://%host%url)"

ettercap -T -Q -M arp:remote -1 wlanO
/10.10.10.23/ // -P remote browser
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ARP Kullanarak DoS

* Yerel aglarda kullanilen en temel protokol ARP’drr.

* ARP calisma yapisi itibariyle korunmasiz bir
protokolddr.

* Alinan ARP-Reply paketlerinin dogrulugunu
sorgulama mekanizmasi yoktur.

* Bir saldirgan sahte ARP cevap paketleri
gondererek gatewayin MAC adresini istedigi gibi
gosterebilir ve yerel agdaki iletisimi durdurabilir.

* Tek paket gondererek yerel agin internet erisimi
durdurulabilir.
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ARP DOS-II

* Kurban Olarak bir Host/Network Secilir

* Gateway IP Adresi Ogrenilir.

* Host’a/Network’e bozuk ARP-REPLY paketleri
gonderilir.
— Gateway 00:00:00:00:02:01 adresinde

* Host/Network ile Gateway arasinda tim
iletisim durur!

* Uygulama
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Nemesis ile ARP Dos Denemesi

* #nemesis arp -d ethO -r -v-$ 10.2.0.1 -D
10.2.0.6 -H 00:01:02:03:04:05 -M
00:1B:38:C3:D3:A0
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Nemesi ARP DoS Ciktisi

ARP/RARP Packet Injection -=- The NEMESIS Project Version 1.4beta3
(Build 22)

[MAC] 00:01:02:03:04:05 > 00:1B:38:C3:D3:A0
[Ethernet type] ARP (0x0806)

[Protocol addr:IP] 10.2.0.1 > 10.2.0.6

[Hardware addr:MAC] 00:01:02:03:04:05 > 00:1B:38:C3:D3:A0
[ARP opcode] Reply

[ARP hardware fmt] Ethernet (1)

[ARP proto format] IP (0x0800)

[ARP protocol len] 6

[ARP hardware len] 4

Wrote 42 byte unicast ARP request packet through linktype
DLT_EN10OMB.
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MAC Flooding

 Amac switch mantigini bozup sistemin bir hub
gibi calismaya zorlamak.

e Switch Cam Table(Port-Mac Bilgilerini Tutar)
* Etherflood ve Macoff yazilimlari kullanilabilir.
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Cam Tablosu-1

B bilinmedigi i¢in tiim
portlara gonderilir
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Cam Tablosu-2

MAC Port
A 1
B

Cam Table:
A 1. Portta
B 2.Portta
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Cam Tablosu-3

Traffic A -> B

B Port2 lizerinde, 1 ve 2.
portu anahtarla
A-B Arasindaki Trafigi
Goremez
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Mac Flood >Cam Overflow

MAC Port
y 3 CAM TABLE Dolarsa

z 3

Size by basic switch

3xxx—16,000
4xxx—32,000 A-B arasindaki trafgi
6xxx—128,000 oorebilir

“macof -i eth1 2> /dev/null”
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Macoff ile Mac Flooding

£ 192.168.1.5 - PuTTY

ch:8c:4d:36:1d:16 3e:42:73:77:3f:cd 0.0.0.0.2612 - 1 : T1OUOU0
41506005(0) win 512
af:87:39:0:21:ea 6a:52:05:28:36:£5 0.0.0.0.122490>
02603227(0) win 512

d:1e:38:61:43:2d cf:4:6b:68:c9:£1| 0.0.0.0.33407
13341190(0) win 512

la:bZ2:aa:37:2a:fa 19:ab:6d:4d:76:23 0.0.0.0.43892 >0V

1030045703 (0) win 512 g
Ea:bc:Zc:ﬁD:SS:S 81:56:b?:6c:d6:ﬂ? 0.0.0.0.30196 > 0.0.0.0.43611: S 464422536:46
4422586(0) win 512

he:4b:10:40:ae:21 23:ce:dc:63:f1:79 0.0.0.0.41083 > 0.0.0.0.38390: § 1628920733 :
B A ) A e T T B 1 8 5 ¢ G

97:7:c9:70:79:26 41:56:76:7hie?:f0 0.0.0.0.24802 > 0.0.0.0.862820: S 1094297991:1
094297991 (0) win 512

Fh:4f:0:7£:77:87 39:4a:6a:19:b4:1110.0.0.0.44095 > 0.0.0.0.5442: 5 1629562730:16
29562730(0) win 512

Saraa:ag4:6£:42:985 ff:b5:56:3arfe:ich 0.0.0.0.1271 > 0.0.0.0.12207: S 1616656744:1
616656744 (0) win 512

ISd:S?:ae:?f:24:92 65:ee:bf:?9:f4:5d 0.0.0.0.29205 > 0.0.0.0.25583: 5 824800848:8
24800848 (0) win 512

bO0:b8:8d:9:f4:f5 1f:6f:2e:75:e2:25 0.0.0.0.1041 > 0.0.0.0.13289: 5 1314310720:13
14310790(0) win 512

Te:7:13:7b:db:b2

bilgi-egitim ~ # macof v

- - macof calistirailanhost. ...
Source/Destination MAC adreslerine =
.. dikkat!
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ARP Saldirilarindan Korunma

 Temelde iki tur koruma vardir:
— Statik koruma yontemleri.
— Dinamik koruma yéntemleri.

* Arpwatch
* Arpalert yazilimlari

* “Ip-Mac ikililerini bir dosyaya yaz, herhangi bir
degisiklik olursa uyari ver” mantigiyla calisir.

e Statik ARP kaydi girilmesi
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ARP Saldirilarina Karsi Korunma

e Statik ARP kayitlari

— Isletim sistemine erismek istedigi kaynaklar
icin(genellikle gateway) sabit MAC adresi tanimi
yapilmasi,

— Sabit MAC adresi tanimi sonrasi sisteme gelecek arp-
reply paketleri sistemdeki ARP cache’l ile oynama
yapamaz.

— Tek yonlu oldugu icin gercek bir koruma saglamaz.
e Kullanilan Switch lGzerinde koruma yontemlerinin
aktif edilmesi
— DHCP Snooping
— Source Guard
— Dynamic ARP Inspection
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Statik ARP Kaydi Girme

No. | Time | Source | Destination |Protocol | Info

. 000000 Giga-Byt_5a:1b:96 «Cisco-Li_f1:33:2e ARP who has 192.168.1.17 Tell 192.168.1.100

.000301 cCisco-Li_f1:33:2e Giga-Byt_5a:1b:96 ARP 192.168.1.1 is at 00:22:6b:f1:33:2e

.140460 192.168.1.100 192.168.1.111 ICMP Echo (ping) request (id=0x0001, seq(be/le)=1/256, ttl=128)
.176059 Cisco-Li_f1:33:2e Giga-Byt_5a:1b:96 ARP who has 192.168.1.1007 Tell 192.168.1.1

.176092 Giga-Byt_5a:1b:96 Cisco-Li_f1:33:2e ARP 192.168.1.100 is at 00:1f:d0:5a:1b:96

.999884 192.168.1.100 192.168.1.111 ICMP Echo (ping) request (id=0x0001, seq(be/le)=2/512, ttl1=128)

oo E w2
[ - S ]

Arp —s ip_adresi mac_adresi RS

= Ethernet IL, Src: Giga-Byt_oa: td0:5a:1b:96), Dst: Cimsys_33:44:55 (00:11:22:33:44:55)
E Destination: Cimsys_33:44: 55 (DD 11: 22 33 44:55)
Address: c1msys 33:44:55 (00:11:22:33:44:55)
veee waa0 s viee e vaw. = IG bit: Individupl address (unicast)
A vve. = LG bit: Globally| unique address (factory default)
M Source: G1ga Byt Sa lb 96 (00:17:d0:5a:1b:%0)
Type: IP (0x0800)
+ Internet Protocol, Src: 192.168.1.100 (192.168.1.180), Dst: 192.168.1.111 (192.168.1.111)
# Internet Control Message Protocol

C:sUWindowsssystem3d2arp —s 192.168.1.111 AA-11-22-33—44-55
C: Windows~systemnd2>ping 192.168.1.111 —n 2
Pinging 192.168_1_111 with 32 bytes of data:

Request timed out.
Request timed out.

Ping statistics for 192.168.1.111: i i
Packets: Sent = 2. Received = B, Lost = 2 <(188x loss). Statik ARP Kaydl glrme

C:“Windows systemn3d2»
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Statik ARP Kaydi Onlemini Atlatma

» Statik ARP Kaydi sadece istemci ile Router
arasindaki trafigi tek yonli olarak korumaya alir.

— Istemciden Router’a gidecek paketleri saldirgan ARP
kayitlarini degistiremedigi icin okuyamaz
* Saldirgan Router’dan istemciye dénecek olan
paketleri Router’i kandirarak kendi Gizerinden
gecirebilir.

— Router Uzerine statik ARP kaydi girilmedigi middetce
saldirgan tek yonlu olarak trafigi inceleme hakkina
sahiptir.

* Tek yonli trafikte user/pass bilgileri olmasa da
sunucudan donen cookie/session gibi bilgiler yer
alabilir.
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DHCP Snooping

 DHCP istemi ve sunucu arasinda gorinmez
glvenlik duvari islevi

Sahte DHCP sunucu engellemek icin

 DHCP’den gelen dogrulamis cevaplari bir tabloya
<ayIt eder ve ARP spoof engellemeleri icin
cullanilabilir.

* Her VLAN icin ayarlanabilir

* Her switch icin farkli yapilandirma

narametrelerine sahiptir.

http://www.cisco.com/en/US/docs/switches/lan/catalyst6500/ios/12.2SXF/native/configur
ation/guide/snoodhcp.html
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IDS/IPS Sistemler ve ARP Spoofing

* IP-MAC eslesmesi gerceklestirerek bir tablo
olusturulur.

* Bu tablodaki duzeni bozacak her paket icin uyari
verilir.

* Ornek Snort IDS Yapiladirimi

# SID Event description

#--—---

# 1 Unicast ARP request

# 2  Etherframe ARP mismatch (src)
# 3  Etherframe ARP mismatch (dst)
# 4  ARP cache overwrite attack

#preprocessor arpspoof
#preprocessor arpspoof_detect_host: 192.168.40.1 f0:0f:00:f0:0f:00
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* Arpwatch acik kaynak kodlu ARP faaliyet
izleme programidir.

* Yerel agda calistirildiginda tim ARP paketlerini
izleyerek MITM ya da benzeri turde

anormallikleri tespit edebilir.

# cat messages | grep ’'192.168.2.33’

Aug 14 18:05:49 ver arpwatch: bogon 192.168.2.33 0:2:6f:46:74:f
Aug 14 18:05:54 ver arpwatch: bogon 192.168.2.33 0:2:6f:46:74:f
Aug 14 18:06:05 ver arpwatch: bogon 192.168.2.33 0:2:6f:46:74:f
Aug 14 18:06:31 ver arpwatch: bogon 192.168.2.33 0:2:6f:46:74:f
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Arpwatch Kurulumu

root@bt:~# apt-get install arpwatch
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following NEW packages will be installed:

arpwatch
0 upgraded, 1 newly installed, O to remove and 39 not upgraded.
Need to get 185kB of archives.
After this operation, 647kB of additional disk space will be used.
Get:1 http://32.repository.backtrack-linux.org/ revolution/main arpwatch 2.1a15-1.1
[185kB]
Fetched 185kB in Os (320kB/s)
Selecting previously deselected package arpwatch.
(Reading database ... 226895 files and directories currently installed.)
Unpacking arpwatch (from .../arpwatch_2.1a15-1.1_i386.deb) ...
Processing triggers for man-db ...
Processing triggers for ureadahead ...
Setting up arpwatch (2.1a15-1.1) ...
Starting Ethernet/FDDI station monitor daemon: (chown arpwatch
/var/lib/arpwatch/arp.dat) arpwatch.
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BinaryPlant ARP Monitor

* ARP degisikliklerini Windows ortaminda
loglayan ve alarm ureten cesitli yazilimlar

11.03.
11.03.
11.03.
11.03.
11.03.
11.03.
11.03.
11.03.
11.03.
11.03.
11.03.
11.03.
11.03.
11.03.
11.03.
12.03.
12.03.
12.03.
12.03.

2008 19:21:00
2008 19:21:03
2008 19:21:03
2008 19:32:50
2008 19:47:25
2008 19:53:28
2008 19:53:28
2008 19:54:24
2008 19:54:24
2008 20:17:19
2008 20:38:55
2008 20:43:42
2008 20:46:32
2008 21:07:22
2008 22:15:36
2008 6:29:51

2008 7:15:06

2008 9:25:03

2008 9:31:40

Fip flop
Fip flog
Fip flop
Hew sttty

Changed ethernet addr. ..

Fip flop
Flip flop
Flip flop
Flip flop
Mewr station

Fip flop

Reused old ethernet ad. ..

Mew activity
Fiip flop
Mew activity
Fip flop
Fip flop
Fip flop
New station

Total number of events: 2607

Details

00-E0-9C-D0-AG-AG takes other’s IP: 10.2. 1, 100
00-13-8F-52-29-93 takes other's IP: 10.2.1.100
00-EQ0-9C-D0-AG-AG takes other’s IP: 10.2.1. 100
00-15F2-CE-3C-13, ip: 169,254, 189. 244

10, 2. 1. 248 from 00-30-5-51-98-BA to 00-30-9-51-18-BA
00-13-8F -52-29-93 takes other's IP: 10.2.1.100
00-EQ-4C-DD-AG-AG takes other’s IP: 10.2. 1, 100
00-13-8F -52-29-93 takes other's IP: 10.2.1.100
DD-E0-4C-D0-AE-AG takes other's [P: 10.2.1. 100
10. 1. 1. 150, bveaddr: 00-30-4F-3E-D4-35
00-30-9F -51-94-EE takes other's IP: 10.2.1.145
10. 2. 1. 248, hwaddr: 00-30-4F-51-93-B4
00-E0-4C-D0-AB-AB, ip: 169.254.33.89
O0-E0-4C-D0-AE-AB takes other's [P: 10.2.1. 103
- 18-F3-3E-A5-04, ip: 169,254, 105. 159
0)-13-8F -52-79-93 takes other's IP: 10.2.1.100
00 -ED-4D-41-31-FB takes other's IP: 10.2.1.21
00-E0-40-47-16-A4 takes other's IP: 10.1.4.64
168, 254, 22.53, hwaddr: 00-10-7D-9F-A4-04
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