“An attacker only needs to find one weakness while the defender needs to find every one,

U BGA

(((( SECURITY

Endustriyel IT Sistemlerinde
Siber Guvenlik

Huzeyfe ONAL
BGA Bilgi Glivenligi

A skilled and motivated attacker will always find a way.”



Ajanda

OKritik altyapi kavramlari, protokoller ve detaylar

Turkiye ve Dinya’da ICS/SCADA Gilivenligi Konusunda
Gelismeler & Son Durum

ICS/SCADA Sistemler Nasil Hacklenir, Glvenlik Denetimi
Nasil Gerceklestirilir?

QDaimi/DUzenIi ICS Guvenligi icin Yol Haritasi Ne Olmali?



BGA Bilgi Guvenligi

2008 yilindan beri kurumlara Siber Guvenlik konusunda
danismanlik sunuyoruz. (Ar-ge/Yazilim, Egitim,
Danismanlik...)

Ankara, Istanbul ve Baku ofisleri

Agirlikli olarak calistigimiz sektérler: Sigortacilik, E-ticaret,
Finans, Telekom, Kamu ve Enerji

“BGA Group” olarak aktif 35 guvenlik danismani ile hizmet
vermekteyiz.



BGA - ICS/SCADA Guvenligi lliskisi

SCADA Egitimleri
— Farkindalik Egitimi
— Guvenlik Egitimi

SCADA Penetration Test Hizmeti

Security Assessment (NIST Uyumlu) & Score Card

SCADA “Security Operation Center” Kurulumu
— Turkiye'de tek
— Acik kaynak kod Grunler kullanarak



Katilimcilar

Kac kisi SCADA ile ilgili bir konuda calisiyor

Kac kisi SCADA kelimesi/tanimini daha once
duymus

SCADA Denilince akliniza ilk gelen nedir?

Sizce elektrikleri kim kesti?



Kritik Altyapi Tanimi ve Onemi

Kritik altyapilar devlet diizeninin ve toplumsal diizenin saglikh bir
sekilde islemesi icin gerekli olan ve birbirleri arasinda bagimliliklari

olan fiziksel ve sayisal sistemlerdir.

Enerji Gretim ve dagitim sistemleri, telekomunikasyon
altyapisi, finansal servisler, su ve kanalizasyon sistemleri, guivenlik
servisleri, saglk servisleri ve ulastirma servisleri en basta gelen kritik

altyapilar olarak siralanabilir.

Internet of Things atasi(!)

https://www.bilgiguvenligi.gov.tr/siber-savunma/iki-kritik-kavram-kritik-altyapilar-ve-kritik-bilgi-
altyapilari.html



Tarkiye’nin En(?) Kritik Sistemi Nedir?
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Kritik Altyapi Cesitler;i

e BT’yi kullanan kritik altyapilar:
— Ulasim
— Bankacilik ve finans
— Saglik ve acil durum servisleri
— Kritik kamu servisleri

 Tamamen BT’den olusan kritik altyapilar:
— Telekomunikasyon

 SCADA ile kontrol edilen ve izlenen kritik altyapilar:
— Kritik Gretim tesisleri

— Enerjive su
— Elektrik...



SCADA Ne Amacla Kullanilir... Ornekler

* Evimize gelen elektrik
* Evimize gelen su

* Trafik isiklari

* Dogalgaz Gretimi

* Ofisteki i1si derecelerinin ayarlanmasi
e Bindigimiz trenin gluvenligi, yonetimi

* Nukleer enerji santrallerinin ydnetimi




Kritik Altyapilar ve IT Ortamlarindan Farklari

Not life threatening Safety first

Availability important Non-interruption is critical

Transactional orientation Real-time focus

IBM, SAP, Oracle, ..... ABB, Emerson, GE, Honeywell, Siemens...
People ~= Devices Few people; Many, many devices

PCs and Servers Sensors, Controllers, Servers

Web services model is dominant Polled automation control model

MS Windows is dominant OS Vendor-embedded operating systems
Many commercial software products installed on each PC Purpose-specific devices and application

Protocol is primarily HTTP/HTTPS over TCP/IP - widely known Many industrial protocols, some over TCP/IP —vendor and sector-

specific
Office environment, plus mobile Harsh operating plant environments
Cross-industry IT jargon Industry sector-specific jargon

Cross-industry regulations (mostly) Industry-specific regulations

Kaynak: Gartner ICS Reports, 2014



ICS/SCADA Bilesenleri ve Temel Kavramlar

Endustriyel IT Sistemleri donanima bagli standart yazilim ve
protokoller butuninden olusmaktadir.

SCADA
ICS

OPC
DCS

PLC

RTU
Modbus




ICS

* |CS - Industrial Control Systems
* Genellikle SCADA ile karnistirilir




SCADA Nedir?

Supervisory Control and Data Acquisition (SCADA)

Enerji Gretim ve dagitiminin kontrolu, su, dogal gaz,
kanalizasyon sistemleri gibi kritik altyapilarin kontrol
edilmesi ve izlenmesini de saglayan yapidir.

Prosesler icin gozetleyici denetim ve veri toplama anlamina
gelen SCADA uygulamasi ilk olarak 1960’li yillarda Kuzey
Amerika’da hayata gecirilmistir.

ICS Bilesenidir



SCADA Altyapi Bilesenleri?

* Yazilim, donanim, iletisim protokolleri, “INSAN”

Control and Monitoring

Backup Control center



Ornek Bir SCADA A8




Sik Kullanilan Scada Protokolleri

e CIP, BACnet, CC-link, Ethernet/IP, Modbus, Profinet,
S3,S55,S7, DNP3

‘ MITSUBISHI
AN ELECTRIC = PROEINET
FACTORY AUTOMATION &8 EthernetP
« Modbus TCP/P |
Rockwell Etrernet-Powerln
Automation ® EtherCAT

Schppider

PROFIBUS » PROFINET

SIEMENS‘




Ornek SCADA Protokolii:>Modbus

* 1979 yilinda Schneider Elektrik tarafindan Seri
baglantilar Gzerinden kullanim icin gelistirilmis fakat
glinimuzde TCP Uzerinden kullanilmaktadir.

— TCP port 502
* Master/slave mantigi ile calisir

* Genel modbus zafiyetleri
— Clear-text bir protokoldtr, MITM saldirilarindan etkilenir

— Kimlik dogrulama yoktur



ModBus IDS Kurallari

SiD Message

1111001 Modbus TCP - Force Listen Only Mode

1111002 Modbus TCP - Restart Communicatons Option

1111003 Modbus TCP - Clear Counters and Diagnostic Registors
1111004 | Modbus TCP - Read Device identification

1111005 Modbus TCP - Report Slave 1D

1111006 | Modbus TCP - Unauthorized Read Requestio a PLC
1111007 Modbus TCP - Unauthorized Write Requestio a PLC
1111008 | Modbus TCP - Blegal Packet Size, Possible DOS Attack
1111009 Modbus TCP - Non-Modbus Communication on TCP Port 502

ARRRL ALY

Modbus TCP -~ Slave Device Busy Exception Code Delay

ARRRL AR

Modbus TCP - Acknowledge Exception Code Delay

1111012

Modbus TCP -~ Incorrect Packet Length, Possible DOS Attack

ARRRL AR

Modbus TCP — Points List Scan

1111014

Modbus TCP - Function Code Scan



Genel SCADA Guvenligi

* Genel olarak bilisim sistemleri arasinda en
“guvensiz” olanlari endustriyel IT
sistemleridir.

— Temel sebepler

* Ulkelerin siber gtivenlik stratejilerinde
SCADA Guvenliginin yeri

e SCADA sistemlerinde cikan glvenlik
zafiyetleri ve kullanim alanlari
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SCADA Sistemleri Neden Hedefte?

Slemens
Advantech/Broadwin
Schneider Electric
Invensys Wonderware
General Electric
7-Technologies
WellinTech

Rockwell Automation

| silahsistemi ____| _Maliyet (USD) | _Kimler Gelistirebilir?

Emerson

Gorinmez Savas Ucagi 397 Milyar (F-35) ABD, Cin, Rusya
Ecava
Measuresoft Niikleer Denizalt 11 Milyar ABD, Rusya, Ingiltere,
Iconics Fransa, Cin, Hindistan
Sielco Sistemi Askeri Hedefler igin Siber Silah 1 Milyar Gelismis Ulkeler
ABB Programi
Progea Sivil Hedefler igin Siber Silah 100 Milyon Geligmis ve gelismekte olan
Lantronix Programi tim dlkeler
R Kritik Bir Altyapiya Yonelik Siber 5 Milyon Herkes (devlet, teroristler,
o Saldin organize sug orgutleri vb.)
Schweitzer Engineering Laboratories
Ulusal Siber Guvenlik Programi > 1 Milyar Politika, Strateji, Icra (5-10

Automated Solutions Y
/ (sivil) sene)



Yasanmis Guvenlik Ihlal Olaylari #videol

www.risidata.com/Database
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Baku-Thbilisi-Ceyhan Pipeline explosion

Iranian Oil Terminal offline after malware attack

German Steel Mill Cyber Attack

Russian-Based Dragonfly Group Attacks Energy Industry

U-2 spy plane caused widespread shutdown of U.S. flights: report
After ‘Godzilla Attack! U.S. warns about traffic-sign hackers
Public utility compromised after brute-force hack attack, says Homeland Security
Broadcast Storm Shuts Down DCS Consoles

PLC Password Change

Duplicate IP Address Prevents Machine Startup

Whitehat Takeover of DCS Consoles

Hackers Target Cal - ISO System

Electronic Sabatoge of Venezuela Oil Operations

Nimda Impact on Manufacturing System

CIA Trojan Causes Siberian Gas Pipeline Explosion

Hacker Takes Over Russian Gas System

Iranian Hackers Attempt to Disrupt Israel Power System
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~ Year

2008

2012

2014

2014

2014

2014

2014

1997

1988

1996

2002

2001

2002

2001

1982

1999

2003

~Ana

 Industry Type

Petroleum
Petroleum

Metals

Power and Utilities
Transportation
Transportation
Power and Utilities
Pulp and Paper
Pulp and Paper
Pulp and Paper
Petroleum

Power and Utilities
Petroleum

Food & Beverage
Petroleum
Petroleum

Power and Utilities
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4 Country

Turkey

Iran

Germany

United States
United States
United States
United States
Canada

Canada

Canada

Canada

United States
Venezuela

United States
Russian Federation
Russian Federation

Israel

Vit easo o
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SCADA Guvenlik Arastirmasi Sonuclari
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Dinya’da Gelismeler ve Son Durum

5://www.whitehouse.gov/the-press-office/2013/02/12/executive-order-improving-critical-infrastructure-c

The White House

Office of the Press Secretary E-Mail | M Tweet | [ Share  #

For Immediate Release February 12, 2013

Executive Order -- Improving Critical Infrastructure
Cybersecurity

EXECUTIVE ORDER

NSA direktorii: Cin, ABD'nin
enerji altyapisina hasar verecek

For immediate Release November 30, 2011

Presidential Proclamation -- Critical Infrastructure

gucte Protection Month, 2011
68,000 ICS components exposed through the Internet. BY THE PRESIDENT OF THE UNITED STATES OF AMERICA
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Tarkiye'de Gelismeler ve Son Durum

e Ulusal Siber Guvenlik Stratejisi ve 2013-2014 Eylem Planinda Kritik Altyapilar
e Kurumsal Seviyede Farkindalik Asamasinda...

“

insanlarin  hayati sosyal fonksiyonlarinin, sagliklarinin, emniyetlerinin,
gtivenliklerinin, ekonomik ve toplumsal refahlarinin devami igin gerekli olan ve
aksama veya yok edilmesi bu fonksiyonlari stirdiirmede yetersiz kalma sonucunda

bir lye tlkede belirgin etki gosterecek varlik, sistem veya ilgili parcalari”

Enerji Bakani Yildiz'dan elektrik
kesintisi yorumu: Siber saldir1 midir,
soyleyemem

W Pajes

Enerji Bakani Taner Yildiz, Turkiye genelinde yasanan elektrik
kesintisiyle ilgili kriz merkezi kuruldugunu soyledi




SCADA Sistemler Nasil Hacklenir?




SCADA Sistemlerinin Etkileyen Malware’ler

Stuxnet Mahdi g
e *USB infection -Malicious PDF/PPT oo
*Davis-Besse Nuclear Plant *Natanz Facility «Cyber Espionage +Oil and Ggs in GQC
«Plant monitoring offline for 5-6 hours «Controller Sabotage «Mainly in Middle East *30K+ Devices Wiped
2003 2000 @ 2010 ® 20 ) 2012 @) 2013 O

Night Dragon Operations DuQu Flame Red October

+Oil and Gas Majors Aurora « Stuxnet Varant * Keystroke Logger *Malicious PDF/PPT

+Sensitive Information Stolen «APT *Backdoor Rootkit  *Screenshot + Cyber Espionage

* Cyber Espionage * Swiss Knife of Malware

*Target Hi-Tech
*Defense

*Source Code
+*Originated from CN

*Mainly in Middle East



Ornek “SCADA Givenlik Denetimi” Sonuclari

SCADA sistemlerine internet Gzerinden korumasiz VPN
erisimleri

Aglar arasi yetkisiz erisim problemi

Guncel olmayan yazilim kullanimi

— Yama yonetimi
Kimlik Dogrulama
Yetkilendirme

Parola guvenligi

Fiziksel Guvenlik
Insan...



SCADA Ortamlarinda Zafiyet Yonetimi

e Guvenlik bir sonuc degil stirectir.
— Gunluk yayinlanan glivenlik zafiyeti sayisi 50 Adet

e Aktif Denetim yerine pasif denetim

Shield ®:

|l Dashboard - DEMO Inc. =

VULNERABILITY TREND ASSET GROUPS RISK MAP WEIGHTED PERFORMANCE LEVELS

(e 0 0 [ X
S ’ 0 0 0 .
: g (] ' 1 ] .
: " ‘ P o e
o ] L [ 3 . '
0 Q o = o " " " i

Open Wonerabities (Vodn Court x Asset Covet)
W Closed Voins I Open Woina ® Ciosed Velnersbaities (Vuln Count x Asset Count)

Total Risk Score Current Threat Level Open Vuins Closed Wins CVE Attack Exposure Riskiest Ticket

Most RecentScans® . Inbox®



SCADA Penetration Test
“IIk Kural” [ e




Ikinci Kural

http://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-82r1.pdf

Unintentional Internal Security Consequences

B Vulnerability Scanner Incidents'’. While a ping sweep was being performed on an active SCADA
network that controlled 3 meter (9 foot) robotic arms, it was noticed that one arm became active and
swung around 180 degrees. The controller for the arm was in standby mode before the ping sweep
was initiated. In a separate incident, a ping sweep was being performed on an ICS network to identify
all hosts that were attached to the network, for inventory purposes, and it caused a system controlling
the creation of integrated circuits in the fabrication plant to hang. This test resulted in the destruction
of $50,000 worth of wafers. See Section 4.2.6 for additional guidance on ICS vulnerability
assessments.

B Penetration Testing Incident'. A natural gas utility hired an IT security consulting organization to
conduct penetration testing on its corporate IT network. The consulting organization carelessly
ventured into a part of the network that was directly connected to the SCADA system. The
penetration test locked up the SCADA system and the utility was not able to send gas through its
pipelines for four hours. The outcome was the loss of service to its customer base for those four
hours.



SCADA Pentest Metodolojisi

Information
Gathering

Network
Mapping

Covering
Tracks

Vulnerability
Identification

Penetration

Testing

Maintaining
Access

Methodology

Compromising Gaining Access

Enumerating & Privilege
Further Escalation



Ag Kesif Ve Envanter Tespiti

* Dikkat edilmesi gereken en 6nemli konu taramalar
vapilirken cok hassas olunmal

— Nmap ile tarama yaparken —scan-delay=1

— SYN tarama secengi yerine TCP Scan kullanilmali
— UDP tarama denenmemeli

nmap --script modbus-discover.nse --script-args='modbus-discover.aggressive=true' -p 502 <host>
Script Output

PORT STATE SERVICE

582/tcp open modbus

| modbus-discover

| Positive response for sid = Ox64

| SLAVE ID DATA: \xFA\xFFPM716PowerMeter

| DEVICE IDENTIFICATION: Schneider Electric PM710 v03.110

| _ Positive error response for sid = Ox96 (GATEWAY TARGET DEVICE FAILED TO RESPONSE)



Internet Uzerinden Bilgi Toplama

e Shodan Arastirma Sonuclari

* Belirli SCADA Protokolleri ve yazilimlarinin Shodan benzeri
arama motorlari kullanarak arastirilmasi



Project SHINE / SCADA Arastirma Sonuclari

« SHODAN (Sentient Hyper-Optimized Data Access Network)

— Arama motoru
e Shine - “Shodan INtelligence Extraction”

* Calisma kapsaminda incelenen portlar

e File Transfer Protocol (FTP) — port 21 e Secured Shell (SSH) — port 22

e Telnet (TELNET) — port 23 e Simple Network Mgmt Protocol — port 161
e Unsecured Web (HTTP) — port 80 e Secured Web (HTTPS) — port 443

e Siemens SIMATIC / ICCP — port 102 e MODBUS/TCP - port 502

e DNP3 - port 20000 e Ethernet/IP — port 44818

e BACNet —port 47808



Siemens SIMATIC / ICCP (Port 102) - Top 5 Countries

[Sampling data collected as of 31-Jan-2014]

COUNTRY: SPAIN COUNTRY: TURKEY
COUNT = 247 COUNT =74
PERCENTAGE = 13.71% (1802) PERCENTAGE = 4.11% (1802)
PERCENTAGE = 7.10% (3477) PERCENTAGE = 2.13% (3477)

COUNTRY: GERMANY

COUNT =691

PERCENTAGE = 38.35% (1802)
PERCENTAGE = 19.87% (3477)

TOTALTOP 5 = 1802
TOTAL ALL = 3477

COUNTRY: ITALY

COUNT =513

PERCENTAGE = 28.47% (1802)
PERCENTAGE = 14.75% (3477)

Figure 7.
Position Country Count % Out of 1802 % Out of 3477
1 Germany 691 38.35% 19.87%
2 italy 513 28.47% 14.75%
3 United States 277 15.37% 7.97%
4 Spain 247 13.71% 7.10%
5 Turkey 74 4.11% 2.13%
1802 (total)

Figure 8.




DNP3 (Port 20000) - Top 5 Countries

[Sampling data collected as of 31-Jan-2014)

COUNTRY: SLOVAKIA
COUNT = 28
PERCENTAGE = '5.44% (515)
PERCENTAGE « 4.48% (625)

PERCENTAGE = 10.68% (515)
PERCENTAGE » 8.80% (625)

COUNTRY: SWEDEN
COUNT » 55

COUNTRY: ITALY
COUNT = 18
PERCENTAGE = 3.50% (515)
PERCENTAGE » 2.85% (625)

COUNTRY: TURKEY

COUNT =13

PERCENTAGE = 2.52% (515)
PERCENTAGE = 2.08% (625)

COUNTRY: UNITED STATES
COUNTY = 401

PERCENTAGE = 77.86% (515)
PERCENTAGE = 64.16% (625)

TOTALTOP S5 =515
TOTAL ALL = 625
Figure 15,
Position Country Count % Out of 515 % Out of 625
1 United States 401 77.86% 64.16%
2 Sweden 55 10.68% 8.80%
3 Slovakia 28 5.44% 4.48%
a Italy 18 3.50% 2.88%
5 Turkey 13 2.52% 2.08%
515 (total)

Figure 16,




Sosyal Mihendislik / Oltalama / APT

scada engineer Q

Connections

Jobs

Interests

Advanced

Business Services

L K

Try Premium for free

All
I People
More

Relationship

1st Connections
2nd Connections
Group Members

3rd + Everyone Else
Location

United States
India

United Kingdom
Australia
Canada

+ Add
Current Company

ABB

Siemens

Schneider Electric

Rockwell Automation

Emerson Process Ma
+ Add

Industry
Past Company
School

Profile Language

224,444 results for scada engineer

Osman Ozer 2w
Control Engineer

+ 3 shared connections * Similar

Scada Software Engineer at Siemens

Mehmet TA§ 2w

Electrical Engineer - NSC Teknoloji ve Insaat Ltd,

* 3 shared connections * Similar

Electrical/Scada Engineer at NSC Teknoloji ve Insaat Ltd.

Serkan Ozbakan 1=
System and Network Manager at Beta International

* 21 shared connections * Similar - 24 224

- System and Network Engineer at Beta International

(44899)
(37390)
(14474)
(11581)

(9067)

(4873)
(4867)
(3948)
(2211)
(1550}

Scada & RF Communication at Famagusta Water Treatment - Cyp...

Only show people in your groups?

Halil Guler 1a
R&D Engineer at TUBITAK

* 8 shared connections * Similar - 4& 212

Electronic Engineer at Coca-Cola igecek a.§
Simens S7-300 PLC, WinCC Scada System configurations,
production monitoring.

Hakan UZUNCA 1=

Senior Network Engineer at Gentel Telekominikasyon San. ve Dig.

Tic. Ltd. Sti.

* 72 shared connections * Similar « 4 500+

Senior Network Engineer at Gentel Telekominikasyon San. ve Du...

Turk Telekom TDM backbone Maintanence... ) for Siemens Scada
System.

Umit Glingér 1at
Data Center Engineer at Turk Telekom




Scada Guvenlik Denetimi

e Onerilen Standart Dokiimanlari

- ISA-99 / IEC-62443
- NERC-CIP

- NIST 800-82
- 1ISO27001:2013



Guvenlik Denetimi Kontrol Listesi
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Guvenli SCADA Kurulum Adimlari

1. Adim: Ust Y8netim Farkindalik ve Destek
— Politika ve prosedtrlerin tamamlanmasi (Hazirlik)

2. Adim:GAP Analizi ve Varolan Durum Tespiti

— Guvenlik denetimi, risk assessment, onceliklendirme

3. Adim:Harekete Gecme, Uygulama

— Onceliklendirme sirasina goére dénlemleri alma, uygulama

4. Adim:Diizenli Givenlik izleme, Alarm Sistemi

— Kurulan altyapiyi kullanarak olusabilecek glivenlik ihlal ve
anormalliklerinin tespiti



Onerilen Adimlar

SCADA muhendisleri icin farklindalik egitimleri ve
“testleri”

Tum SCADA sistemini diizenli olarak aylik giivenlik (pasif)
taramadan gecirilmesi

SCADA agina yeni bir sistem takildiginda haberdar
edecek sensorlerin kurulumu

SCADA sistemlerine yonelik gerceklestirilecek siber
saldirilarin simtlasyonu

7/24 glvenlik izleme sisteminin kurulumu



Zero Trust Modeli

Concepts of zero trust




SCADA Guvenlik Izleme Projesi

* SCADA Glivenlik Olaylari izleme projesinde tiim diinyada en
fazla kullanilan yazillm “Snort” tercih edilmistir.
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SCADA Siber Tehdit Simulasyonu

e Siber GlUvenlik Tatbikat calismasi bir kurumun dis ve i¢ siber saldirgan
gozlyle kurumdaki tim glvenlik bilesenleri (calisanlar dahil) gercek
hayattakine benzer bir saldiri simulasyonu ile 6lcimudur.

ncreasing risk & cost to contain & remediz

“Cyber Kill
Chain”

Cyber Kill Chain - Sequential chain of events in order to successfully
complete its targeted mission ~ Lockheed Martin CIRT

Kaynak:theimf



7X24 Guvenlik I1zleme - SOC
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