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2.1. Nmap Kullanarak Acik Sistemlerin Belirlenmesi

Amag: Cesitli metotlar (ARping, UDPing, TCPing) kullanarak hedef sistemlerin ayakta
olup olmadiginin belirlenmesi.

Kullanilan Araglar:
e Nmap

Adimlar:
1. Adim: Hedef sistemin (cnn.com) 21 portuna TCP SYN paketi gondererek hedefin

ayakta olup olmadigini goérelim. Hedef sistemin 21 portuna erisim olmadigi i¢cin hedefin
“‘down” oldugunu gérmemiz beklenmektedir.

root@pentest09:/home/celal# nmap -sP -PS21 cnn.com

Starting Nmap 6.01 ( http://nmap.org ) at 2012-12-09 01:46 EET

Note: Host seems down. If it is really up, but blocking our ping probes, try -Pn
Nmap done: 1 IP address (0 hosts up) scanned in 2.09 seconds

2. Adim: Hedef sistemin(cnn.com) 80 portuna TCP SYN paketi géndererek hedefin
ayakta olup olmadigi tespit edilebilir. Hedef sistemin 80 portuna erisim oldugu igin
hedefin “up” oldugunun gorulmesi beklenmektedir.

root@pentest09:/home/celal# nmap -sP -PS80 cnn.com

Starting Nmap 6.01 ( http://nmap.org ) at 2012-12-09 01:46 EET

Nmap scan report for cnn.com (157.166.255.19)

Host is up (0.26s latency).

Other addresses for cnn.com (not scanned): 157.166.226.25 157.166.226.26
157.166.255.18

Nmap done: 1 IP address (1 host up) scanned in 0.50 seconds

3. Adim: Yine, hedef sistemin(cnn.com) 22 portuna TCP ACK paketi gondererek
hedefin ayakta olup olmadigi tespit edilebilir. Hedef sistemin 22 portuna erisim olmadigi
icin hedefin “down” oldugunun goértlmesi beklenmektedir.

root@pentest09:/home/celal# nmap -sP -PA22 cnn.com

Starting Nmap 6.01 ( http://nmap.org ) at 2012-12-09 01:49 EET

Note: Host seems down. If it is really up, but blocking our ping probes, try -Pn
Nmap done: 1 IP address (0 hosts up) scanned in 2.09 seconds

4. Adim: Hedef sistemin(cnn.com) 80 portuna TCP ACK paketi gondererek hedefin
ayakta olup olmadigi tespit edilebilir. Hedef sistemin 80 portuna erisim oldugu ve ACK
paketlerine cevap verdidi icin hedefin “up” oldugunun gérilmesi beklenmektedir.

root@pentest09:/home/celal# nmap -sP -PA80 cnn.com
Starting Nmap 6.01 ( http://nmap.org ) at 2012-12-09 01:51 EET
Nmap scan report for cnn.com (157.166.226.26)
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Host is up (0.24s latency).

Other addresses for cnn.com (not scanned): 157.166.255.18 157.166.255.19
157.166.226.25

rDNS record for 157.166.226.26: www.chn.com

Nmap done: 1 IP address (1 host up) scanned in 0.40 seconds

5. Adim: UDP ping genelde sistemin ayakta olup olmadigini tespit etmede basaril
degildir. Bu nedenle tercih edilmemektedir. UDP ping ic¢in ilgili nmap parametresi -PU
seklindedir.
Ek Kaynaklar:

e Www.insecure.org
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2.2. Nmap Kullanarak Belirli Ip Araligindaki Belirli Port Araligini
Tarama

Amag: Sadece belirli IP adreslerinin istenilen portlarina yonelik taramalar yapip
sonuglarini gozlemleme.
Kullanilan Araglar:

e Nmap

Adimlar:

1. Adim: Nmap araci kullanilarak, hedef olarak secilen 192.168.21.141 adresinin 1-
3389 arasindaki TCP portlarini taranacaktir. Gergek sistemlerde taramalar zaman
almaktadir. Taranmak igin segilen sistemin ayakta olup olmadigi tespit edilmeden
taranmaya baslanmasi durumunda yapilan calismalar bosa gidebilmektedir. Bu olasi
zaman kaybini dnlemek adina dnce sistemin ayakta olup olmadigi test edilmelidir.

Nmap 6n tanimli olarak taramaya gegmeden dnce hedefin ayakta olup olmadigi test
edilmelidir.

root@kali:~# nmap 192.168.21.141 -sn

Starting Nmap 6.47 ( http://nmap.org ) at 2015-02-17 10:21 EST
Nmap scan report for 192.168.21.141

Host is up (0.00026s latency).

MAC Address: 00:0C:29:BF:F5:B9 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.04 seconds

Gorluldagu Uzere hedef sistem hakkinda “Host is up” bilgisi alinmistir. Nmap
taramalari ¢ok cesitlidir ve cgesitleri ihtiyag ile birlikte ortaya c¢ikmistir. Bu tarama
yonteminde kullanilan “-sn” parametresi sistemin ayakta olup olmadigini sisteme SYN
paketleri gondererek tespit etmektedir. Bu tarama yontemi c¢ok hizli bir tarama
yontemidir. Fakat sistem bir guvenlik duvari tarafindan korunuyor ise bu tarama yontemi
ile hedef sistem hakkinda bilgi almak zor olacaktir. Bu durumda “-Pn” parametresi
kullaniimalidir. Fakat guvenlik onlemleri tam olarak alinmig sistemler hakkinda bilgi
almak ¢ok zor olabilir.

1. Adim: Ayakta oldugu tespit edilen sisteme ait belirli port araliginin taranmasi;

root@kali:~# nmap 192.168.21.141 -Pn --open -p1-3389

Starting Nmap 6.47 ( http://nmap.org ) at 2015-02-17 10:30 EST
Nmap scan report for 192.168.21.141

Host is up (0.00011s latency).

Not shown: 3385 closed ports

BGA Bilgi Giivenligi A.S. | www.bga.com.tr | @bgasecurity




[PENTEST LAB CALISMALARI]

PORT STATE SERVICE

135/tcp open msrpc

139/tcp open netbios-ssn

445/tcp open microsoft-ds

3389/tcp open ms-wbt-server

MAC Address: 00:0C:29:BF:F5:B9 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 3.36 seconds

Bu ornekte kullanilan:

--open: Parametresi sadece aglk olan portlari raporlamaktadir.

-Pn: Parametresi hedef sistemde vyapilan port taramalarinda ping paketlerini
kullaniimamasi gerektigini vurgulamaktadir(Hedef sistemlerin glvenlik duvarlari
tarafindan korundugu durumlarda kullaniimaktadir).

-p: Parametre ile hedef sistem Uzerinde taranmak istenen portlarin belirtiimeksi icin
kullanilir.

Tarama sonucunda goruldugu Uzere hedef sistemde 135, 139, 445, 3389 portlari
aciktir.
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2.3. Nmap Kullanarak Calisan Servis Surumlerini Belirleme

Amag: Acik olan portu kullanan servisin ismini ve surumunu tespit etme.
Kullanilan Araglar:
e Nmap

Adimlar:
1. Adim: Nmap kullanilarak google.com domainin TCP/80 portunda ¢alisan servis
belirlenecektir.

root@kali:~# nmap google.com -sV -p 80

Starting Nmap 6.47 ( http://nmap.org ) at 2015-02-17 10:55 EST
Nmap scan report for google.com (216.58.209.14)

Host is up (0.025s latency).

rDNS record for 216.58.209.14: sof01s12-in-f14.1e100.net
PORT STATE SERVICE VERSION

80/tcp open http  Google httpd 2.0 (GFE)

Service Info: OS: Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at
http://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 6.34 seconds

Goriuldaga gibi google web server olarak kendisine ait olan Google httpd
kullanmaktadir. Ve kullandigi versiyonu 2.0'dir. -sV parametresi ile acgik bulunan
portlarda caligsan servis bilgisi ve versiyonu ogrenilebilir.
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2.4. Nmap Kullanarak isletim Sistemi Belirleme

Amag: Hedef sistem Uzerinde galisan igletim sistemini tespit etmek.
Kullanilan Araglar:
e Nmap

Adimlar:

1. Adim: Nmap -O parametresi ile uzak sistemde c¢alisan igletim sistemini tespit
edelim. Nmap isletim sistemini tespit isleminde 1 agik port 1 kapali port buldugu
durumlarda en sagdlikli bilgi verir. Aksi durumda kendi igletim sistemini ekrana
basar.

root@bt:~# nmap 10.10.10.5-O -n

Starting Nmap 6.00 ( http://nmap.org ) at 2012-11-10 22:32 EET
Nmap scan report for 85.95.238.171

Host is up (0.00014s latency).

Not shown: 994 closed ports

PORT STATE SERVICE

53/tcp open domain

135/tcp open msrpc

139/tcp open netbios-ssn

443/tcp open https

1027/tcp open IIS

1029/tcp open ms-Isa

MAC Address: 00:0C:29:3A:AE:DD (VMware)

Device type: general purpose

Running: Microsoft Windows 2003

(O CPE: cpe:/o:microsoft:windows_server_2003::spl
cpe:/o:microsoft:windows_server_2003::sp2

OS details: Microsoft Windows Server 2003 SP1 or SP2
Network Distance: 1 hop

OS detection performed. Please report any incorrect results at http://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 2.81 seconds

Nmap hedefin igletim sistemini belirlerken dncelikle sistem Uzerinde bir agik bir kapall
port bulmasi gerekir. Aksi halde saglikh sonu¢ bulamayabilir. Agik ve kapali porta
gonderdigi paketlere donllen cevaplardaki TTL degerlerinden hedef sistemi tespit eder.
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2.5. Bir Agda Yer Alan Tomcat Sunucularinin Tespiti

Amag: Nmap araci ile hedef sistemlerde tomcat sunucularinin varhginin tespit edilmesi.

Kullanilan Araglar: nmap

Uygulama: Tomcat sunuculari 6n tanimli olarak 8080 portunda hizmet vermektedir.
Ancak dizenlemeler ile baska portlarda hizmet verebilmesi de saglanabilmektedir. Bu
yuzden hedef sistemler bilinen web sunucu portlarinin servis tespiti yapacak sekilde

taranmasi gerekmektedir.
Bilinen web sunucu portlari: 80, 443, 8080, 8081, 8090, 8091.
Tomcat tespiti icin nmap’de iglenmesi gereken komut;

root@kali:~# nmap 192.168.1.0/24 -p 80,443,8080,8081,8090,8091 -sV --open -n

Starting Nmap 6.47 ( http://nmap.org ) at 2015-04-05 07:48 EDT
Nmap scan report for 192.168.1.1

Host is up (0.00056s latency).

Not shown: 4 closed ports

PORT STATE SERVICE VERSION

80/tcp open http?

443/tcp open ssl/http micro_httpd

MAC Address: 4C:9E:FF:39:09:5C (ZyXEL Communications)

Nmap scan report for 192.168.1.37

Host is up (0.000098s latency).

Not shown: 5 closed ports

PORT STATE SERVICE VERSION

443/tcp open ssl/http VMware VirtualCenter Web service
MAC Address: 44:8A:5B:EC:5E:48 (Micro-Star INT'L CO.)

Nmap scan report for 192.168.1.45

Host is up (0.00013s latency).

Not shown: 3 closed ports

PORT STATE SERVICE VERSION

80/tcp open http  Apache httpd 2.2.22 ((Ubuntu))

443/tcp open ssl/http Apache httpd 2.2.22 ((Ubuntu))
8080/tcp open http  Apache Tomcat/Coyote JSP engine 1.1
MAC Address: 00:0C:29:B0:8F:7C (VMware)

Service detection performed. Please report any incorrect results
http://nmap.org/submit/ .
Nmap done: 256 IP addresses (7 hosts up) scanned in 22.53 seconds

at
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Kullanilan parametrelerin agiklamalari:

-p: Taranacak port adresleri

-sV: Hedef portlarda galigan servislerin versiyon bilgileri

--open: Hedef portlarin sadece acik olanlarin ekrana basiimasi

-n: Dns ismi ¢ozulmesinin engellenmesi(Daha hizli bir tarama i¢in dnerilmektedir)
Goriulduga Uzere hedef sistemlerden 192.168.1.45 adresinde 8080 portunda bulunan bir

Tomcat sunucusu tespit edilmigtir.
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2.6. Nmap Kullanarak TCP/UDP Port Tarama
Amag: Hedef sistemler Gzerindeki portlarin durumlarini(open, closed, filtered) 6grenme.

Kullanilan Araglar:
Adimlar:
1. Adim: Nmap kullanarak bga.com.tr sitesinin TCP 21, 80, 443 portlari

taranacaktir;

root@pentestdd: & nmab bga.cﬁm.t? -p BB,21,443 -s5

Starting Mmap 6.81 { http://nmap.org ) at 2812-11-29 B@:35 EET

Mmap scan report for boga.com.tr (58.22.2082.162)

Host is up (@.17s latency).

rONS record for 58.22.202.162: 50,22.2082.162-static.reverse.softlayer.com

PORT STATE SERVICE
21/tcp closed ftp

BB/ tcp open http
443/tcp open https

Mmap done: 1 IP address (1 host up) scanned in 2.18 seconds

sS parameteresi hedefe TCP Syn scan yapilacagini gosterir.

2. Adim: Nmap kullanarak 8.8.8.8 IP adresinin UDP 53 portunu tarayalim
3. Adim: Port durumunun agik mi filtreli mi oldugundan emin olamadigi icin
openl|filtered donmektedir. Fakat emin olmak igin -sV komutu ile ¢calistiriimahdir.

root@pentest@9:~# nmap B.B.B.B -p 53 -sU -sV

Starting Mmap 6.81 ( http://nmap.org ) at 2812-11-29 @@:39 EET
Nmap scan report for google-public-dns-a.google.com (B.EB.EB.B)
Host is up (@.861s latency).

PORT STATE SERVICE VERSIOM

53/udp open domain MNetWare dnsd

Service detection performed. Please report any incorrect results at http://nmap.org/submity .
Nmap done: 1 IP address (1 host up) scanned in B.97 seconds
root@pentestldd:-#

Portun acik oldugu bodylece tespit edilmistir.
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2.7. Nmap NSE ile SMB Dosya Paylagimlarini Tespit Etmek

Amag: Hedef agdaki tim sistemlerin Gzerinde genele agik paylasim dosyalarini tespit
etmek, hassas verilere ulagmak.
Lab senaryosu: Bu uygulama internet erisimine sahip Backtrack Linux dagitimi
kullanilarak hazirlanmigtir.
Kullanilan Araglar:

e Nmap

Adimlar:
1. Adim: 6.6.6.90-99 IP araligindaki sistemlere yonelik smb paylasim taramasi
yapilacaktir;

root@bt:~# nmap 6.6.6.90-99 --script=smb-enum-shares -PN -p 139,445 -n
Starting Nmap 6.01 ( http://nmap.org ) at 2012-11-29 10:28 EET
Nmap scan report for 6.6.6.97

Host is up (0.016s latency).

PORT STATE SERVICE

139/tcp open netbios-ssn

445/tcp open microsoft-ds

MAC Address: 00:0C:29:6E:1B:8F (VMware)

Host script results:

| smb-enum-shares:

| ADMINS$

| Anonymous access: <none>

| C$

| Anonymous access: <none>

| IPCS$

| Anonymous access: READ

Nmap done: 10 IP addresses (6 hosts up) scanned in 6.42 second

2. Adim: Read/Write haklara sahip paylasimlar bulunacaktir;

root@bt:~# nmap 6.6.6.100-150 --script=smb-enum-shares -PN -p 139,445 -n
Nmap scan report for 6.6.6.110

Host is up (0.0035s latency).

PORT STATE SERVICE

139/tcp open netbios-ssn

445/tcp open microsoft-ds

Host script results:

| smb-enum-shares:
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| ADMIN$

| Anonymous access: <none>

| Current user (‘guest’) access: <none>

| C$

| Anonymous access: <none>

| Current user (‘guest’) access: <none>

| Com Printers

| Anonymous access: <none>

| Current user (‘guest’) access: READ

| D$

| Anonymous access: <none>

| Current user (‘guest’) access: <none>

| IPC$

| Anonymous access: READ <not a file share>

| Current user (‘'guest’) access: READ <not a file share>
| PaylasilanDosya

| Anonymous access: <none>

| _Current user (‘guest’) access: READ/WRITE
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2.8. Nmap NSE Kullanarak Genele Ag¢ik Paylagsimlarin Tespiti

Amacg: Nmap scriptleri yardimiyla bir agda bulunan ve yetkisiz erigsime izin verilmis
paylasimlarin tespit edilmesi.

Kullanilan Araglar: nmap

Uygulama: Bir agdaki paylasimlar glvenli ve kontrolli bir sekilde paylasiimamasi
halide, yetkisiz kigiler bu paylasimlara erigebilirler. Yazma haklarinin bulunmasi
durumunda verileri deg@istirme imkani olusabilir. Bu durum guvenlik ihlali olusturur.

nmap scriptleri araciligiyla, hedef sistemlerde yetkisiz paylagimlarin tespit edilebilmesi
mumkuanddar.

Yetkisiz paylasimlarin tespit edebilmek icin kullanilacak script “sbm-enum-shares” tir.

root@Kkali:~# nmap --script smb-enum-shares 192.168.1.40 -p 139

Starting Nmap 6.47 ( http://nmap.org ) at 2015-04-05 09:03 EDT
Nmap scan report for 192.168.1.40

Host is up (0.00020s latency).

PORT STATE SERVICE

139/tcp open netbios-ssn

MAC Address: 00:0C:29:75:90:01 (VMware)

Host script results:

| smb-enum-shares:
| ADMIN$

|  Anonymous access: <none>

|  Current user (‘guest’) access: <none>

| C$

|  Anonymous access: <none>

|  Current user (‘'guest’) access: <none>

| 1PC$

|  Anonymous access: READ <not a file share>

| Current user (‘'guest’) access: READ <not a file share>
| Users

|  Anonymous access: <none>

| Current user (‘guest’) access: READ

| ortakAlan

|  Anonymous access: <none>

| Current user (‘guest’) access: READ/WRITE

| ortakAlan-Herkes

|  Anonymous access: <none>

|_ Current user (‘guest’) access: READ/WRITE

Nmap done: 1 IP address (1 host up) scanned in 0.17 seconds
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Goriuldaga Uzere hedef sistemde “ortakAlan” ve “ortakAlan-Herkes” paylasimlari

herkese aciktir. Bunu dogrulamak icin hedef sistemde adi verilen paylasimlara
erigilmigtir.

RN AT ortakAlan - o
m Giris Paylas Garandm O
+ s Ag oy 192168140 » <S5 » ortakAlan v & Ara: ortakAlan 2
‘¢ Sik Kullanlanlar Ad B Degistirme tarihi Tir Boyut

& Indirilenler
B Masaiistii

= Calistir

Bu klasr bog.

== Bir program, klascr, belge veya Internet kaynadginin adin
yazdiginizda Windows sizin igin agacaktir.

Ag: WW192.168.1.40MC5\ortakAlan v

Tamam Iptal Gazat...

& Videolar
&, Verel Disk (C)
== MSI YEDEK (D:)
= BGA LAB (F)

= Business (G}

€ Ag

0age
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2.9. Nmap NSE Kullanarak Guivenlik A¢igl Tespit Etme

Amag: Hedef sistemde 21 nolu portta agik olarak bulunan FTP servisinin, Anonymous
FTP zafiyetine sahip olup olmadidinin tespit edilmesi.

Kullanilan Araglar:
e Nmap NSE

Adimlar:
1. Adim: Nmap Script Engine(NSE) kullanarak FTP hizmetinin Anonymous
kullanicisinin parolasi bos ise bunun tespit edilecektir.

root@bt:/usr/local/share/nmap/scripts# nmap 10.10.15.12 -p 21 --script=ftp-anon -
PN -n

Starting Nmap 6.00 ( http://nmap.org ) at 2012-11-10 21:56 EET

Nmap scan report for 10.10.15.12

Host is up (0.0048s latency).

PORT STATE SERVICE

21/tcp open ftp

| ftp-anon: Anonymous FTP login allowed (FTP code 230)

|_drwxr-xr-x 2 0 0 4096 Mar 10 2011 pub

Nmap done: 1 IP address (1 host up) scanned in 0.13 seconds

Tum NSE scriptlerini gérmek icin /usr/local/share/nmap/scripts dizinine bakilabilir.

2. Adim: NSE kullanarak belli bir IP araligindaki MS08-067 acikligi ve Conficker
viristine sahip sunuculari bulalim. Bu taramayi smb-check-vulns.nse isimli script ile
asagida gosterildigi sekilde gerceklestirebiliriz.

root@bt:~# nmap 6.6.6.90-99 --script=smb-check-vulns -PN -p 139,445 -n
Starting Nmap 6.01 ( http://nmap.org ) at 2012-11-29 09:32 EET

Nmap scan report for 6.6.6.97

Host is up (0.0057s latency).

PORT STATE SERVICE

139/tcp open netbios-ssn

445/tcp open microsoft-ds

MAC Address: 00:0C:29:6E:1B:8F (VMware)

Host script results:

| smb-check-vulns:

| MS08-067: VULNERABLE

| Conficker: Likely CLEAN

| regsvc DoS: CHECK DISABLED (add '--script-args=unsafe=1" to run)

| SMBv2 DoS (CVE-2009-3103): CHECK DISABLED (add '--script-args=unsafe=1' to
run)

| MS06-025: CHECK DISABLED (remove 'safe=1' argument to run)
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| MS07-029: CHECK DISABLED (remove 'safe=1" argument to run)
Nmap done: 10 IP addresses (5 hosts up) scanned in 0.80 seconds
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2.10. ileri Seviye Nmap Kullanimi

Amacg: Nmap aracinin kullanilarak hedef sistemlere yonelik yapilan testlerin agda trafik
olusturup dikkat cekmesini dnlemek i¢in tarama hizinin dtsiralmesi.

Kullanilan Araglar: nmap

Uygulama: Tarama igleminin yerel aglarda dikkat ¢ekici trafik olusturmamasi ve farkh
guvenlik cihazlar tarafindan tespit edilmemesi igin farkli o6zelliklerle taranmasi
gerekebilmektedir. Bu 6zelliklerden bir tanesi hizdir. Nmap ile tarama hizini disurmek
mumkuanddar.

Herhangi bir dizenlemeye gidilmeden taranmis bir hedefe ait ¢ikti;

root@kali:~# nmap 192.168.1.45

Starting Nmap 6.47 ( http://nmap.org ) at 2015-04-04 19:17 EDT
Nmap scan report for 192.168.1.45

Host is up (0.000072s latency).

Not shown: 993 closed ports

PORT STATE SERVICE

22/tcp open ssh

53/tcp open domain

80/tcp open http

139/tcp open netbios-ssn

443/tcp open https

445/tcp open microsoft-ds

8080/tcp open http-proxy

MAC Address: 00:0C:29:B0:8F:7C (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.11 seconds

Simdi ise saniyede 20 paket olacak sekilde bir tarama yapilmasi ile elde edilen tarama;

root@kali:~# nmap 192.168.1.45 --max-rate 20

Starting Nmap 6.47 ( http://nmap.org ) at 2015-04-04 18:45 EDT
Nmap scan report for 192.168.1.45

Host is up (0.00034s latency).

Not shown: 993 closed ports

PORT STATE SERVICE

22/tcp open ssh

53/tcp open domain

80/tcp open http
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139/tcp open netbios-ssn

443/tcp open https

445/tcp open microsoft-ds

8080/tcp open http-proxy

MAC Address: 00:0C:29:B0:8F:7C (VMware)

Nmap done: 1 IP address (1 host up) scanned in 50.01 seconds

Gorulduagu gibi ayni tarama ¢ok daha yavas gergeklestirilmistir.
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2.11. Parcalanmis Paketlerle Port Tarama

Amag¢: nmap ile port taramalarini guvenlik duvari ve IDS sistemlere takilmadan
gerceklestirmek.

Kullanilan Araglar: nmap

Uygulama: Nmap ile yapilan bazi taramalar givenlik duvarlari ve IDS sistemleri
tarafindan tespit edilebilmekte ve log altina alinabilmektedir. Bu cihazlara takilmadan
taramalarin gergeklestiriimesi igin taramalar kiuguk paketlere bolinerek gdnderilebilir.
Gulvenlik duvar ve IDS sistemeler bu paketleri incelediklerinde anlam veremeyecekleri
igin bunun bir port tarama iglemi oldugunu da anlayamacaklardir.

nmap ile paketlerin pargalanarak génderilmesi icin kullaniimasi gereken parametreler: -f
ve —mtu parametreleridir.

-f parametresi tek basina kullanildiginda 20 byte’lik IP basliklarini 16 byte’lik parcalara
bdler, yani bir paketi 3 pargaya boélmuis olur. Génderilen paketlerin offset degerlerini
manuel olarak ayarlayip boyutu degistirmek icinse mtu parametresi kullanilabilir. MTU
parametresine atanacak deger 8 ve katlari olmalidir.

-f parametresi ile birlikte kullaniimis bir 6rnek tarama sonucu asagida verilmistir.

root@kali:~# nmap --script smb-enum-shares 1.1.1.105 -p 139 -f

Starting Nmap 6.47 ( http://nmap.org ) at 2015-04-05 10:52 EDT
Nmap scan report for 1.1.1.105

Host is up (0.00023s latency).

PORT STATE SERVICE

139/tcp open netbios-ssn

MAC Address: 00:0C:29:75:90:01 (VMware)

Host script results:

| smb-enum-shares:

| ADMINS$

| Anonymous access: <none>

| Current user (‘guest’) access: <none>

| C$

| Anonymous access: <none>

| Current user (‘guest’) access: <none>

| IPC$

| Anonymous access: READ <not a file share>
| Current user (‘guest’) access: READ <not a file share>
| Users

| Anonymous access: <none>
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Current user (‘guest’) access: READ
ortakAlan

Anonymous access: <none>

Current user (‘guest’) access: READ/WRITE
ortakAlan-Herkes

Anonymous access: <none>

Current user (‘guest’) access: READ/WRITE

Nmap done: 1 IP address (1 host up) scanned in 0.23 seconds

Bir paket sniffer aracihgi ile ortam dinlenip degerler incelenecek olunursa elde edilecek
sonug:

*ethO [Wireshark 1.10.2 (SVN Rev 51934 from /trunk-1.10)]

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

©® 4 E0XC A« 4F EE gl HdEE= 8
Filter: v Expression..
No Time Source Destination Protoceol | Lengtl | Info
7 2.333916000 Vmware_b2:93:5¢c Broadcast ARP 42 Who has 1.1.1.1057 Tell 1.1.1.23
8 2.334137000 Vmware_75:90:01 Vmware_bZ:93:5¢c ARP 60 1.1.1.105 1s at 00:0c:29:75:90:01
S 2.334381000 1.1.1.23 1.1.1.1 DNS 82 Standard query Ox735c PTR 105.1.1.1.1n-addr.arpa
10 2.403122000 1.1.1.1 1.1.1.23 DNS 171 Standard query response 0x735c No such name
11 2.403812000 1.1.1.23 1.1.1.105 42 Fragmented IP protocol (prote=TCP 6, off=0, ID=328a) [Reassembled in #13]
12 2.403860000 1.1.1.23 1.1.1.105 IPv4 42 Fragmented IP protocol (prote=TCP 6, off=8, ID=328a) [Reassembled in #13]
13 2.403891000 1.1.1.23 1.1.1.105 TCP 42 54012 > netbios-ssn [SYN] Seq=0 Win=1024 Len=0 MSS5=1460
14 2.404035000 1.1.1.105 1.1.1.23 TCP 60 netbios-ssn = 54012 [SYN, ACK] Seq=0 Ack=1 Win=8192 Len=0 MS5=1460

Goralduagu uzere fragmented paketler seklinde gorilecektir.
MTU parametresi ile 6rnek bir kullanim 6rnegi;

root@kali:~# nmap --script smb-enum-shares 1.1.1.105 -p 139 --mtu 8

Starting Nmap 6.47 ( http://nmap.org ) at 2015-04-05 10:55 EDT
Nmap scan report for 1.1.1.105

Host is up (0.00024s latency).

PORT STATE SERVICE

139/tcp open netbios-ssn

MAC Address: 00:0C:29:75:90:01 (VMware)

Host script results:
| smb-enum-shares:
| ADMINS
Anonymous access: <none>
Current user (‘'guest’) access: <none>
C$
Anonymous access: <none>
Current user (‘guest’) access: <none>
IPC$
Anonymous access: READ <not a file share>
Current user (‘guest’) access: READ <not a file share>
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Users

Anonymous access: <none>

Current user (‘guest’) access: READ
ortakAlan

Anonymous access: <none>

Current user (‘guest’) access: READ/WRITE
ortakAlan-Herkes

Anonymous access: <none>

Current user (‘guest’) access: READ/WRITE

Nmap done: 1 IP address (1 host up) scanned in 0.21 seconds

Yine ortam bir sniffer ile dinlendiginde elde edilen trafik su sekildedir:

Filter: v |Expression... Clear Apply Save
No. Time Source Destination Protocol | Lengtl | Info
1 0.000000000 Vmware_b2:93:5c Broadcast ARP 42 Wwho has 1.1.1.1057 Tell 1.1.1.23
2 0.000212000 Vmware_75:80:01 Vmware_b2:93:5c ARP 60 1.1.1.105 is at 00:0c:29:75:90:01
3 0.000462000 1.1.1.23 1.1.1.1 DNS 82 Standard query 0xc528 PTR 105.1.1.1.1n-addr.arpa
4 0.060984000 1.1.1.1 1.1.1.23 DNS 171 Standard query response 0xc528 No such name
5 0.061615000 1.1.1.23 42 Fragmented IP protocol (proto=TCP 6, off=0, ID=d2cl) [Reassembled in #7]
6 0.061676000 1.1.1.23 1.1.1.105 IPv4 42 Fragmented TP protocol (proto=TCP 6, off=8, ID=d2c1) [Reassembled in #7]
8 0.061884000 Vmware_75:50:01 Broadcast ARP 60 Who has 1.1.1.237 Tell 1.1.1.105
S 0.061897000 Vmware_b2:93:5c Vmware_75:90:01 ARP 42 1.1.1.23 1s at 00:0c:29:b2:93:5¢
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2.12. Sahte IP/Tuzak Sistemler Kullanarak Port Tarama

Amag: Kimligimizi gizleyerek hedef sistem Uzerinde taramalar gergeklestirme

Kullanilan Araglar:
e Nmap

Adimlar:

1.Adim: Nmap araci kullanilarak bir sahte IP havuzu olusturulacaktir. Saldirganin IP
adresi bu olusturulan IP havuzunda bulunmaktadir. Havuz istenilen IP’lerden veya
rastgele secilecek IP adreslerinden olusabilir. Bu havuzdaki IP adreslerinden hedefe
yonelik ayni anda port taramasi yapilacaktir. Bu sekilde hedef sistem sasirtilacaktir.

istenilen IP adresleri ile hedefe yonelik port taramasi (-D IP1,IP2,IP3...):
sh-3.2# nmap bga.com.tr -D 212.23.23.145,11.12.45.6,5.5.5.5 -p B@® -5V -n

Starting Mmap 6.81 { http://nmap.org ) at 2812-12-81 18:58 EET
Mmap scan report for bga.com.tr (5@.22.202.162)

Host is up (®.25s latency).

PORT STATE SERVICE VERSIOM

BB/tcp open http Apache httpd

Service detection performed. Please report any incorrect results at http://nmap.
org/submity .
MNmap done: 1 IP address (1 host up) scanned in 7.55 seconds

Ayni anda tcpdump ile olusan trafik incelenecek oldugunda input olarak verilen kaynak
IP adreslerinden hedefe dogru SYN(S) bayraklari set edilmis TCP paketlerinin gittigi
gorulebilecektir;

silent-root-2:~ fcelalerdik$ tcpdump -i enl -nn -t

IP 192.168.1.101.47986 > 50.22.202,162.443: Flags [5], seq 1484471153, win 1824,
IP 212.23.23.145.47986 > 50.22.202,162.443: Flags [5], seq 1484471153, win 1824,
IP 11.12.45.6.47986 > 5@,22.202.162.443: Flags [5], seg 1484471153, win 1824, opt
IP 5.5.5.5.479B6 = 50.22.202.162.443: Flags [S], seq 1484471153, win 1824, option

2. Adim: Rastgele IP adresleri ile bir 10 IP adresine sahip havuz olusturup bu havuz IP
adresleri ile hedefe yonelik port taramasi yapilacaktir;
sh-3.2# nmap bga.com.tr -D RND:1®& -p BB -sV -n

Starting Mmap 6.81 { http://rmap.org ) at 2012-12-081 19:84 EET
Mmap scan report for bga.com.tr (50.22.2082.162)

Host is up (8.18s latency).

PORT STATE SERVICE VERSIONM

BB/tcp open http Apache httpd

Service detection performed. Please report any incorrect results at http://nmap.org/submit/ .
Mmap done: 1 IP address (1 host up) scanned in 7.88 seconds

Sonuglarin tcpdump ile incelendiginde:

silent-root-2:~ fcelalerdik$ tcpdump -1 enl -nn -t
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192.168.1.1081.390867 = 58.22.202.162.443: Flags [S5], seq 2331156151, win 1824,
148.138.95.213.390867 > 50.22.202.162.443: Flags [S], seq 2331156151, win 1824
161.39.202.88.309067 > 5@.22.202.162.443: Flags [5], seg 2331156151, win 1824,
81.85.139,109,39067 = 5@.22.202.162.443: Flags [5], seg 2331156151, win 1024,
67.232.48.36.30067 = 50.22.202.162.443: Flags [5], seq 2331156151, win 1824,

74.167.72.193.39067 = 508.22.202.162.443: Flags [S5], seqg 2331156151, win 1824,
133,203.207.37.300867 > G50.22,202.162.443: Flags [5], seq 2331156151, win 1824
208.149.24.110.39867 > 50.22.202.162.443: Flags [5], seq 2331156151, win 1824
2B8.203.195.139.390867 > 50.22.202.162.80: Flags [.], ack 2331156151, win 1824,
142,113.250.145.39867 > 5@,22.202.162.80: Flags [.], ack 2331156151, win 1824
37.5.36.56.39867 > 5@.22.202.162.80: Flags [.], ack 2331156151, win 1824, len
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2.13. SYN Proxy Kullanilan Sistemlere Yonelik Port Tarama

Amag: SYN proxy kullanimindan dolayi saldirganlara karsi alinmis dnlemleri atlatarak
hazirlanmig aldatmacayi duzenli bir sekilde atlatma.

Kullanilan Araglar:
e Nmap

Adimlar:

1. Adim: SYN Proxy kullanan hedefe yonelik port taramasinda SYN Proxy’lik yapan
cihaz her gonderilen SYN bayradi set edilmis TCP paketine SYN+ACK
doneceginden tum portlar agik gorundur;

root@bt:/usr/local/share/nmap/scripts# nmap 10.10.10.5 -p 78-82
Starting Nmap 6.00 ( http://nmap.org ) at 2012-11-10 22:20 EET
Nmap scan report for 10.10.10.5

Host is up (0.0091s latency).

PORT STATE SERVICE

78/tcp open unknown

79/tcp open finger

80/tcp open http

81/tcp open hosts2-ns

82/tcp open xfer

2. Adim: SYN proxy kullanan sistemlerde hangi portlarin gergekte agik oldugunu
tespit etmek icin nmap’in -sV komutu ile portlarda calisan servis tespitinin
yapilmasi gerekmektedir.

root@bt:/usr/local/share/nmap/scripts# nmap 10.10.10.5 -p 78-82 -sV
Nmap scan report for 10.10.10.5

Host is up (0.0087s latency).

PORT STATE SERVICE VERSION

78/tcp open unknown

79/tcp open finger?

80/tcp open http Microsoft HTTPAPI httpd 2.0 (SSDP/UPNP)

81/tcp open hosts2-ns?

82/tcp open xfer?

Goruldugu gibi port taramasi yaptigimiz aralikta gergekte yalnizca 80 portunun agik
oldugunu gorebilirsiniz.
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2.14. Nmap NSE Kullanarak Openssl| Heartbleed Zafiyeti Tespiti

Amag: Nmap aracinin kullanilarak hedef sistemlerde OpenSSL Heartbleed zafiyeti
varlgi tespit edilmesi.

Kullanilan Araglar: nmap(ssl-heartbleed.nse)

Uygulama: Nmap araci “script engine” adinda bir alt araca sahiptir. Bu arag sayesinde
hedef sistemlerde bazi zafiyet ve 6zel taramalar gerceklestirilebilmektedir.

Nmap ile bir script kullanarak, asagida gosterildigi sekilde tarama yapabilir:

nmap hedef_IP -p hedef PORT --script=script_ADI

nmap ig¢in hazirlanmis yeni scriptleri edinmek igin nmap script veri tabaninin
guncellenmesi gerekmektedir.

Nmap script veritabaninin guncellenmesi igin asagidaki komutun c¢aligtiriimasi
gerekmektedir.

nmap --script-updatedb

Hedef sistemde openssl-heartbleed zafiyetinin varlik tespiti igin;

root@kali:~# nmap 192.168.1.45 -p 443 --script=ssl-heartbleed.nse

Starting Nmap 6.47 ( http://nmap.org ) at 2015-04-04 17:24 EDT

Nmap scan report for 192.168.1.45

Host is up (0.00016s latency).

PORT STATE SERVICE

443/tcp open https

| ssl-heartbleed:

| VULNERABLE:

| The Heartbleed Bug is a serious vulnerability in the popular OpenSSL cryptographic
software library. It allows for stealing information intended to be protected by SSL/TLS
encryption.

| State: VULNERABLE

| Risk factor: High

| Description:

| OpenSSL versions 1.0.1 and 1.0.2-beta releases (including 1.0.1f and 1.0.2-betal)
of OpenSSL are affected by the Heartbleed bug. The bug allows for reading memory of
systems protected by the vulnerable OpenSSL versions and could allow for disclosure
of otherwise encrypted confidential information as well as the encryption keys
themselves.

| References:
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| https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-0160
| http://www.openssl.org/news/secadv_20140407.txt

| http://cvedetails.com/cve/2014-0160/

MAC Address: 00:0C:29:B0:8F:7C (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.09 seconds

Goruldugu uzere hedef sistemde zafiyet varligi tespit edilmistir.
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2.15. Port Tarama Sistemlerini Sasirtma

Amag: Port tarama sistemlerinin, mevcut sistemin port durumu hakkinda bilgi almasini
onlemek i¢in tum portlarinin yapilandiriimasi.

Kullanilan Araglar: portspoof
Uygulama: Saldirganlar bir sistemi hedef aldiklarinda ilk yaptigi islerden biri hedef
sistemin acik portlarini tespit etmek ve portlar Uzerinde kosan servisleri belirlemektir.
Fakat sistemin tum portlarinin acikmis gibi gosteriimesi durumunda saldirganlar
gercekten hangi portlarin agik oldugunu tespit edebilmek igin full TCP baglantisi
gerceklestirmesi gerekmektedir. Bu iglem herhangi bir synproxy araci ile de
gerceklegtirilebilmektedir.
Portspoof aracinin g¢alisma prensibi; portspoof kullanim digsinda olan tim portlarin nat
kurali ile 4444 portuna yonlendirilmesini saglar, 6nceden acgiimig olan 4444 portuna tum
baglantilar yonlendirilmis olur. Fakat kullanimda olan portlar nat kurali dahilinde
yonlendiriimemelidir.

1. Adim: Portspoof aracinin indirilip derlenmesi;

Araci asagida verilen linkte bulunan download sekmesinden indirmek mumkun.

| http://portspoof.org/

indirilen zip dosyasinin agiimasi ve agilan dizine gidilmesi;

unzip portspoof-master.zip
root@kali:~ cd portspoof-master/

Programin derlenmesi;

root@Kkali:~/portspoof-master# ./configure
root@kali:~/portspoof-master# make
root@kali:~/portspoof-master# make install

2. Adim: Portspoof aracinin yapilandiriimasi;

Bu yapilandirma orneginde sistemde ssh hizmeti verilmektedir, diger tUm portlar 4444
portuna yonlendirilecek ve portspoof araci ¢alistirilacaktir.

iptables -t nat -A PREROUTING -i ethO -p tcp -m tcp --dport 1:21 -j REDIRECT --to-
ports 4444

iptables -t nat -A PREROUTING -i ethO -p tcp -m tcp --dport 23:65535 -] REDIRECT --
to-ports 4444

portspoof -D

3. Adim: Sistemin Nmap ile taranmasi;
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root@Kkali:~# nmap 192.168.20.235 -n -p1-65535 --open

Starting Nmap 6.47 ( http://nmap.org ) at 2015-04-07 07:34 EDT
Nmap scan report for 192.168.20.235
Host is up (0.00019s latency).
PORT  STATE SERVICE
l/tcp open tcpmux

2/tcp open compressnet
3/tcp open compressnet
4/tcp  open unknown
5/tcp open unknown
6/tcp open unknown
7ltcp  open echo

8/tcp open unknown
9/tcp open discard
10/tcp open unknown
11l/tcp open systat
12/tcp open unknown
13/tcp open daytime
14/tcp open unknown
15/tcp open netstat
16/tcp open unknown
17/cp open gotd

18/tcp open unknown
19/tcp open chargen
20/tcp open ftp-data
21/tcp open ftp

22/tcp open ssh

23/tcp open telnet
24/tcp open priv-malil
25/tcp open smtp

26/tcp open rsftp

27/tcp open nsw-fe

Goruldugu uzere tum portlarda hizmet varmis gibi gérinmektedir, Boyle sistemlerin
saldirganlar tarafindan analiz edilmesi ¢ok daha zordur.
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2.16. Nmap GUI/Zenmap Kullanarak Port Tarama
Amag: Hedef sistemin Uzerinde acgik olan portlari bir grafik arabirim kullanarak taramak.

Kullanilan Araglar:
e Zenmap

Adimlar:
1. Adim: Zenmap hedef sistemleri tespit noktasinda kullanilabilecek farkl
yontemleri hazir olarak gorsel bir sekilde barindirmaktadir. Bu tarama modlari
“Profile” asagi acilir menudsunden goruntulenebilmektedir.

Scan Tools Profile Help

Target: |facebook,com w | Profile: ‘Intense scan Iv Scan

Command: ‘nmap -T4 -A -v facebook.com Intense scan
Intense scan plus UDP
Hosts Services Nmap Output | Ports |/ Hosts |Topo|ogy | Host Details | Scar ke e, Al T Fis
0s Host v Intense scan, no ping j
Ping scan
Quick scan

Quick scan plus

Quick traceroute

Regular scan

Slow comprehensive scan

ftp-aciksa

2. Adim: Ornek olmasi agisindan “Quick scan” kullanarak facebook.com domain
adresinin portlarini taranabilir.

800 |%| Zenmap
Scan Tools Profile Help

Target: |facebook‘com w | Profile: |Quick scan

Command: |nma|3 -T4 -F facebook.com

I Hosts Services Nmap Output | Ports / HostslTopoIogyl Host Details |5can5|

0s Host nmap -T4 -F facebook.com . |

los

Starting Nmap 6.61 ( http://nmap.org ) at 2012-11-29 10:08 EET

MNmap scan report for facebook.com (69.171.229.16)

Host is up (0.35s latency).

Other addresses for facebook.com (not scanned): 173.252.100.16 173.252.101.16 66.220.152.16 66.220.158.16
69.171.224.32

rONS record for 69.171.229.16: www-slb-ecmp-06-prnl.facebook.com

Not shown: 98 filtered ports

PORT STATE SERVICE

80/tcp open http

443/tcp open https

Nmap done: 1 IP address (1 host up) scanned in 7.66 seconds
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3. Adim: 6.6.6.0/24 subnetinde bulunan cihazlarin en sik kullanilan 5 portu zenmap
ile taranacaktir. En populer portlari taramak igin “--top-ports” parametresi
kullaniimaktadir.

8 00 % Zenmap
Scan Tools Profile Help

Target: |6,6‘6,0124 j Profile: ‘

Cancel

Command: |nmap ~T4 -F -Pn --top-ports 5 6.6.6.0/24

I Hosts  Services Nmap Output | Ports / Hosts |Topology| Host Details | Scansl

0s Host «] nmap -T4 -F -Pn --top-ports 5 6.6.6.0/24 - | Delails|
M Starting Nmap 6.61 { http://nmap.org ) at 2012-11-29 10:10 EET
® 6.6.651 Nmap scan report for 6.6.6.6
Host is up (0.00842s latency).
W 6.6.6.53 PORT  STATE SERVICE
B  6.6.6.54 21/tcp closed ftp
22/tcp closed ssh
#  6.6.6.56 23/tcp closed telnet
80/tcp closed http
B 66657 443/tcp open  https
#  6.6.6.58 MAC Address: A0:B3:CC:21:B7:F6 (Hewlett Packard)
W 66660 L1 Nmap scan report for 6.6.6.51
B 66661 : Host is up (0.0823s latency).
W 66.6.65 : PORT STATE SERVICE
-0.b. ©21/tcp  closed ftp
22/tcp closed ssh
I 6.6.6.67 23/tcp closed telnet
I  6.6.6.72 B[ﬂgtcp c}c;ed pttp
443/tcp closed https
W 66.6.73 MAC Address: 00:0C:29:73:7C:C2 (VMware)
¥ 6.6.6.74
Nmap scan report for 6.6.6.53
#  6.6.6.78 Host is up (0.00831s latency).
PORT STATE SERVICE
: 6.6.6.80 21/tcp closed ftp
6.6.6.82 22/tcp closed ssh
23/tcp closed telnet
66.6.83 I~ 80/tcp «closed http
E:I—L| 443/tcp closed https
| MAC Address: FO:BF:97:1A:41:31 (Sony)
Ciltne Linren =
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2.17. TOR Networkii Uzerinden Port Tarama

Amag: Hedef sistemleri tarama esnasinda iz birakmamak igin tor networkinin
kullaniimasi.

Kullanilan Araglar: tor, proxychains, nmap
Uygulama: Hedef sistemlerin tarama islemi mevcut ip adresinin ifsa edilmemesi igin tor
networkl Uzerinden gikilacaktir.

1. Adim: tor kurulumu

apt-get install tor

2. Adim: proxychains kurulumu

Proxychain, trafigin tora yonlendirilecek sekilde yapilandiriimis bir halde gelmektedir.

apt-get install proxychains

3. Adim: nmap ile hedef sistemin taranmasi;

root@kali:~# proxychains nmap -p 53 -sT 8.8.8.8
ProxyChains-3.1 (http://proxychains.sf.net)

Starting Nmap 6.47 ( http://nmap.org ) at 2015-04-07 08:40 EDT
|S-chain|-<>-127.0.0.1:9050-<><>-8.8.8.8:53-<><>-0OK

Nmap scan report for google-public-dns-a.google.com (8.8.8.8)
Host is up (0.024s latency).

PORT STATE SERVICE

53/tcp open domain

Nmap done: 1 IP address (1 host up) scanned in 3.37 seconds

Hedef sistemin loglari incelendiginde saldirganin asil ip adresi goérilmeyecektir.
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2.18. Alternatif Port Tarama ve Kesif Araglari-Masscan

Amag: Alternatif port tarama aracglarindan olan masscan kullanimini 6grenmek ve hedef
sistemlerin port durumlarini tespit etmek.

Kullanilan Araglar: masscan
Uygulama: masscan aracinin tanitimi yapildiktan sonra kullanim érnekleri verilecektir.
1. Adim: Masscan aracinin tanitimi;

Masscan araci nmap benzeri bir aragtir, nmap kadar gelismis olmamakla birlikte
temelde hedef sistemlerin port durumlarinin tespit edilebilecegi ve tarama islemlerinin
hizlarinin duzenlenebildigi bir aragtir.

Aracin kullanim su sekildedir:

masscan <ip adresi/araligi> -p port_numarasi tarama_secgenekleri

Belli bagh secgenekleri:

<ip/range>: Taranacak olan ip adres araligi

-p <ports>: Hedef sistemde taranacak port numaralari

--banners: Hedef sistemden elde edilecek baslik bilgileri, 6rnegin http sunucu versiyonu
--rate: Tarama esnasinda gonderilecek paket/saniye orani, 6n taniml olarak 100
paket/saniyedir.

2. Adim: Ornek masscan taramalari.

192.168.1.42 adresinin sadece 22. portunun taranmasi;

root@kali:~# masscan 192.168.1.42 -p 22

Starting masscan 1.0.3 (http://bit.ly/14GZzcT) at 2015-04-04 10:58:50 GMT
-- forced options: -sS -Pn -n --randomize-hosts -v --send-eth

Initiating SYN Stealth Scan

Scanning 1 hosts [1 port/host]

Discovered open port 22/tcp on 192.168.1.42

192.168.1.42 adresinin ilk 1000 portunun rate degerini 500 paket/saniye degeri ile
taranmasi;

root@kali:~# masscan 192.168.1.42 -p1-1000 --rate 500

Starting masscan 1.0.3 (http://bit.ly/14GZzcT) at 2015-04-04 11:05:17 GMT
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-- forced options: -sS -Pn -n --randomize-hosts -v --send-eth
Initiating SYN Stealth Scan

Scanning 1 hosts [1000 ports/host]

Discovered open port 22/tcp on 192.168.1.42

Daha detayl bir bilgi edinmek ve diger segeneklerin kullanimini 6grenmek igin aracin
manuelinin incelenmesi dnerilmektedir.

Not: Bu dokiiman BGA Bilgi Guvenligi A.$ icin Mesut Turk tarafindan hazirlanmigtir.
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