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Egitim Hakkinda

pfSense Firewall ve Router egitimi; paket filtreleme sistemlerinin
calisma yapisi, network trafiginin yonlendirilmesi, vpn
aglarinin kurulmasi konularinda bol teorik ve gercek sistemler
Uzerinde bu islemlerin nasil yapildigini uygulamali olarak
iceren bir egitimdir.

Ulkemizdeki yer saglayicilari, erisim saglayicilari ve icerik
saglayacilariilgilendiren 5651 kanunu ve pfSense lzerinde
uygulama senaryolarini icermektedir.

Bu egitim, FreeBSD ve TCP/IP egitimi degildir.




Amac ve Hedefler

Guvenlik duvarlari ve ¢alisma prensiplerinin anlasiimasi
Ag tabanli saldirilarin tespitini ve engellenmesini saglamak
Internet ve yerel ag trafigini ydonetmek ve raporlamak
Web trafiginin filtrelenmesi ve raporlanmasini saglamak
Anlik iletisim araclarinin kontrold

VPN ile uzak aglari birlestirmek, glivenli iletisim kanallari
olusturmak

Guvenli kablosuz aglar yaratmak ve yonetmek

Kimlik dogrulamali sinir kapisi olusturmak

Yik dengeleme, yik aktarma ve yedekli calisma stratejileri
Trafik sekillendirme




Parola: ?

Ezber degil MANTIK !




Sertifikasyon

e Egitim sonrasi katilim sertifikasi verilecektir.




Notlar

Network semalari www.gliffy.com adresinden
olusturulmustur. Network semalari 6zel olarak
isimlendirilmistir.

Tum uygulamalar, vmware sanallastirma platformunda test
edilecektir. win2k3, xp, freebsd, linux ve pfSense kuruludur.
Cisco switch ve router gereksinimi icin gns3lab kullaniimistir.

Ek modil ve gelistirmeler, yazilimlarin pfSense’e port edilmesi
icin FreeBSD 8.2 isletim sistemi kullanilmistir.

Senaryolar, gercek dinyadan kurumsal networklerin ihtiyaclari
gdz onune alinarak olusturulmustur.




Egitim Icerigi

1. OpenBSD PF Packet Filter Giris
2. PF Aktif Edilmesi ve Kontroli
3. pf.conf Konfiglirasyon Dosyasi
4. PF Tabanh Firewall Dagitimlar
5. pfSense Giris

6. Donanim

7. Kurulum ve Yukseltme

8. Konfigiirasyon

9. Interfaces

10. Wireless

11. Servisler

12. Firewall

13. NAT (Network Address Translation)
14. Routing




Egitim Icerigi | Devam

15. Bridging

16. Multiple Wan

17. Incoming Server Load Balancing
18. CARP, Redundancy Firewall, pfsync
19. VPN

20. Trafik Sekillendirme (Traffic Shaper)
21. Captive Portal

22. Sistem Monitor

23. Paket Sistemi

24. Snort

25. Squid

26. SquidGuard

27. HAVP Antivirus

28. Cron




Egitim Icerigi | Devam

29. BandwidhD

30. IMSpector

31. Yedekleme ve Kurtarma

32. 5651 Sayili Kanuna Gére Log Toplama ve imzalama

33. Gelistiriciler icin pfSense

34. Pfsense ile Ozellestirilebilir Giivenlik Duvari Olusturmak
35. Uygulama Senaryolari




Zaman Yonetimi

P S Y

09:30 — 10:15 |I. Ders
10:15-10:30 ARA
10:30—11:15 Il. Ders
11:15-11:30 ARA

11:30 —12:15 Ill. Ders
12:15—13:15 Yemek Arasi

13:14 — 14:00 IV. Ders
14:00 — 14:15 ARA
14:15 - 15:00 V. Ders
15:00 — 15:15 Ara
15:15 - 16:00 VI. Ders
16:00 — 16:15 Ara
16:15—17:30 VII. Ders

09:30 — 10:15 |I. Ders
10:15-10:30 ARA
10:30—11:15 Il. Ders
11:15-11:30 ARA

11:30 —12:15 Ill. Ders
12:15—13:15 Yemek Arasi

13:14 — 14:00 IV. Ders
14:00 — 14:15 ARA
14:15 - 15:00 V. Ders
15:00 — 15:15 Ara
15:15 - 16:00 VI. Ders
16:00 — 16:15 Ara
16:15—17:30 VII. Ders

09:30 — 10:15 |I. Ders
10:15-10:30 ARA
10:30—11:15 Il. Ders
11:15-11:30 ARA

11:30 —12:15 Ill. Ders
12:15—13:15 Yemek Arasi

13:14 — 14:00 IV. Ders
14:00 — 14:15 ARA
14:15 - 15:00 V. Ders
15:00 — 15:15 Ara
15:15 - 16:00 VI. Ders
16:00 — 16:15 Ara
16:15—17:30 VII. Ders




Bolum 1:

OpenBSD Projesi

‘95 yilinda Theo De Raadt baskanlginda 4.4 BSD Lite tabanli
“Ozgir” bir UNIX ge§|d|

2011:16 Yaginda 0" ¢
Guvenlik ve Kararlll% oncellkllﬂr'/'prme

Ne yaptigini bilen bitekip [ = 2
e yaptigini bi ekip (( '

Cogu populerg \?e 'gﬁr"nlermd-epllegenlen var
= Pf

= sshvs.




Bolum 1:

OpenBSD Packet Filter

OpenBSD PF’in glvenlik duvari olarak sagladigi 6zellikler

piyasada bulunabilecek herhangi bir glivenlik duvarindan
oldukca farklidir.

Bu yoni ile hem ticari hem de 6zgulr yazilimlar arasinda parmak
ile gosterilebilecek bir konuma sahiptir.

Yedekli calisma, yuk dengeleme, yik aktarma, synproxy ozellikleri
ile gelismis bir firewall uygulamasidir.




Bolum 2:

PF Aktif Edilmesi ve Kontroli

"OpenBSD icin PF Kontrol Edilmesi
# pf=YES > /etc/rc.conf.local =pf kaptilmasi
=FreeBSD icin #pfctl -d

#kldload pf =pf.conf yuklemek
#pf enable=YES > /etc/rc.conf #tpfctl -f /etc/pf.conf

=Parse et, fakat ylikleme

#tpfctl -nf /etc/pf.conf

sSadece NAT kurallarini yikle

#pfctl -Nf /etc/pf.conf

mGecerli Filtreleme kurallarini listele
#pfctl -sr

"Durum tablosunu listele

#pfctl —ss

Not:Daha falza bilgi icin pfctl(8) man
sayfasina bakiniz.




Bolum 3:

pf.conf dosyasi

pf.conf dosyasi yedi secenekten

ve siralamadan olusur. Makro
packet filter (pf), pf.conf Tables

dosyasindaki kurall?ra Options
veya seceneklere gore paketler

dururur, degislik yapar veya Scrub

gecisine izin verir.

Queueing

Translation

Filter Rules

www.bga.com.tr
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Bolum 3:

pf.conf dosyasi

Macro
Mabkrolari, programlama dilindeki degiskenlere benzetebiliriz.
ext_if= “em0”

Tables
Tablolar, IP adresi gruplaridir.
Table <spamciler> persist {1.2.3.0/24,4.5.6.0/24}

Options )
PF sahip oldugu cesitli secenekler. Ornegin, iz siirmeleri engelle
set fingerprints file

Scrub
Paket normallestirme. Anormal trafigi diizenler ve parcalanmis paketleri birlestirir.
scrub in all

Queueing
Trafik sekillendirme ve bandwidth yonetimi
altqg on em0 cbq bandwidth 2MB queue {ssh,ftp}




Bolum 3:

pf.conf dosyasi

Translation
NAT, PAT, 1:1NAT islemlerini tanimlar
nat on Sext_if from Slan_net to any ->(Sext_if)

Filter Rules
Paket filtreleme kurallarini icerir
block in on Sext_if proto tcp from any to any port ssh




Bolum 4:

PF Tabanli Firewall Dagitimlari

mOnOwall

FreeBSD isletim sistemi ve PF glivenlik duvarini kullanan ilk acik kaynak kodlu gtivenlik
duvari dagitimidir.

MOnOwall tabanh bazidagitimlar ;
e (A MONOWaIN

AskoziaPBX
FreeNAS

YV V V

pfSense

MOnOwall temel alinarak gelistirilmis firewall ve router dagitimidirmOnOwall’dan
bagimsiz bir ekip tarafindan gelistiriimektedir.Paket sistemi ile opensour bir cok
uygulamayi desteklemektedir.

xsense




Bolim 5:

pfSense Giris

Neden pfSense

= FreeBSD saglamligini tasiyor

= OpenBSD PF guvenlik duvari

= Kararli ve Ne Yaptigini Bilen Bir Ekip
= Hizli Destek

= Mail Listesi

= Forum Sayfasi (13 Dilde Destek )

= |[RC Kanali

= Ticari Destek

= Yerel, Yerinde Destek

= CVS Server,CVSWeb, CVSTrack ticket destegi




Bolim 5:

pfSense Destek ve Yardim Secenekleri

Mail Listesi

pfSense Support Listesi, support-subscribe@pfsense.com adresine bos bir e-
posta géndermeniz ve gelen onay mailini dogrulamaniz yeterli.

pfsense-tr tiirkce mail listesi, pfsense-tr+subscribe@googlegroups.com
eposta adresine bos bir eposta gondermeniz yeterli.

Liste Arsivi
Bu liste birden fazla yerde arsivleniyor.

= Gmane
http://dir.gmane.org/gmane.comp.security.firewalls.pfsense.support

= MARC
http://marc.info/?l=pfsense-support

= Mail-archive.com
http://tinyurl.com/a3j3kp




Bolim 5:

pfSense Destek ve Yardim Secenekleri

Dokiiman ve Ozel Dersler

http://doc.pfsense.org/index.php/Main Page

http://doc.pfsense.org/index.php/Tutorials

Sorun Giderme Klavuzlan

http://doc.pfsense.org/index.php/Category:Troubleshooting

Egitim videolar
www.cehturkiye.com/videolar/pfsense



http://doc.pfsense.org/index.php/Main_Page
http://doc.pfsense.org/index.php/Tutorials
http://doc.pfsense.org/index.php/Category:Troubleshooting
http://www.cehturkiye.com/videolar/pfsense
http://www.cehturkiye.com/videolar/pfsense
http://www.cehturkiye.com/videolar/pfsense
http://www.cehturkiye.com/videolar/pfsense

Bolim 5:

pfSense Destek ve Yardim Secenekleri

Forum Sayfasi
Arasinda “Turkge” nin bulundugu 13 dilde destek formu,
http://forum.pfsense.com

IRC Kanali
Freenode irc servisi Uzerinde, #pfsense adinda bir kanal
bulunuyor.Ortalama 100 kisi surekli aktif oluyor.Bu kanala dahil olup,
sorunuzu yoneltebilirsiniz.

IRC kullanimini bilmiyorsaniz, http://tr.wikipedia.org/wiki/IRC

Ticari Destek
pfSense gelistiricilerinden direkt destek alabileceginiz ucretli bir hat.
https://portal.pfsense.org/index.php/support-subscription sayfasindan
kayit olup size uygun destek paketini segcmelisiniz.



http://freenode.net/

Bolim 5:

pfSense Destek ve Yardim Secenekleri

CVS Server
Kaynak kodlar, ayar dosyalari ve script dosyalarina ulagabilirsiniz,
http://cvs.pfsense.com/cqgi-bin/cvsweb.cqi/

CVS Track
http://cvstrac.pfsense.orqg/

Bug’'lar ve duzenlemeler hakkinda rapor gonderebilirsiniz

Bug Listesi
http://[redmine.pfsense.orq/



http://cvs.pfsense.com/cgi-bin/cvsweb.cgi/
http://cvs.pfsense.com/cgi-bin/cvsweb.cgi/
http://cvs.pfsense.com/cgi-bin/cvsweb.cgi/
http://cvstrac.pfsense.org/
http://redmine.pfsense.org/

BolUum 6:

Donanim Secimi

Destekledigi Donanimlar

Gomulu
(Embedded )
Sistemler

‘?ak calistir USB
aygilar

23
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BolUm 6:

Minimum Donanim Gereksinimleri

pfSense 1.2.x strimd icin minimum donanim gereksinimleri;
CPU - 100 MHz Pentium

RAM - 128 MB

Diger Platformlar

Live CD
CD-ROM drive
USB flash surticu, ayarlari saklamak icin

Hard drive installation
CD-ROM, kurulum baslangici icin

1 GB hard disk

Embedded
512 MB Compact Flash card
Seri port, yonetim i¢in




Bolum 7:

Full Kurulum

Symmetric Multiprocessing Kernel
Cok cekirdekli veya cok islemcili donanimlari destekler

Uniprocessorkernel
Val kcekirdeklid larsd "

Embedded Kernel
Gomuli anakartlar.VGA konsolu ve klavye kapali,seri porttan yonetilir.

Developers Kernel
Debug seceneklerinin aktif edildigi, gelistiriciler icin




Bolum 7:

Embedded Kurulum

Embedded iso imajlari
http://pfsense.phoenixkv.net/downloads/

= Windows’dan Kurulum
physdiskwrite 0.5.2 + PhysGUI (188 KB) —.NET Framework 3.5 gerekli

& o . =

Datei  Hilfe
Device ID Zu... Grosse .. A. Bezeichnung Media Type
'O OPHYSICALDRIVED C:E: 14303GE 5 Hitachi HTS541616J95A00 Fieed hard digk m

gt |

Image laden 3 Offnen

I Aktualisieren



http://pfsense.phoenixkv.net/downloads/
http://pfsense.phoenixkv.net/downloads/

Bolum 7:

Embedded Kurulum

Embedded iso imajlari
http://pfsense.phoenixkv.net/downloads/

" Linux Uzerinden kurulum

# gunzip —c pfSense-2.0.1-RELEASE-2g-i386-nanobsd.img.gz | dd of=/dev/hdX
bs=16k

Not: CF kart veya IDE diskler /dev/hdX olarak isimlendirilir. USB veya SCSI diskler
/dev/sdX olarak isimlendirilir.

=  FreeBSD Uzerinden kurulum
# gunzip pfSense-2.0.1-RELEASE-2g-i386-nanobsd.img.gz
# dd if=pfSense-2.0.1-RELEASE-2g-i386-nanobsd.img.gz of=/dev/adX obs=64k



http://pfsense.phoenixkv.net/downloads/
http://pfsense.phoenixkv.net/downloads/

Bolum 7:

Alternatif Kurulum Teknikleri

USB donustlrica aygitlar araciligiyla IDE, SATA disklere ve CF kartlara
kurulum Vmware player veya workstation strtimleri ile yapilabilir.

= vmware imaji olusturularak asagidaki adimlarla full kurulum yapilir

* Yeni bir vm imaji olustur

* Fiziksel disk ekle (usb donustirici ile IDE/SATA vb. diskler eklenebilir)
e Sanal makinayi baslat

* Full veya Embedded kurulum icin yonergeleri tamamla

& v

ot




Bolum 7:

Kurulum Asamalarinda Sorun Giderme

GOomuld anakartlarda boot hatasi aliyorsaniz,

01FO Master 044A CF Card
Phys C/H/S 7745/16/63 Log C/H/S 968/128/63
1 FreeBSD
2 FreeBSD

Boot: 1
Boot error

PC Engines ALIX.2 v0.99h
640 KB Base Memory
261120 KB Extended Memory

01F0 Master 044A CF Card
Phys C/H/S 7745/16/63 Log C/H/S 968/128/63

1 FreeBSD
2 FreeBSD

Boot: 1
Boot error




Bolum 7:

Kurulum Asamalarinda Sorun Giderme

GOomuld anakartlarda boot hatasi aliyorsaniz,

BIOS Ayarlar asagidaki gibi olmalidir:

*9* 9600 baud (2) 19200 baud (3) 38400 baud (5) 57600 baud (1) 115200
baud

*C* CHS mode (L) LBA mode (W) HDD wait (V) HDD slave (U) UDMA
enable

(M) MFGPT workaround

(P) late PCl init

*R* Serial console enable

(E) PXE boot enable

(X) Xmodem upload

(Q) Quit




Bolum 7:

Kurulum Asamalarinda Sorun Giderme

Disk mount problemi;
pfSense kurulu disk, bir baska donanimda farkli disk adini alabilir.
Mountroot> ? ile sistemdeki mevcut diskler listelenir ve mount edilecek disk

ufs:/dev/adXsla ile mount edilir.
Avyarlarin kalici olmasi icin “/etc/fstab” dosyasindaki disk adi diizenlenir.

Trying to mount root from ufs:s/devrsadlsla
Trying to mount root from ufs:/devsadlsla
Trying to mount root from ufs:-sdevrsadlsla

Manual root filesyster specification:
<fstyper:<ddevice> Mount <{device> using filesystem <{fstype>
eg. ufs:dafB=la
? List valid disk boot devices
<empty line> Abort mManual input

Mmountroot> ?

List of GEOM managed disk devices:
ufsid-4cb?e254a78d9a5b adBslc adBslb adBsla iso966B/pfSense acdBtBl adBs1 acdB

add fda

Manual root filesyster specification:
<fstyper:<ddevice> Mount <{device> using filesystem <{fstype>
eg. ufs:dafB=la
? List valid disk boot devices
<empty line> Abort mManual input




Bolum 7:

Kurtarma Operasyonu

= Config.xml kurtarma operasyonu

[ Press R to enter recovery mode or 1
[ presz I to launch the installer 1

(Rlecovery mode can assist by rescuing config.xml
from a broken hard disk installation, etc.

(Ilnstaller may be invoked now if you do
not wWish to boot into the liveCD environment at this time.

(C) continues the LiveCDl bootup without further pause.

Timeout before auto boot continues (seconds): S|

Choose one of the following tasks to
perform.

< OQuicksEasy Install >

< Rescue config.=xml >

< Reboot >
¢ Exit >

= pfSense config.xml dosyasina erisim

= Backup config dosyalarina erisim
# mount /dev/da0Osla /mnt
#Is —lah /mnt/cf/conf/




Bolum 8:

Konfigurasyon | Yonetim Arabirimleri

pfSense firewall, iki farkli yonetim arabirimine sahiptir.

Konsol arabirimi, sade bir menu yapisina sahiptir. Temel ayarlar ve kurtarma
operasyonlariicin secenekler sunar. FreeBSD komut satirinin glicini ve
esnekligini kullanmamiz icin gecis saglar.

Web arabirimi, islevselligi ylkse ve sade, gelismis bir yonetim arabirimi.Servis
ve sistem ayarlarini web tabanli yonetir.




Bolum 8:

Konfigurasyon | Yonetim Arabirimleri

Konsole Arabirimi

0) Logout (SSH only)

1) Assign Interfaces

2) Set LAN IP address

3) Reset webConfigurator password
4) Reset to factory defaults

5) Reboot system

6) Halt system

7) Ping host

8) Shell

9) PFtop

10) Filter Logs

11) Restart webConfigurator
12) pfSense Developer Shell
13) Upgrade from console

14) Disable Secure Shell (sshd)

Web Arabirimi

System
Interfaces
Firewall
Services
VPN

Status
Diagnostics
Help




Bolim 8:
Konfigurasyon | Konsol Arabirimi

FreeB5D-i386 (pf=sense.fabrikam.com) (ttyuvB)
=x%x llelcome to pfSense 2.B-RC3-pfSensze (i3JB6) on pfzense ===

HAN (wnan) ->» eml -> 6.6.6.186 C(DHCP)
LAN (lan) -> emH -> 192.168.1.1
OPT1 (optl) -> emMZ —> NONE

9) pfTo
H) Logout (35H only) Shell

1) Assign Interfaces pfTop

21 Set interface(=s) IP address Filter Logs

3) Reset webConfigurator password Restart webConfigurator

41 Reset to factory defaults pfSense Developer 3hell

5) Reboot system Upgrade from console

6) Halt system Enable Secure 3hell (=shd)
7)1 Ping host

Enter an option: [

pfTop: Up State 1-22-23, View: default, Order: wnone, Cache: 18888 15:59:12

PR
icHp
udp
tcp
udp
udp
udp
udp

SRC DEST STATE AGE EXP PRTS BYTES
6.6.6.186:6886 6.6.6.1:8 B: 668 9 1388 83712
6.6.6.186:61671 186.124.15.164:123 2: 668 34 52 3952
192.168.1.99:1475 192.168.1.1:443 4 139 86395 138 28817
192.168.1. 188 :56166 192.166.8.1:138 B: 63 B 1 211
192.168.1. 188 :56166 192.166.8.1:138 1: 63 211
192.168.1. 188 :56166 192.168.284.1:138 A
192.168.1. 106166 192.168.284.1:138 1

[ B e R e Y

211

B 1
63 B 1 211
63 B 1




Bolim 8:
Konfigurasyon | Konsol Arabirimi

Enter an option: 3

The webConfigurator admin password and privileges wWwill be reset to the default ¢
which is "pfsense™).

No you want to proceed [yinl?y

The password for the webConfigurator has been reset and
the default usermame has been set to "admin”.

Remember to set the password to something else than

the default as soon as you have logged into the webConfigurator.
Press ENTER to continue. |

Enter an option: 13 / YUkseltme

Starting the pfSense console firmuware wpdate system..
1) Update from a URL

2) Update from a local file

) Quit

Pleaze select an option to continue: 2

Enter the complete path to the .tgz or .img.gz update file: stmp-update.tar.gz]]




a)
1)
2)
3)
1)
9
6)
7)

Bolim 8:
Konfigurasyon | Konsol Arabirimi

Logout (35H only)

Aszign Interfaces

S3et interface(s) IP address
Reset webConfigurator password
Reset to factory defaults
Reboot zystem

Halt =systemn

Ping host

Enter an option: B

[2.8-RC3]1[rootapfsense.

root

[2.8-RC3]1[rootapfsense.

.cshrc .hushlogin
first _time .login
.gitsync_merge.zample .part_rount

[Z2.8-RC31[root@pfzensze.

Shell

pfTop

Filter Logs

Restart webConfiqurator

ETSE“S' 8 ) Komut satirina gecisi saglar.

Py rad s ’

Enable Sistem komutlari veya bir uygulama
calistirabilir. Dosya olusturup, diizenlemeler

yapabilirsiniz.

fabrikam.coml/root(1): pud

fabrikan.conml-root(2): 1=

.profile
.shrc
.tcshrco

fabrikam.coml root(3): uname -a

FreeB5D pfsense.fabrikam.com 8.1-RELEASE-p4 FreeB5D 8. 1-RELEASE-p4 #H: Tue Jun 2

1 16:48:23 EDIT 2811

sullrich@FreeB5D_8.8_pfSense_2Z.H-snaps.pf=sense.oryg: usrs

obj.pfSensesusr/pfSensesrc/src/sys/pf3ense_SMP.8 1386
[Z2.8-RC31[root@pfsense. fabrikam.coml root(4): mkdir dizin
[2.8-RC31[root@pfsense. fabrikam.coml/root(5): [




BolUm 8:
Konfigurasyon | Web Arabirimi

v Interfaces irE; ices ! i i g“-u.pfsense.fahrikam.cum

Status: Dashboard
=2

System Information Interfaces =
Name pfsense.fabrikam,com 0 wan

DHCP
Yersion 2.0-RC3 (i386) ( )
buil: on Tue Jun 21 16:50:25 EDT 2011 O LAN 1 192.188.1.1 1000bazeT <full-duplex=

1 BAEI0E 1000bazeT =full-duplex=

Update available. Click Here to view update.

Platform pfeense Gateways =]

CPU Type Intel(R) Core(TM)Z Quad CPU Q6600 @ 2.40GHz MName  Gateway  RTT Status
‘ WA 6.6.6,1 0,963ms Snline

Uptime 00:23

Current
date/time Thu Sep 15 16:11:37 UTC 2011 Firewall Logs

DNS 195.175.39,40 Act IF Source Destination
server(s) 195.175.39.39 WAN | 6.5.6.66:135 6.6.6,255:135
WAN | 6.6.6.66:138 £.6.6.255:138
WAN | 6.6.6.66:138 £.6.6,255:138

State table 27/22000 WAN | 6.6.6.661138 6.6.6,205:138

- oo statos WAN | 6.6.6.66:135 £.6.6.255:138

MBUF Usage 515 /1290

Last config

Thu Sep 15 16:11:13 UTC 2011
change

—_—

CPU usage
1%

Memory
usage

SWAP usage

Disk usage

38
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Bolum 8:

Konfigurasyon | Genel Ayarlar

System: General Setup @

Hostname J . pfsense

Marne of the firewall host, without dormain part
e.. Sewal

Domain ", Fabrikann, com

o not use 'local' as 2 domain name, It will cause local hosts running mCHS (avahi, bonjour, etc)) to be unable
to rezalve local hosts nat ranning mOMS.

&, MpCep.com, Aeme, effce, pavate, eit.

DMS servers
NS Sarver Uee galaway

,6.5.8.5 I

"

T 4.2.2.2

W
I W
W
IP addresses: these are alza used For the DHCP service, DMS Farwarder and For PPTR WPH clients,

In addition, selact the gateway For each DS senver, You should hawe a unique DMS senver per gateway,

Allov: DMS server list to be overridden by DHCP/PPP on WAN
If this option is set, pFSense will use DMS servers assigned by a DHCPIPPP server an WAR Far its own
putpazes (jneluding the DMS Farwarder], Howewer, they will not be assigned to DHCP and PPTP YPH cliznts,

Tirne zane =l hd
Select the location closest to ywou
NTP time sever "%, 0.pFsense. poal.nkp.org

Use a space to separate multiple hosts (only one required). Remernber to set up at least one DMS server iF you
enter a host name herel

] + | This will change the look and Feel of pf5ense.
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Ag Ayarlari

e Ag ayarlari mendisu, degisik ag arabirimlerine gore farklilik
gosterebilir.

* Herhangi bir ag arabirimi icin atanacak IP turleri;
— Static
— DHCP
— PPoE/PPTP
— Ozel IP Adresleri
— Wireless
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Ag Ayarlari | IP Turleri

e Static

IP adresi ve CIDR mask sabit olarak set edilir. ESer WAN
arabirimine ip ataniyorsa, gateway adreside tanimlanmalidir.

* DHCP

IP adresi otomotik olarak ortamdaki bir DHCP sunucudan alinir.
DHCP sunucunun hostname adresi ve ailas olarka ikinci bir ip
adresi girilebilir.

* PPOE/PPTP

PPoE ve PPTP arabirimlerine kullanici adi ve parola, opsiyonel
olarak servis adi, dial and demon, bos zaman asimi degerleri
ve opsiyonel olarak periyodik reset ( yalnizca PPoE icin )
ayarlari set edilir.
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Ag Ayarlari | IP Turleri

e Ozel IP Adresleri

RFC1918 standardina gore, yerel aglarda kullaniimak Uzere
ayrilmis ip adresleri ve atanmamis networkler.

e Wireless

Digerler seceneklerden farkli olarak, SSID ve Encryption ( WEP,
WPA ) degerleri tanimlanmalidirWireless ag arabirimi,
istemcilere hizmet vermek icin Access Point olarak
kullanilabilir veya bir baska Access Point baglantisi kurabilir.
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Ag Ayarlari| WAN | Static

General configuration

Enable

Crescription

Type

MAC address

MTL

MES

Speed and duplex

Static IP configur

Y| Enable Interface

¥

AN

Enter a descripkion {name) For the interface here.,

sttic [+ WAN arabirimi icin
* X Insert my local MAaC address Stat' k MAC kaydl
This feld can be used to madify (Mspoof") the MAC address of this interface ta nima Ia ma k’ Spoofl ng

[may be required with some cable connections)
Enter a MAC address in the Fallowing Format: s s ar leave blank

saldirilarina karsi
koruma saglar.

¥

IF wou leawe this eld blark, the adapter's default MTU will be used, This is bypically 1500 bytes but can vary onsamme
hardware,

¥

IF wou enter a walue in this Reld, then MSS clamping for TCP connections ta the value entered abowe rinus 40 (TCR/IP
header size) will be in efact,

| Advanced | - Showe advanced option

IP address

Gateway

¥

 6.6,6.106 132 [«]

-ot- add a new one,

Add meve gatereay;
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Ag Ayarlari| WAN | DHCP

General configuration

Enelolz Y| Enable Interface
Crescription
P L AN

Enter a description (name) For the interface here.

Type DHCP [

MAC address ¥

\ Imzert my local MAC address

This field can be used to maodify (M"spoof”) the MAC address of this interface
[ray be required with some cable connections)
Enter a MAC address in the Following Format: wxxoc o oo ar leave blank

MTL W
IF ywou leave this feld Blank, the adaptar's default MTU will be used, This is bypically 1500 bytes but can wary on some
hardware,

M55 [

IF wou enter a walue in this field, then MSS clarping for TCP connections to the walue entered abowe minus 40 (TCRJIP
“lader size) will be in affect.

DHCP sunucudan ikinci
ip adresi istenebilir.

Advanced | - Show advanced option

DHCP client config®

Opsiyonel olarak,

Hestname %, dhcp.fabrikarm.com DHCP sunucunun
The value in this field is sent as the DHCP client identifier and hostnarne whm‘wb\‘ hostna me ad resi
(For client identification],

Alias IP address ¥

 6.6.6,101 22 [ o | The walue in this field is used as a fixed alias IP address by the DHCP dient.
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Ag Ayarlari| WAN | DHCP Kirasi

Status > Interfaces

WAN interface {em1)

Status up
DHEP up (Release | DHCP sunucudan
MAC address O0: 029 f7:69:50 alinan aé ayarlarl.
IP address £.6.6.106
Subnet mask 255,255, 255.0
Gateway §.6.6.1
195,175.39,40
ISP DNS servers 195,175.39,39
192,1658.1.1
Media 1000baseT <full-duplesx:=
In/out packets 35440/35440 (5,49 MB/4,95 MB)
In/out packets (pass) 35440/39527 (5,49 ME/4.95 ME)
In/out packets (block) 0/0 (0 bytesi0 bytes)
In/out errors o/

Collisions o
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Ag Ayarlari| WAN | PPoE

PPPoE configuration

u
sername &b Ozanucar@tmet "
PPoE erigim
Password 2] sesssane P Saéla\/ICISI b||g|Ier|
Service name ¥

, et
Hint: this field can usually be left empty

] e elamene Enable Dial-On-Demand mode

Thiz option cauzes the intetface to operate in dial-on-dernand mode, allowing wou to hawe a witea’ oolf ime connection, The interface is
configured, but the actual connection af the link is delaved until qualifying autgaing traffic is datectad,

Idle tirneout ¥
seconds

IF no qualifying outgaing packets are transmitted For the specified nurnber of secands, the connection is brought down, &0 idle tineout
of zera dizables thiz feature,

Periodic reset
Dizabled |;| Select 2 resat timing type
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Ag Ayarlari| WAN | PPP

PPP configuration

Service Provider

Uzemanne

Password

Phone Mumber

Access Point Marne [APMH)

Modem Port

&Adwanced PPP

Prowider: | Turkcell |:_|

Countty: | Turkew |:_|
Plan: Tutkeell - intermet | o | l

Seleck ta fill in data For wour service provider,

gprs

L]

*oog

L]

ngh
Jdewfouaul |:_|

Click hiere to create a PEP configuration,
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Ag Ayarlari| Arabirim Eklemek

* Interfaces > Assign sekmesinden yeni ag arabirimi eklenebilir
ve kaldirilabilir.

Interface Metwork port

WAN em1 (00:0c:29:F7169:80) | w |

LAN el (00:0C:29:F7:69:31) | w | lox
OPT1 emn2 (00:0c:29:F7169:35) [ w | o
OPTZ emn3 (00:0C:29:F7:69:9F) | w | lox

ernd [00:0c:29:FF1R9:281)
ernl [00:0c:29:F7:69:80)
emn2 [00:0c:29:F7169:95

N F butonuna tiklayarak

yeni ag arabirim eklenir.

em3 [00:0c: 29:F7:169:9F)

Interface > OP1 ile yeni
arabirim yapilandirilir.

48
www.bga.com.tr
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Wireless

LAN NETWORK

10.0.0.100/

Switch Wireless NETWORK
10.0.0.254/24 ‘“@172.1&.1&.212124

-112.16.16.254/24

88.125.458.1 1 W
. _»'172.16.16.121/24
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Wireless | Arabirim Ayarlari

Access Point Olarak Yapilandirmak

Mode

551D

Mimirnurn wireless standard

Allowy inkra-BSS
cammunication

Enable WME

Enable Hide SSIC

Gizli SSID ile yayin
yapilabilir

Metwork-specific wireless configuration

Access Paint

=] Yayin yapacagl isim
. localhost

Ay El

When operating as an access paoint, allow only stations capable of the selectad wireless standard to associate [(stations not
capable are mot perritted bo associake],

When operating as an access paoint, enable this iF you want bo pass packets bebween wireless clients directly,
Dizabling the imternal Bridging is usehal when traffic is bo be procassed with packet flkering.

Setting this option will force the card to use WME [wireless QoS),

Setting this option will Force the card bt MOT broadcast its SSI0
[this rmight create problems for same clients],
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Wireless | Arabirim Ayarlari

Sifreleme Turleri

WEP

WPA

WiPA Maode
WPA Key Management Mode

Authentication

WPA Pairwise

Eey Rotation

Mastar Key Regenaration

Enable WEP
T¥ key

Eey 1:
Ky 2t
Eey 3

Ky 4

40 [Bd] bit keys may be entered az & ASCII characters ar 10 hex digits preceded by "0,
104 (1258] bit keys may be enterad as 13 ASCII characters or 26 hex digits preceded by '0x',

/| Enable wWPaA
WPA Pre Shared Key

psk: %, gizliparalam

Passphrase must be from & to 62 characters,

WP [ |

Pra Shared Key El

Cpen Systemn Authentication El
Mote: Shared Key Authentication requires WEP,

Bath [=]

¥

60

Allowed walues are 1-9939 but shauld ot be longer than Master Key Regeneration time.

3600

Allowed values are 1-9939 but should not be shorter than Key Rotation tine,
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Wireless | Arabirim Ayarlari

302.1x

Enable IEEES02, 1%

Authenticati
HHNERHEAHEn Setting this option will enable 202, 1x authentication.

MOTE: this option requires checking the "Enable WwPa box",

202.1% Authentication Server y
IP Address

Enter the IP address of the 302.1% Authentication Serwver, This is commonly a Radius server [FreeRadius, Internet
Authentication Services, etc,)

202, 1% Authentication Servear ¥
Pork

Leave blank For the default 1212 port,

202, 1% Authentication Server ¥
Shared Secret

202.1% Authentication
Foaring Preauth
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Wireless | Arabirim Ayarlari

Wireless ag arabirimi icin DHCPD

Services: DHCP server 00

m WIRELESS

wf Enable DHCP server on WIRELESS interface

— Deny unknown clients
If this is checked, only the clients defined below will get DHCP leases from this server.

Subnet 5.5.5.0
Subnet mask 255.255.255.0
Available range 5.5.5.1-5.5.5.254
Range ", 5.5.5.55 to |4, 5.5.5.100
Status: DHCP leases 12
L MAC address Hostname  Start End Online  Lease
address Type
e e O 2000/01/02 2000/01/02 . .
5.5.5.55 48:5d:60:81:9f:7b | localhost 03:34:08 05:34:08 online active l.+l:.§

Show all configured leases
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Servisler

Hizmet portali, giivenli hotspot agi Kablosuzlar arasi neti dagitmak

DNS isteklerinin iletimi
Router Information Protocol
DHCP paketlerinin aktarimi
Snmp servisinden bilgi alma
IP dagitimi

Dinamik DNS sunucularinin kullanimi Zaman sunucusu kurulumu

Yiik dengeleme ve yiik aktarma servisi Ag uzerinden bilgisayar agmak

www.bga.com.tr



Bolim 11:

Services | DHCP Server

ic aga ip adresi dagitmak icin kullanihr.

DHCP sunucunun hizmet verdigi ag arabiriminin statik ip adresine sahip
olmasi gerekir.

MAC adresine gore statik ip atamasi yapilabilir.

NTP server, Dynamic DNS bilgileri dhcp istemcilerine iletilebilir.
DNS ve Gateway tanimi yapilabilir.

Ag Uzerinden isletim sistemi yuklemeyi saglayabilir.

DHCP kira sureleri tanimlanabilir.

DHCP kiralarini gortiileme ve yonetme arabirimi mevcuttur.

Tanimlanmamis ip araligi ve ip-mac listesi disindaki istemcilerin aga
erisimini engeller.Bu 6zelligi ile diger dhcp sunucular’dan en blyuk farkini
yansitir.
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Services | DHCP Server

o 3

/| Enable BHCP server on LAN interface

Deny unknown clients
IF this is checked, only the clients defined below will get DHCP leases from this server,

Subnet 192.168.1.0
Subnet mask 255,258,285 0
Available range 192.16%.1.1 - 192,18%.1,254
Range
4 ", 192.1688.1.100 ta |, 102,168.1,199
p— N
WIIMNS servers i \l
¥
CMS zerwers ¥
¥
MOTE: leawe blank to use the systern default DHS serwers - this interface's IP if DS Forvearder iz enabled, atherwize the servers
configured on the General page,
—
p— Gabeway =
|8 192,162,1.1
The default is to use the IP on this interface of the frawall as the gateway . Specify an alternate gateway here if this is not the
correct gateweay For yvour netwoark,
Carnain narme .
, fabrikam.com
The default is to use the dornain narne of this systern as the default dormain name provided by DHCP, You may specify an
alternate domain name here,
—
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Services | DHCP Server

Maxirnum leaze tima T

Cluster yapisi - e

0 This is the maxinum lease time for clients that ask for a specific expiration time.
|§|n ku”an|l|r. The default iz 86400 seconds,

Failower peer IP: ..l

Leawe blank to dizable. Enter the interface IP address of the other maching, Machines rust be using CARP,

BEE AP Enable Static ARP entries
More: Only the machines listed below will be able o cormrmunicate with the firewall an this MIC,
Cr ic DS
ynamic | sdvanced | - Show Dynamic DS -
MTR TN
servers | Ldvanced | - Show MTP configuration
TFTR TN
SRR | Advanced | - show TFTP configuration
Y g

LOAR LRI T
| Advanced | - Show LDAP configuration

Enable metwork boati
SISl (MR et | Advanced | - Show Metwork booting

Additional EOOTRDHCP

| Advanced | - show Additionsl EOOTR/DHCP Options e

Zptions

|Save|

Note:

The DM3 servers entered in Svystem: General setup (or the DRS Forwarder, iF enabled) will be assigned to clients by the

DHCP server,

The DHCP lease table can be wiewed on the Status: DHCP leases page.

|

MALC address IP address Hostname Description L-i_-]
00:1F:d0:5d:36:db 192.163.1.11 muhasebe riuhasebe bilgisawari é"[a,_.é

=
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Services | DHCP Server | Kayitlarin Incelenmesi

Status: System logs: DHCP

Last 50 DHCP service log entries

Sep 16 11:31:39
Sep 16 11:31:39
Sep le 11:59:42
Sep 16 11:59:42
Sep 16 11:59:42
Sep 16 11:59:142
Sep le 11:59:42

dhcpd: DHCPREQUEST For 6.6.6,110 (6,66, 1) From 00:0c: 29: 1d:a4: 75 via em; wrong network,

dhcpd: DHCPMAE on 6.6.6,110 to 00:0c:29:1d:a4: 75 via emi
dhepd: Internet Systems Consortium DHCP Server 4.2,1-P1
dhcpd: Copwright 2004-2011 Internet Swskems Consortium,
dhcpd: Al rights reserved,

dhcpd: For info, please visit https: v isc,orgfsoftwarefdhopf
dhepd: Wrote 0 deleted host decls to leases file,

sep 16 11:50: Status: DHCP leases

Sep 16 11:59:
Sep 1611:59:
Sep 16 11:59:
Sep 16 11:5%:

IP address MAC address Hostname Stark
192.1658.1.105 | 00:0c:29:85:2a:2e | korbanxp 2011/09/16 12:07:15
192.165.1.104 | 00:0c:29:F7:R9:95 pfsense 2011/09)16 11:59:55
192.165.1.103 | 00:0c:29:1d:a4:75 | pFaense 2011009016 11:31:37
192,165,111 00:1fd0:ad:@6:db | mubhasebe nfa

| show all configured leases |

End

2011/09/16 14:07:15
2011/09/16 13:59:55
2011/09/16 13:31:37

nfa

Online
online
afflire
offlire

affline

Lease Type
ackive
active
active

static

w©

0
EEaE
%

=
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Services | DHCP Server | Sorun Giderme

DHCP servisi IP dagitmiyor. Servis restart ettiginizde asagidaki (zaten servi calisiyor)
mesaji aliyorsaniz;

Oct 4 23:21:28 dhcpd: There's already a DHCP server running

Aslinda dhcp servisi calismiyor, pid dosyasi silinmemis yeni ¢alisacak olan proccess bir
kopyasinin c¢alistigini disindyor.

Cozum;

# rm /var/dhcpd/var/run/dhcpd.pid

Komut satirindan veya araylzden tekrar servisi baslatin. Servisimiz calisiyor olacak;

# ps ax [grep dhcp

1433 ?? Ss 0:00.00 /usr/local/sbin/dhcpd -user dhcpd -group _dhcp -chroot
/var/dhcpd -cf /var/dhcpd/etc/dhcpd.conf vrO
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Services | DHCP Relay

DHCP istekleri broadcast olarak iletirilirRouter’lar DHCP isteklerini
gecirmezler. DHCP isteklerini wan agindan, lan agina aktarmasi (relay) icin
DHCP Relay servisi kullantlir.

DHCP Broadcast'lerini yakalayarak bunlari Unicast'e cevirip yetkili DHCP
Server'a gonderir.

DHCP Relay configuration

srelii ¥ Enable DHCP relay on interface
Interface(s) WA .
Interfaces without an ip address will not be shown,
Append circuit ID and agent ID to requests
IF this is checked, the DHCP relay will append the circuit ID (pFSense inkerface number] and the agent I0 to the DHCP request,
Crestination serwer
111l
- . | This is the IP address of the setver to which the DHCP packet is relayved, You can enter multiple ip address server entries
Yetkili DHCP sunucunun Ip separated by cornmas, Select "Proxy requests to DHCP serwer on fAMN subnet” to relay DHZP packets to the server that was
adresi. Bu ip adresinden gelen used an the WAM interface.

dhcp istekleri lan agina
iletilecektir.
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Services | DNS Forwarder

pfSense Uzerinde DNS Sunucu bulunmaz, DNS Forwarder olarak hizmet verir.
Kendisine gelen dns isteklerini “System > General Setup” sayfasinda
belirttiginiz DNS sunuculardan ¢bézerek istemciye iletir.

Ayrica, domainler icin yetkili dns sunuculari veya bir host adresi icin dns kaydi
eklenebilir.

DHCP servisinden ip alan istemcilerin ip adresi ve hostnamelerini dns
forwarder’a ekleyerek, yerel agda bilgisayar adlarini cdzmeyi saglayabilirsiniz.




pf.fabrikam.com adi
soruldugunda, dns
istegi 172.16.16.16
dns sunucusuna
sorulacaktir.
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Services | DNS Forwarder

¥| Enable DNS forwarder

¥| Register DHCP leases in DNS forwarder
If this option is set, then machines that specify their hostname when requesting a DHCP lease wil be registered in the ONS forwarder, so
that their name can be resolved. “fou shiould also set the domain i Systermn: General setup to the proper value.,

¥| Register DHCP static mappings in DNS forwarder
If this option is set, then DHCP static mappings wil be registered in the DMS forwarder, o that their name can be resolved, ou should
alzo set the domain in System: General setup to the proper value,

|Saue|

MNote:

If the DMS Forwarder is enabled, the DHCP service (if enabled) will automatically serve the LAK IP address as a DMS server to DHCP clients so theyw will use
the Forwarder, The DMS Forwarder will use the DNS servers entered in System: General setup or those obtained via DHCP or PPP on Wal if the "Allow DHS
server list to be overridden by DHCP/PPP on WaM" is checked. IF wou don't use that option {or if vou use a skatic IP address on
specify at least one NS server on the System:General setup page. qmail_fabrikam.com alan adini

You may enter records that override the results from the Forwarders below, soranlara yanit olarak 172.16.16.100 ip
adresini déndr.

Host Domain IP Description

L

qmail Fabrikam.com 172.16.16.100 Cimail Serwer 8

=
Below you can override an entire domain by specifying an authoritative DNS server to be queried for that domain.
Domain 1P Description [_.|'_.]
fFabrikam.com 172.16.16.16 fFabrikam,com dns server [Lé L‘!‘"

=
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Services | Dynamic DNS

DynDNS servisi Services > Dynamic DNS mendsiinde bulunur, dinamik ip
adresiniz her degistiginde bunu DNS sunucuya bildirip otomotik olarak
DNS kaydinizi glincelleyen servistir.

Disable
Service type DynDNS (dhynarmic) [« |
Interface to monitor wian [+
SUBEHITET S ", pfsense.dyndns.net
Moke:
Enter the complete hostjdomain name. exanmple: myhast.dyndns.org
M1 v
Mote: with DynDMS service you can only use a hostname, not an [P address,
Set this option only if you need a special M record, Mot all services support this,
Widcards Y| Enable wildcard
Username &b pfsense
Username is required for all types except Namecheap and FreeDMS,
Password @) sessreee
FreeDMNS (freedns.afraid.org): Enter your "Authentication Token" provided by FreeDMS,
Description

", fabrikam.com pfSense Firewall

| save | | cancel |

MNote:
¥ou must configure a DNS server in System: General setup or allow the DMS server list to be overridden by DHCP(PPP on
WAl For dynamic DMS updates to waork,
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Services | SNMP

Uzak aglari, sistemleri monitor etmek icin kullanilir. Bir endustri standartidir.
pfSense SNMP modauillerinin sagladigi bilgiler ;

Mibll

Network ve ag arabirimleri hakkinda bilgi verir.Ag arabirimlerinin durumu, donanim bilgisi,
IP adresleri ve gelen/giden verinin miktari gibi bilgiler sunar.

Netgraph
Baglanti kurulan noktalar hakkinda, bu noktalarin durumlari ve olusan hatalar hakkinda bilgi
verir.

PF

pf kurallari, durum tablosu, ag arabirimleri, tablolar ve ALTQ queues verileri elde etmekte
kullantlir.

Host Resources

Sunucunun uptime,load average, processes, disk kullanimlari, bagl sistem aygitlari ve kurulu
yazihimlar hakkinda detay bilgi saglar.

SNMP Aracglari
Cacti, Nagios, SnmpWalk, Snmpcheck
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Services | SNMP

Services: SNMP

SNMP Daemon

Enable
Polling Port 161

Enter the port to accept poling events on (default 161)

Systemn |ocation T

Systern contact mail@ozanucar.cam

Read Community

ublic
String n

In most cases, "public” is used here

SNMP Traps

M enable
Trap server

Enter trap server name
Trap server port 162
Enter the port to send the traps to (default 162)
Enter the SNMP trap

string Trap string

SNMP Modules V] MibIl
| Metgraph
J1pF
¥|Host Resources
Bind to LAN interface only
This option can be useful when trying to access the SMMP agent by the LAN interface's IP address
through a %PH tunnel terminated on the WaAN interface,

| Save |
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Services | SNMP Araclari

Nagios = http://www.nagios.com

Current Network Status Host Status Totals Service Status Totals
Last Updated: Mon Mar 1 24:06:00 GMT 2010 ’_| | | ’—| | | |

Updated every 90 seconds
Magioz® Core™ 3.2.0 - waneyy nagios.org ,3_-| g | g ,F| 0 | 0 | 0 |

Logged in as monitor

Wi Histary Far &l hosts
i Matifications For All Hosts
ienn Host Status Detail For Al Hosts

Service Status Details For All Hosts

B 1T oK 03-01-201010:01:58 0d 15h 44m 25 143 HTTP OK: HTTPA 1 302 Found - 717 bytes in 0.455 second response time
ShiML L ASS0 HTTP URL Ok 03-01-201010:09:07 1d 3h 36m 53= 143 HTTP QK: HTTPAH A 200 OK - 3267 bytes in 0031 second response time
Lk-TL -Gatewary Mumber of Connections Ok 03-01-201010:01:15 3d 4h 34m 452 1/3 ShiMP OK - 218

FlNG Ok 03-01-2010 101011 5d 7h 30m 49s 113 PING QK - Packet loss = 0%, RTA = 0.51 ms

Uptirne Ok 03-01-201010:01:16 5d Gh 44m 44= 143 ShMP O - Timeticks: (151908457) 21 days, 1:18:04 57
localhost Current Load Ok 03-01-2010 10:10::241 7d 10h 50m 39=s 144 Ok - load average: 0.00, 0.00, 0.00

Currert Lsers Ok 03-01-2010010:08:00 Td10h 50m 1= 114 USERS Ok - 2 users currently logged in

HTTP @: Ok 03-01-2010 10:058:00 Td 10h 49m 242 1/4 HTTP Ok: HTTP#M 1 200 OK - 452 bytes in 0.000 second response time

Pl Ok 03-01-2010 10:05:00 Td 10h 48m 46z 1/4 PIMG Ok - Packet los= = 0%, RTA = 0.03 ms

Roct Partition Ok 03-01-2010 10:08:00 Td 10k 48m 9= 1/4 DISK Ok - free space: f 9249 MB (8% inode=773%):

S5H ﬂ: Ok 03-01-201010:05:29 Td 10h 47m 3= 174 S5H OK - OpenS3H_5.1p1 Debian-Gubuntu? (protocal 2.0)

Suvap Llsage Ok 03-01-201010:09: 48 Td 10h 46m 54z 1/4 SWAP Ok - 97% free (BS0 MB out of 675 ME)

Total Processes 0K 03-01-2010 10:09:44 7d 10k 46m 165 1id PROCS OK: 91 processes with STATE = RSZDT

1.3 Matching Service Entries Displayed
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Services | SNMP

SNMP Check

-

B Seq Yanetich CHMIndowshsystern32emd exe | =] ” [=] |@

RN Y R T AN e e Al s nmpcheck—1 .7 .exe —t 172.16.16.254 —¢

&

snmpcheck.pl vl.? — znmp enumerator
Copyright (c>» ZA85-Z2088 by Matteo Cantoni <nothink.owrgl>

[#] try to connect to 172.16.16.254. ..
[x]1 Connected to 172_.16.16.254% Starting check at Mon Jul 26 15:-44:-38 2010

Hostname
Description
Uptime <snmpd>
Domain

Contact
Location

Motd

pfSense.local
pfSenze.local 787269311 FreeBSD 7 .2-RELEASE—pS

17 hours, 83:89.43

mailfozanucar.com
tr




Bolim 11:

Services | OpenNTPD

OpenNTPD, bir NTP (Network Time Protocol) servisidir.
Zaman bilgisini, ntp istemcilerine sunar.

ntp.nasa.gov misali ...

NTP server
Erable ™
Check this to enable the MTP server,
Interface

AN

Select the interfacels) the NTP server will listen on,

Save
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Services | Wake on Lan

Bilgisayari ag Gizerinden acmayi saglar. Ozel hazirlanmis bir paketi ethernet
kartina gondererek kapali bilgisayarin acilmasini saglar.

Ag Uzerinden acilacak bilgisayarin sahip oldugu ethernet kartinin “wake on
lan® 6zelligini desteklemesi ve BIOS ayarlarindan bu 6zelligin aktif olmasi
gerekir.

Wake on LAN

Interface WAN [+ ]

Choose which inkerface the host to be woken up is connected ko,

MAC address ., 00:1f:d0:6d :86:db
Enter a MAC address in the Following Format: o me o xe s

[ send |

\Wake all clients at once: l;.'_:;-l

Or Click the MAC address to wake up an individual device:
Interface MALC address Description |_-|51
LAM 00:1f:d0:5d:86:db muhasshe e lad
L

Note:
This service can be used to wake up (power on) computers by sending special "Magic Packets", The NIC in the computer that is ko be woken up must support

‘Wake on LAMN and has ko be configured properly (WOL cable, BIOS settings).
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Services | OLSRD

Kablosuz cihazlar arasi kablo cekmeden atlama yaparak neti dagitmak icin
kullantlr,

OLSED Settings

Enable OLSE
Enables the dynamic mesh linking daemon
Link Cuality Level 2 W
Interfaces e
SYHC
loopback

Select the interfaces that DLSE will bind to, ¥ou can use the CTRL or COMMAMD key ta select multiple interfa

Enable HTTPInFo Plugin
Enables the GLER skats web sarver

HTTPInfo Port ¥ , 1929

Portt that HTTPIRR: will listen on

Allowed host(s] e 10.0.0.10

Hosts that are allowed to access the HTTPINfo web service,

Allowead hiost bret
awed host(s) subne ¥ 255,255.255.0
Enter the subnet mask in form 265,255 265,00
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Services | OLSRD

& ¥ (100011959 w 2

olsr.org OL.SR daemon tm

Configuration Routes Links Topology Al About

Yersion: alsr.org - 0.5 6-r7 (built on 2011-08-11 13:58:32 on FreeBS0 8.0 _pfSense 2.0-snaps.pfzense.org)
0=: FreeB3D

systemn time: Wed, 05 Oct 2077 08:40:39

Qlsrd uptime: OO kowrs 01 mintes 54 seconds

HTTF stats{ok/dynferrordillegal); 26700

Click here to generate a configuration file for this node.

Variables
hlain address: 10.0.0.1 IP wersian: 4 Debug level: 2 FIE Metrics: flat
Follrate: 0.05 TC redundancy: 2 MPR coverage: 3 MAT threshald: 1.000000
Fisheye: Dizabled TOS: 0x0010 RiTable: 0x00fef254 RtTableDefault: 0=00000 Willingness: 3
LQ extension: Enabled LCY level: 2 LQ aging: 0.100000
Interfaces
emi
IF:10.0.01 MASK: 255 255 2650 BCAST 10.0.0.255
MATL: 1472 WLAN: Mo STATUS: URP

Oisrd is configured to run even If no interfaces are avallable
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Firewall

LAN NETWORK

b

istemci <
10.0.0.100/;

DMZ NETWORK

Switch
10.0.0.254/24 172.16.16.1/24
S 1y
172.16.16.254/2.

88.125.458.1 » 172.16.16.2/24

172.16.16.3/24




Edit Firewall rule

Action

Disabled

Interface

Protocol

Source

Source port range

Bolum 12:

Firewall | Rules |

Pass E|

Choaose what ko do with packets that match the criteria specified below,
Hink: the difference between block and reject is that with reject, a packet (TCP RST ar ICMP port unreachable for UDP) is
returned to the sender, whereas with block the packet is dropped silently. In either case, the original packet is discarded.

Disable this rule
Set this option ko disable this rule withouk rermoving it from the lisk,

LAN [+

Choose an which interface packets must come in ko match this role,

TCP =

Choase which IP protocal this rule should match,
Hink: in mosk cases, vou should specify TGP here,

not
LIz this option to invert the sense of the match,

Type! ary El
Address: i

From: | (ather) = |
tor [ (ather) = |

Specify the source port or port range For this rule. This is usually randiem and almost never equal to the
destination port range {and should usually be “any™).
Hint: wou can leave the Fofield empty i wou only want to filker a single port,
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Firewall | Rules |

Action : Pakete uygulanacak kriter.
— Pass: Paketin gecisine izin ver.
—Block: Paketi engelle (drop et)
—Reject: TCP paketlerine TCP RST, UDP icin ICMP port unreachable
yanitini déndur.

Disabled: Kurali pasif yap.

Interface: Kuralin uygunalacagi ag arabirimi

Protocol: Kullanilacak IP protokolii

Source: Kaynak tirG; IP,Network,Ag arabirimi, Aliase, Subnet vb.
—Source port range: Kaynak port aralig
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Firewall | Rules Il

Destination not
Usze this option to inwvert the sense of the match,
Type! any EI
Address: i
Destination port range from: | (other) =] -

o [ (ather) =1

Specify the port or port range For the destination of the packet For this rule.
Hink: you can leave the fofield empty if vou only want b filker a single port

Log Log packets that are handled by this rule
Hint: the firewall has limited local log space. Don't turn on logging For everything, IF wou want ko do a lok of logging,
consider using a remoke syslog server (see the Diagnastics: Syskem lags: Settings page).

Description C

¥ou may enter a description here For your reference,
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Firewall | Rules I

Destination: Hedef tlrG; IP,Network,Ag arabirimi, Aliase, Subnet vs.
—Destination port range: Hedef port araligl.

Log: Kural icin kayit tut.

Description: Kurali tanimlayan hatirlatici bir mesaj.
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Firewall | Rules IlI

Advanced features

Source 035 | Advanced | - Show advanced option

Diffsery Code Point | Advanced | - Shiowy achvanced option

Advanced Options | advanced | - Show advanced option

TCP flags | advanced | - Show advanced option

State Type | advanced | - Show advanced option

Mo XMLRPC Sync | advanced | - Show advanced option

Schedule |M| - Show advanced option
Gateway | advanced | - Show advanced option
InfCut [ advanced | - Show advanced option
Ackgueue/Quele | Advanced | - Show advanced option
Layer? | advanced | - Show advanced option
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Firewall | Rules Il

Source 0S: Kuralin gecerli olacagi isletim sistemi. Yalnizca TCP kurallari icin gecerli olur.

Diffserv Code Point: Bu mekanizma QOS icin gelistirilmistir. Sistemler, paketin kod
noktasi degerlerine gore onceligini belirler.

Advanced Options: PF Gelismis Secenekler
—Simultaneous client connection limit: Eszamanli istemci baglanti limit: Limiti
—Maximum state entries per host: istemciye gelecek maksimum baglanti siniri
—Maximum new connections / per second: Eszamanli maksimum yeni baglanti
—State Timeout in seconds: Saniye icinde zaman asirimi suresi

TCP Flags: TCP bayraklarini set etmek icin kullanilir.

State Type: Durum turu
—keep state: Tum IP protokolleri ile ¢alisir.
—synproxy state: Proksilerden gelen TCP baglantilari icin sunucuyu Syn Flood ve IP
Spoof saldirilarina karsi korunmaya yardimci olur.
—none: Bir durum mekanizmasi kullanma
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Firewall | Rules Il

No XMLRPC Sync: CARP yapisindaki diger firewalla kuralin akarilmasini engeller.
Schedule: Kuralin calisacagi zaman, zamanlanmis goreuv.

Gateway: Kural tabanli yonlendirme icin hedef belirler.

In/Out: Virtual interface’ler icin trafik sekillendirme

Ackqueue/Queue : Trafik sekillendirme

Layer 7: Uygulama katmaninda trafik sekillendirme kurallari uygular

Description: Kurali tanimlayan hatirlatici bir mesa;j.
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Firewall | Alias

IP, port ve network adreslerini gruplamak icin kullanilir. Firewall kurallarinda kolayhk
saglar ve genis aglar, port numaralari ve kaynak/hedef ip adresleri i¢cin efor kazandirir.

Firewall: Aliases: Edit

Mame ¥

The name of the alias may only consist of the characters "a-z, 4-Z and 0-9",

Description ¥

You may enter a description here For your reference (naot parsed),

Type Hostis) w
Host(s)
Hostis) MNetworkis

LRL isks as you would like, Hosts must be specified by their IP address,
T =

IF Drazcription

L
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Firewall | Alias | Host

Firewall: Aliases: Edit ©
Name r , muhasebe
The name of the alias may only consisk of the characters "a-z, 4-Z and 0-9",
Description r , Muhasebe ve Finans
Wou may enter a description here For vour reference {not parsed).
Type Host(s) v
Host(s)

IF

Descripkion
1.1.1.11 [EE r . Muhasebe Ayse Hanim L_,_é
1.1.1,12 [32 "\ Finans Mehmet Bey I

=
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Firewall | Alias | Network

Firewall: Aliases: Edit o
Name |\, &RGE
The name of the alias may only consist of the characters "a-z, 8- and 0-9",
Description r , 4RGE Departmani
‘fou may enter a description here For your reference (nok parsed),
Type Metwark(s)
Network(s)

: Mebwaorks are specified in CIDR Format, Seleck the CIDR mask that pertains to each entry, |32 specifies a single haosk, .
,1'24 specifies 255.255.255.0, etc. Hostnames (FODMS) may also be specified, using a f32 mask, You may also enter an
' IF' range such as 192.168.1.1-192.168.1.254 and a list of CIDR networks will be derived to Fill the range. '

Mebwork, CIDR  Descripkion
24 v ||, BRGE ¥
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Firewall | Alias | Port

Firewall: Aliases: Edit 7

MName

Description

Type

Port(s)

r , izinliportlar

The name of the alias may only consist of the characters "a-z, A-Z and 0-9",

r , Izinli Part Mumaralar

‘fou may enker a description here For vour reference {not parsed),

Portiz) b

Part Description

T - [N o
T [ [N v
RO = [N o
CE [ [N -
ss7 | aNeyee—
I [N

P
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Firewall | Alias | Urltable

Firewall: Aliases: Edit 7

Mame

Description

Type

URL

r , urkiye

The name of the alias may only consist of the characters "a-z, A-Z and 0-9",

r , Turkiye IP Araligi

‘fou may enker a description here For vour reference {not parsed),

URL Table

+ Enter & single URL containing & large number of IPs andfor Subnets, After saving pfense will download the URL and '
' create a bable file containing these addresses, This will waork with large numbers of addresses (30,0004-) or small !
1 numbers, '

pdate
Freq.

ot fe_country_datafTR_cidr. txt | 7 r \ L_,_.E’




Bolum 12:

Firewall | Schedules

Zaman bazli firewall kurallari yazmayi saglar.

Firewall: Schedules: Edit @

Schedule information

Schedule Mame "%, oglensaati

The name of the alias may only conzist of the characters a-z, A-Z and 0-9

Crescription 3 _Oglen Saati
fou ray enter a description here For your reference (ot parsed).
Month Cretober 11 w
Mon |(Tue |Wed |Thu L_li_l Sun
1 2
3 4 & 3 7 ] 9
10 11 12 12 14 15 1
17 12 19 20 21 22 22
24 25 2 27 28 29 20
31

Click individual date to selact that date only, Click the appropriate weekday Header to select all accurances of that

weekday,
Time
Start Time Stop Time
W H 39 || Min | 23 (W 59 || Min
Select the time range For the dayis) selected on the Month(s) abowve, & full day is 0:00-23:59,
Tirne Range Crescription k

You ray enter a description here For your reference (not parsed),

[Add Time | [Clear Selection |

Configured Ranges

Man - Sun 1289 13859 &1
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fabrikam.com personeli icin 6glen saatleri arasinda (12:59-13:59) internet acik
diger saatlerde kapali.

Firewall: Schedules 2
Mame Time Range(s) Description L.|'_.]
personel \__) Mon - Sun 0:59-23:59 oglen saati personel grubu kélhg

L

Firewall: Rules 000

g | e JO8

ID Proto Source Port Destination Pork GLateway Queue Schedule Description L-.!ﬂl_'b‘
(>} * * * LaM address * * Anti-Lockout Rule |¢é‘
an
o * personel * * b b nane [ I o personel grubu [;._'][Lé‘
i ] =

personel grubu

Mon - $un; 0:59 - 23:59%
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Firewall | Rules | Uygulamalar

. DDOS saldirilari durumunda, turkiye ip araligi disindaki paketleri engelle ve
turkiye’den gelen ip adreslerine es zamanli maksimum baglanti sayisini 5
olarak set et ve timeout sliresini 6 saniyeye dusur. Synproxy aktif olsun.

. Arge ve Muhasebe&Finans birimleri yalnizca izinli port’lara erisim
kurabilsinler ve baglantilari kayit altina alinsin. Geri kalan hersey yasak.

. 172.16.16.0/24 subnet’ine yalnizca LAN network’iinden 1.1.1.100 ip adresi
erisebilsin.

172.16.16.0/24 subnet’l internete yalnizca tcp 80 ve 443 portu icin izinli
olsun.
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Firewall | Rules | Uygulama |

1. Internetten gelebilecek DDOS saldirilari durumunda, Turkiye ip aralig
disindaki ipleri engelle. Turkiye’den gelen ip adreslerinin es zamanli
maksimum baglanti sayisi 5 olsun ve bir tcp oturumun timout suresi 6
saniyeye olsun. Spoof edilmis ip adreslerine karsi Synproxy korumasi da
aktif olsun.

Firewall: Rules 000
Foatig JUTCH Lav | oviz
1D Proto Source Pork Destination Pork Gateway Queue Schedule Description [.!“"L.t]
] [X] TP | burkive # * * * none ddos saldirilari [;!] [‘é
00 dururnunida L‘-gL.‘-,
+
&
!l
2 pass E3 block reject & log

pass (disabled) block {disabled) reject (disabled) log {disabled)




Bolum 12:

Firewall | Rules | Uygulama |

Firewall: Rules: Edit (SELE"]

Edit Firewall rule

Action Block %

1 Choose what ko do with packets that match the criteria specified below,
Hirk: the difference between block and reject is that with reject, a packet (TCP RST ar ICMP port unreachable For UDP) is
returned ko the sender, whereas with block the packet is dropped silently, In either case, the original packet is discarded.

Disabled [ pisable this rule
Set this opkion ko disable this rule without remaoving it From the list,
Interface WAk
Choose on which inkerface packets must corme in ko ratch this rule.
Aol TCR - bt _ Advanced Options
Chcn:l_se which IP protocol this rule shDUId match. This allows packets with IP options to pass. Otherwise they are blocked by default. This is usually only seen with multicast
Hink: in most cases, you should specify 7P here, traffic. ‘ ]
Source not O < r
Use this option to invert the sense of the m This will disable auto generated reply-to For this rule.
: - -
Tvpe Single: host or alias ‘fou can mark a packet matching this rule and use this mark to match on other NAT(Filter rules. It is called Policy filtering
Address:
‘aou can makch packet on a mark placed befare on another rule.
Maximum state entries this rule can create
State Type SYnproxy stake
Hint: Select which type of state tracking mecha Maxirmum number of unique source hasts
keep state Whorks with all IP protocols Maximum number of established connections per host
sloppy state warks with all IP protocols Miaxirnuim state enfries per host
Proxies incoming TCP conn / 3
synproxy skate  Floods, This option includes . .
combined. Maximum news connections |/ per second(s)

Do niot use skate mechanis &

nans advanced queueing in cert

State Timeout in seconds
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Firewall | Rules | Uygulama Il & Il

Arge ve Muhasebe&Finans birimleri yalnizca izinli port’lara erisim
kurabilsinler ve baglantilari kayit altina alinsin. Geri kalan hersey yasak.

172.16.16.0/24 subnet’ine yalnizca LAN network’iinden 1.1.1.100 ip
adresi erisebilsin.

Firewall: Rules 000
 Floating [ wan WU oMz |
1D Proto Source Port Destination Port Gateway Queue Schedule Description LS‘[_.E'
o * * i LaN Address i i &nki-Lockauk [Lé
&0 Rule
o TCPIUDP | muhasebe | * * izinliportlar | * none Muhasebe ve tg“té
- Finans A=A
Xt
oo * 1.1.1.100 | * BRGE * * none Accept for l;!;]lgé
ARGE =1
i [
Ll
e 1=l
[

3 pass E3 block rejeck & log
pass (disabled) block {disabled) reject (disabled) log {disabled)
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Firewall | Rules | Uygulama Il

Edit Firewall rule

Action Pass W

Choose what ta da with packets that match the criteria specified below,
Hink; the difference between block and reject is that with reject, a packet (TCP RST or ICMP port unreachable For UDP) is
returned ko the sender, whereas with block the packet is dropped silently, In either case, the original packet is discarded.

Disabled [ pisable this rule
Setk khis option ko disable this rule without remaoving it From the lisk,

Interface LAM
Choose on which interface packets must came in ko match this rule.

Protocol TCR/UDP |+

Choose which IP protocal this rule should match.
Hink: in sk cases, you shauld specify 70P here,

Source ] not
e this option to invert the sense of the match,

Type: Single host or alias

Address: |([[RgES= = ! I 31
- Showy source port range

Destination [ not
s this option to invert the sense of the match.

Type: any' hd
Address: I ,|'|31
Destination port range fram: |{other) Lallizirliport

ko {other) Callizinliport
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Firewall | Rules | Uygulama IV

4.172.16.16.0/24 subnet’l internete yalnizca tcp 80 ve 443 portu icin izinli

olsun.
Firewall: Rules 000
[ Floating [ wan | Lan D22
ID Proto Source Port Destination Port Gateway Queue Schedule Description @L‘ﬂ
o TCPJUDP | ARGE * * a0 * none ARGE Lol 8
(] (HTTF) Departmani @Lq
+
0o TCP{UDP | ARGE * * 443 * none ARGE Ldleé
(] (HTTPS) Departmani |
s #
&
. i
EE
3 pass E3 Block rejeck & log

pass (disabled) block {disabled) reject (disabled) log {disabled)
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Firewall | Virtual IP

pfSense tarafindan kullanilan sanal IP adresidir, ag arabirimi icin tanimlanan ana IP
adresi degildirVirtual IP, pfSense tarafindan NAT port forwarding, Outbound NAT ve
1:1 NAT gibi yonlendirme islemlerinde kullanilir.Ayrica failover gibi 6zellikler iginde
kullanilir. pfSense 2.0 ile birlikte ag arabirimine ikinci ip adresi atama 6zelligide virtual
ip ile desteklenmektedir.

Firewall: Virtual IP Address: Edit o
Type @ prowy apP O carp O oOther O 1P Alias
Interface VAR w
IP Address(es) Type: Single address | %
Address: || ) This iz a CIOF Siock of proxy ARE addresces.

Virtual IP Password

Enter the WHID group password,

YHID Group

Enter the YHID group that the machines wil share

Advertising Frequency Basze: [1 | Sk [0 |

The frequency that this machine will advertize, 0 means usually master, Otherwise the lowest combination
of both values in the duster detrmines the master,

Description W

‘ou may enter a description here for your reference (not parsed).
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Firewall | Virtual IP

Virtual IP Adres Tiirleri

CARP

Firewall servisleri veya yonlendirmeler icin kullanilir

VIP icin Layer 2 trafik Gretir

Clustering islemi icin kullanilabilir.

Gercgek ag arabiriminin IP adresi ile ayni subnet'de olabilir.

ICMP ping paketlerine yanit verir, firewall tarafindan izinliyse

Proxy ARP

Firewall servisleri icin kullanilamaz ama yonlendirmeler icin kullanilir
VIP icin Layer 2 trafik Gretir

Gercek ag arabiriminin IP adresi ile farkl subnet'de olabilir.

ICMP ping paketlerine yanit vermez

Diger

Firewall servisleri icin kullanilamaz ama yonlendirmeler icin kullanilir
VIP icin Layer 2 trafik Gretir

Gercek ag arabiriminin IP adresi ile farkl subnet'de olabilir.

ICP ping paketlerine yanit vermez

IP Alias

pfSense tarafindan kullanilabilir, ydnlendirme yapilabilir.
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Firewall | Kayitlarin Izlenmesi

Firewall loglari, hayati 6neme sahiptir.Gelen-Giden paketleri incelemede ve

sorun ¢cozmede sikca ihtiyac duyulur. Diagnostics | System logs | Firewall
sayfasindan su bilgiler edinilebilir;

Status: System logs: Firewall

m Firewrall m Portal Auth mmm Load Balancer | Open¥PMN | OpenNTPD m

Marrnal Wiew | Dyvnammic Wiew | Surmary Wiew

Last 50 firewall log entries. Max{50)

Ack Time IF Source Destination
[3¢] Ock 4 16:46:22 | Lan | @ e 6.6.6.104 & (% 224.0.0.18: YRRPv2, Advertisement, vrid 1, prio 0, authtype none, inkvl 1s,
[3¢] Ock 4 16:46:22 | wan | @ ¢ 100,001 & 3 224.0.0.18: YRRPYvZ, Advertisement, vrid 2, prio 0, authtype none, inkvl 1s,
[3¢] Ock 4 16:46:23 | LaN | @ e 6.6.6.104 & 3 224.0.0.18: YRRPYZ, Advertisement, vrid 1, prio 0, authtype none, inkvl 1s,
[3¢] Ock 4 16:46:23 | wan | @ ¢ 100,01 & 3 224.0.0.18: YRRPYvZ, Advertisement, vrid 2, prio 0, authtype none, inkvl 1s,

Action: Pakete uygulanan kriter

Time: Logun olusma tarihi ve saati

If: Paketin geldigi ag arabirimi

Source: Kaynak IP adresi ve Port numarasi
Destination: Hedef IP adresi ve Port numarasi
Proto: Protokol
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Firewall | Kayitlarin Izlenmesi

Arayuzde yorumlanan kayitlarin yetersiz kalmasi durumunda veya pratik filtreleme
teknikleri uygulamak icin komut satirindan kayitlar izlenebilir.

Komut Satirindan Goériintiileme

# clog /var/log/filter.log

# clog -f /var/log/filter.log (loglari canli izlemek icin)

# clog /var/log/filter.log | php /usr/local/www/filterparser.php

Tcpdump ile izleme
# tcpdump -n -e -ttt -r /var/log/filter.log
# tcpdump -n -e -ttt -i pflog0
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NAT (Network Address Translation)

LAN NETWORK
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NAT | Port Forwarding | Uygulama

LAN NETWORK

N

Switch

10.0.0.254/24

88.125.48.1

@
L

Lo

10.0.0.100/.

DMZ NETWORK

‘ 172.16.16.1/24

172.16.16.3/24

telnet 88.125.48.1 80
telnet 88.125.48.1 25

telnet 88.125.48.1 3306

WAN arabiriminden gelen ve
hedef portu 80 olan tcp trafigini
172.16.16.2 adresinin tcp 80
portuna yonlendir.

WAN arabiriminden gelen ve
hedef portu 587 olan tcp trafigini
172.16.16.3 adresinin tcp 25
portuna yonlendir.

WAN arabiriminden
85.95.238.172 ip adresi port 3389
a baglanti istegi gonderirse onu
172.16.16.1 terminal server’a
yonlendir.
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NAT | Port Forwarding

Destination port range

Redirect target IP

Redirect target port

Cescription

Mo XMLEPC Syinic

MNAT reflection

Filter rule association

from: |MS RDP

ko M= RDP

Specify the port or port range for the destination of the packet for this mapping.
Hink: wou can leave the ¥o field empty if wou only want to map a single port:

10.0.0.10

Enter the internal IP address of the server on which you want to map the ports.,
e.q J82TeR.1.12

MS RDP +

specify the port on the machine with the IP address entered above, In case of a port range, specify the beginning port
the range (the end port will be calculated automatically),
Hink: this is usually identical ko the ‘from' port abowve

"%, rdp

¥ou may enter a description here Far vour reference (not parsed),

O

HINT: This prevents the rule from automatically syncing to other CARP merbers,
use systern default »

Add associated flker rule b
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NAT | Port Forwarding | Uygulama

10.0.0.10 ]
terminal server 1 W —_
switch T r
piSense Q

§.6.6.100

100,096 Herhangi bir ip adresinden gelen rdp badlantlanm 10.0.0.10 sunucusuna yinlendir.

terminal server 1 F.6.6.100ip adresinden gelen rdp hadlantlann 10.0.0 96 sunucusuna yvinlendir.
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NAT | Port Forwarding | Uygulama

* 6.6.6.100 ip adresi rdp yapmak isterse onu
10.0.0.96 ya yonlendir. Bunun disindaki rdp
baglantilarini 10.0.0.10 sunucusuna yonlendir.

Firewall: NAT: Port Forward o
PRI ., T o.toomi
IF Proto Src. addr Src. porks Dest. addr Dest. ports MAT IP MAT Ports Description L.gL-i-;'
|:| Oy | WwanN | TCP &.6.6,100 * WaMN address | 3339 (M3 RDP) | 10.0.0,96 3359 (M3
RDF}
D O | WwanN | TCP * * WAk address | 3339 (MSRDPY | 10.0.0.10 3359 (M5 rdp
RDF)
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1:1 NAT

LAN NETWORK

istemci <
10.0.0.100/

DMZ NETWORK

Switch

10.0.0.254/24 172.16.16.1/24

88.125.48.1 172.16.16.2/24

172.16.16.3/24
internet
telnet 88.125.48.1 80
telnet 88.125.48.1 25

telnet 88.125.48.1 3306
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1:1 NAT

Belirtilen IP adresine gelen bitiin trafigi bir hedef ip adresine iletir.

Not:Virtual IP ile kullanacaginiz internet ip’leri tanimlanmalidir.

Edit NAT 1:1 entry

Disabled

Interface

External subnet IP

Internal IP

Destination

(] pisable this rule
Set this option to disable this rule without remaoving it From the lisk,

WM v

Chioose which interface this rule applies ko,
Hint: in most cases, you'll want ko use WAk here,

5.6.6. 106

Enter the external (usually on a WaMN) subnet's starting address For the 131 mapping. The subnet mask from the internal
address below will be applied to this IP address,
Hint: this is generally an address owned by the rouker itself on the selected interface,

] hot

Use this option to invert the sense of the match.
Type: Single host e

pddress: | 10.0.0.96 /

Enter the inkernal {LAM) subnet for the 1:1 mapping. The subnet size specified For the internal subnet will be applied ko
external subnet,

] hot

Use this option to invert the sense of the match.

Type: any b

Address: ."'
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1:1 NAT | Uygulama

LAN NETWORK

Wan arabiriminden

88.125.48.1 ip adresine gelen tim

trafigi 172.16.16.2 ip adresine bire
bir yonlendir.

DMZ NETWORK

10.0.0.254/24 ‘ 172.16.16.1/24
)
172.16.16.254/24 -—p
88.125.48.1) 1|

172.16.16.2/24
N
'
1 1
W =
172.16.16.3/24
internet
/

telnet 88.125.48.1 80

telnet 88.125.48.1 25

telnet 88.125.48.1 3306 NS
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NAT | Outbound NAT

LAN NETWORK

y 8%

istemci <
10.0.0.100/

DMZ NETWORK

Switch
10.0.0.254/24 172.16.16.1/24
— 5
172.16.16.254/24

88.125.48.1 172.16.16.2/24

172.16.16.3/24
internet

88.125.48.2

88.125.48.3
88.125.48.4
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NAT | Outbound NAT

Interface WAR v

Choose which inkerface this rule applies to,
Hinks in mosk cases, wou'll wank bo use Wak here,

Protocol any v

Choose which protocaol this rule should match,
Hink: in most cases, vou should specify any here.,

Source Type: Metwaork %

Address: 172.16.16.1 32 |

Enter the source nebwork For the outbound MAT mapping.

Source part: - [leave blank For ary)

Destination [ not
Uze this option to invert the sense of the match,

Type: any b

Address: !

Enter the destination network, For the outbound MAT mapping.

Drestination part: - [leave blank far ary

Trarslation Address: | $8.125.48.2 (http) W

Packets matching this rule will be mapped to the IP address given here,

If wou want this rule bo apply ko another IP address rather than the IP address of the inkerface chosen above,
select it here (wou will need to define Yirtual IP addresses on the interface first), Also noke that i vou are
krving ko redirect connections on the LAMN select the "any" option,
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NAT | Outbound NAT | Uygulama

LAN NETWORK

d &

istemci%

10.0.0.100/
§ DMZ NETWORK
Switch
172.16.16.1/24

88.125.48.1 | '| E | 172.16.16.2/24
Y I
ol |
i L
N —
172.16.16.3/24
internet

88.125.48.2

10.0.0.254/24

88.125.48.3
88.125.48.4

172.16.16.1 ip adresini
internet'e ¢ikarken 88.124.48.1
olarak donustur.

172.16.16.2 ip adresini
internet'e ¢ikarken 88.124.48.2
olarak donustur.

172.16.16.3 ip adresini
internet'e ¢cikarken 88.124.48.3
olarak donustur.
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NAT | Outbound NAT | Uygulama

Mode: {::' Automatic outhbound NAT rule generation
(IPsec passthrough included)

172.16.16.1 ip adresi
88.125.48.2 olarak

yonlendirilsin

Interface Source Destination
. Port
|:| et 172.16.16.1/32 | * *
|:| et 10.0.0.0/24 * *

'G:' Manual Dutbound NAT rule generation
(ADN - Advanced Outbound NAT)

Destination MNAT MAT Static o
Port Address Part Port Description

* 88.125.48.2 | * T 2
* f.6.6,106 h&q

LAN networkii
6.6.6.106 ip
adresi ile
yonlendirilsin
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NAT Reflection

Yerel agda bulunan ip adresleri wan arabirimine ait ip adreslerine baglanabilsinler !

Metwork Address Translation

Disable MAT Reflection Disables the automatic creation of NAT redirect rules for access to your public IP addresses
from within your internal networks. Note: Reflection only works on port forward type items
and does not work for large ranges == 500 ports.

| Save |

http://doc.pfsense.org/index.php/Why can%27t | access forwarded ports on my

WAN IP from my LAN/OPTx networks%3F



http://doc.pfsense.org/index.php/Why_can't_I_access_forwarded_ports_on_my_WAN_IP_from_my_LAN/OPTx_networks?
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http://doc.pfsense.org/index.php/Why_can't_I_access_forwarded_ports_on_my_WAN_IP_from_my_LAN/OPTx_networks?
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http://doc.pfsense.org/index.php/Why_can't_I_access_forwarded_ports_on_my_WAN_IP_from_my_LAN/OPTx_networks?
http://doc.pfsense.org/index.php/Why_can't_I_access_forwarded_ports_on_my_WAN_IP_from_my_LAN/OPTx_networks?
http://doc.pfsense.org/index.php/Why_can't_I_access_forwarded_ports_on_my_WAN_IP_from_my_LAN/OPTx_networks?

Bolim 14:

Routing

LAN NETWORK

10.0.0.200/24 10.0.0.100/24

bursa.fabrikam.com
192.168.16.0/24

e
S

Lan: 10.0.0.254/24 192.168.16.1/24 istanbul.fabrikam.com
192.168.34.0/24

— — — o — — — Ih
OPT: 172.16.16.254/24 172.16.16.1/24 192.168.34.1/24 &Q
)

192.168.35.1/24

izmir.fabrikam.com
192.168.35.0/24

G e
S

Wan: 88.125.48.1 Routing Tablosu
,Arayliz  Network Gateway Agiklama
OPT 192.168.16.0/24 172.16.16.254 Bursa
"OPT  192.168.34.0/24 172.16.16.254 istanbul
"OPT 192.168.35.0/24 172.16.16.254 lzmir
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Routing

pfSense ayni zamanda router olarak hizmet verebilmektedir. Static route, RIP, BGP,
OSPF routing protokollerini desteklemektedir.
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Routing | Static Route | Uygulama

LAN NETWORK

10.0.0.200/24 10.0.0.100/24

|
!
1
|

Wan: 88.125.48.1 Routing Tablosu
,Arayliz  Network Gateway Aciklama
OPT 192.168.16.0/24 172.16.16.254 Bursa
'oPT 192.168.34.0/24 172.16.16.254 Istanbul
'OPT  192.168.35.0/24 172.16.16.254 izmir
'

bursa.fabrikam.com
192.168.16.0/24

S

Lan: 10.0.0.254/24 192.168.16.1/24
OPT: 172.16.16.254/24 172_13_13_111“
192.168.35.1/24

%

istanbul.fabrikam.com
192.168.34.0/24

192.168.34.1/24 a\“gg
S

izmir.fabrikam.com
192.168.35.0/24

192.168.16.0/24 Bursa agi,
172.16.16.1 router’in
arkasindadir.

192.168.34.0/24 istanbul
agina erismek istiyorsan
paketleri

172.16.16.1 router
adresine yonlendir.

192.168.35.0/24 izmir agini
172.16.16.1 router biliyor,
paketler buraya.
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Routing | Static Route | Uygulama

192.168.16.0/24 Bursa agi, 172.16.16.1 router’in arkasindadir. Bursa’ya
erismek istiyorsan, paketleri bu yonlendiriciye gonder, o seni hedefe
ulastiracak.

System: Static Routes: Edit route

Edit route enktry

Destinakion nektwork For this skatic route

Gateway bursaGw - 172.16.16.1
Choose which gateway this route applies to or add a new one,

Description "%, Bu yol bursa'ya gider

You may enker a description here Far wour reference (not parsed),

[Eaue ] [ Cancel ]




Bolum 14:

Routing | Route Tablosu

Diagnostics: Routing tables @

[ Enable
Enable this to attermpt to resclve names when displaying the tables,

Mokte:By enabling name resaolution, the query should take a bik longer, You can skop it at any time by clicking the Stop
button in vour browser,

Name resolution

Destination Gateway Flags Refs Use Mtu Mekif Expire
default 172.16.18.1 Iz 0 2943 1500 eme
6.6.6.0024 limlk2 i 0 7345 1500 eml
6.6.6.104 link2 IIH5 0 1] 16354 laD
f.6.0.234 limk9 I1H 0 1] 1500 wipl
10.0,0.0/24 lirk: 1 L 0 F2al 1500 emi]
10.0.0.1 limk 1 IIHS 0 1 16354 laD
10.0,0,254 linkA 10 I1H 0 1] 1500 wipZ
127.0.0.1 link#5 I1H 0 159 16354 laD
172,16,16.0/24 lirka 3 L 0 165 1500 eme
172,16,16.254 limk23 IIHS 0 1] 16354 laD
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RIP (Router Information Protokol)

Router 1 Routing Tahle

Destination interface Gateway
192.168.1.0/24  Fasteth 0/1 192.168.1.1
192.168.2.0/24  Fasteth 0/2 192.168.2.1
10.0.0.0/8 Fasteth 0/3 10.0.0.1
eml Fasteth 0/3 Fasteth 0/1
. . 10.0.0.254 10.0.0.1 192.168.1.1
RIP OnCESI 192.168.3.0/24 % % 192.168.1.0/24
em0
192.168.3.254 Fasteth 0/2

152168.2.1

pfSense Routin Tahle

Destination Interface Gateway

192.168.3.0/24 emi 192.168.3.254 192.168.2.0/24

10.0.0.0/8 eml 10.0.0.254

Router 1 Routing Table
Destination interface Gateway
192.168.1.0/24 Fasteth 0/1 18216811
192.168.2.0/24 Fasteth 0/2 182.168.21
10.0.0.0/8 Fasteth /3 10.00.1
192.168.3.0/24 Fasteth 0/3 10.0.0.254
eml Fasteth 0/3 Fasteth O/1

10.0.0.254 10.0.0.1 192.168.1.1
RIP Sonrasi 192.168.3.0/24 &4_ ____________ PQ 192.168.1.0/24
emi

192.168.3.254 Fasteth V2
152.168.2.1

piSense Routin Table

Destination interface Gateway

192168.3.0024 emi 192.168.3.254

10.0.0.0/8 eml 10.0.0.254 192.168.2.0/24
192 168.1.0024 eml 10.0.0.

192.168.2.0024 eml 10.0.0.
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RIP (Router Information Protokol)

Services: RIP 7

ROUTED Settings

Enable RIFP

Enables the Routing Information Protocal daemon
Interfaces Il

LA

loophback

Select the interfaces that RIP will bBind ko, You can use the CTREL or CSOMMARD key to selact multiple interfaces,

RIP Yersion RIP “Wersion 2 W
Select which RIP version the daermon will lisken fadvertise using.

RIPvZ password
| DZanus

Specify a RIPw2 password, This password will be sent in the clear on all RIPvZ responses received and sent.
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BGP (Border Gateway Protokol)

Hosting ve datacenter aglarinda olmazsa olmazlardandir. Hedefe en kisa varis
suresini hesaplar.

BGP
AS 65200
AS 65100 AS 65200 AS 65300 AS 65100
10.0.0.1 10.0.0.1
AS 65400
AS 65100
10.0.0.1

AS 65300

AS 65100 AS 65200
10.0.0.1
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Bridge | Layer 2 Firewall

DataCenter Network

T ¥ 8 &

mysql.fabrikam.com wwwi.fabrikam.com www2 fabrikam.com mail.fabrikam.com
IP: 88.125.48.3 IP: 88.125.48.2 IP: 88.125.48.2 IP: 88.125.48.4
Gateway:88.125.48.254 Gateway:88.125.48.254 Gateway:88.125.48.254 Gateway:88.125.48.254

‘ Q
|
|
Transparent Firewall
(2 interface bridge)

Gateway:88.125.48.254




Bolum 15:

Bridge | Layer 2 Firewall

Iki veya daha fazla ag arabirimini tek interface olarak Layer 2

network icin kullanir.
Interfaces: Bridge: Edit

Bridge configuration

Member interfaces
LA

Interfaces participating in the bridoe,

Descriptian ., LM SYNC Bridgel

[ Ehow advanced options ]

[ Save ] [ Cancel ]

oPT2 BRIDWGED [LAM SYMC Bridge) %
ern [00:0c:29:cFal:6d)
ernl (00:0c:29:cFalie?)
ernz [00:0c:29:cFiali?l

~r

BRICGED (LA S¥HC Bridge]




Gelismis Ayarlar;
RSTP/STP: Spanning Tree Secenekleri

Protocol

STP Interface
Valid Time
Forward Time
Hello Time
Priority

Hold Count
Interface Priority
Path Cost

Cache Size

Cache Entry Expire Time

Span Port

Edge Ports
Auto Edge Ports
PTP Ports

Auto PTP Ports
Sticky Ports
Private Ports

Bolum 15:

Bridge | Layer 2 Firewall




Bolim 15:

Vian

Sanal yerel alan agi (VLAN), bir yerel alan agi (LAN) Gizerindeki ag

kullanicilarinin ve kaynaklarin mantiksal olarak gruplandirilmasi ve switch
Uzerinde port’lara atanmasiyla yapilir. VLAN kullaniimasiyla her VLAN
sadece kendi broadcast’ini alacagindan, broadcast trafigi azaltilarak bant
genisligi artirilmis olur. VLAN tanimlamalari, bulunulan yere, bolime,
kisilere ya da hatta kullanilan uygulamaya ya da protokole gore
tanimlanabilir.

VLAN’lar ag lGzerinde uygulanarak, 2. seviye anahtarlamanin getirdigi bircok

1.
2.
3.

problem ortadan kaldirlir. Bunlari temel olarak 3 baslik altinda
toplayabiliriz:

Broadcast Kontrol

Glvenlik

Esneklik
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Vlan | Uygulama

pfSense

trunk port

laye2switch
é vianl3

DMZ / muhasebe

g ~ .

fabri netim

IP: 10.0.0.1/8 IP: 192.168.5.55/ 24

GW: 10.0.0.254 L L GW: 192.168.5.254
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Vlan| Switch | Vlan Database

Adim 1: Vlan’larin olusturulmasi;
laye2switch>enable
laye2switch#vlan database
laye2switch(vlan)#vlian 10
VLAN 10 added:

Name: VLANOO10
laye2switch(vlan)#vian 13
VLAN 13 added:

Name: VLANOO13
laye2switch(vlan)#vian 14
VLAN 14 added:

Name: VLANOO14
laye2switch(vlan)#exit
APPLY completed.
Exiting....
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Vlan| Switch | Interfaces

Adim 2 : Interfacelerin vlan’lara Gye yapilmasi;
laye2switch#configure terminal
laye2switch(config)#interface FastEthernet 1/0
laye2switch(config-if)#switchport access vlian 10
laye2switch(config-if)#no shutdown
laye2switch(config-if)#

*Mar 100:09:13.095: %LINK-3-UPDOWN: Interface FastEthernet1/0, changed state
toup

*Mar 100:09:14.095: %LINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet1/0, changed state to up
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Vlan|Switch | Vlan Trunk

Adim 3: Trunk port ayari

laye2switch(config-if)#switchport mode trunk

laye2switch(config-if)#switchport tr

laye2switch(config-if)#switchport trunk enc

laye2switch(config-if)#switchport trunk encapsulation dotlq
laye2switch(config-if)#no shutdown

*Mar 100:14:34.359: %DTP-5-TRUNKPORTON: Port Fa1/10 has become dotl1q trunk
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pfSense Vlan Yapilandirmasi

Firewall: VLAN: Edit

Parent interface em0 (00:0c:29:48:45:9) [+ ]
Only VLAM capable interfaces will be shown, DOth (802 1q)

VLAN tag 0 Vlan Etiketi

802,10 VLAM tag (hetween 1 and 4094)

Description

You may enter a description here for your reference (not parsed).

| save | | Cancel |

Interfaces: VLAN

e

Interface VLAN tag Description

emi 1 [Lé L.g

&m0 10 PERRE

&m0 11 @ [

emo 12 @ ¥

emd 13 @ [
=




Interfaces: Assign

WAN
Vian10

vian13

Vlan
arabirimlerinin
cileri

bil

Bolum 15:

pfSense Vlan Yapilandirmasi

Network port

em0 (00:0c:29:48:45:c9) [~ |
em1 (00:0c:29:48:45:d3) [~ |
VLAN 10 on em0 [~]

VLAN 13 on emD

Status up

MAC address 00:0c: 29:48:45:c9

IP address 10.0.0.254

Subnet mask 255.0.0.0

Media 1000baseT <full-duplex =
In/out packets 203/69 (17 KB/11 KE)
In/out errors oo

Collisions i

Vlan13 interface (vian4)

Status up

MAC address 00:0c: 29:48:45:c9

1P address 192.168,5.254

Subnet mask 255.255.255.0

Media 1000baseTX < full-duplex >
In/out packets 30/11 (3 KB/842 bytes)
In/out errors 0/o

Collisions 0

Vlan10 interface (vlan1)
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pfSense Vlan Firewall Kurallari

Firewall: Rules

Proto Source Port Destination Port Gateway Schedule Description L.g L.|'.;I
0 T
aal

¥l




Bolum 16:

Multiple WAN

= Multiwan ve Nat

= Policy Based Routing

= Load Balancing

= Failover

® |ncoming Server Load Balancing

= Policy Routing,Load Balancing ve Failover stratejileri
=  Sorun Giderme
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Multiple WAN | Policy Based Routing

LAN Network

ST T i

mysql.fabrikam.com erp.fabrikam.com mail.fabrikam.com  clientl.fabrikam.com client2.fabrikam.com
IP: 10.0.0.252/24 IP:10.0.0.101/24 IP: 10.0.0.253/24 IP: 10.0.0.3/24 IP: 10.0.0.5/24

|
| |
| |
M—— ——

wan4:192.168.1.1/24 ! wan1:192.168.1.1/24

= o |
r ./::'\ l l
] 7 [
wan2:192.168.1.1/24 wan3:192.168.1.1/24 |
I 1 |
modem 'Imodem | modem | modem
sql:192.168.3.1/24  \Jerp: 192.168.4.1/24 v mail: 192.168.2.1/2477 internet: 192.168.1.1/24

&
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Multiple WAN | Load Balancing

s
\I\) 10.0.0.20
| Gateway LoadBalance
_____ Full LoadBalancing igin
kullanihir

lan: 10.0.0.254/24

wanl; 192.168.1.254/24 wan2 192.168.2.254/24
I —— | — ny
|
|
|
|
[
]
|

Comsd

i
li___ __
\ (

¥

smip.cehrkiye.com
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Multiple WAN | Failover

Gateway LoadBalance
Full LoadBalancing igin
kullanir

lan: 10.0.0.254/24

wan2 192.168.2.254/24

www.cehwrkiye.com smip.cehturkiye.com
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Incoming Server Load Balancing

hitp:/192. 168.1.254
websenver2 cehturkive.com ‘\\
’F
i

| Ir—\g

. I WWAMN
webser:%r‘é.geg;bjgrliye.mm 3 192 168.1 254/24 |
Sl INTERMET -
LAM |
| 10.0.0.254;2
|
|
. - P
| hitp192.168.1.254 %

websernverl.cehturkive.com

websenver2 cehturkive.com

10.0.0 56/24 Web istekleri arkaplandaki web sunucusulanna eg deder olarak

sirastile dagihr, eder sunuculardan biri kapanirsa veya hizmet
digi kalirsa, tim istekler ayakta kalan diger sunucuya aktarr.
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CARP (Cluster ARP), Redundancy Firewall, pfsync

internet
Cluster, WAN Arabirimi icin 6.6.6.254 [P Adresini Paylagyor.
Advanced Outhound NAT Paylagilan WAN IP Adresini
Kullanmak Uzere Yapllandinlmig
DSL Router
f6.6.6.1
WyANB.6.6.100 WyANG.6.6.200
vhid1 J advskew 0 whid1 Fadvskew 100

iIE FYNCI1.1.1. SYMCI1.1.1.2 iil ;

pigster piBapkup
LAM: 10001124 LAM: 10]0.0.2124
vhid2 i agivskew 0 whid2 / adfskew 100

Y

D 4 1

hy sy %%

IP:10.0.0.12 IP:10.0.0.11 G$E11DD'DE;DE;12DS4
G 10.0.0.254 GYW: 10.0.0.254 DMS: 10.0.0.254
DME: 10.0.0.254 DS 10.0.0.254 T

Cluster, LAM arahirimi igin 10.0.0.245 IP adresini paylagiyar.

isterncilerin varsayilan ad gecidi olarak 10.0.0.254 ip
adresini kullanmalan gerekiyvar,
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CARP (Cluster ARP), Redundancy Firewall, pfsync

1. Ag arabirimleri tanimlanir

N

SYNC ag arabirimi icin tim trafige izin veren firewall
kurali yazilir.

pfMaster : Firewall > Virtual Ips
pfMaster : Firewall > CARP Settings
Status > CARP

Test !

o U= W
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VPN (Virtual Private Network)

Ozel sanal aglar olusturmak icin kullanilir.
Farkli vpn tirleri vardir; PPTP, L2TP, IPSEC vb.

IPSEC
UDP Port 500
ESP/AH protokollerini kullanir

PPTP

TCP Port 1723

GRE protokolint kullanir
Radius Auth. Destekler

OpenVPN
TCP Port 1194
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VPN | IPSEC (site2site)

ANEara

. T
2 ":__-nlernm

rf»—l' -

beliElan IP santral

b

prSense
TZ116.218.6

192 168.6. 24

Lzmir

o
(.*}" I' IP santral
eElelon |

Lan=192 168 16 0524

T
ser2=TI1162181

e
mail=T3116.218.17

P & ariral
- Belalon
“ g 2
r:.u-n-\-‘q'?l
Mealos ez
l':|.':|_|'|_I|:||I Exchamge
10.000.81 10,0071
A5 APF :
¥ Sl Server
10.0.0.75 10.000.80

d »
plSense Q

10.000.20

-
Civemet=72116 2187
R\"x\__ I

WEH

-
&‘q . "‘-..-..,_\_

S T \\

192 168.350/24  prSense I S Py
F2116.218.35 £Ecl=7311161111
—
Istantul ﬂ
i
(-'f* Hﬁﬂ
IF Telelon i

-

182 168.34 254724 plSense

7211621234

—t”
I:: inbemet
WIDIF Sile 1o Site VPH

Fubeler Arasi Sibe o Site WPH

InbEirEL Trafh g

10.0.0.00

Filg & FTP Saneer
100,077
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VPN | PPTP (Client2site)

Ankara
b3 oD~ -
<@ ~

Lan:192.168.6.0/24
pptp interface : 192.168.1.2059/28

ozan@ cehturkiye:~# ping 10.0.0.75

Pinging 10.0.0.75 with 32 bytes of data:
Feply from 10.0.0.75: bytes=32 time=1ms TTL=64
Reply from 10.0.0.75: bytes=32 time=1ms TTL=64

istanbul

- | -
internet ) —
S

192.168.34.0/24

pptp interface : 192.168.1.211/28
C\Jsersiozan=ping 10.0.0.71
10.0.0.71 yoklamyor 32 bayt veri ile:

10.0.0.71 cevabi: hayt=32 slre=1ms TTL=255
10.0.0.71 cevabi: hayt=32 slre=1ms TTL=255

bim
Meafee 10.0.0.25
b Spamtrap
\ Exchange
': 10.0.0.81 of 100071
i
\
5\
b
T~ IAS APP
ey 10.0.0.75 Sql Server
internet=73.116.218.1 s —_ 10.0.0.80
pfSense
”_,_,- 0.0.0.20
’ FPTP Eemote Address Rande
IF 152.168.1.208/28
1 File & FTP Server
! 100077
WEE
. 10.0.0.00
Firewall Rules ;

pass quick proto gre all keep state label "allow gre pptpd”
pass quick proto tcp from any to any port = ppip keep state label "allow ppipd 127.0.0.1"

PPTP VPH Trafidi
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Traffic Shaper

pfsense tarafindan Qos yonetimi icin AltQ framework't kullaniliyor.

AltQ kaynak paylasimi ve QoS kontrolu icin baska mekanizmalarin
kullanilmasina olanak verir.

AltQ da kullanilabilir trafik zamanlayicilar;

* Class Based Queuing (CBQ) : Sinif tabanli siralama

* Priority Queuing (PRIQ): Oncelige gére siralama

* Hierarchical Fair Services Curve (HFSC): Yapisal adil hizmet egrisi

AltQ sagladigi bu trafik zamanlayicilar bir trafik bicimlendirme sihirbazi ile
otomatik olarak yapilandirilabilir.
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Traffic Shaper

pfSense 2.0 ile birlikte gelen bir diger QoS mekanizmasida Dummynet'dir.

Dummynet, ipfw firewall'un bir parcasidir ama artik pf firewall'da da
kullanilabilir.

Aslen ag protokollerini analiz icin tasarlanmis olasada, glinimuzde band
genisligini yonetmek icinde kullaniilmaktadir.
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Traffic Shaper

Kisitlamalar

pfSense 1.2.x strimlerinde birden fazla WAN veya LAN icin filtreleme

yapilamaz.

MNetwork Games

pfSense Traffic Shaper Wizard

Enable:

Sihirbaz
Traffic Shaper sihirbaz profilleri;

[¥] Priaritize natwark garming traffic
This will raiz= the priority of gaming traffic to higher than most traffic.

[ moeut |

Enable/Disable specilic games

Single Lan multi Wan BatteNET:
Single Wan multi Lan Battiefieldz:
Multiple Lan/Wan calofuty:

Counterstrilke:

Dedicated Links Deltarorce:

DOOe3:
EmpireEarth:

Everguest:

Everguest2:
GunZ0rlirne:
FarCry:

[ Battle.net - Virtualy svery game from Bizzard publishing shoud
match this. This indudes the following game semes: Stacraft, Disbio,
Warcraft, Guid Wars also uses this port
[ Battlefield 2 - this game uses a LARGE part range, be aware that
wou may need to manually rearrange the resuiting nules to corectly
pricritize other traffic
[C] zall of Duty (United Offersive)

[] counterstrike. The Wimate 1st person shootar,

[[] petta Force
[¥] pocwa
[ errgke Earth
[ Evarguest - this game Lses a LARGE part rangs, ba aware that you
may rneed to manualy rearrange the resulting rues to comectly pricritize
othear traffic.

[] Everguest 11

[ Gunz onine

[ Far cry
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Traffic Shaper

Incoming IP It Packet PE Divert 1P Oust
Interface Processing Filter Ipfw-class Processing
SE———
VA —
!\
0 Packape: Lse
—  —

Ff rulle has divert Inu:,-wnr'!

‘\-\.
‘ Take action

IP paketi ipfw-classifyd ye giris-cikis yaparken
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Traffic Shaper

Firewall: Traffic Shaper: Layer?7

[ by anterface 6y queve _Limicer JIRRY

] wizard Enable/Disable [¥] Enable/Disable layer7 Container
1 Test ek o2
] wablim Mame mack_pep
L] block_p2p Description "%, Block P2P traffic
L sc You may enter a description here for your reference (not parsed).
Rula(s)
................................................ 5
4 Add ane or more rules i
W oreatenewlrrdesgroup R s 4
Pratocol Struckure  Behaviour
bittorrent w | | action || | block v ||
gnitella w | | action [ | | Black W Lﬁ
adonkey » | | action [w | | block w L’f
soribada s | ackion || | block v thf
napster w | | action |w | | Block W LL;f
fasttrack w || action v | block v ||
i
L+
| Save | Cancel || Delete |
Layer? grafik arabirimi _
In/fiOut nione |/ rnone w
Choose the Out queusYirtual interface only iF you have selected In boo
The Out selection 1= sppbed to traffic going ot the Interface the rule is created, In i the Incoming ane,
I you are cresting a rule on the Floaking tab if the direction is In then the same rules apply, if the direction is out the
selactions are reverted Out is For incoming and In is For outgoing and if you do not select any direckion use only the In
ance the Cut selection does not make sense in there to prevent oddities,
Ackgueus/Queus none w|[ nome ¥
Choose the Acknowdedge Queue only £ you have selected Queue.
Layer7 block_pZp w
Choose a Layer7 container ko apply application probocol inspection rules. This rue are valbd For top and udp protocaols For
[
Description %, Layer7 block P2P

“iou may enter a description here for your reference,

| Save H Cancel ] .
Firewall kurali




Bolum 20:

Traffic Shaper

Bridge Firewall da Layer7 filtreleme icin su system ayarlarinin aktif edilmesi gerekir;
net.link.bridge.pfil._ member =0
net.link.bridge.pfil _bridge=1
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Captive Portal | Kimlik Dogrulamali Ag Gecidi
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Captive Portal

Genel Ozellikler

Maksimum Es Zamanl Baglanti
Bos Zaman Asimi

Sabit Zaman Asimi

Logout Popup Penceresi
Yonlendirme Adresi

Es Zamanh Kullanici Girisi

Mac Filtreleme

IP Filtreleme

Kimlik Dogrulama
— Tanimsiz
— Yerel
— Radius Destekli Auth.
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Captive Portal

Genel Ozellikler

Voucher Destegi

Mac Adresine Gore Trafik Limitleme

IP Adresine Gore Trafik Limitleme

Host Adina Gore Yetkilendirme
Ozellestirilebilir Giris/Hata ve Cikis Pencereleri
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Captive Portal | Ozellestirme

Karsilama Sayfasi;

<html>
<head>
<title>pfSense captive portal</title>
</head>
<body>
<center>
<h2>pfSense captive portal</h2>
<p>
<form method="post" action="SPORTAL_ACTIONS">
<input name="redirurl" type="hidden" value="SPORTAL_REDIRURLS">
<table>
<tr><td>Username:</td><td><input name="auth_user" type="text"></td></tr>
<tr><td>Password:</td><td><input name="auth_pass" type="password"></td></tr>
<tr><td>&nbsp;</td></tr>
<tr>
<td colspan="2">
<center><input name="accept" type="submit" value="Continue"></center>
</td>
</tr>
</table>
</center>
</form>
</body>
</html>
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Captive Portal | Ozellestirme

Hata Sayfasi;

<html>

<head>

<title>Authentication error</title>

</head>

<body>

<font color="#cc0000"><h2>Authentication error</h2></font>
<b>

Username and/or password invalid.

<br><br>

<a href="javascript:history.back()">Go back</a>
</b>

</body>

</html>
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Captive Portal | Guvenli Hotspot Ag

\\\! — =—\SSID: pfSenselLAB
~h ¥ B \éﬂ
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Sistem Monitor

Sistem monitor aracglari “Status” menusui altinda bulunur. Géruntuleyecegimiz
ve izleyecegimiz bilgiler;

= Sistem Kayitlari

= Ag Arabirimi Durumlari

= Servis Durumlari

=  RRD Grafikleri

=  Firewall Durum Tablosu

= Sistem Kayitlarini Uzak SyslogD yazdirmak
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Sistem Monitor | Sistem Kayitlari

pfSense servisleri tarafindan olusturulan kayitlar, birseyler diizglin
calismiyorsa,bir hata durumunda ve/veya sistem aktivitelerini 6grenmek
icin ziyaret edecegimiz ilk basvuru kaynaklarindan biridir. Uyari, bilgi ve
hata mesajlarina ait kayitlar bu sayfada yer alrr.

Firewall DHCP  Portal Auth  IPsec ¥PN PPTP ¥PN Load Balancer Open¥PM  OpenNTPD Settings

Last 50 firewall log entries. { )

Ack Time IF Source Destination Proto

%] Aug 2 12131007 | Wan 192,1658,5.2335:137 192,1685,5,255: 157 LDP
%] Aug 2 12:31:07 | WaN 172.16.16,252:137 172.16.16,255:137 uor
%] Aug 2 12:31:07 | LaN 192,1658,5.2335:137 192,1685,5,255: 157 LDP
[X] Aug 2 12:31:07 | WaN 192.168,5.233:137 192,168,5.255:137 uor
%] Aug 2 12:31:07 | LaN 192,1658,5.2335:137 192,1685,5,255: 157 LDP
System Firewall DHCP  Portal Auth IPsec ¥PN PPTP ¥PM  Load Balancer Open¥PN LDP

Last 50 system log entries

Bug 2 12:28:50 | kernel: Timecounter "TSC" frequency 2399604399 Hz quality 800
Aug 2 12:28:50 | kernel: Timecounters tick every 10,000 msec

Bug 2 12:28:50 | kernel: IPsec: Initialized Security Association Processing,

R s e e R e . crstem Firewall  DHCP EUGLTISIEL B IPsec ¥PN - PPTP ¥PN  Load Balancer

Aug 2 12:28:50 | kernel: acdd: COROM <.

fug 2 12:28:50 | kernel: Waiting 5 seconds for Ll S0 e S A L) 2

Aug 2 12:28:50 | kernel: Trving to mourk rack fug 2 12:35:57 logportalauth[S26]: LOGIM: ozanus, 00:04:23:d1:e0:7d, 172.16.16.252
g 2 12:28:50 | kernel: WARNING: [ was nok properly dismounted

152
www.bga.com.tr
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Sistem Monitor | Ag Arabirimi Durumlari

Wan Arabirimi Adi
Durum :

IP atama turu:
Mac Adres:

IP Adres:

Alt Ag Maskesi:
Ag Gecidi:

DNS Sunucular:
Ethernet Durumu:
Gelen/Giden Paketler:
Giris/Cikis Hatalart:
Carpismalar:

Status: Interfaces

WAN interface (em1)

Status up

DHCP up [Release |

MAC address 00:0c:29:48:45:d3

IP address 1,1,1.222

Subnet mask 255.0.0.0

Gateway 1111

ISP DNS servers 55

Media 1000baseTX <full-duplex:>

In/out packets B8598,/1993 (520 KB/180 KE)
In/out errors oo

Collisions 0

LAMN interface (em0)

Status 1n

MAC address 00:0c: 29:48:45:09

IP address 192.168.5.11

Subnet mask 255,255.255.0

Media 1000baseTX <full-duplex:>

In/out packets 8075/141 (573 KB/36 KE)
In/out errors ofo

Collisions 0

0OPT1 interface (em2)
Status down
MAC address 00:0c:29:48:45:dd
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Sistem Monitor | Servis Durumlari

Servis durumlarini goriintiilemek ve start/stop/restart islemlerini yapmak

Status: Services

Service Description Status
dnsmasg DM Forwarder 2 running @! @
rikpd MTP clock. sync X Stopped J
lighttpd Zapkive Portal 2 running @ @
dhcpd DHCP Service 2 running @ ﬁ
benrnpd SMMP Service 2 running @ @
@ Servisi restart eder.
@ Servisi start eder.
@ Servisi stop eder.
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Sistem Monitor | RRD Grafikleri

RRD Grafikleri, gegcmise yonelik olarak cpu,ram,trafik ve durum tablosu
bilgilerini grafiksel olarak ve sayisal olarak sunar.

pfsense.local - Wan :: Packets - 4 hours - 1 minute average
50
40
20
[¥]
LA
n 20
"
i 10
—-
) 1 A
m e
-1@
-20
-20
09: 80 @9: 20 10: 00 10: 20 11:00 11:30 12: 00 12: 30 - 4 hours - 1 minute average
W wan-in @ wan-out
maximum average current period
in 43,39 pps 2.84 pps 0.36 pps 24,55 k pkts
out 28,89 pps 2,35 pps 1.57 pps 20,33 k pkts
totals 72.28 pps 5. 20 pps 1.93 pps 44,89 k pkts
Aug 02 12:43:59 2010
.
=z
B
0

a7: 30 0&: 00 08: 30 a3 oo a3: 30 1a: 0@ 1a: 38 11: o8
W wan-in W wan-out
maximum average current period
in 2.02 kb/s 0.13 kb/s 0.13 kb/s 234.02 kB 1

At 245 nd  his 1726 R4 his 126 11 hi= 278 30 kR n
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Sistem Monitor | Firewall Durum Tablosu

Packet Filter (pf) durum tablosunu gorintdiler.
Protokol | Kaynak > Router > Hedef | Baglaniti Durumu

Proto Source -= Router - Destination State

udp 10.0.0,254:520 -=> 10,0.0,255:520 SIMGLE:MC_TRAFFIC L‘!q
udp 172.16.16.254:520 - = 224.0,0.9:520 SIMGLE:MC_TRAFFIC Lh;_i*
udp 192,168.5,88:123 -» 209.114,111,1:123 SINGLE:MO_TRAFFIC l.:£
udp 192,168,5,85:123 -» 66,96,95,9:123 SINGLE:MNO_TRAFFIC L:g
udp 192,168.5.88:123 - = 66.45.245.235: 123 SIMGLE:MC_TRAFFIC L‘g
kcp 67,192,253, 140080 =- 172.16,16,252:54004 FIN_WAIT_Z:FIM_WalT_2 L‘!q
udp 192,1658,5,88:12345 ->= 5.5.5.6:53 MULTIPLE: SIMGLE I*!q
udp 192,168.5,88:54319 -» 5.8,5.8:53 MULTIPLE: SINGLE L‘!q
udp 192,168.5.88:458332 - = 5.8.5.8:53 MULTIPLE: SIMNGLE Lh;_i*
udp 192,165,5,88:56503 -= 8.5.5.5:53 MULTIPLE: SIMGLE l.:£
udp 192,168,5,85:27159 ->= 5.5.5.5:53 MULTIPLE: SIMGLE L:g
udp 192,168.5.88: 29663 - > 5.8.5.5:53 MULTIPLE: SIMNGLE L:J_'?
udp 192,168.5,85:123 -» 204.15.208.61:123 SINGLE:MNC_TRAFFIC L‘!q
udp 192,168,5,85:123 -» 70.86,250.6: 123 SINGLE:MNO_TRAFFIC L.!q
udp 192,168.5.88:123 - 169.229,70.183:123 SIMGLE:MC_TRAFFIC L._;q
tcp 172.16.16,254:80 =- 172,16,16.252: 54006 ESTABLISHED:ESTABLISHED [,_{g*
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Sistem Monitor | Uzak SyslogD

pfSense s,stem kayitlarini gecmise yonelik arsivlemez. Kayitlar, saklanmak,
yorumlanmak ve raporlanmak icin uzak bir syslog sunucuya gonderilebilir.

NOT: SyslogD UDP port 514 kullanir.

Status: System logs: Settings =

mmm Portal Auth mmm Load Balancer | Open¥PN | OpenNTPD JET10T T H

I:l Show log entries in reverse order (newest entries on top)
Humber of log entries ba show: * X S0

Log packets blocked by the default rule
Hint: packets that are blocked by the implicit defaulk Black rule will nat be lagged aryrore if wou uncheck this option, Per-rule
logging options are not affected,

I:l Show raw filter logs
Hint: If thiz is checked, flter logs are shown as generated by the packet filter, without any formatting. This will revesl more
detailed information,

I:‘ Disable writing log files to the local RAM disk

Remote syslog serwers

Enable syzlog'ing to remote syslog server l J

Server 1 || §5,05,238,71 \\

Serverz M 192.168.1.5

Server 3 Ln.l‘
Syslog sun ucuya IP addresses of remate syslog servers

. . system events
g?nde.rl IeCEk Iog —————— firewvall events
tLI I'|e|"| DHCP service events
Portal Auth
I:‘ FPTP WPM avents

D Ewerything
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Sistem Monitor | pfinfo

Packet Filter istatistligini verir

Status: Enabled for 0 days 00:03:03 Debwy: Urgent

Ho=tid: 0xc?99f47f
Checksum: 0x9%6ae4385221693ec1d3fof2bhib3ici0a

Interface Stats for emd IPvi IPvG
Byte=s In §5410 0
Bytes Dut 755004 152
Packet=z In

Paszed 528 0

Blocked 33 0
Packets Out

Pazzed 763 0

Blocked 0 2

State Table Total Rate
current entries 10
zearches 1888 10.0/=
insert= 23 0.15=s
removals 13 0.15=s

Source Tracking Tabhle
current entries 0
searches 0 0.0f=
insert=s 0 0.0f=
removals 0 0.0z
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Sistem Monitor | pftop

o Aktif trafik bilgisini verir.

Diagnostics: pfTop @

Sort type: | bytes '+

piTop: Up State 1-575, View: default, Order: hytes

PR I SRC DEST STATE AGE EXP FPETS BYTES
tcp I 10.0.0.8:1650 10.0.0.1: 80 9:9 21 31 357 257K
tcp I 10.0.0.3:1681 10.0.0.1: 80 9:9 57 6d 356 257K
tcp I 10.0.0.8:1652 10.0.0.1: 80 1:4 24 §6100 232 163K
icp O 6.6.6.104:41059 6.6.6.1:0 o:0 319 10 624 39936
widp O 6.6.6,104:5525 175.63.102.193:123 2:2 316 35 30 2280
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Paket Sistemi

pfSense modiuler yapisini paket sistemi ile saghyor. Ek servisler ve uygulamalar
paket sisteminden kolayca yonetilebiliyor. Paket sisteminin sagladigi
ozellikler;

= Paket Kurulumu
= Paket Yukseltme
= Paket Kaldirma
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Paket Sistemi | Paket Kurulumu

System: Package Manager

1.2.3-RELEASE packages [N [0 FaRTe &

Package Package A
Name 9 Category Status Info 9 Description
AutoConfigBackup | Services Stable Package
1.18 Info
platform:
o — 1.2
n )
Q Aevahi Metwork Management ALPHA Package
-+ 0.6.25_1 Info
2 platForrm;
| 1.2.3
[}
T -+
Y4
(O
(a1
[ -
— Backup Syskem Stable Mo infa, Tool ko Backup and Restore Files and dire:
0 0.1.7 check the 7
o platFarmn: Farurn o+
= 1.2
% Counkry Block Firewall Beta Package ] untries
—_— n.1.9 Info L_Ij
5 platForm: +
7z 1.2.2
Cron Services Beta Mo info, The cron kil
0.z check the 7
platForm: Farum L‘!',
1.2
DMS Elacklist Services Beta M inFo,
0.2.4 check the 7
platFarri: Faruri L‘!:
1.2.2
==

161
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Paket Sistemi | Paket Yukseltme/Kaldirma

System: Package Manager

1.2.3-RELEASE packages Installed packages

Package Package Package o

Name Category Info Yersion Description

Cron Services Mo info, nz The cron ukility is used ko manage commands on a .
check the schedule, - R
Forum llikl lll_ﬂl

rate retwork Management Mo info, n.9 L-%
check the = =
Forum lplqg ln_{ﬂ

squid Mebwork, Mo info, 2.7.9 4 L-%
check the = =
Forum lplqg ln_{ﬂ

sguidauard | Mebwork Managemenk Mo info, 1.3-03 High p HE L Filter. Requires .
check the Squid - R
Forum llikl lll_ﬂl

= Paketi yeniden kurmayi saglar
& llgili paketin web arabirimini yeniden kurar
& Kurulu paketi sistemden kaldirir
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FreeBSD Paket Sistemi

Paket deposunu tanimlamak

setenv PACKAGESITE ftp://ftp.freebsd.org/pub/FreeBSD/ports/i386/packages-7-
stable/Latest/

Kurulu paketlerin listesi;

pkg_info

FreeBSD deposundan paket kurulumu
pkg _add -rvnano

FreeBSD paketinin kurulumu

pkg add -v dansguardian.tbz

Paket kaldirmak

pkg delete -v paket_adi
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Snort IDS/IPS

Snort Kurulumu ve Genel Ayarlar

Snort imzalarinin yiklenmesi ve Yonetimi
IDS olarak yapilandirmak

IPS olarak yapilandirmak

Barnyard Kullanimi

Loglarin Mysql'e aktarilmasi

Loglarin Yorumlanmasi
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Snort IDS/IPS | Imzalar

VRT Community Docs Education and Consulting About My Account Sign Out SUURL

My Qinkcode

Qinkcode

011f5a1a18e34eabb1bb363ed5252415527a248a
1315b868cdfa794abc91ad9%ea4045b82a7dd99a
1315b868cdfa794abc91ad9%ea4045b82a7dd99a
011f5a1a18e34eaSb1bb363ed5252415527a248a
b51e1b8debaaf341d9d7a6d3eSbbfa1b377cb2
b51e1b8debaal341d9d7a6d3eSbbf51b37f7cb2

Downloading with your Oinkcode
Important Note
In June 2010 we stopped offering rules in the "snortrules-snapshot-CURRENT" format. Instead, rules are released for specific

versions of Snort. You will be responsible for downloading the correct rules release for your version of Snort. The new versioning
mechanism will require a four digit version in the file name

Subscriber Release

http:/fwww_snort.org/sub-rules/<filename>/<oinkcode here>

e.g. http:/fwww_snort_org/sub-rules/snortrules-snapshot-2900 tar.gz/011f5a1a18e34ea5b1bb363ed5252415527a248a
Registered User Release

http /i

ww_snort_org/reg-rules/<filename=/<oinkcode here=

e.g. http://www.snort.org/reg-rules/snortrules-snapshot-2900 tar.gz/011f5a1a18e34easb1bb363ed5262415527a248a

Configuring Oinkmaster

In order to use Qinkmaster to update Snort with VRT rules you must edit oinkmaster.conf

In the oinkmaster.conf medify "url" to:

url = http:/fwww.snort.org/pub-bin/oinkmaster_cqgi/<oinkcode here>/<filename=

e.g. url = http:/fwwnw._snort.org/pub-binfoinkmaster.cgif011f5a1a18e34eabb1bb363ed5252415527a248a/snortrules-snapshot-2900.tar.gz

Snort imzalarini glincellemek icin snort.org adresine lUye olup oinkmaster code temin etmek gerekir !
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Snort IDS/IPS| Genel Ayarlar

Services: Snort: Global Settings

soart Tmterfaces JUUCERUSRl Updutes | Alarts | Blocked | whitebots | swppeess | ey

Please Choose The Type OF Rules You Wish To Dowriload KU r.a”arl yu kle

Treck ol Srecet Pl Y .
e Ds NOT bzl Bunun igin Oinkmaster
@ Jn-.!ilﬁhzl!dr.nr:i:rmmnk: k d 'h .
B o /B PeaUnE
;mﬁ* wa1cmem-Thi odai tIVaC var.
CEndnamer oode
Kurallar hangi L hS1e1badefaafi+1dod7 abdechbis a7 f7che

ara“klarla Cebtain 3 e o) Cidonasier oo atd patte e

glncellenecek ? It Emergingthreats

Eveti e Theewd & ol O S0t oty tht prodhces Futtis) magwing and diverss Srest Bobes,

Lipdsta nules sobsmstsslly GHWRS

Pl e ssback IFem update times for rules,
Mink: in most cases, every 12 hours i & good choce.

Loeg Dty Sty Lissk O Enable Sreery ok bt (Defasl)
Digable detnory sy broe

Kayitlar icin ne kadar

1 wrnings Ploassa Hredad shaold e e mresen thin 30 of 2200
alan kullansin

Mabe

Fvadible space i B39 TMEB SiminME 14044 Dafwilt & 20% of iy sdable e,
Frrezrwd Bloschiad bl avary JHIURS
Plaasa sabsck s arnoind of s you vaoubd Bas haosts bo Be Dbkocked b,
Hink: in most cases, 1 hour is a good dholce.
Elirts e déscriphaon g EHORT -
Piaaze choose the typs of Alart logging wou wil e see in your slart fils,
Hink:: Best pratice i o dhose Al logging. WARNING: On change, slert File will be desred.
K snawrt settinegs afer x
izl Saltings will Feod bt rervsved durieeg Siretall

Reset | wapsiNG

Thus wall risiat ol ghohad wred
indwrtece et

Sawe Candel
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Services: Snort: Update Rules \ Snort imzalari l

y.

There iz a new set of 3nort.org rules posted. Downloading...

Fnort download in progress

Downloaded : 55578535

Services: Snort: Update Rules

There iz a new set of Emergingthreats rules posted.
Downloading. ..

0%
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Snort: Interface Edit: 0 28112 em0

General Settings

e Y| Enable or Disable

Interface LAM

Choose which intetface this rule applies to.
Hink: in most cases, you'll wank to use Wak here,

Description Lan Metwork
‘ou may enter a description here For wour referend

Hafiza igin
Mernary AC-BINEA - o s Performans Ayari

Perfarmance
Lowrnerm and ac-bnfa are recormended For low end swstems, Ac: high memary, best performance, ac-std: moderate memory, high

performance, acs: small memory, moderateperformance, ac-banded: small memory, moderate perfarmance, ac-sparsebands: small
memary, high performance.

Choose the networks snort should inspect and whitelist.

Home net default ~

Choose the home net vou will like this rule ko use. Mote: DefFault home net adds only local nebworks,
Hirk: Most users add a lisk of Friendly ips that the frewall cant see.,

External ret default -

Zhoose the external net you will like this rule to use, Hote: Default external net, netwaorls that are not horme net,
Hirt: Mast users should leave this setting at default,

Elock offenders s Snort bir saldiri girisimi veya anormallik tespit
Checking this option will automatically block hosts that generate a Snort alart, ederse, Ilglll kurala gbre block UygU|a.
Bu 6zellik Snort’a IPS 6zelligi kazandirir

Wirhitelist default -
Choase the whitelist vou will like this rule to use, Hote: Default whitelist adds only local nebworks,
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Snort imzalar kategori bazli tutulur. Ornegin; web tabanli saldirilar “web-*.rules”,
trojan imzalari ise “trojan.rules” olarak kategorilendirilir. Performans icin ihtiyac
duyulmayan kurallar aktif edilmemelidir.

Enabled Ruleset: Rules that end with "so.rules™ are shared object rules.
ermerging-actives mles
emerging-attack_response.rules

v ermerging-chat rules
emerging-cormpramised tules
emerging-current_events rules
emerging-deleted rles

J armerging-dns +ules
emerging-dos +ules
ermerging-drop rules
armerging-dshizld rules
emerging-explait.rules

o ermerging-ftp.mles
arnerging-garnes mules

J emerging-icrnp ules
ernerging-icrmp_infamules

J armerging-imap tulas
ermerging-inapproptiate rules
ermerging-ralware rules
emerging-rmisc.rules
ermerging-nethios mles

'l amerging-p2p tules

emerging-policy mules
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Snort: 0 28112 em0 Category: snort_p2p.rules

Category: Esncurt_pzp.rules i - |T|'|ere are 17 rules in this category,
= L_._IIII\.DIIII I!j -D'JGIII:ILIIIE-D )L
SID snDrt_pDhcj.r.ruIes Destination Port Message
snort_popZ.rules
B | 193¢ snort_pop3.rules $EXTERMAL_MET any 2P GMUTella client request kﬁ?
o | 556 snort_rpc.rules $EXTERNAL_NET | any 2P Outbound GNUTela dlient request @
short_rservices.rules
B | 557 |snort_scada.rules $ERTERNAL_MET any P GMUTella client request ké
shiort_scan.rules Tarrenkt announce requeskt kﬁ?
snort_shellcode.rules - .
B | 2181 SnDrt_smtp.rules FEXTERMAL_MET any P2P BitTarrent transrker he.
[ | 2587 snort_smip.so.rules $EXTERNAL_MET any PYEr response 8
345¢ SnDrt_snmp.ruIes EXTERMNAL_MET 41170 PZP Manolito 5 h a
. 2P Manalibo Search Query
8 * snort_specific-threats.rules ¥ - ANDIED SEArCH LIy €
- ?P ACL Instant Messenger file receive
g | aes1 SNt Spyware pUtrules SEXTERNAL_NET <140 AOL Instant Messenger fils receive @
short_sqglrules
snort_sql.so.rules - 3
B | 368 short_telnet.rules $HOME_HET any e
snort_tfip.rules
B | 569 short_virus rules FEXTERMAL_MET FHTTP_PORTS h@?
snort_voip.rules |
0 | 5695 ennebpenke e bl oe o $EXTERNAL_MET $HTTP_PORTS K

Kural pasif durumda, tiklandiginda kural aktif yapar
3 Kural aktif durumda, tiklandiginda kurali pasif yapar
€ Kurali dizenle
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Snort IDS/IPS| Kural Yonetimi

$HOME_MNET any $EXTERMAL_MET $HTTP_PORTS

save || Cancel

Disable original rule : @

alert udp SHOME_NET any —» SEXTERNAL_NET 53 (msg:"ET POLICY Possible External Ultrasurf Lnonymizer DNS Query™:
4 n

Emerging Threats
This distribution may contain rules under two different licenses.

Fules with sids 1 through 3464, and 100000000 through 100000208 are under the GPLwE.
L copy of that license iz awvailable at http:///wyw.gnu.org/ licenses/gpl-2Z.0.html

Fules with sids Z000000 through 2799999 are from Emerging Threats and are covered under the BSD License
az follows:

R R R R R R R R R ]

Copyright (o) Z003-2010, Emerging Threats
411 rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided tha
following conditions are met:

* Redistributions of sSource code musSt retain the shove copyright notice, this list of conditions and the fo
disclaimer.

* Redistributions in binary form must reproduce the shove copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

* MNeither the name of the nor the names of its contributors mavy be used to endorse or promote products deri

SHEOCH: GH: GH: GH: H: H: H: i S H GHE GHE R R CH: H: M S i e

Kural pasif durumda, tiklandiginda kural aktif yapar
Kural aktif durumda, tiklandiginda kurali pasif yapar
Kurali diizenle

=]
3
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Snort: Interface OemO Define Servers

Mote:
Please save your settings before wou click start,
Please make sure there are no spaces in your definitions.

Define Servers

Define DMS_SERVERS ooo8

Example: "192.168.1.3/24,192.168.1.4/24", Leave blank to scan all networks.,
Define DMNS_PORTS

Example: Specific ports "25,443" or All ports betwen "S060:5090 . Default is 53,
Ciefine SMTP_SERVERS 192,168.1.25

Example: "192.168.1.3/24,192.168.1.4/24", Leave blank to scan all networks.,
Define SMTP_PORTS

Example: Specific ports "25,443" or All ports bebwen "5060:5090 . Defaulk is 25.
Define Mail_Parts

Example: Specific ports "25,443" or all ports bebwen "S060:5090 , Default is 25, 143,465,691,
Define HTTP_SERVWERS 192 162.1.100

Example: "192.168.1.3/24,192.163.1.4/24", Leave blank to scan all networks,
Define Wi _SERVERS

Example: "192.168.1.3/24,192.168.1.4/24", Leave blank to scan all networks.,

Cefine HTTP_PORTS E080,443, 44
Example: Specific ports "25,443" or All ports betwen "S060:5090 . Default is 80,
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On islemciler, tcp trafigini analiz etmek icin kullanilir. Saldiri atlatma tekniklerini
(evulation) analiz edip, anormal trafigi normallestirmek i¢in kullanilir.

Bazi kurallarin ¢alismasi bu 6n islemcilere baglidir. ihtiyaca gore aktif edilmelidir.

Mote:
Rules may be dependent on preprocessors!
Defaults will be used when there is no user input.

Performance Statistics

Enable | Perforrmance Statistics Far this interface,

HTTP Inspect Settings

Enable | Use HTTP Irspect ba Mormalize/Decade and detect HTTP traffic and protocal ancrmalies,

(ROt s (ioes elapith u} -1 to 1460 (-1 dizables HTTP inspect, O enables all HTTP inspect)

Amount of HTTP serwer responze payload to inspect, Snaort's performance may increase by adjusting this walue,
Setting this walue koo low may cause False negatives, Walues above 0 are specified in bytes, Default value is O

Stream5 Settings

Max Queued Bytes Minirmum is 1024, Magimum is 1073741824 ( default value iz 1048576, 0 means Maximurn )

The nurnber of bytes to be quened For reassembly for TCP sessions inrmermory, Defaul value is 1048576

Max Queued Segs Minirmunn is 2, Maximurn iz 1073741824 [ default value iz 2621, O means Maximnum )

The number of segments to be quewed for reassembly for TCP sessions in memary, Default walue is 2621

General Preprocessor Settings

Enable

RPC Decode and Back Crifice i
detectar Mormalize/Decode RPC traffic and detects Back Ovifice traffic on the netwark,
Enable

FTP and Telnet M li
ane Teinet Hormalizer MormalizeDecode FTR and Telnet traffic and protocel anomalies,

Enable 7

SMTP M li
crmalizer Mormalize/Decode SMTR protocol fior enforcement and buffer awarflows,

Enable

Portscan Detection
Dretects various bypes of portscans and portsweeps,
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Snort tespit edilen saldirilari gorintlilemeye calisirken ¢cok fazla zaman ve performans
kaybina ugramaktadir. “barnyard2” kullanilarak bu yik Snort’un Gzerinden alinir.
Boylece Snort Urettigi kayitlari bicimlendirmek icin zaman harcamaz ve sadece kendi isi
olan saldiri tespit ve engelleme isine daha fazla zaman ayirir.

General Barnyard2 Settings

Enable Y| Enable Barnyard2 on this Interface
This will enable barnyardz for this interface, You will also have to set the database credentials,
Interface LAM

Choose which interface this rule applies ta,
Hint: in rost cases, you'll want o use WARN here,

Mysql Settings

'E)z?aa:e”"‘q' alert, mysql, dbname=snort user=snort host=192, 162, 1,88 password=snortcuk

Example: output database; alert, mysgl, dbname=snort user=snort host=localhost password=xyz
Example: output database; log, mysqgl, dbname=snort user=snort host=localhost passward=:xyz

Advanced Settings

advanced
configuration pass
through

Arguments here will be automatically inserted into the running barnyard2 configuration,

| Save || Cancel
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“snort[7923]: FATAL ERROR: /usr/local/etc/snort/snort_37305 em1/rules/emerging-

scan.rules(46) Please enable the HTTP Inspect preprocessor before using the http
content modifiers”

emerging-scan.rules(46) kuralini calistirmam icin HTTP Inspect 6n islemcisine ihtiyacim
var, litfen bunu aktif et.
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Services: Snort 2.8.6.1 pkg v. 1.34

LT T LT Pl Global Settings | Updates m Blocked mmm

Snort Performance Block BarnyardZ? Description L""

B - EMABLED AC-BMEA DISABLED EMABLED Lan Metwark

Moke:
This iz the $nort Menu where you can see an ower wiew of all wour interface settings.
Pleaze edit the Global Settings tab before adding an interface,

Warning:

Mew settings will not take effect until interface restart.

i
Click on the L.":- icon ta add a interface. Click on the Qicon to start snart and barryardz,
Click on the |‘_E_- icon to edit a interface and settings. Click on the EB icon to step snort and barmyardz,
Click on the Lh!‘] icon to delate 2 interFace and settings.
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Port tarama yaparak, snort tarafindan bu saldiri girisimini izleyelim.

Starting Nmap 5.51 { http://nmap.crg ) at
Standart Saati
Nmap scan report for 172.16.16.53

Host is up (0.00s latency).
A1l 100 scanned ports on 172.16.16.33 are

MAC Address: 00:0C:29:79:92:4D0 (VMware)

Hmap done: 1 IF

Filter Hosts

2011-03-13 18

filtered

gaddress (1 host up) scanned in 5.70 seconds

— == = P~
Scan Tools Profile Help

Target: |17216.16.53 [~ Profite [*] [scan] [cancel

Command: |pmap -T4 -F -Pn 172161653 Port taramasi basarisiz
[ Hosts ” Services | Nmap Output | Ports / Hosts | Topology | Host Details | Scans 0|du' ag|k h|gb|r port
05 ¢ Host - |nmap-T4-F-Pn172161653 bulamadik. Neden ?
W 172161653

www.bga.com.tr

177
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Port tarama, snort tarafindan bu saldiri girisimini olarak algilandi ve uyari sayfasina
kayit diistu.

Services: Snort: Snort Alerts

PO i T et | s i

Last 250 Alert Entries. | Latest Alert Entries Are Listed First.
Save or Remove Logs | Download | Al log files will be saved. | Clear | Warning: 2l log fies will be deleted.
‘ Auto Refresh and Log View || Save | Refresh Default is ON. | 250 Enter the number of log entries to view, Default s 250,
Filter: PRIORITY  [w] Submit  Clear
# PRI PROTCO DESCRIFTION CLASS SRC SPORT FLOW DST DPORT SID Date
i 3 PROTO:255 |(portscan) TCP Fitered Portscan Prep 1.1.15 emphy - 172,16.16.53 empty 122:5:0 |03/13-18:21:51
2 3 PROTO:255 |(portscan) TCP Fitered Portscan Prep 1.1.15 emphy - 172,16.16.53 empty 122:5:0 |03/13-158:20:22
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Peki, yinede acik port’lari 6grenmemiz gerekmezmiydi ? Snort IDS olarak calissaydi
EVET ! Fakat IPS ozelligide kazandirdik ve saldiri gelen ip adresini engelledi.

Services: Snort Blocked Hosts
TS et | sopress | vl |

Save or Remave Hosts | Download | Al biocked hosts wil be saved. | Clear | Warning: =l hosts will be removed.,

Auto Refresh and Log View | Save | Refresh (V| Default = ON. 500 Enter the number of blocked entriss to view. Default i= 500.
Remove # IP Alert Description

' 1 1115 (portscan) TCP Fitered Portscan

1 items listed.
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Bilisimcilerin belasi, 6zgurlik savascilarinin silahi Ultrasurf.

; Potential p—
3 1 upp  |ET POLICY Possible External Corporate  |192.168.1.8 | 61748 130.94.124.174] 53 1:2008533:3 | 17
Ultrasurf Ancnymizer DNS Query i i 17:33:12
Privacy Viclstion
ET POLICY Cutgoing Basic Auth Potentizl 03/17-
4 1 TCP Easetd HTTP Password detected Corporate 192,168,1.101) 43645 192.,168.1.1 &0 1:200s380: 0] :
. i 17:32:26
unencrypted Privacy Viclstion
ET POLICY Cutgeoing Basic Auth Potentizl 03/17-
5 1 TCP Basetd HTTP Password detected Corporate 152,168.1.101) 43650 192.168.1.1 &0 1:2005380: 0] :
. i 17:32:26
unencrypted Privacy Viclation
ET POLICY Cutgoing Basic Auth Potantial 0317
& 1 TCP Basetd HTTP Password detected Corporate 152,168,1.101) 43645 192.168.1.1 &0 1:2006380:10), 2 27 _
3 . 2 17:32:17
unencrypted Privacy Viclation
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Squid

Yiiksek performansli web proxy yazilimi.

= Transparent Proxy olarak yapilandirmak
= Upstream Proxy

= Onbellek Yonetimi

= Erisim Kontrol Listeleri (ACL)

= Gelismis ACL Yazimi
« MSN Block
e UltraSurf Block

= Trafik yonetimi

=  Kimlik Dogrulama

* Yerel Kimlik Dogrulama
* Ldap kullanarak Active Directory ile kimlik dogrulama
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Squid | Transparent Proxy

istemcilere proxy adresi belirtmeden, hedef portu 80 olan istekleri squid’e aktarir.
# pfctl -sn | grep http
rdr on emO inet proto tcp from any to ! (em0) port = http -> 127.0.0.1 port 80

WAN
DMZ T—

WAN2
The interface(s) the proxy server will bind to,

Proxy interface l J

Allow users on interface 7

T t If this field is checked, the users connected to the interface selected in the 'Proxy interface' field will be allowed to use
ransparen . the proxy, i.e., there will be no need to add the interface's subnet to the list of allowed subnets. This is just a
proxy secenegi shortcut,

Transparent proxy 7
If transparent mode is enabled, all requests for destination port 80 will be Forwarded to the proxy server without any
additional configuration necessary,

Bypass proxy for Private
Address Space (RFC 1918)

Uit Do not forward traffic to Private Address Space (RFC 1918) destination through the proxy server but directly

through the firewall.

Bypass proxy for these

source I Do not forward traffic from these source IPs, hostnames, or aliases through the proxy server but directly through

the firewall. Separate by semi-colons (;).

Bypass proxy for these

destination IPs Do not proxy traffic going to these destination IPs, hostnames, or aliases, but let it pass directly through the

firewall, Separate by semi-colons (;).
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Squid | Upstram Proxy

Proxy server: Upstream proxy settings
lvinge 1 lair eyl Cache Mgmt  Access Control  Traffic Mgmt  Auth Settings  Local Users

Enable forwarding 7

This option enables the proxy server to forward requests to an upstream server.,

Hostname 192.168.1.99
Enter here the IP address or host name of the upstream proxy.

TCP port 3128
Enter the port to use to connect to the upstream proxy.
ICP port 7

Enter the port to connect to the upstream proxy for the ICP protocol. Use port number 7 to disable ICP communication
between the proxies.

Username squids

If the upstream proxy requires a username, spedfy it here.

Password [

If the upstream proxy requires a password, specify it here,
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Squid | Onbellek Yonetimi

Proxy server: Cache management

Cache Mgmt Access Control Traffic Mgmt  Awth Settings Local Users

Hard disk cache size

Hard disk cache system

Disk cache

methodu

Hard disk cache location

Memory cache size

Minimum object size

Maximum object size

|

100
This is the amount of disk space (in megabytes) to uss fol

&[]

This specifies the kind of storage system to use.

ufs is the cld well-known Sguid storage format that has ahways been there,
aufs uses POSIE-threads to avoid blocking the main Squid process on disk-1f0. (Formerly known as async-io.)
disked uses 3 separate process to avoid blocking the main Sguid process on disk-10.

null Dioes not use any storage. Ideal for Embeddad/NancBSD.

Jvar/squid/cache

This is the directory where the cache will be stored. (note: do not end with a f). If you change this lecation, squid needs to
make a new cache, this could take a while

8

This is the amount of physical RAM {in megabytes) to be used for negative cache and in-transit cbjects. This value should not
exceed more than 50% of the installed RAM. The minimum valus is 1IME.

0

Objects smaller than the size specified (in kilobytes) will not be saved on disk. The default valus is 0, meaning there s no
i,

4

Objects larger than the size specified (in kilobytes) will not be saved on disk. If you wish to increase speed more than you
want to save bandwidth, this should be s=t to a low value.
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Squid | Onbellek Yonetimi

Level 1 subdirectories i6 |:_|
Each level-1 directory contains 258 subdirectories, so a value of 288 level-1 directories will use a total of 65536 directories for
the hard disk cache. This will significanthy slow down the startup process of the prowxy service, but can speed up the caching
under certain conditions.

Memory replacement policy Hezp GDSF E
The memory replacement policy determines which objects are purged from memaony when space is needed. The default policy
for memory replacement is GDSF.

LRU: Last Recently Used Policy - The LRU policies keep recenthy referenced objects. i.e., it replaces the object that has not
been accessed for the longest time.

Heap GDSF: Greedy-Dual Size Frequency - The Heap GDSF policy optimizes object-hit rate by keeping smaller, popular
objects in cache. It achieves a lower byte hit rate than LFUDA though, since it evicts larger (possibly popular) objects.

Heap LFUDA: Least Frequently Used with Dynamic Aging - The Heap LFUDA policy keeps popular objects in cache
regardless of their size and thus optimizes byte hit rate at the expense of hit rate since one large, populzr object will prevent
mamy smaller, slightty less popular cbjects from being cached.

Heap LRU: Last Recently Used - Warks like LRU, but uses 2 heap instead,

Mote: If using the LFUDA replacement policy, the value of Maximum Object Size should be increased above its default of 12KB
to maximize the potential byte hit rate improvemeant of LFUDA.

Cache replacement policy Hesp LFUDA |;|
The cache replacemant policy decides which objects will remain in cache and which cbjects are replaced to create space for
the new objects. The default policy for cache replacement is LFUDA, Please see the type descriptions specified in the memory
replacement policy for additional detail.

Low-water-mark in 9%

£l

Cache replacemeant begins when the swap usage i above the low-low-water mark and attempts to maintzin utilisation near the
love-water-mark.

High-water-mark in % a5
As swap utilisation gets close to the high-water-mark object eviction becomes more aggressive.

Do not cache

T——

A

Enter each domain or IP address on 2 new line that should never be cached.

Enable offline mode

Enabile this option and the prosy server will never try to validate cached objects. The offline mede gives access to more
cached information than the proposed feature wiould allowr (stale cached versions, where the origin server should have been
contacted).
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Squid | Erisim Kontrol Listeleri (ACL)

Allowed subnets
Proxy kullanimina izin verilen aglar.
192.168.16.0/24 gibi gibi

Unrestricted IPs
Sinirsiz izne sahip ip adresleri
192.168.16.254

Banned host addresses
Proxy kullanimi yasakli ip adresleri
192.168.16.200

Whitelist
Beyaz liste, erisim kurallarinin uygulanmayacagi adresler. Haric¢ tutulanlar.

gmail.com
www.milliyet.com.tr
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Squid | Erisim Kontrol Listeleri (ACL)

Blacklist
Erisimi yasaklanmak istenen alan adlari
facebook.com

acl safeports )
Squid, guvenli port numaralari disindaki web portlarina erisimi engeller.On
tanimli port numaralari, 21 70 80 210 280 443 488 563 591 631 777 901 1025-

65535
Ornegin; http://www.bga.com.tr:8899 adresine ulasmaniz i¢in “8899” port

numarasini guvenli port grubuna eklemeniz gerekir.

acl sslports )
SSL "CONNECT“ methodu ile baglanti kurulmasina izin verilen sslportlari. On

tanimli portlar 443 563.



http://www.bga.com.tr:8899/
http://www.bga.com.tr:8899/
http://www.bga.com.tr:8899/

Bolum 25:

Squid | Gelismis ACL Yazimi

MSN ACL

acl msnl rep_mime_type -i *application/x-msn-messengersS

acl msndll urlpath_regex -i gateway.dll

acl msnd dstdomain messenger.msn.com gateway.messenger.hotmail.com
acl izinliler src "/etc/izinli.txt"

http_access allow izinliler msnd

http_access allow izinliler msndll

http_access allow izinliler msn1

Not: firewall’dan 1863 portu kapali olmalidir. Transparent modda filtreleme
yapilabilir.
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UltraSurf ACL

acl CONNECT method CONNECT
acl ultra_block url_regex A[0-9]+\.[0-9]+\.[0-9]+\.[0-9]+
http_access deny CONNECT ultra_block all

Not: Firewall’dan 443. portunun kapali olmasi gerekir. istemcilerde proxy
adresi tanimli olmalidir, Ultrasurf kurali transparent squid ile calismaz.
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Squid | Trafik Yonetimi

Squid proxy ile http trafigi sekillendirilebilir.
Proxy server: Traffic management

General Upstream Proxy Cache Mogmt  Access Control  BREE1 (k{1 Auth Settings  Local Users

Maxinmum download 0
Trafik limitleri stz Limit: the maximum total download size bo the size specified here {in kilobwtes). Set to 0 ko disable.
icin degerler ] Masximum upload size 0
Lirnit the maximum tokal upload size to the size specified here (in kilobytes), Set to 0 ko disable,
Overall bandwidth 0
R This walue specifies (in kilobytes per second) the bandwidth thrattle for downloads, Users will gradually have their
o download speed increased according to this walue. Set to 0 to disable bandwidth throttling.
Per-host throttling 0
This walue specifies the download thraktling per hast, Set ba 0 ko disable this,
Throttle only specific 7
exkensions

Leave this checked ko be able ko choose the extensions that throktling will be applied to, Otherwise, all files will be
Ehrottled,

Trafigin
set edilecegi __
dosya turleri

Thraottle binary files
Check this to apply bandwidth thraottle to binary files, This includes compressed archives and executables,

Throttle C0 images
Check this to apply bandwidth thrattle to CDimage Files.

Thraottle rmulkimedia files

— Check this to apply bandwidth throttle to multimedia files, such as movies or songs.
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Squid | Kimlik Dogrulama | Yerel

Yerel kullanici veritabanini kullanarak kimlik dogrulama yapar.
Dikkat: Transparent modda kimlik dogrulama yapilamaz !

General Upstream Proxy Cache Magmt Access Control  Traffic Magmit Auth Settings m

Kimlik dogrulama
methodu “Local”

Authentication method
henticated by local or external services.,

LDAR wersion

MT dornain ocol version (2 or 3]

General Upstream Proxy Cache Mgmt Access Control Traffic Mgmkt Auth Settings Local Users

Username QzZanucar

Enter the username here.

Password p—

Enter the password here.

Description systern admin
“You may enter a description here For vour reference (not parsed).

Save || Cancel |

General Upstream Prody  Cache Mgmt  Access Control  Traffic Mgmt  Auth Settings

Kullanici
hesaplarini
yonetmek

Username Description

0Zanucar system admin

www.bga.com.tr

Local Users

él?

o

191
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Squid | Kimlik Dogrulama | Ldap

Ldap ile uzak bir sistemden kimlik dogrulama yapar. Ornek: Microsoft Active
Directory

Gerekli Bilgiler u

Authentication method: LDAP

LDAP version: 3

Authentication server: (windows server IP adresi)

LDAP server user DN: cn=administrator,cn=Users,dc=domainadi,dc=com
LDAP password: (administrator hesabinin parolasi)

LDAP base domain: dc=domainadi,dc=com

LDAP search filter: sAMAccountName=%s
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Squid | Kimlik Dogrulama | Ldap

Ldap ile uzak bir sistemden kimlik dogrulama yapar. Ornek: Microsoft Active Directory
General Upstream Proxy Cache Mgmt  Access Control  Traffic Mgmt [T RS0

Authentication method LDAP -

Select an authenticatio nticated by local or external services,

LDAP version 3 o
Enter LDAP protocol version (2 or 3).
Authentication server 172.16.16.99

Enter here the IP or hostname of the server that will perform the authentication,

Authentication server pork

Enter here the port o use to connect to the authentication server, Leave this figld blank to use the authentication
method's default port.,

MT darmain
Enter here the MT domain.
LOAP server user DN chi=adrinistrator, cri=Users, do=cehiturkive, do=com
Enter here the user DN to use ko connect to the LDAP server,
LDAP password P
Enter here the password to use to conneck ko the LDAP server.
LDAF base domain dc=cehturkive,dc=com
For LDWAP authentication, enter here the base domain in the LDAP server,
LDAP usernarne DM
siiflbuls Enter LDAP username DM attibute.
LDAF search filter sAMACCOUNthame=Yos

Enter LDAF search filter,
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SquidGuard

Yuksek performansh URL Filter yazilimi. Squid e yardimci servis.
= Genel Ayarlar

= Karaliste Guncelleme

= Kullanici ve Grup Bazli URL Filtreleme

= Uzanti ve kelime bazli kural tanimlama

= Zaman bazli erisim kurallari tanimlama

=  squidGuard kayitlarinin yorumlanmasi
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SquidGuard

Proxy filter SquidGuard: General settings

General settings Commeon ACL Groups ACL Target categories Times Rewrites Blacklist Log

Enable

W
Check this for enable squidGuard

For saving configuration YOU need dick button 'Save' on bottom of page
After changing configuration squidGuard you must apply all changes

o P servis Durumu
SquidGuard service state: STARTED

Check this for enable GUT log.

Enable GUI log

Enable log

Check this for enable log of the prowxy filter. Usually log used for testing filter settings.
Enable log rotation

W
Check this for enable daily rotate a log of the prosy filter. Use this option for limit log file size.

Blacklist options

Karaliste Kullanimi
Blacklist

o
Check this for enzble blacklist
Blacklist prosxy
_Blacklist upload proscy - enter here, or leave blank. Format: hest:[port legin:pass] . Default proxy port 1080, Example:
152.168.0.1:8080 user:pass
Blacklist URL

http://www.shalklist.de/Downloads/shallalist.tar.gz
Enter FTP, HTTP or LOCAL (pfSense) URL blacklist archive, or leave blank.

\

|Sa\re|
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SquidGuard | Karaliste

Sik gincellenen karaliste adresleri;
http://www.shallalist.de/
http://urlblacklist.com/

General settings Common ACL Groups ACL Target categories Times Rewrites Blacklist m

Blacklist Update 'ht‘gp:f,-‘vw.nr.r.shalIaIist.cIefannIUadsfshallalist.tar.gz

| Download | [ Cancel | | Restore default |

Enter FTP or HTTP path to the blacklist anchive hese,

£ Blacklist update Log

Begin bklacklist update
Start download.

Download archiwve
http://www.shallalist.de/Downloads,/shallalist.tar.gz
Download complete

Unpack archiwve

Scan blacklist categories.
Found 74 items=s.

S5tart rebuild DB.

Copy DB to workdir.
RBeconfigure Sguid proxy.
Blacklist update complete.



http://www.shallalist.de/
http://www.shallalist.de/
http://www.shallalist.de/
http://urlblacklist.com/
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SquidGuard | Karaliste

Yiklenen karaliste, ACL sayfalarinda “Target Rules Lists” basligi altinda yer alir. ilerleyen konularda
uygulamali olarak ele alinacaktir.

Target Rules List {click here) [H X
ACCESS: 'whitelist' - always pass; 'deny’ - block; "allow’ - pass, iF not blacked,

Target Categories

Fabtikarn erisirn adresher [Fabrilarn] access | whitelist |I|
[dowenload_wasak] access | deny |I|
[blk_BL_adw] access | - |I|
[blk_BL_aggressive] access | - |;|
[Blk:_BL_alcohal] access pe
wohitelist
[Blk:_BL_anorpn) A0C25E dary
[blk_BL_autormabile_bikes] access AW —
[blk_BL_autormabile_baats] access | ---- |1|
[blk_BL_autornobila_cars) access | ---- |I|
[blk_BL_autornobila_planes] access | ---- |I|
[blk_BL_chat] access | - |;|
[Blk:_BL_costtraps] ACCRES | --m- Izl
[Blk:_BL_dating] ACCRES | --m- IZ'
[blk_BL_dawenlzads] accass | ---- I;l
[blk_BL_drigs] access | ---- |1|

Whitelist: Her durumda belirtilen kategorideki adreslere erisim serbest.Deny kuralina baskin gelir.
Deny: Belirilen kategorideki adreslere erisimi engelle. Allow kuralina baskin gelir.
Allow: Secili kategoriye erisime izin ver. Default kuralina baskin gelir.
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SquidGuard | Hedef Kategori Ekleme

Karaliste disinda, istenilen url, domain veya bir diizenli ifadeye gore kategori
olusturulabilir. Bu kategoriler, istenilen acl taniminda kullanilir,

>> Proxy filter SquidGuard: Target categories: Edit

Domains list : Domain adresleri tanimlanir.

Ornek; ‘mail.google.com yahoo.com 192.168.1.1’

Expressions: ifadeler. ifadeler pipe | isaretiile ayrilir.
Ornek; ‘hack|sex|oyun]|\.exe|\.tar.gz|\.php’

URLs list: URL adresleri tanimlanir.
Ornek; ‘host.com/xxx 12.10.220.125/alisa’

Redirect mode: Kurala uygun bir erisim oldugunda, istemcinin yonlendirme turd.
Ornek; “Bu sayfaya erisimiz engellenmistir” gibi gibi
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SquidGuard | Hedef Kategori Ekleme

Proxy filter SquidGuard: Target categories

General settings Common ACL Groups ACL Target categories Times Rewrites Blacklist Log

Hame Redirect Description
fabrikam fabrikam erisim adresleri ILQLQ
download_yasak Download Yasak! h_é@
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SquidGuard | Yeniden Yonlendirme

URL adresinde gecen bir ifadeyi donlisturmek icin kullanihr.
Ornegin: bga.com.tr adresine erisilmek istendiginde cehturkiye.com olarak
degistir.

Proxy filter SquidGuard: Rewrites: Edit

General settings Common ACL Groups ACL Target categories Times Rewrites Blacklist Log

Mane

biga
Enter the unique name here, Mame must consist of minirmunn 2 symbols, frst from which letter,
All ather symbals must be [a-Z2_0-9],
Rewrite rule. Target URL or regular expression Replace to URL Opt.
Define how url will be
replaced. *bga.caonm.tr hittp: e cebburkive cam na case |:_|

no case
no caze + radirect
Log 7
Check this For log this iterm,
O ipti .
SHEAEE bigazcekturkive

‘fou may enter a description here for wour reference (nat parsed).

Mote:

Rewrite rule - define how url will are replaced.

Targel URL or regular expression - contains destination url ar regular expression. Regular exprassion example:
*jcc37edh exe

Replace to - contains replacing url,

| Save | | Cancel |
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SquidGuard | Zaman Tanimlari

Olusturulan zaman tanimlari, kurallarda zamana gore filtreleme yapmak icin
kullanihr.

Proxy filter SquidGuard: Times: Edit

General settings Common ACL Groups ACL Target categories Times Rewrites Blacklist Log

M .
anve rola_saatler

Enter the unique name here, Mame must cansist of minimurn 2 symbeols, Arst from which letter,
All ather symbals must be [a-2_0-9].

Wales Time type Days Date or Date range Time range

Date [ |4l e ok 12:30-13:30 o

=

Crescription

personel mola saati

You ray enter a description here For vour reference [not parsed),

Mote:

Field 'Crate or date range' have Format "y mmadd'; sy mamadd-wyyw mmdd's ar use ™ in Format,
Exarnple: '2007.05.01'; '2007.04,14-2007.04,17"; "#,12.24'; '2007 *.01";

Field 'Time range' have format 'hhirmm-bhirm's Example: '08:00-18:00";
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SquidGuard | Genel ACL

“Common ACL” secenekleri ;
Target Rules: Karalisteden secilen hedef kategoriler.

Not to allow IP addresses in URL: URL adresi olarak bir IP adresine baglanilmak
isteniliyorsa erisime izin verme. Genelde URL filreleme servislerini atlatmak icin
kullanilir. http:/google.com yasakl bir siteyse, google.com adresinin ip adresi
http://74.125.87.104 yazilarak google adresine erisim kurulabilir. Dikkatli
kullanilmalidir!

Redirect mode: Erisim kisitlandiginda istemciyi yonlendirme seklidir.
Redirect info: Yonlendirme sekline gore yazilmasi gereken mesaj veya url adresi

SafeSearch engine: Arama motorlarinin giivenli arama 6zelligini aktif eder.Ornegin,
google.com adresinde porn kelimesi aratildiginda ylizlerce adres ve resim
cikmaktadir. Givenli arama motoru etkinlestirildiginde bu aramanin sonucunu
google.com listelemeyecektir.

Rewrite: Yeniden yonlendirme hedefini bu kurala dahil et.
Log: Bu kural icin kayit tut.
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SquidGuard | Genel ACL

Herhangi bir kuralda tanimli olmayan tum kullanicilara diger bir deyisle

varsayilan kullanicilara “Common ACL” kurallari uygulanir.
Proxy filter SquidGuard: Common Access Control List (ACL)

General settings Common ACL Groups ACL Target categories Times Rewrites Blacklist Log

Target Rules

~fabrikarn ldownload_yasak Lall

Target Rules List (click here) ¥ X

Mok ba allowe IP addresses in 7

LIEL
Tao make sure that people don't bypass the URL flter by simply using the IP addresses instead of the fully qualified domain
names, you can check this aption. This option has no effect on the WhiteList,

Redirect mode int error page (enter ervor meszage) [ |
Selact redirect mode here,
Mate: i you use 'transparant proxy’, then 'int' redirect mode will not accessible,
Options: ext url err page , ext url redirect , ext url as 'maowe’ , ext url as found',

Redirect info Tasakli Adres. Erigiminiz Engellendi.
A

Enter external redirection URL, error message of size (bytes) hera,

Use SafeSearch engine 7
To protect wour children from adulk content, you can uze the protected mode of search engines, Mow it is supparted by
Google, Yandex, Yahoo, MSH, Live Search, Bing, Make sure that the search engines can, and others, it is recornmended ta
prohibit,
Mate: | Thiz option overrides 'Rewrite’ satting, |

Rewerite baa
none [revwrite not defined) for this rule, ar leave Blank,

Log safesearch

Check this For log this itern,
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SquidGuard | Genel ACL | Test

On tanimli tim istemcilere “download_yasak” kurali uygulanacakir. \.exe uzantili bir

adrese erismek istenildiginde, yonlendirme bilgisi olarak belirttigimiz icerik
cikacaktir.

192.168.1.5 ip adresi, http://www.rarlab.com/rar/wrar393tr.exe url adresine erismek
istediginde “download_yasak” hedefine gore erisimi engellendi ve ”Yasali Adres.
Erisiminiz Engellendi” mesajimiz ile cevap verildi ©

@ bdozilla Firefox

Dozya Dozen Gdrdndm  Gegmis Yer Imleri Araclar  Yardim

- c 72y | BE http:/fonnnrarlab.comfrarfrar393te exe

£ En qok zivaret edilenler || Ik Adirn Haberler | | Caoslat Login @ pfSense Snapshot Do, €1 CentD3 5 QmailToaste...

= Dewre Dugie 2 Cerezlerr £S5 Hatas Yok 2] Formlare 5 Resimler- @ Bilgi- Cesitli- o Ana Hatlar . o Boyutlandirr 7 Araglar 2| Kaynadi Gasters

E http:f fwww.rarlab....rarfwrar393tr.exe
Request denied by pfSense proxy: 403 Forbidden
Reason: Yasakh Adres. Engiminiz Engellendh,

Client address: 192,168, 1.5

Client group: default

Target group: download vasak

TRL: hitpfwrwree ratlab. comfranwrar 2934y exe



http://www.rarlab.com/rar/wrar393tr.exe
http://www.rarlab.com/rar/wrar393tr.exe
http://www.rarlab.com/rar/wrar393tr.exe
http://www.rarlab.com/rar/wrar393tr.exe
http://www.rarlab.com/rar/wrar393tr.exe
http://www.rarlab.com/rar/wrar393tr.exe
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SquidGuard | Kullanici/Grup Bazli ACL

Kullanici ve guruplara ayricalikli kurallar uygulamak icin kullanilir.

Secenekler;
Disabled: Kurali devre disi birakir. Kurali silmez, daha sonra tekrar kullanilabilir.

Name: Kural ad..

Order: Sira. Mevcut kurali diger kurallarin altina-tGsiine tasimak icin kullanilir.

Client (source): Kuralin uygulanacagi kaynak adres(ler). Ornek; IP Adresi : 10.0.0.1 yada
Subnet: 10.0.0.0/24 yada ip araligi: 192.168.1.1-192.168.1.50 yada kullanici adi: ‘isim1’

Time: Kuralin gecerli olacagli zaman araligi.
Target Rules: Karalisteden secili hedef kategoriler.

Not to allow IP addresses in URL: URL adresi olarak bir IP adresine baglaniimak
isteniliyorsa erisime izin verme. Genelde URL filreleme servislerini atlatmak icin
kullanilir. http:/google.com yasakli bir siteyse, google.com adresinin ip adresi
http://74.125.87.104 yazilarak google adresine erisim kurulabilir. Dikkatli
kullaniimalidir!
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SquidGuard | Kullanici/Grup Bazli ACL I

Redirect mode: Erisim kisitlandiginda istemciyi yonlendirme seklidir.
Redirect info: Yonlendirme sekline gore yazilmasi gereken mesaj veya url adresi

SafeSearch engine: Arama motorlarinin giivenli arama 6zelligini aktif eder.Ornegin,
google.com adresinde porn kelimesi aratildiginda ylizlerce adres ve resim
cikmaktadir. Guvenli arama motoru etkinlestirildiginde bu aramanin sonucunu
google.com listelemeyecektir.

Rewrite: Yeniden yonlendirme hedefini bu kurala dahil et.
Log: Bu kural icin kayit tut
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SquidGuard | Kullanici/Grup Bazli ACL | Senaryo

Senaryo 1: Firmamin “Yonetim Birimi” var. IP aralig1 192.168.1.1-192.168.10. Bu ip
araligina herzaman hersey serbest sadece zarali icerikli siteler yasak (hacking gibi)

Senaryo 2: Sunucu adreslerim 192.168.1.88, 192.168.1.33, 192.168.1.56.
Sunucularima herzaman hersey yasak.Yalnizca microsoft.com domainleri izinli.

Senaryo 3: Uretim grubu (192.168.1.100-192.168.1.200) yalnizca mola saatlerinde
(12:30-13:30) internete cikabilsinler bu saatler disi hersey yasak.

Senaryo 4: Sistemimde kimlik dogrulama yapiyorum. “ozan” kullanici ile giris
yaptigimda herzaman hersey izinli olsun.
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SquidGuard | Kullanici/Grup Bazli ACL | Senaryo

Name: uretim

Client (source): 192.168.1.100-192.168.1.200

Time: mola_saaleri

Target rules: Hedef kural setinde iki farkli alanda islem yapmaliyiz;

Target Categories: mola_saatleri geldiginde gecerli olacak kurallar. Hersey izinli olsun
istiyoruz, hacking,porn kategorileri yasak.

Target Categories for off-time: mola_saaleri disinda gecerli olacak kurallar. Hersey
yasak = Default: Deny

Redirect: Mesai saatlerinde internet yasak !

Log: Kayit tutulsun.
Proxy filter SquidGuard: Groups Access Control List {(ACL)

Groups ACL

Disabled Nanme Time Description
wanekim “fonekin Birimi [‘_é‘[_!“

uretim mola_saatleri Mesai saatleri internet vasak, mola saatlerinde izinli [‘_é‘l_!“
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SquidGuard | Kayitlarin Yorumlanmasi

General settings Common ACL Groups ACL Target categories Times Rewrites Blacklist Log

| Blocked | Filter GUI log | Filter log | Prowy config | Filter config |

Show top 50 entries. List from the line: <=0 ==

Requesk{uretim/none/-) - GET

14,03,2011 01:14:35 | 192,168,1.101/- | htep:f v Facebook, com/ REDIRECT

Requeskiuretim/none/-) - GET

14.03,2011 01:14:33 | 192.168.1.101/- | htkp:f ey, Facebook, com/f REDIRECT

14.03.2011 01:14:53 | 192.168.1.101/- | http:/fwww Facebook. comFavicon.ico EEE&'&E@#”U"‘I none/-) - GET

Requesk{uretim/none/-) - GET

14.03.2011 01:14:30 | 192,168,1.101/- | http: /e, Facebook, com/Favicon.ico REDIRECT

14.03.2011 01:14:30 | 192.168.1.101/- | http:/fwww Facebook. comfFavicon.ico EEE‘;&E%#””"‘I nonef-) - GET

Requesk{uretim/none/-) - GET

14,03,2011 01:14:30 | 192,168,1.101/- | htkp:f v Facebook, com/ REDIRECT

Requeskiuretim/none/-) - GET

14.03.2011 01:13:54 | 192.168.1.101/- | htkp:/ e, yahoo, com)favicon,ico REDIRECT

. ) ) o Requeskiuretim/none /- - GET
14.03.2011 01:13:51 | 192.168.1.101/- | htkp: /v, wahoo, comjfavicon.ico REDIRECT

Requesk{uretim/none/-) - GET

14.03.2011 01:13:51 | 192,168,1.101/- | htkp:ffwnen,yahoo, com)favicon,ico REDIRECT

Requeskiuretimfnone/-) - GET

14,03.2011 01:13:51 | 192,168.1.101)- | Rkepef s, yahoo, com) REDIRECT

101}- hikkpf e, google, com. brfsearchehl=trisafe=act Requesk{uretim/none/-) - GET

14,03.2011 01:11:18 | 192,168.1, veRaeplfaaat S, B0t RELIRECT
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Cron

CRON, linux ve *BSD sistemlerde zamanlanmis gorev tanimlari olusturmamizi saglar. Planlanmis
bir isin belirli zaman araliklarinda ¢alismasi icin cron servisine gorev eklenebilir.

Cron yonetimi icin “System | Packages” sayfasindan “Cron” mmﬁmm =l

paketi kurularak web arabirimi ile cron gorevlerinin 26 27 28 29 3g 1 .
yonetimini saglayabiliriz. 3 4 s E 7

10 11 12 15 14

17 18 19 20 21

31123"5




Cron controls the scheduling of commands.

Bolum 27:

Cron Gorevleri

For more information see: hktps v, freebsd. org/doc/enibookshandbookfconfigbuning-cran. hkml

minukte hour mday
n} * *
1,31 05 #
1 3 1
1 1 *
*1140 * *
0,15,30,45 | * *
10 * *

€ Cron'u diizenle
@ Cron'u sil
@ Yenicron tanimi ekle

month

*
*

*

wday

*
*

+

who
roak
roak
roak
roak
roak
roak
roak
roak
roak
roak

rook

command

Jusrfbin/nice -nZ0 newsyslog

Jusrfbin/nice -n20 adjkerntz -a

Jusribinfnice -n20 fekcirc,.update_bogons,sh

Iusribinfnice -nz0 fusr jlocalfshinfexpiretable -v -t 3600 sshlockouk
Jusribin/nice -n20 fetcirc.dyndns. update

Jusribin/nice -n20 fusrlocal/sbinfexpiretable -v - 3600 virusprat
Jusrflocal/bin/checkreload.sh

letciping_hosts.sh

Iuzrflocalfshingreset_slbd,sh

Jetcfrc filker_configure_svync

perl fusr flocalfvalightsquidflightparsel. pl

=
el
€l
el
el
NS,
el
€l
el
€l
8l
"

=
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Cron Gorevleri

minute 10

hour *

mday *

month #

wday *

who root

command perl fusr focalfwenen flightsguidlightparselpl

| Save || Cancel |

Alan Adi Izin Verilen Degerler
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BandwidhD

TCP, UDP, ICMP Trafiginin izlenmesi

bandwidthd

Programmed by Dawnd Hinkle, Commissioned by DerbyTech wireless networkung,

- Dally -- Weekly -- Monthly -- Yearly -

Pick a Subnet:
- Top20 -- 192.168.1.0 -

Top 20 IPs by Traffic - Daily

Tp and Name Total Total Sent |  Total Received FTP HTTP P2PF | TCP | TUDP | ICMP
Total 12.6G 671.7H 12.06 67. 6K 12.26G 8.71 12. 66 52.7H| 77.6K
192.168.1.168 716G 177.5K 7.06 0 716 763 . 4K 7.16G 18.7H Z.2FK
1%2.168.1.89 1.26G 33.5H| 1.2G 0 1.2G o | 1.26 343.7K 0
192.168.1.60 508.2H Z4.00 454.21 0 483 .58 37.5K 507.2H 1.1H 2.7H
192.168.1.116 488,31 15.5K 472 .8M 0 487.2H 262.8K 488. 1M 240. 7K 0
192.168.1.120 297.9% 14,08 283.9M 0 286.9M 233.4K 297.4M 530.3K 192
192.168.1.67 281.6M 11.3m 270.3H 0 281.2H 7.0K| 281.5M 163. 1K 0
182.168.1.51 264.4K 20.1HK 244.31 0 260.8H 379.5K| 261.5M 2.58 228
1592.168.1.102 229.5M 20.0M 209.5H 0 227.3H 89.6K 229.3M 202 .0K 162
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IMSpector

System > Packages > IMSpector

MSN live 2011 destekli surium igin gincelleme;

#fetch http://ozanucar.com/imspector2011.tar.gz

#tar zxvf imspector2011.tar.gz -C/

#/usr/local/sbin/imspector -c /usr/local/etc/imspector/imspector.conf —D

[=F: D1nf 1ms tor -c ) C fet ctor/ ctor.cont -d

1y with '#*' and blocking at 1

r filter plugin

on O O.0:16667

1
1
1
1
1
1
1
1
1
1
1
1
i
1
1
1
1
1
1
1
1
1
1
1




Bolim 30:

Yedekleme ve Kurtarma

pfSense tum ayarlarini tek bir XML dosyasinda tutar.

Ayar dosyasini yedeklemek icin;

)

Diagnostics > Backup/Restore, ve “Download Configuration’

Ayarlari geri yuklemek icin;
“Restore configuration” browse ayar dosyasi
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Yedekleme ve Kurtarma

Click, this button to download the systern configuration in XML format, Yedek alan|' tum aya rlar

Backup area: | ALL v P veya bir servis secimlik

yedek alinabilir.

Backup ve Restore

islemlerinde
f. | . v Encrypt this configuration file,
contig.xmil icerigi
g g g Do not backup RRD data (MOTE: RRD Data can consume 4+ megabywkes of config.xml space!)

sifrelenebilir.

[] Do not backup package information.

Password: (@) sesess

confiem: (@) sesese

[ Download configuration ]

Restore configuration

Open a configuration XML Ale and click the buttan below ba restare the configuration,

Restare area: | ALL w

| Dosya Seg | config-pfsla. . 4153653.xml

Configuration file is encrypted.

Password | (@) sseese

confirm : ) seeese

Restore configuration

Mote:
The fireweall will reboct after restoring the configuration,




Bolum 31:

5651 Sayili Kanun

internet toplu kullanim saglayicilarinin yiikiimliiliikleri

MADDE 4 — (1) internet toplu kullanim saglayicilarinin yiikiimliiliikleri sunlardir:
a) Konusu suc olusturan iceriklere erisimi dnleyici tedbirleri almak.

b) ic IP Dagitim Loglarini elektronik ortamda kendi sistemlerine kaydetmek.

Erisim saglayicinin yukiimlulikleri

MADDE 15 - (1) Erisim saglayici;

b) Sagladigi hizmetlere iliskin olarak, Baskanligin Kanunla verilen gorevlerini
yerine getirebilmesi icin; erisim saglayici trafik bilgisini bir yil saklamakla, bu
bilgilerin dogrulugunu, bitlnlGginu olusan verilerin dosya butinlik degerlerini
(hash) zaman damgasi ile birlikte muhafaza etmek ve gizliligini temin etmekle...

Yer saglayicinin yukimluliikleri

MADDE 16 - (1) Yer saglayici;

c) Yer saglayici trafik bilgisini alti ay saklamakla, bu bilgilerin dogrulugunu,
bltlinlGglint olusan verilerin dosya butinlik degerlerini (hash) zaman damgasi
ile birlikte saklamak ve gizliligini temin etmekle...




Bolum 31:

5651 Sayili Kanun

Referanslar:

- T.C.K.5070: “Elektronik imza Kanunu”

- 5070 sayili Elektronik imza Kanunu” uyarinca yayimlanan “Elektronik imza
Kanununun Uygulanmasina iliskin Usul ve Esaslar Hakkinda Yonetmelik”

- 5070 sayili Elektronik imza Kanunu” uyarinca yayimlanan “Elektronik imza ile

llgili Stireclere ve Teknik Kriterlere iliskin Teblig”




Bolum 31:

Zaman Damgasi Standartlar

RFC 3161 uyumlu zaman damgasi, OpenSSL ve OpenTSA yazilimlari.




Bolum 31:

Zaman Damgasi

Zaman damgasi, elektronik ortamda log, dokiiman ve sozlesme gibi elektronik verilerin, belirli bir
zamandan once var oldugunu kanitlamak icin kullanilir. Mesela bir log dosyasinin, kayit altina
alindigi tarihte orjinal haliyle var oldugunu, sonradan degistirilmedigini ispatlamak amaciyla
zaman damgasindan yararlanilabilir.

[ Log Dosyalari ] [ Log Dosyalari ] [ Log Dosyalari ]

Y

| Merkezi Log Sunucu \

Gunlik Log
Gevrimi

Loglarin Ozet (Hash)
Degeri Gonderilir

o
Zaman Damgas! Otoritesi TSA Istermncisi | o nglar guvenli ortamda
| imzalan ile beraber
(TSA)
=3 m saklanir

Ozet Degerine Tarih ve Zaman =

Bilgisi eklenir, imzalanir ve Ozet degeri ve imza bilgisi
Time Stamp Token olarak geri kargilagtirilir
gonderilir




Bolum 31:

Yetkili Sertifika Otoriteleri

- Tubitak KamuSM
- Turktrust
Globalsing




Bolum 31:

Sniffing

Dinledigi ag arabirimden giden-gelen trafigi anlik olarak parse eder. RFC standartlarina
uygun tim protocolleri destekler.

http://www.wireshark.org/docs/dfref/



http://www.wireshark.org/docs/dfref/
http://www.wireshark.org/docs/dfref/
http://www.wireshark.org/docs/dfref/
http://www.wireshark.org/docs/dfref/
http://www.wireshark.org/docs/dfref/
http://www.wireshark.org/docs/dfref/
http://www.wireshark.org/docs/dfref/

Bolum 31:

HTTP Sniffing

- HTTP Baslik bilgileri,istedigimiz HTTP kayit tiru;

Paketin zaman bilgisi = -e frame.time

Kaynak IP adresi = -e ip.src

Kaynak MAC adresi = -e eth.src

Hedef IP adresi = -e ip.dst

Hedef PORT numarasi= -e tcp.dstport

HTTP HOST adresi = -e http.host

istenilen URL= -e http.request.uri

HTTP Method = -e http.request.method

Ve bunlarin arasina birer bosluk birakarak yaz = -E separator="‘

Komut: tshark -nn -i ethO not arp and port not 53 -d tcp.port==3128,http -R
http.request —T fields -e frame.time -e ip.src -e eth.src -e ip.dst -e tcp.dstport -e
http.host —e http.request.uri -e http.request.method -E separator="‘




Bolum 31:

HTTP Sniffing | Log

- HTTP Baslik bilgileri,istedigimiz HTTP kayit tird;

Oct 11, 2010 15:15:16.111690000 192.168.5.205 aa:00:04:00:0a:04 188.124.8.106 80
www.cehturkiye.com /wp-content/themes/monochrome/comment-style.css GET




Bolum 31:

FTP Sniffing

- FTP Baslik bilgileri,istedigimiz FTP kayit tiru;

Paketin olusturma zamani = -e frame.time

Kaynak IP adresi = -e ip.src

Kaynak MAC adresi = -e eth.src

Kaynak Port numarasi = -e tcp.srcport

Hedef IP adresi= -e ip.dst

Hedef Port Numarasi= -e tcp.dstport

FTP Komutu -e ftp.request.command -e ftp.request.arg

Yanit Kodu(basarili mi degil mi ?) = -e ftp.response.code -e ftp.response.arg

Ve araya bir bosluk birakarak yaz -E separator="‘

Komut: tshark -nn -i ethO not arp and port not 53 -R ftp -T fields -e
frame.time_relative -e ip.src -e eth.src -e
tcp.srcport -e ip.dst -e tcp.dstport -e ftp.request.command -e ftp.request.arg -e
ftp.response.code -e ftp.response.arg -E separator="*



ftp://ftp.request.arg/
ftp://ftp.request.arg/
ftp://ftp.request.arg/
ftp://ftp.request.arg/
ftp://ftp.response.arg/
ftp://ftp.response.arg/
ftp://ftp.response.arg/
ftp://ftp.response.arg/

Bolum 31:

FTP Sniffing | Log

- FTP Baslik bilgileri,istedigimiz FTP kayit tiru;

5.464582000 89.19.25.155 00:11:bb:e0:7b:10 21 192.168.5.205 38023 220 FileZilla Server version 0.9.24 beta
5.464808000 192.168.5.205 2a:00:04:00:0a:04 38023 89.19.25.155 21 USER 123test123

5.478353000 89.19.25.155 00:11:bb:e0:7b:10 21 192.168.5.205 38023 331 Password required forozanucar.com
5.478738000 192.168.5.205 aa:00:04:00:0a:04 38023 89.19.25.155 21 PASS testtestest

5.491656000 89.19.25.155 00:11:bb:e0:7b:10 21 192.168.5.205 38023 230 Logged on

5.493490000 192.168.5.205 aa:00:04:00:0a:04 38023 89.19.25.155 21 PWD

5.506212000 89.19.25.155 00:11:bb:e0:7b:10 21 192.168.5.205 38023 257 \"/\” is current director
29.259827000 192.168.5.205 aa:00:04:00:0a:04 38026 89.19.25.155 21 PWD

29.272723000 89.19.25.155 00:11:bb:e0:7b:10 21 192.168.5.205 38026 257 \”/www\” is current directory.
29.273288000 192.168.5.205 aa:00:04:00:0a:04 38026 89.19.25.155 21 TYPE |

29.286747000 89.19.25.155 00:11:bb:e0:7b:10 21 192.168.5.205 38026 200 Type set to |

29.287069000 192.168.5.205 aa:00:04:00:0a:04 38026 89.19.25.155 21 PASV




Bolum 31:

DHCP Sniffing

- DHCP Baslik bilgileri,istedigimiz DHCP kayit turi;

Komut: tshark -i ethO port not 53 -R bootp -T fields -e bootp.ip.client -e
bootp.hw.mac_addr -e bootp.ip.you

Script, http://www.cehturkiye.com/tshark-http-ftp-dhcp.sh.txt




Bolum 31:

5651 Imzalayici

# /usr/local/ssl-1/imzaci/imzaci.sh

14 Oct 08:41:54 ntpdate[6615]: step time server 194.27.222.5 offset 0.847240 sec
Using configuration from /usr/local/ssl-1/openssl.cnf

Response has been generated.

Dogrulama tamam.

a 5651url.sign

a 5651url.sign.der

a 5651url.sign.tsq




Bolum 32:

Gelistiriciler icin pfSense

Jusflocaw

/cf/conf/config.xml Avyarlarin tutuldugu dosya
Jusr/local/etc/rc.d/ Paketler ait servis ve ayar betikleri
/etc/inc/ *.inc dosyalari config.xml parser’lari
/etc/rc.d Sistem servisleri
Jusr/local/captiveportal Captiveportal sayfalari
Jusr/local/pkg/ Kurulu paketlere ait dosyalar.

/etc/inc/config.inc pfsense ayar dosyasi




Bolum 32:

Gelistiriciler icin pfSense | config.xml

pfSense tarafindan tiim ayarlar (sistem ayarlari, paket bilgileri vb. ) config.xml
dosyasinda tutuluyor. Sistem acilisinda bu xml dosyasi parse edilip bellekte Arrey
olarak tutuluyor. Bu array lizerinde islem yaparak ayarlar degistirilebilir.

Ornek config.xml anahtarlari;
</interfaces>
<staticroutes/>
<dhcpd>
<lan>
<range>
<from>192.168.1.100</from>
<to>192.168.1.199</to>
</range>
</lan>
</dhcpd>




Bolum 32:

Gelistiriciler icin pfSense | config.xml

Ornek bir uygulama;
Lan ag arabirimini ve ip adresini al ardindan diger interface bilgilerini dizi olarak goster.
<?

include("config.inc");

Slanif=Sconfig['interfaces']['lan']['if']; V & 10.0.0.1/F php \=

Slanip=5config|['interfaces']['lan']['ipaddr']; €  C ©1w0001fphp
em010.0.0.1
print Slanif . Slanip; wan adresi :6.6.6.104
" ", lan adres1 :10.0.0.1
echo "<br/>", optl adresi:1.1.1.1
foreach(Sconfigl['interfaces'] as Sk=>Sval){

print "Sk adresi :" . Sval['ipaddr'] . "<br />";




Bolum 32:

Ozellestirilebilir Guvenlik Duvari Olusturmak

Neden Ozellestirme ?

pfSense alt yapisini kullanarak kendi firewall sisteminizi olusturabilirsiniz ?
pfSense kurulumuna ek programlar, uygulamalar entegre etmek isteyebilirsiniz.
Hata, driver vb. sorunlar icin yama uygulamak isteyebilirsiniz.

Gelistirdiginiz yazilimlari eklemek isteyebilirsiniz.

Ozellestirilmis konfigurasyon yiikli kurulum olusturabilirsiniz.




Bolum 32:

Ozellestirilebilir Guvenlik Duvari Olusturmak

Kurulum
FreeBSD 7.2, eger 2.0 olusturmak istiyorsak FreeBSD 8.0 kurulumu yapmaliyiz.

1.Kabuk komutlarini ¢calistirarak baslayalim

echo "WITHOUT _X11=yo" >> /etc/make.conf

echo "BATCH=yo" >> /etc/make.conf

mkdir -p /home/pfsense/pfSenseGITREPO /home/pfsense/installer /usr/pfSensesrc

2.Port agacini indir ve GIT kur

portsnap fetch extract

cd /usr/ports/textproc/expat2 && make depends install

cd /usr/ports/devel/git && make depends install

cd /usr/ports/sysutils/fastest_cvsup/ && make depends install
rehash




Bolum 32:

Ozellestirilebilir Guvenlik Duvari Olusturmak

3.GIT Reposunu temin ederek devam edelim

cd /home/pfsense && git clone http://gitweb.pfsense.org/pfsense-tools/mainline.git tools
cd /home/pfsense && git clone http://gitweb.pfsense.org/freesbie2/mainline.git freesbie2
cd /home/pfsense/tools/builder_scripts && chmod a+rx *.sh

4.Bazi portlar /usr/src icinde kaynak koda ihtiya¢ duyuyor
csup -h “fastest_cvsup -c tld -q" /usr/share/examples/cvsup/standard-supfile

5.Yeni menii sistemini ¢calistiralim
cd /home/pfsense/tools/builder_scripts
./menu.sh




Bolum 32:

Ozellestirilebilir Guvenlik Duvari Olusturmak

6.Daha sonra menii sisteminden olusurmak istediginiz versiyonu segin
Kullanilabilir versiyonlar asagidaki gibidir:

RELENG_1 2 pfSense RELENG_1_2 + FreeBSD RELENG_7_2

RELENG 2 0  pfSense HEAD (2.0) + FreeBSD RELENG_7_2
RELENG 7 2  pfSense RELENG_1 2 + FreeBSD RELENG_7 2

RELENG_8 0  pfSense HEAD + FreeBSD 8-CURRENT

Test asamasi
pfSense.iso dosyasi /usr/obj.pfSense dizini altina olusurulur. Kurulum dosyasini test edebilirsiniz.




