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BGA Bilgi Guvenligi A.S

BGA Security Hakkinda

ARGE

SECOPS EGITIM

0.'.0
.éﬁ

SOME / SOC MSSP

PENTEST

@BGASecurity

BGA | Hakkinda

Siber guvenlik diinyasina yonelik, yenilikci profesyonel
cozumleri ile katkida bulunmak amaci ile 2008 yilinda
kurulan BGA Bilgi Guvenligi A.S. stratejik siber
glvenlik danismanligi ve guvenlik egitimleri
konularinda buyuk dlcekli cok sayida kuruma hizmet

vermektedir.

Gerceklestirdigi vizyoner danismanlik projeleri ve
nitelikli egitimleri ile sektorde saygin bir yer kazanan

BGA Bilgi Guvenligi, kuruld

alaninda lider finans, enerj
curuluslariile 1.000'den fazla egitim ve danismanlik

orojelerine imza atmistir.

ugu guinden bugltne kadar
|, telekom ve kamu
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SWIFT TEHDITLERI

Ibrahim AKGUL
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= rRimansal Zararhlar
Son Kullaniciyr Hedef Alan Bankalan Hedef Alan

e e Lo * Alice * QQIQQD.QJ& « Shamoon
. |celX * Mal/Miner-C * Ripper lengit.

« Carberp. (2016 model) ] Bangswift

* Jinbg Batel







SWIFT Nedir? BGA

Society for Worldwide Inter bank Financial Telecommunication

» 1973 de 240 banka ile basladi. Bugun 11.000 kullanicisi var.

» Cok buyuk paralarin transfer edildigi bir 6deme sistemi,

» Ulkemiz icin yurtdisina para gondermek ve almak istendiginde 6ncelikli
tercih,

« Her Banka BIC olarak bilinen kendine has bir Swift Code sahibidir. Tim
para transferleri bu kodlara bagli olarak islem goérar.

» Para gonderiminde herhangi bir tst limit yoktur!

» Tum iletisim uctan uca SSL araciligi ile gerceklestirilir © f‘\ - BGA
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SWIFT Ogreniyorum

SWIFT Temelleri

@BGASecurity

Bu sistemden yararlanmak isteyen her kurum SWIFT Alliance uyesi
olmalidir.

Kurumlar kendilerine ait tekil bir SWIFT Code (BIC) ile tanimlanir.

Alliance Access, Alliance Gateway gibi uygulamalar Uzerinden Bankalar
aras| para transferlerini iceren mesajlasma alt yapisini sunar.

Para transferlerini de iceren mesajlar Alliance Access uygulamasi ile dosya
tabanli in/out klasorleri yolu ile saglanir (FileAct). (Swift 30 yillik bu ilkel
yaplyl XML tabanli yeni nesil bir protokolle degistirmek icin kollari sivadi)

Ulkemizde cogu banka Alliance uygulamalarini ortak bir saglayici
Uzerinden kullanmaktadir!!!
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Hacking the Worldwide Banking System /aa=

SWIFIT

(Using fraudulent SWIFT messages) A

will be continuously updated
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Hedefe Macro zararlisi
iceren e-mail Gonderilir

Saldir1 Vektorleri

Saldirgan girdigi
sistemde hedef Swift
Alliance Access
sunucusuna erisir.

Kurban dosyayi calistirir
ve C&C baglantisi
saglanmis olur.

Iz birakmamak ve Yetki
kontrollerini bypass
etmek icin binary patch
ve truncate islemleri
gerceklestirilir.

Beklenen islem
gerceklestiginde
manipulasyon da

baslamis olur.

Belgelenen her olayda, suclular ayni yontemi kullaniyor:

Incelenen altyapiya 6zel
hazirlanan zararli
Alliance Access
sunucusuna infecte
edilir.

Zararl onceden
belirlenen transaction id
lere gore in/out
klasorunu denetler.

» Bankanin yerel guvenlik sistemlerini engellemek ve islerini otomatize etmek icin malware kullandilar.
» SWIFT mesajlasma agina eristiler.

» BlyuUk bankalardaki hesaplardan nakit para transferlerini baslatmak icin sahte mesajlar SWIFT yoluyla génderildi.



Dolasimda ki Kavramlar
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- Banglades Soygunu

BANGLADESH BANK HEIST

In one of the largest cyber heists in history, hackers ordered the Federal Reserve Bank of New York
to transfer $81 million from Bangladesh Bank to accounts in the Philippines
THE MONEY TRAIL
Tmnsacdtigttew FEB.4-5, 2016 > | - FEB.5-13 =3
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Nasil Calisiyor?

. » ThisPC » Local Disk (C:) » Users » Administrator » AppData » Local » Allians »

-~

Bu dosyalar buraya nasil geldi? Name Date modified Type
. mdf 26.10.2016 00:36 File folder
*  Firewall yok 1. mem 26.10.2016 00:36 File folder
* Endpoint Security yok I EABINE: . mep 26.10.2016 00:36 File folder
° 25 Y
I[;LSP yclb<< L mes 26.10,2016 00;36 File folder
° yo —
. . B : . . : .
- Yetkilendirme yok evtdiag.exe 26,10.2016 00:20 Applicatior
e ...yok (R evtsys.exe Applicatior
* ...YOK [_J gpca.dat DAT File

51 nroff.exe 26.10.2016 00:20 Applicatior




File View Debug Plugins Favourites Options Help ©Oct 10 2016
. - B . - ey =y oo ] — -_-_|
CDE 30 e Tt @ iemshEac s B =S @i AL BYER B O
ﬁ CPU ? Graph |+ Log | Notes ® Breakpoints #8 Memory Map () call Stack = SFH l43| Script ﬂ Symbaols <? Source + References S Threads +/ Snowman ﬁ Handles
® [pO40BC52 CE pop esi esi:"e9q)"
0408C5 3 D pop ebp P
[:E DO408C5 4 82 C8B FF or eax,FFFFFFFF EE gggggggg
® PO408C57 CE pop ebx
e [ho108CSE 81 C4 &0 06 00 0O add esp,&60 ECx  730DZCFE msVCrt. 730D2CF6
# h0408BCSE C3 ret EDX F5179C00 mevCort. 75179C00
® DO40BCEF BE 3D BC D1 40 00 mov edi,dword ptr ds:[<&fprintf=] EEF  0DO1BFDE4
e [P0408CES 68 BC F3 40 00 push evtdiag.40F38C 40F98C: "set heading off;\r\n" ESP  001BF&44 &"ed)"
® [pO403C6A C& push esi esi:"ea)"” ESI 75179CEE e ™
® [pO208C6E FF D7 call =di edi:fprintf EDI 7E0OD2C10 ansvert. fprintf=
& |pO408C 6D 83 C4 08 add esp,s
& N0408CT0 &8 74 F92 40 00 push evtdiag. 40F374 40F974:"set Tinesize 32567;4ryn" EIP O040BCET evtdiag. 00408CET
® PO408C75 C& push esi esi:"ed)"”
® PO40BCT 6 FF D7 call e=di edi:fprintf
e pO408CTE 83 C4 D8 add esp,:& EELTGSFF EDDEEEE4
#® |[PO40OBCTE &8 &0 F9 40 00 push evtdiag.40F96&0 40F960: "SET FEEDBACK OFF;r\n"
e [poaosceo 5E push esi esi:"eg)" OF 0 SF 0O DF O
e [DO40BCE1 FF D7 call =di edi:fprintf CFQ TF O IF1
& |pO408C83 832 C4 08 add esp,s
& |pO40BC 86 &8 50 F9 40 00 push evtdiag.40F350 40F950: "SET ECHD OFF;\r\n" LastError 000000B7 (ERROR_ALREADY_EXISTS)
@ NO408CEE CE push esi esi:"eq)"”
® PO408C8C FF D7 call =di edi:fprintcf G5 0D2B FS 0053
® |PO408CBE 83 C4 08 add esp,58 ES OO2E DS 0O02B
e [po408C91 &8 40 F3 40 00 push evtdiag.40F340 40F940: "SET FEED OFF;\r'n" cc 0023 S5 DO2E
® [PO408C 96 C& push esi esi:"es)”
:%gjg;gg; ;g Ei - Eﬂl1e§§1a edi:Tprintt x87r0 00000000000000000000 STO Empty O.000000000000000000
r
e poaoscsac 68 2C F9 40 00 pusn evtdiag. 40F92C 40F92C: "SET VERIFY OFF;\rin" EE;E; gggggggggggggggggggg §$; EEEE? g'gggggggggggggggggg
@ [DO408CAL e ush esi esi:"ea)" -
e lbodoscaz FE D7 E-il-l-l adi Edi:fpr%ntf Q0000 00000000000000 5T EmptTy 0. 000000000000000000
® P0O408CA4 8B 8C 24 7C 06 00 00|mov ecx,dword ptr ss:fesp+&7C]
® |PO40BCAE 853 C4 08 add esp,8
® DO40BCAE % ush ecx W -
ol 1 = , ||Default (stdcal) * 5 %[ Unlocked
1: [esp+4] 0040F924 "#s\ryn"
£51=75179C6HE "€3)" z: [esp+8] 00D18FCED "SELECT * FROM (SELECT JRNL_DISPLAY_TEXT,
3: [esp+C] ODOD18FEES )
.Text:00408CE7 evtdiag.exe: $8CE7 #ECET 4: [esp+10] 00292788 &"C:‘\M\Usersi’Anadlyzer'h\Desktop'hevtdiag.e
| - 00 v |
i EEEY FL179C68 [ Yea )™
LT Dump 1 HELT Dump 2 HELT Dump 3 HELT Dump 4 HELT Dump 5 @ Watch 1 O018F648 | DDJ0OF92 4 "?‘E;SI"}._I"'"'._HH ~
address | Hex ASCTT OD1E8F&4C | D0O1BFCED | "SELECT * FROM (SELECT JRNL_DISPLAY_TEXT, JRNL_DATE_TIME FROM SAAOWNEF
. TR O018F650 | OO1BFEES
DD].E-FEI‘I"I' EE 5: 1? ?5 24 Fg 4D DD ED FE 15 DD EE- FE 13 DD h..LI$LI@. -El.LI..EIEI-.. Dl:ll-Fl::E_-l_ DDEBE?EE &“E- USEPS Ana'l ar DEEI‘:tD E‘l.-‘td'i-El. E]{E“
0018F654 |88 27 29 00|03 00 00 00|00 00 OO0 OO0(00 00 00 00| . " Jeueeauennrens 0018FEE 2 | DODOO0D3 A \\Analyzeriy PAA J-
0018F664 | 7D 9E 6A 5D |02 F8 FF FF|50 E1 08 00|00 00 00 00|}.j].@¥yPa...... 0013EEEC | DOODOO0D
0018F674|BO E4 08 00|00 00 00 00|00 OO0 OO0 OO0(00 00 00 00| 8. eueennennrens 0013EEED | DOODOO0D
0018F684 |78 DC 08 00|00 00 00 00|50 E1 08 00|00 00 00 00|xU......Pa...... 0018FEE4 | COEASETD
0018FE94 (00 00 00 00|34 FD FF FF|34 04 00 00|34 FD FF FF|....4y¥¥W4... 499y 0018FEEES | EEFEES02
0018F6&A4 |CC 02 00 00|28 00 OO OO|40 01 OO 0QO|00 OO OO OO|I... R - DDlSFE-E-C O008ELS0
0018F6B4 | AD 96 C1 30|43 3A 5C 55|73 65 72 73(5C 41 6E 61| .A0C:\Users‘Ana 0018EE70 | DO0DODD0
D018F6C4|6C 79 7A 65|72 5C 41 70|70 44 61 74|61 5C 4C 6F | lyzer’AppData\lLo J015EE7 2 | DOOBE4ED
0018FED4 |63 61 6C 5C |54 65 6D 70|5C 54 4D 50|43 37 46 32| cal\Temp\TMPCTF2 J015EE7E | 00000000
0018FGE4|2E 74 €D 70|00 00 00 00|00 OO0 OO0 00|00 00 00 00| .TMP.ceuuennren. J015EE7C | DOO0OO00
0018F&F4 |00 00 00 00|00 00 00 00|00 OO0 OO0 O0(00 00 00 00| .ueeurennennrens 0013EE80 | DOO0OO00
0018F704 |00 00 00 00|00 00 00 00|00 OO0 OO0 O0(00 00 00 00| .ueeurrnnennrens J013EEL4 | DOOBDCTE
0018F714 |00 00 00 00|00 00 00 00|00 OO0 OO0 O0(00 00 00 00| .ueeurennennrens 0018FEEE | 00000000
0018F724 (00 00 00 00|00 OO 00 00|00 00 00 00|00 00 00 00| ...uvennrennnnnn 0018EEEC | DOOBE1ED
0018F724 |00 OO0 OO QO|00 OO OO0 OO|C0 0D OO0 0O 00 OO0 OO0 00| @i ee e s nsnsnnnas DDlSFE-'EIEI 00000000
0018F754|00 00 00 00|00 00 00 00|00 OO0 OO0 00(00 00 00 00| .ueeurennennrens 0015EE9E | FEEFEDZ4 v
0O018F764 |00 00 OO0 OO (00 OO OO QO(00 OO0 OO0 Q000 00 00 00| @i vannnnnnmansa| 0 mma - mmm | mmemn
QO1BF774 (00 Q00 OO0 QO (00 OO0 QOO0 QO[O0 OO0 OO0 OO0 |00 OO0 OO 00| @ ieeeeseesssnsss € >
Command: | IDEfault -




Configten mudahale edilecek Transaction id ler aliniyor

| P2 U I AT A MINJ VvV Ay T oS
3B C8 cmp ecx,eax
f v 72 3A b evtdiag.401424
: 50 push eax
: D04013EB 53 push ebx
| 004013E( 6A 10 push 10
! 004013 68 20 FO 40 00 push svtdiag.40F020
‘ 89 44 24 18 mov dword ptr ss:fesp+18], eax
| 04013| ES C4 A7 00 00 call evtdiag.40BBCO
@d— 88 03 mov eax,dword ptr ds:[ebx]
| 004013 83 C4 10 add esp.10 ¥
£ >
eax=0018FDEBO
dword [ebx]=[0050B4F0]1=A0B0OCODO
l.text:004013Fc evtdiag.exe: $13FC #13FC
w‘ﬂ Du... e Du... M Du... um Du... w‘“ D018FERC ggggggig G ag=iaeRn2g
Address | ASCII T || ey s
O0S50B4FO|PA® T...00901/0000058500. . c.... - ::-:f:;t 3 1 00000000
00508530 .cuvunn. 00901,/0000058501....... ro1acece | 000227BA| T—sve”
0050B570 cavvusns 00901,/0000058502....... qo1seen0 Ikonoogazs
D0S0BSBON s o'onts v aie 00901,/0000058503. . ..... 0018FED4 [00409812|return to evtdiag.00409812 from evtdiag.004013B0
0050B5F0/f........003901/0000058504....... DDO18FEDE || 00410D40| "C:\\Users\\Administrator\\AppData\\Local\\Allians\\gpca.dat"
0050B630|...vunn. 00901/0000058505....... 0015£E0C || 00411060| evtdiag. 00411060
0050B670| cvuunnn. 00901/0000058506....... ro:zeceo il 00000002
0050B6B0| .vvvu... 00901/0000058507....... V018FEE 4 |LD00D0002
OOSOBGFO | v e v v e eee 00901 /0000058508....... Fi}::;:EES vtdi - mn evtdi |
ODEORTI0 00901 /0000058503. . . . ... o2 OEEES ggggggég return to evtdiag.0040%9E12 from evtdiag.00409AF0
OOS0O0B770| c c c e s v e 00901/000005 85 10 . aisis'sa O018FEFO Il OO40BEAD evtd-i ag 3 Entrypoi nt
0050B7B0(........00901/0000058511....... N018FEE4 || 0040BEAD| evtdiag. EntryPoint
0050B7F0|........00901/0000058512....... roiseces | 0o1sEFE0
0050B830| ........ 00901/0000058513....... soisecec | 7EEDEDOOD
00S50B870 | ..vuun.. 00901/0000058514....... 00125500 || 0040FAB4| "evtsys. exe”
0050B8BO| ..uvu.n. 00901/0000058515....... s0i8rF04 || 00409060/ evtdiag. 00409060
OOS0B8FO| .vvvsn.. 00901/0000058517....... ro1see02 | oooooooo
0050B930| ...u.... 00901,/0000058518....... so1srrEoc k00000000
0050B970|..c¢....00901/0000058519....... ,3,[3:‘;1:;.?,-5 vtdi , a= m evtdi
SO BRABO L s e ' 00901/0000058520. . . .. i 55}9:::3 gggggggg return to evtdiag.00408F83 from evtdiag. 00409080
NNACNARQEN ANnanNnt /nNnnNnnnE g 21 23 sl | ain s sl Sy O Y Pt AN - YR




W Threads

l @ Graph | | log | |1 Notes ® Breakpoints | ™ MemoryMap | [ | CallStack = S@SEH | |0 Script | %] Symbols | <> Source | .- References
®|| 00408CD4 50 push eax
@ || 00408CDS 68 88 90 41 00 push evtdiag. 419088 419088:"D:\\Alliance\\Access\\database\\bin\\sqlplus. exe"
® || 00408CDA 68 EC F8 40 00 push svtdiag.40F8EC 40F8EC:"cmd.exe /c echo exit | \"¥s\" -S / as sysdba @w¥s > \"%s\""
® | O0408BCDF 68 FF 03 00 00 push 3FF
el ON3NBCFA 1 nush ecx
R[4 = Temp =
5 Home Share View
@ * 1T . » ThisPC » Local Disk(C:) » Users » Analyzer » AppData » Local » Temp v & Search Temp Jeo
ﬁ' Eavcinias Name Date modified Type Size
B Desktop || SQLE107.tmp 24.1.2017 10:30 TMP File 1KB
8 Downloads  etilgs_4heSidg9GoLzBal 3,1,2017 20:06 File 9 KB
OneDrive for Busine:
W5 iephive Tos Bie|  etilgs_FxAmSHe3booKtpY 3.1.2017 20:06 File 5 KB
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=] Recent places

'F1B2. tmp"

q

fﬁiLEfﬁ?inux;lk#Epadi

& Homegrouq. File Edit: Format View Help

set heading off;
set linesize 32567;
@ SET FEEDBACK OFF;
W Network || SET ECHO OFF;

SET FEED OFF;

SET VERIFY OFF;

/M This PC

SELECT * FROM (SELECT JRNL_DISPLAY TEXT, JRNL_DATE_TIME FROM SAAOWNER.JRNL_ 20160205 WHERE JRNL_DISPLAY_TEXT LIKE
'%LT BBHOBDDHA: Log%' ORDER BY JRNL_DATE_TIME DESC) A WHERE ROWNUM = 1;



| 004023F2 | push evtdiag.40F19C "SeDebugPrivilege”

BN oush evtdiag.40F18C | "liboradb.d11”

004024C7 | push evtdiag.40F18C "l1iboradb.dl11"™

00402507 | push evtdiag.40F184 "OK : %s"“

00402528 | push evtdiag.40F178 "FAIL : %s"

0040282C | push evtdiag.40F220 "SELECT C.TEXT_S_UMID FROM (SELECT A.TEXT_S_UMID, A.TEXT_DATA_BLOCK FROM SAAOWNER.TEXT_%s A,
00402887 | push evtdiag.40F1ES "DELETE FROM SAAOWNER.MESG_%s WHERE MESG_S_UMID = '%s';"

O04028EE | push evtdiag. 40F1B0O "DELETE FROM SAAOWNER.TEXT_%s WHERE TEXT_S_UMID %S""

00402971 | push evtdiag.40F3248 "SELECT MESG_S_UMID FROM SAAOWNER.MESG_%s WHERE MESG_SENDER SWIFT_ADDRESS LIKE '#%%s%%' AND M
004029EC | push evtdiag.40F1ES "DELETE FROM SAAOWNER.MESG_%s WHERE MESG_S_UMID ST T

004029F3 | push evtdiag.40F1BO "DELETE FROM SAAOWNER.TEXT_%s WHERE TEXT_S_UMID = %S""

00402816 | push evtdiag. 40F484 "SELECT MESG_FIN_CCY_AMOUNT FROM SAAOWNER.MESG_%s WHERE MESG_S_UMID = '%s';"™

00402EDD | push evtdiag.40F47C "%¥s¥19s™

D0402EFE | push evtdiag. 40F428 "UPDATE SAAOWNER.MESG_%s SET MESG_FIN_CCY_AMOUNT = "%s' WHERE MESG_S_UMID = '%s';"

00402C=29 | push evtdiag.40F3CoO "UPDATE SAAOWNER.TEXT_%s SET TEXT_DATA_BLOCK = UTL_RAW.CAST_TO_VARCHAR2('%¥s') WHERE TEXT_S_UM
O0402CEE | push evtdiag.40F220 "SELECT C.TEXT_S_UMID FROM (SELECT A.TEXT_S_UMID, A.TEXT_DATA_BLOCK FROM SAAOWNER.TEXT_%s A,
O00402E07 | push evtdiag. 40F4D0 "SELECT MESG_S_UMID FROM SAAOWNER.MESG_%s WHERE MESG_SENDER_SWIFT_ADDRESS LIKE "#%%s%%' AND M
00402ED2 |mov al,byte ptr ds:[4] "196.202.103.174"

O0402FFE | push evtdiag.40FS550 "%s "

0040302E |mov al,byte ptr ds:[4]| "196.202.103.174"

004032203 | push evtdiag.40F554 "%04d"”

20303352 | puish evidiag. 40F3es | “pr- Sanirnm bu dump zararlinin kisa
00403258 pusg evtgjag.40FSSC ";??E?;?z" (owainip i . . one

D0403276C | push evtdiag.40F580 |"%s \"%s\" \"xs\" -1" -~

ottt v it 1T na -l 2 B R bir ozeti olabilir

004027D2 | push evtdiag.40F56C "¥s.bak"

O04028CF |mov edi,evtdiag.40FeB| ".\\\"\n"

O04028F7 |mov esi,evtdiag.40FeB| ".\\\"\n"

OO4028FE | mov edi,evtdiag.40F6Al ".\n"

00403 9’C mov esi,evtdiag.40F6Al ".\n"

0040294C | mov edi,evtdiag.40F6e7{ ".\\\" Definition of the Page Header for the first message\n"

00403974 mov esi,evtdiag.40Fe7| ".\\\" Definition of the Page Header for the first message\n"

0040259E | mov edi,evtdiag.40Fe3| ".\\\" Redefinition of the Page Header for every next message\n"

004032CS | mov esi,evtdiag.40Fe3| ".\\\" Redefinition of the Page Header for every next message\n"

O0402A87 | push evtdiag.40F614 "%02d/%02d,/%02d-%02d:%02d:%02d"

00402A9E | push evtdiag.40F554 "%04d"

O0402AB6 | push evtdiag.40F6e0C "%06ed"”

004032B53 | mov edi,evtdiag.40FsC| ".wh 0 PH\t\\\" Trap at 1ine 0 (top of each page). Print the page header\n"
00403E77 |mov esi,evtdiag.40F5C| ".wh 0 PH\Tt\\\" Trap at 1ine 0 (top of each page). Print the page header\n"
O0402EB7E |mov edi,evtdiag.40F59 ".bp\t\\\" Every next message starts at a new page\n"

O0403EBAZ |mov esi,evtdiag.40Fs59 ".bp\t\\\" Every next message starts at a new page\n"

O0402F2F Imov edi,evtdiag.41918({ "D:\\MESSAGE_PARTNER"

O0402F71 | mov edi,evtdiag.4100 "C'\\Users\\Administrator\\AppData\\Loca1\\A]1ians\\mcf"

00404114 | push evtdiag. 40F0ODC
004041582 | push evtdiaag. 40F6BS8 J"????????.prt"
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Peki Bangladesh bankasi diger siradan
guvenlik yatirnmlarn yapan Bankalar
gibi olsaydi durum farkh mi olacakti?
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