Syn Flood DDoS Saldirilari
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SYN

 TCP’e ozel bir ozelliktir

* TCP oturumlarini baslatmak icin kullanilan TCP bayragi
e Sadece oturumun baslangic asamasinda gorulur

* SYN paketleri veri tasiyamaz

— Istisna durumlar anormallik olarak adlandirilir
— Hping —p 8 0-S localhost —d 100 —E data ...
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Syn Flood

* |Internet diinyasinda en sik gerceklestirilen DDoS saldiri
tipi
* Oldukca kolaydir

e Eger gerekli onlemler alinmamissa 2Mb hat ile 100Mb
hatta sahip olan sistemler devre disi birakilabilir

e Saldiri yapmasi kadar korunmasi da kolaydir
* Genellikle sahte IP adresleri kullanilarak gerceklestirilir
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Neden Kaynaklanir?

 Temel problem

— SYN paketini alan tarafta paketi gonderen onaylanmadan
kaynak ayrilmasi

* Paketi gonderen IP adresinin gercek oldugu
belirlenmeden sistemden kaynak ayirilmamali!
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Ortalama 60 byte

[root@mail ~]% hping -p 80 -5 99.99.99.1 —c 1
HPING 99_99_ 997 r=(bCer 9999991 s 7Ter, 40U headers + 0 data bytes

-——— 099.99.99.1 hping statistic ———
1 packets tramitted, 0 packets received, 100% packet loss

round-trip min/avg/max = 0.0/0.0/0.0 ms
[root@mail ~]#

= maillifeoverip.net - SecureCRT

File Edit Wiew Options Transfer Script Tools Help
I I R RisE & o7 I

mail lifeoverp net |

[root@mail ~]# tcpdump -1 bcel -v —s0 —itn host 99.99.99.1
tcpdump: listening on bcel, Tink-type EN1OMB (Ethernet) —septure-sise-65525-hytes
IP (tos Ox0, ttl 64, id 16922 offset 0, flags [none],/prote TCP (ﬁ) 1ength 40)
91.93.119.80.2636 > 99.99.99_1_80: F1ags [s], cksulp Oxfeae (correct), seq 156218608, win 512, length 0

Gonderilen her SYN paketi icin hedef sistem ACK-SYN
paketi Uretecektir.




TCP Handshake

e 3’|U el sikisma olarak da adlandirilir

C S
SYNc
Store data
SYNs, ACK.
Wait
ACK¢
Connected
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TCP Handshake-I|

 Handshake esnasinda sunucu tarafinda hangi bilgiler
tutulur?

— TCP Control Block (TCB) tarafindan asagidaki bilgileri
tutulabilir

. > 280 byte

* FlowlD, timer info, Sequence number, flow control status, out-
of-band data, MSS, ..

— Half-open TCB verileri zaman asimina kadar tutulur

e Kaynak yeterli degilse yeni baglanti kabul
edilmeyecektir
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SYN Flood Saldirilari

* Normal TCP Isleyisi

— SYN

1)Kaynak Ayir

SYN"ACK 4R Z)C::;Iigeglzl:ne
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— &‘

Oturum Kuruldu e —
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SYN Flood

SYN

W

SYN-ACK

120 saniye bekler

* Bir SYN paketi ortalama 65 Byte

 8Mb hat sahibi bir kullanici saniyede 16.000 SYN paketi
Uretebilir.
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SynFlood

* Hedef sisteme kapasitesinin Gzerinde SYN paketi
gondererek yeni paket alamamasini saglamaktir

* En sik yapilan DDoS saldiri tipidir

* |k olarak 1994 yilinda “Firewalls and Internet Security “
Kitabindan teorik olarak bahsi gecmistir

* |lk Synflood DDoS saldirisi 1996 yilinda
gerceklestirilmistir
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Nasil Gerceklestirilir?

* Syn Flood saldirisi basitce acik bir porta hedef sistemin
kapasitesinden fazla gonderilecek SYN paketleriyle
gerceklestirilir.

* Buradaki “kapasite” tanimi dnemlidir. Teknik olarak bu
kapasiteye Backlog Queue denilmektedir.

e Saldiryi yapan kendini gizlemek icin gercek IP adresi
kullanmaz
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Backlog Queue Kavrami(Kapasite)

* |sletim sistemleri aldigi her SYN paketine karsilik Gclu el
sikismanin tamamlanacagl ana kadar bellekten bir alan
kullanirlar, bu alan TCB olarak adlandirilir

* Bu alanlarin toplami backlog queue olarak adlandirilir.

* Baska bir ifadeyle isletim sisteminin half-open olarak ne
kadar baglanti tutabilecegini backlog queue veriyapisi
belirler.
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Syn Flood Durumu
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Syn Flood Ne Kadar Kolaydir?

 Tahmin edildiginden daha cok!

e Ornek:

— Backlog queue degeri 1000 olan sisteme 1000 adet SYN
paketi gondererek servis veremez duruma getirilebilir.

— 1000 adet SYN paketi=1000*60byte=60.000 byte=468Kpbs

— Bu deger ginimuzde cogu ADSL kullanicisinin sahip oldugu
hat kapasitesine yakindir.
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SynFlood Backscatter Tehlikesi

 SYN Flood saldirilarinda sahte IP kullanilirsa saldiri
yvapilan sistemden geriye dogru binlerce SYN+ACK
paketi donecektir

— Bu da ayri bir saldiri olarak algilanabilir

SYN packets B
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Syn Flood Araclari

* Netstress
* Juno B
o H p i n g htep://wuw.bootharn. com/

http://wuww.bootbarn.com/multiview/youth —
/bootsshoes/motorcyclestyles
http://www.bootharn. com/multiview

 Windows tabanli araclar
* BotNet yonetim sistemleri

Powerful DDOS tools, only for testing usage

Target IP: | [Input Target IP or DNS name]
Port |Bl] [Input Target Port]
Protocal: ~ TCP i L [Choose the protocol]

InformationL"Press “Attack™ hutton to start attack!

Attack Stop Cancel |
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SynFlood Orneg;i

* Amac:Hedef sisteme tamamlanmamis binlerce TCP SYN
paketi gonderip servis verememesinin saglanmasi

e Kullanilan ara¢: Hping
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root@seclabs:~#

root@seclabs:~¥ hping3 --flood -p 80 192.168.1.1 -S

HPING 192.168.1.1 (ethO 192.1 : S set, 40 headers + 0 data bytes
hping in flood mode, no replies will be shown




* Kaynak IP adresi secilen makine aciksa gelen SYN+ACK
paketine RST cevabi donecektir

e Ciddi saldirilarda kaynak ip adresleri canli olmayan
sistemler secilmeli!

root@seclabs:~% hping3 --flood -p 80 192.168.1.1 ¢ —a 192.168.1.111
HPIHNG 192.168.1.1 {eth0 1%2.168.1.1): 5 =et, 40 header=s + 0 data bytes=s
hping in flood mode, no replies will be shown

~r

——— 182.168.1.]1 hping =tatistic ——-—

45740 packets transmitted, 0 packets received, 100% packet loss

round-trip minfavg/max = 0.0/0.0/0.0 ms
root@zseclabs:~# I




Hroot@seclabs:~% hping3 —--flood -p 80 1%2.168.1.1 -5 --rand-source
HPING 192.168.1.1 {(ethO 1592.168.1.1): 5 =et, 40 header=s + 0 data/ bytes
hping in flood mode, no replies wWwill be shown
~C
——— 182 .168.1.1 hping statistic ——-—

38810 packets transmitted, 0 packets received, 100% packet los=sz
round-trip minfavg/max = 0.0/0.0/0.0 m=
root@zeclabs:~# I

root@seclabs:~# tcpdump -i eth0 -n -c 10 not tcp port 22

tepdump: wverbose ocutput suppressed, use -v or —-vv for full protocol decode

li=stening on ethl, link=type—ENI{ME (Ethernet), capture =ize 9& bytes
:00.873725 IP/38.229.94.208.5131 > 192.168.1.1.80:/5 1430370877:1430370877(0) win
:00.874165 IP 51.156.106.34.1132 > 192.168.1.1.80:| 5 1541065602:1541065602 (0) win
:00.8744%6 IP 242.107.203.163.1133 > 192.168.1.1.80: 5|/467335447:487335447(0) win

:00.875104 IF 51.5.104.198.1134 > 1592.168.1.1.80: 5 545-020726:545020726(0) win 512
:00.875434 IF 15.107.158.252.1135 > 152.168.1.1.80: 5 1327695439:13276959435(0) win

:00.87561 IF 105.30.208.236.1136 > 192.168.1.1.80: 5 1854543872:1854543872(0) win
:00.8T762! IF 112.31.252.123.[1137 > 152.168.1.1.80: 5 148664490:1486644530({0) win 5
:00.87 g8 IF 83.148.1138 > 192.168.1.1.80: 5 2016110487:2016110487(0) win 5
:00.876748 IF .84.230.195.1139 > 192.168.1.1.80: 5 577132950:577132950(0) win 51

IP\160.184.35.181,/1140 > 192.168.1.1.80: 5 14783575594:1478357594(0) win




SynFlood DDoS Saldirilari Nasil Anlasilir?

e Temel mantik

— Normalin Gzerinden SYN paketi geliyorsa veya normalin
uzerinde SYN_RECV durumu gozikiyorsa SYN Flood olma
ihtimali vardir
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or E\WINDOWS\system32\cmd.exe

122.168.1.1681 445
192.168.1.101 :445
122.168.1.1681 =445
192.168.1.101 :445
122.168.1.1681 =445
192.168.1.101 :445
122.168.1.1681 =445
192.168.1.101 :445
122.168.1.1681 =445
192.168.1.101 :445
122.168.1.1681 =445
192.168.1.101 :445
122.168.1.1681 =445
192.168.1.101 :445
122.168.1.1681 =445
192.168.1.101 :445
122.168.1.1681 =445
192.168.1.181:445
192.168.1.1681 =445
192.168.1.181:445
192.168.1.1681 =445
192.168.1.181:445
192.168.1.1681 =445
192.168.1.181:445
192.168.1.1681 =445
192.168.1.181:445
192.168.1.1681 =445
192.168.1.181:445
192.168.1.1681 =445
192.168.1.181:445
192.168.1.1681 =445
192.168.1.181:445
192.168.1.1681 =445
192.168.1.181:445
192.168.1.1681 =445
192.168.1.181:445

158.218.161.251:38592
158.220.67.170:2373
158.227.141.162:2956
159.12.124 . 287:3281
152.13.1684.25%1:1770
159.22.8.37:2432
159.32.33.158:2774
159.32.204.134:3847
152.43.187.241:2364
159.67.51.219:2787
152.183.83.148:3243
159.187.35.159:1556
152.135.248.208: 3427
159.173.32.89: 2616
1592.228.183.249:2358
159.245.184.55:2981
161.3.15%8.125%:3814
161.89.67.13%:3349
161.137.98.197:2977
161.184.182.207:276A
161 .220.243.213:2255
162.26.213.247:2917
162.62.223.243:2741
162.978.138.124:3123
162.154.243 251 :3175
162.157.158.74:2718
162.178.6.148:2575
162.183.138.32:2928
163.94.158.8@:2848
163.185.73.1:2476
163.164.178.148:3169
163.191.64.134:2767
163.219.24.130:2716
163.247.158.32:3325
163.251.2541 .94:2823
164.13.12.56:20%6

SYN_RECEIVED
SYN_RECEIVED
SYN_RECEIVED
SYN_RECEIVED
SYN_RECEIVED
SYN_RECEIVED
SYN_RECEIVED
SYN_RECEIVED
SYN_RECEIVED
SYN_RECEIVED
SYN_RECEIVED
SYN_RECEIVED
SYN_RECEIVED
SYN_RECEIVED
SYN_RECEIVED
SYN_RECEIVED
SYN_RECEIVED
SYN_RECEIUED
SYN_RECEIVED
SYN_RECEIUED
SYN_RECEIVED
SYN_RECEIUED
SYN_RECEIVED
SYN_RECEIUED
SYN_RECEIVED
SYN_RECEIUED
SYN_RECEIVED
SYN_RECEIUED
SYN_RECEIVED
SYN_RECEIUED
SYN_RECEIVED
SYN_RECEIUED
SYN_RECEIVED
SYN_RECEIUED
SYN_RECEIVED
SYN_RECEIUED




Sahte IP Kullaniminin Dezavantaijlari

* Synflood saldirisinda sahte IP adresleri kullanilirsa

— Her gonderilen SYN paketine karsilik hedef sistem sahte IP
adreslerine SYN ACK paketi dénecektir.

— Bu durumda sahte IP adreslerinin gercek sahipleri sizden ACK
flood saldirisi geliyormus zannedebilir

— Saldirgan belirli bir firmanin IP Adresinden geliyormus gibi
SynFlood Saldirisi gébnderebilir
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SynFlood Saldirilarint Engelleme

* Syn Flood Saldirisi gerceklestirme cok kolaydir
* Syn flood saldirilarini engellemek cok kolaydir

* Syn flood saldirilari icin tim dunya iki temel ¢c6zima
kullanir
— Syn cookie
— Syn proxy

* Bu iki ¢c6zUm haricinde endustri standarti haline gelmis
baska c6zim bulunmamaktadir

— Farkli adlandirmalar kullanilabilir(syn authentication gibi)
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Klasik TCP Baglantisi

* Normal TCP baglantilarinda gelen SYN bayrakli pakete
karsilik ACK paketi ve SYN paketi gonderilir.

e Gonderilen ikinci(sunucunun gonderdigi) SYN paketinde
ISN degeri random olarak atanir ve son gelecek ACK
paketindeki sira numarasinin bizim gonderdigimizden
bir fazla olmasi beklenir.

* Son paket gelene kadar da sistemden bu baglanti icin
bir kaynak ayrilir(backlog queue)

— Eger SYN paketine dénen ACK cevabi ilk sny paketininin
ISN+1 degilse paket kabul edilmez.
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SynCookie Aktifken TCP Baglantisi

* Syncookie aktif edilmis bir sistemde gelen SYN paketi
icin sistemden bir kaynak ayrilmaz

* SYN paketine donecek cevaptaki ISN numarasi 6zel
olarak hesaplanir
(kaynak.ip+kaynak.port+.hedef.ip+hedef.port+x degeri)
ve hedefe gonderilir

 Hedef son paket olan ACK’i gonderdiginde ISN
hesaplama islemi tekrarlanir ve eger ISN numarasi
uygunsa baglanti kurulur

— Degilse baglanti iptal edilir
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SYN Cookie Degeri

cookie = hash(saddr, daddr, sport, dport) + sseq

where

saddr : Source IP Address

daddr : Destination IP Address
sport : Source Port

dport : Destination Port

sseq : Source Sequence Number.
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Sny Cookie-I|

* Boylece spoof edilmis binlerce ip adresinden gelen SYN
paketleri icin sistemde bellek tiketilmemis olacaktir ki
bu da sistemin SYNflood saldirilari esnasinda daha
dayanikl olmasini saglar.

* Syncookie mekanizmasi backlogqueue kullanmadigi icin
sistem kaynaklarini daha az kullanir

* Syncookie aktif iken hazirlanan 6zel ISN numarasi
cookie olarak adlandirilir.
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SynCookie Dezavantajlari

* Syncookie’de 6zel hazirlanacak ISN’ler icin Gretilen
random degerler sistemde matematiksel islem glcu
gerektirdigi icin CPU harcar

* Eger saldirinin boyutu yuksekse CPU performans
problemlerinden dolayi sistem yine darbogaz yasar

 DDOS Engelleme Urunleri(bazi IPS’ler de ) bu darbogazi
asmak icin sistemde Syncookie 6zelligi farkli CPU
tarafindan isletilir
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SynCookie Dezavantajlari-Il

* Syncookie 6zelligi sadece belirli bir sistem icin acilamaz.
— Ya aciktir ya kapali
— Bu 0ozellik cesitli IPS sistemlerinde probleme sebep olabilir.

* Syncookie uygulamalarindan bazilari TCP seceneklerini
tutmadigi icin bazi baglantilarda sorun yasatabilir.
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SYN Cookie Alt etme

e Sunucu tarafinda kullanilan syncookie ozelligi istemci
tarafinda da kullanilarak sunucudaki syncookie 6zelligi
ise yaramaz hale getirilebilir.

* Boylece istemci kendi tarafinda state tutmaz, sunucu
tarafinda da 3’lU el sikisma tamamlandigl icin baglant
acik kalir(uzuun sire)

* Sockstress, scanrand araclari
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TCP Connection Flood

* Hedef sisteme 1000 adet SYN paketi gonder

* Gelen SYN+ACK paketlerindeki ISN numarasini al
— Bir fazlasini ekleyerek ACK paketi gonder

— Hedef sistemde 3’li el sikisma tamamlanmis ve Syncookie
devreden cikmistir

* Ayniislemi tekrarla
— Hedef sistemin state tablosu dolunca birak!

* Syncookie atlatma icin etkili bir saldiri ydntemidir

* Rate limiting uygulayan Firewall/IPS’ler tarafindan
rahatlikla yakalanabilir
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SynProxy

* SynProxy, adindan da anlasilacagi tizere SYN paketlerine
karsi proxylik yapmaya yarayan bir 6zelliktir.

* Guvenlik duvarlarinda ve Syncookie’nin kullaniminin
sikintil oldugu durumlarda rahatlikla kullanilabilir.

e Syncookie gibi arkasinda korumaya aldigi sistemlere
gelecek tum SYN paketlerini karsilar ve ucla el sikisma
tamamlandiktan sonra paketleri korudugu sistemlere

yonlendirir.
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SynProxy Mantigi

e Sadece oturum kurulmus TCP baglantilarini sunucuya
gecir!
SYN/30

SYN/ACK ~30 SynProxy

Svn Proxv
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SynProxy Dezavantajlar

* Synproxy’de proxylik yapan makine state bilgisi
tuttugundan yogun saldirilarda state tablosu sisebilir
* Synproxy ya hep aciktir ya da kapal

— Belirli degerin lizerinde SYN paketi gelirse aktif et 6zelligi
yoktur
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Stateless SynProxy

* Syncookie ve synproxy 6zelliklerinin birlestirilmis hali
* Syncookie’nin avantaji olan state tutmama 6zelligi

* Synproxy’nin esnekligi alinarak olusturulmustur

* Enideal ¢c6zim olarak bilinir.

DoS/DDoS Saldirlari ve Korunma Yollari - 2010 Bilgi Guvenligi Akademisi



e Tcp timeout degerlerini dustirme

TIMEOUTS :

tcp.first 120s
tcp.opening 30s
tcp.established 86400s
tcp.closing 900s
tcp.finwait 455
tcp.closed 90s
tcp.tsdiff 30s
udp.first b0s
udp.single 30s
udp.multiple 60s
icmp.first 20s
icmp.error 10s
other.first 60s
other.single 30s
other _multiple bls
frag 30s
interwval 10s
adaptive.start 60000 states
adaptive.end 120000 states
src.track Os




Syn Flood Engelleme

* Synflood engelleme standarti:Syncookie/SynProxy

* Linux sistemlerde Syncookie ile yapilabilir
— Syncookie STATE tutmaz, state tablosunu kullanmaz

* OpenBSD PF Synproxy

— En esnek cozim: ip, port, paket 6zelliklerine gore aktif
edebilme ya da kapatabilme 6zelligi

— pass in log(all) quick on Sext_if proto tcp to Sweb_servers
port {80 443} flags S/SA synproxy state

— (((Loglama sikinti ¢ikarabilir)))
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SynFlood Engelleme-II

 TCP timeout degerleriyle oynama

— Default degerler ylksektir...

— Saldiri aninda dinamik olarak bu degerlerin 1/10’a disdrilmesi saldiri etkisini
azaltacaktir.

e Linuxicin sysctl ile (manuel)
* OpenBSD PF i¢in

— set timeout {tcp.first 10, tcp.opening 10 tcp.closing 33,
tcp.finwait 10, tcp.closed 20} gibi... Ya da

* Packet Filter adaptive timeout 6zelligi!

— State tablosu dolmaya basladikca timeout degerlerini
otomatik azalt!

DoS/DDoS Saldirlari ve Korunma Yollari - 2010 Bilgi Guvenligi Akademisi



SynFlood engelleme-II|

e Rate limiting(bir ip adresinden 500’den fazla istek
geldiyse engellenecekler listesine ekle ve o ip adresine
ait oturum tablosunu bosalt)

* OpenBSD Packet Filter

— ... flags S/SA synproxy state (max-src-conn 500, max-src-
conn-rate 100/1, overload <ddos_host> flush global)

* Linux iptables moddulleri

— -m limit, recent vs
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SynFlood engelleme-IV

* Beyaz liste, kara liste uygulamasi
— Daha once state olusturmus, legal trafik gecirmis ip adresleri

 Ulkelerin IP bloklarina gére erisim izni verme
— Saldiri aninda sadece Turkiye IP’lerine erisim acma
(((1P spoofing kullanildigi icin ¢cogu zaman ise yaramaz)))

 DNS round-robin & TTL degerleriyle oynayarak engelleme

DoS/DDoS Saldirlari ve Korunma Yollari - 2010 Bilgi Guvenligi Akademisi



Linux Syncookie dezavantajlari

 Donanim iyiyse yeterli koruma saglar
— Syncookie CPU’ya yuklendigi icin CPU %100’lere vurabilir
— Ethernet kartinin Gretecegi IRQ’lar sistemi zora sokabilir

* Sadece kendisine syncookie korumasi saglar

* 1/0. Ac - kapa ozelligindedir, cesitli uygulamalarda
SYNcookie sikinti cikartabilir. Bir port/host icin kapama
ozelligi yoktur
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SynProxy Dezavantajlar

* SynProxy=State=Ram gereksinimi
e State tablosu ciddi saldirilarda cok cabuk dolar

— 100Mb~=200.000 SYN=200.000 State
* 40 saniyede 8.000.000 state = ~5GB ram ...

— Tcp timeout degerlerini olabildigince diustrmek bir c6zim
olabilir

* Timeout suresi 5 saniye olursa ?

(((Genel Coziim: Stateless SynProxy ¢oziimii)))
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Rate limiting dezavantajlar

« Akill saldirganin en sevdigi koruma yontemidir©
* Neden?
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Diger TCP Flood Saldirilari

e Sik gorulmese de FIN, ACK ve RST Flood saldirilari da
DDoS amach kullaniimaktadir
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ACK, FIN, PUSH Flood Saldirilari

* SynFlood’a karsi 6nlem alinan sistemlerde denenir.

* Hedef sisteme ACK, FIN, PUSH bayrakli TCP paketleri
gondererek guvenlik cihazlarinin kapasitesiniz zorlama

* Diger saldiri tiplerine gore engellemesi oldukca kolaydir
e Etki duzeyi dustktar
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ACK,FIN,PUSH Saldirilari Engelleme

* Gelenilk paketin SYN paketi olma zorunlulugu, oturum
kurulmamis paketleri dustiirme

* OpenBSD Packet Filter
— scrub all
* Linux

— Iptables kurallari
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#* root@seclabs: ~

root@seclabs:~# hping3 --flood -p 80 192.168.1.1¢-F

HPING 152.168.1.1 {(eth0 152.168.1.1): F =set, 40 headers 4 0 data bytes
hping in flood mode, no replies will be shown

~C

-—— 152.168.1.1 hping =statistic ---

27105 packets transmitted, 0 packets received, 100% packet loss
round-trip minfavg/max = 0.0/0.0/0.0 ms

root@seclabs:~# I

#? root@seclabs: ~

root@seclabs:~% topdump -i ethd -mn -c 10 not tcp port 22

topdump: verbose output suppressed, use -v or —-vv for full protocol decode

listening on ethl, link-type EN10ME (Ethernet), capture size 96 bytes
:47.358100 IP 1982.168.1.103.2982 > 15%2.168.1.1.80: F TT7T1018700:771018700(0) win 51
:47.358567 IP 19%2.168.1.103.259¢ > 1%2.168.1.1.80;: F |2047513142:2047513142(0) win
:47.358782 IP 19%2.168.1.103.2959¢ 152.168.1.1.80: 1500695861 15006595861 (0)
:47.3559244 TP 19%2.168.1.103.2959¢ 152.168.1.1.80: 1607192321:1607152321 ({0)
:47,.3559453 IP 192.168.1.103.2959¢ 152.168.1.1.80: 1558542882 :1958942882 (0) win
:47.359646 IP 192.168.1.103.2987 152.168.1.1.80: 1262053230:1262053230(0) win
:47.360091 IP 19%2.168.1.103.259484 152.168.1.1.80: 834603036:834603036(0) win 51
147.360297 152.168.1.103.29i 182.168.1.1.80: T786818150:786818150(0) win 51

:47.360451 IP 152.168.1.103 152.168.1.1.80: i i 8:15829986598 (0) win

147.360872 IP L168.1.103 152.168.1.1.80: 55851824:55851824 (0) win 512
10 packets captured




eclabz:~#

eclab :

152.1 1.1 (ethD 192.168.1.1):
in flood mode, no replies will be

1 packets transmi
round-trip min/avg/mas:
root@seclabz: ~# I




