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e 1995 Netscape, Brendan Eich tarafindan
gelistirildi.

* Dinamik olmasinin yaninda en énemli iki
ozelligi;
— Lambda
— Closure

Guvenli Web 2.0 Egitimi© 2014 |Bilgi Giivenligi AKADEMISI | www.bga.com.tr



Javascript - Lambda

var ikiEkle = function (x) {
return X + 2;

}
ikiEkle(3); //sonuc5
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Javascript - Closure

function birEkle (y) {
return function() {
returny + 1;

5

}
var x = birEkle(5);

X(); //sonug6
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* Diger servislerin verilerinin birlestirilmesi ve
sunulmasi ile olusturulan servis tipidir.

* Baskasinin aklini kullanmak
* Mashup tipleri; B (oo

O YouTube (10%)
B Flickr (9%)

B Amazon (6%)
B Facebook (6%
I Twilic {5%)

[ LastFM (3%)
CJEBay (3%)

[ Google (2%:)

— |stemci tarafli
— Sunucu tarafli

Programmableweb.com 12/24/12

Mashup’larda Kullanilabilen
Popliler Servisler
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Istemci Tarafli Mashup

Uygulama

Browser

AJAX Kutuphanesi
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Sunucu Tarafli Mashup

Browser

Uygulama AJAX Kutluphanesi
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AJAX

* Asynchronous JavaScript and XML

* Asenkron web uygulamalari gelistirmek icin
kullanilan birbirleri ile uzaktan ilgili web
gelistirme teknolojileridir;

— Javascript

— DOM, HTML, CSS

— XMLHttpRequest nesnesi
— JSON (XML daha azinlikta)
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Senkron

1. Kullanici linke tiklar

BEKLEME ZAMANI

—

2. Uygulama cevap doner

UYGUALAMA
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Asenkron

Kullanici linke tiklar

\ <
% Kullanicl butona basar E
S <
g \< —
%s & <
& B D)
>
< D
‘ 4 >
D)
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AJAX Ornegi

<script type="text/javascript">
function sH(str){

// kod

}
</script>
<form>

Isim: <input type="text" ="sH(this.value)" />
</form>

Oneriler: <span id="txtHint"></span>
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AJAX Ornegi — Istek / Cevap

|| http:/flocalhost/ajaxfindex.php | + |

Asagidaki alana 1s1m vazmava baslayiniz:

[s1m: IEI

Oneriler: Ahmet _ Aml

- 1
et "=t| <5 a:=f| ﬂ Console HTML (S5 Script DOM | Net v | Cookies

sw | Clear  Persist || Al HTML CSS IS XHR  Images Flash  Media
URL Status Domain Size Remote IP
=/ GET gethint.php?qg=a 200 0K localhost 168 ::1:80
Params Headers Response ~Cache HTML Cookies

Ehmet Anil

1 reguest 16 B
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AJAX Veri Transfer Sekilleri

« XML

— Yari yapisal dil
— Javascript kullanilan istemciler icin anlamsiz

* JSON

— Javascript tabanli bir notasyon sekli
— Javascript kullanilan istemciler islemeye hazir yapi
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INJOL\\

e Javascript tabanl hafif siklet veri iletisim
formatidir.

XML ile karsilastirildiginda, daha okunakli ve
anlasilir ve daha kolay parse edilebilir.

“name” : “hagi” , “name” : “ronaldo” }

”

[“ulvi” , “riza”, “metin”, “cevat” ]

{ “names” : [“feyyaz”, “clineyt”, “mujdat”] }
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XML vs. JSON

<menu id="file" value="File">

<popup>
<menuitem value="New" onclick="CreateNewDoc()" />

<menuitem value="Open" onclick="OpenDoc()" />

</popup>
</menu>

{"menu": {
Ilidll: Ilfilell'
"value": "File",

"popup”: {
"menuitem": [

{"value": "New", "onclick": "CreateNewDoc()"},

{"value": "Open", "onclick": "OpenDoc()"}

11
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Guvensiz Callback’ler

* Dinamik script’ler ile yapilan asenkron veri
aktarimi

istek >

/insecurecallback/cntcts.php?callback=showContacts&qg=a

————

cevap

=

”»n

showContacts([“ahmet”,"veli”,“cevdet”]);
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Guvensiz Callback’ler - Saldiri

* CSRF kullanilarak kontak listesinin calinmasi

<script type="text/javascript">
function hijacked (contacts){
alert(contacts);
}
</script>
<script src="http://hedef/cntcts.php?callback=hijacked&q=*">
</script>
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Guvenli JSON Yonetimi

* JSON verisinin islenebilmesi icin model
nesnelere donustlrulmesi gerekir.

* DOnlstlirme islemi sirasinda olusabilecek
injection problemleri engellemek icin JSON
verileri mutlaka yapisal olarak denetlenmelidir.
— Sunucu tarafinda JSON veriyi alirken

— Sunucu tarafinda JSON veriyi istemciye
gonderirken

— |stemci tarafinda JSON veriyi alirken
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JSON Denetim Noktalari

JSON kontroli

Istemci —_—

JSON kontroli

Istemci S

JSON kontroli

istemci Sy
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Uygulama

Uygulama




JSON Denetimi - Java

JSONParser jsonParser = new JSONParser();

try{
JSONObject json = (JSONObject)jsonParser.parse(jsonString);

)

catch(ParseException pe){
// invalid JSON
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JSON Denetimi - Javascript

isValid = true;

try{
obj = JSON.parse(json);

}
catch(e){

// Invalid JSON
isValid = false;

}
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JSON Hijacking

e 2006'da Gmail’de bulunan bir zafiyet ile
populer olan bir zafiyettir.

* Modern browser’lar ile beraber ginimuzde
dustk seviyeli bir zafiyettir.
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JSON Hijacking — Senaryo

SALDIRGANIN WEB
SITESI

[‘ahmet’, ‘veli’, ‘cevat’, ‘seyhmus’]

GET / HTTP/1.0
GET /ArkadaslarimiGetir.do HTTP/1.0

o HTML
Cookie: JESSIONID=3asdkasdja

kullanici >
a <
[‘ahmet’, ‘veli’, ‘cevat’, ‘seyhmus’]
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JSON Hijacking - Kod

function Array(){
var orjinalArray = this;
var yeniArray = function(){
for(var x in orjinalArray)

“un,

calinanlListe += orjinalArray[x] + “”;

// calinanListe’yi gonder
}

// this nesnesinin dolmasini bekle

setTimeout(yeniArray, 150);

Guvenli Web 2.0 Egitimi© 2014 |Bilgi Giivenligi AKADEMISI | www.bga.com.tr




JSON Hijacking - Exploit

<html>
<head>
<script> {Array OVERRIDE} </script>
</head>
<body>

<script src="http://sosyalag.com/ArkadaslarimiGetir.do”>
</script>
</body>
</html>
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JSON/Javascript Onlemler

e Eski tarayicilaricin;

— Hassas bilgi donen AJAX isteklerinin GET yerine
sadece POST ile calistiriimasi

— JSON array yerine JSON object donlilmesi {...}
— CSRF token’lari
— Hassas bilgi;

e Kullanic listesi, profili, mesajlari, gecmisi v.b.

* Kisisel bilgiler; adres, telefon, isim soyisim, v.b.
» Saglik bilgileri, finansal bilgiler v.b.
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Cross Domain Access - CORS

 SOP’un yani Ayni Kaynak Politikasi’nin
uyguladigl cross domain istek kisitlamalarina
karsi gelistirilen bir W3C standardidir.

e Kaynak: {protokol, alan ismi, port}
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SOP

istemci

sunucu

& 4
http://abc.com/one.js

Xyz.com
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SOP ByPass

http://abc.com/one.js
4 ) 4 )

<>
< Ammd Y

proxy istekleri
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CORS Ornek

http://abc.com/one.js

= GET / HTTP/1.1 —_—

Host: xyz.com
Origin: abc.com

HTTP/1.1 200 OK
e Access-Control-Allow-Origin: *
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CORS - Browser Destegi

105

Firefox Chrome Safari Opera Safari

7.0 14.0 20.0 4.0 11.5 4.0-4.1
8.0 15.0 21.0 5.0 11.6 4.2-4.3
9.0 16.0 22.0 5.1 12.0 |5.0-5.1
10.0 17.0 23.0 6.0 12.1 6.0
18.0 24.0 12.5
19.0 25.0

Opera Android Blackberry Opera Ch;[?rm . Fﬁﬁiﬂx
Mini Browser Browser Mobile Android  Android

2.3 11.0

3.0 11.1

4.0 11.5
5.0-7.0 4.1 7.0 12.0 18.0 15.0

10.0 12.1
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Guvenli CORS Stratejileri

e Access-Control-Allow-Origin: * degeri dikkatli
kullaniimalidir.

Access-Control-Allow-Origin: *

Access-Control-Allow-Origin: www.izinverilendomain.com
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Guvenli CORS Stratejileri

* Origin: domainismi degeri klasik yetkilendirme
kontrolleri icin kullanilmamalidir.

String origin = request.getHeader(“Origin”);
if(origin!=null && origin.equals(“www.abc.com”))
// hassas bilgileri istemciye don
else
// normal sayfay goster
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Guvenli CORS Stratejileri

* Origin bashginin degeri hedef uygulamalarda
mutlaka kontrol edilmelidir.

response.setHeader(“Access-Control-Allow-Origin”, “www.abc.com”);
// istegi islemeye devam et

String origin = request.getHeader(“Origin”);
if(origin!=null && origin.equals(“www.abc.com”))

response.setHeader(“Access-Control-Allow-Origin”, “www.abc.com”);
else

return; // istegi islemeden don
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DOM Tabanli XSS

e Javascript’in neden oldugu XSS cesididir.

<script>
function printName(){
var index = length = document.URL.length;
if(document.URL.indexOf("name=") = -1)
index = document.URL.indexOf("name=") + 5;
var substr = document.URL.substring(index,length);
document.write(unescape(substr));

}
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DOM Tabanli XSS - Senaryo

T — _loj x|
|[:’j DOM Based X55 Demo | - |
* 192, 168. 1. 42 /dombased findex. phpfname =HAKKI o | @ ﬁ‘ ﬂ" L
Welcome to our site HAKKI! :I
®. Hy | £ o | = || *L:m... HTML €55 Script DOM | MNet = | L SEE
4u | Cear  Persist || Al HTML €s5 35 XHR Images Flash  Media
URL Status Domain Size Remote IP Timeline
- GETindex.p 200 0K 192.168.1.42 4658 192.168.1.42:80 || 3ms
Params Headers Response Cache HTML Cookies
name HAEEI Sunucuya giden parametre
1 request 465 B Ims (onload: 40ms)
x WA @
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DOM Tabanli XSS - Senaryo

| DOM Based X5 Demo | + |

é 192, 168, 1. 42/dombased/index. phps#name =PREKAZI - | @ 'ﬁ ﬂ' |-

Welcome to our site PREKAZI!

_— 1 —
8- ‘ £ o ‘ = ‘ | *L:m... HTML (S5 Script DOM  MNet~ | {* | R BEE
i | Cear Persist || Al HML CS5 15 XHR Images Flash  Medi
URL Status Domain  Size RemoteIP  Timeline -
- GETindex 200 OK 192.168.1.42 465B  192.158.1.42:80 10ms

Headers Response HTML Cookies

Response Headers  Sunucuya giden parametre yok!

Cache-Control no-store, no-cache, must-revelidate, post-check=0, pre-check=0
Connection Eeep-Rliwve
Content-Encoding gzip
Content-Length 4&5%
Content-Type text/html

Date Sun, 07 Oct 2012 11:14:58 EMT
Crrmimme  Thoas 10 Keawe 1009 00« 0% =00 05T _ILI
k
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DOM Tabanli XSS - Senaryo

| | DOM Based %55 Demo | + |

i
ke

é 192, 168. 1. 42 /dombased index. php#name =<script=alert|

Welcome to our site !

-
®- g ‘ < o ‘ = | *Lm... HTML CSS Script DOM | Net v | P SHEC
i | Cear Persist || Al HTML €S5 35 XHR Images Flash  Media

URL Status Domain Size Remote IP Timeline -
- GET scriptd 200 OK 192.168.1.42 4498  192.168.1.42:80 |

Headers Response HTML Cookies
Response Headers Sunucuya giden XSS String yOk!

Cache-Control no-store, no-cache, must-revalidate, post-check=0, pre-check=0

Connection Eeep-Zliwve
Content-Encoding g=zip
Content-Length 443
Content-Type text/html
Date Sun, 07 Oct 2012 11:34:53 GMT _ILI
b

10 Beer 140011 AS-C7 -A0 MT

= Thmaa
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DOM Tabanli XSS - Onlemler

e HTML Kodlama kullanilmasi

element.innerHTML = “<%= HTMLEncode(param) %>";
element.outerHTML = “<%= HTMLEncode(param) %>";

document.write(“<%= HTMLEncode(param) %>");

document.writeln(“<%= HTMLEncode(param) %>");
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DOM Tabanli XSS - Onlemler

* Javascript Kodlama kullaniimasi

var x = document.createElement(“input”);
x.setAttribute(“name”, “cname”);
x.setAttribute(“value”, “<%= JSEncode(param) %>");
var form1 = document.forms|[0];

forml.appendChild(x);
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Istemci Tarafli Kodlama

* Browser’da, guivensiz mashup kaynaklarini
cagiran javascript uygulamalarinin almasi
gereken onlemler

e Sunucu tarafli XSS koruma yéntemlerinin
istemci tarafindaki versiyonu

e JQEncoder
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Istemci Tarafli Kodlama

Uygulama Istemci
CSS/URL/Javascript

HTML/HTMLAttribute
kodlama
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HTML ve HTML Attribute Kodlama

HTML Kodlama:
S('#item1').html(data[0]);

S('#item1').html(S.encoder.encodeForHTML(data[0]));

HTML Attribute Kodlama:
S('#item?2').html('<div width="" + data[1] + '">");

ec = S.encoder.encodeForHTMLAttribute('width', data[1], false);

S('#item2').html('<div ' + ec+ '>);
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Javascript ve URL Kodlama

Javascript Kodlama:
$("#item4').html('<div onclick="s=\" + data[3] + "\"">');

ec = S.encoder.encodeForlavascript(data[3]);
S('#item4').html('<div onclick="s=\" + ec + '\'">');

URL Kodlama:
S('#item5').html('<a href="?a=' + data[4] + "">link</a>');

ec = S.encoder.encodeForURL(data[4]);
S('#item5').html('<a href="?a="' + ec + "">link</a>");
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CSS Kodlama

CSS Kodlama:
S('#item3').html('<div style="color:' + data[2] + ';">");

ec = S.encoder.encodeForCSS('background-color', data[2], false);

try{
S('#item3').html('<div style=""' + ec + "">');

}
catch(e){

alert('encodeForCSS throws exception: ' + e);

}
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SOA Guven Karmasasi

e Servis tabanli mimaride karsilasilan en buyuk
dizayn problemlerinde biri gliven karmasasidir.

e Servis veren veya tuketen bilesenler glivenlik
kontrollerini birbirlerinin sorumlulugu olarak
gormektedirler.

* Bu "yanlis sorumluluk transferi" ciddi guvenlik
problemlerine yol acmaktadir.
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SOA Guven Karmasasi

|
istemci |  sunucu

|
I ] .
! Ben intranet’teyim,
|

SN uygulama tarafina
I oe ]

glveniyorum!

Ekim 2009

Zamanim az,
web servis tarafi
kontrolleri
yapmistir!

/
Kasim 2012

4

intranet web servis

\
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Kontrol Stratejisi

 SOA'nin mantigina uygun olarak her servis
aldigi parametre degerleri ile yapabilecegi
maximum kontrollG gerceklestirmelidir.

function paraOde(int id, String tamisim, String tckno, int miktar,
DateTime odemeTarihi, String ccNo){

// tckno ile tamisim ortlistiyor mu?

// odemeTarihi uygun mu?

// ccNo ile tamisim ortlistiyor mu?

// miktar dogru mu?

// ...
}
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BGA lletisim

4 A
2 www.bga.com.tr
_ blog.bga.com.tr y
(EEOE A
RS twitter.com/bgasecurit
G /bg y
Kﬂu facebook.com/BGAkademisi y
4 A
bilgi@bga.com.tr
egitim@bga.com.tr Y
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