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Ben Kimim?
I
* Bilgi glivenligi Uzmani(is hayati) |

* Ag glvenligi arastirmacisi(gercek hayat)

» Ozgir yazilim destekcisi
— Hayatini 6zgur yazilimdan kazanan sansli insanlardan!

e Kidemli DDOS uzmani ©

e Guvenlik egitmeni
— www.guvenlikegitimleri.com

e Gunlukecd!
— www.lifeoverip.net




Neden DDOS Sunumu?

I
* GUn gectikce 6nemi artan bir konu

e Tehdit siralamasinda en ustlerde

— En blyilk eksiklik temel TCP/IP bilgisi
— Tecrubesizlik

 DDOS urunleri cok pahal

 DDOS urunleri -eger onlari iyi yapilandirmazsaniz-
ISe yaramaz.

» Ozgir yazilimlarla engellenebilecek DDOS

saldirilarint analiz etme ve onlem alma...




Ajanda

e Genel tanim ve istatistikler

 DOS/DDOS Saldiri Cesitleri ve Teknik altyapi

* DOS/DDOS Saldirilarini Ozgir yazilimlarla analiz
etme ve engelleme

— OpenBSD Packet Filter kullanimi
— Snort & Ormon & tcpdump kullanimi




Bilinmesi gerekenler...
I
* Gelen DDOS saldirisi sizin sahip oldugunuz

bantgenisliginden fazlaysa yapilabilecek cok sey
yok!

 DDOS saldirilarinin buyudk cogunlugu bantgenisligi
tasirma seklinde gerceklesmez!

Largest Attack Observed — Past 12 Months

W <100 Mbps B 100-500 Mbpe
W 4-10Ghpe 10+ Ghpe

Giircistan DDOS saldirisi
200-800 Mbps arasi




Terimler

* |P Spoofing

* DOS

 DDOS

e SYN, FIN, ACK, PUSH ...

* BotNet

* Flood

 RBN(Russian Business Network)




DOS/DDOS Saldiri Istatistikleri
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Source: Arbor Networks, Inc.




Giincel DDOS Ornekleri

hozilla Firefox
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Gercek Hayattan DDOS Ornekleri

I
e Karsilastigim saldirilarin “en” leri...

 En uzun DDOS saldirisi: 4 gun
* En yuksek kapasiteli saldir1 2.5 Gb

e En komik DOS saldirisi: 2Mb ile 1Gb’lik hatti
indirme

e En etkili DOS saldirisi :Bind DOS




Kimler Neden Yapar?

—————_ — |
e Ev kullanicilari (ADSL vs)

— Kucguk sitelere HTTP GET Flood seklinde
— Genelde tehlikesizdirler

* Hackerlar/Profesyoneller

— Botnet olustururken sadece son kullanicilardan degil,
sunucu sistemlerden faydalanirlar

— Bir sunucu ~1000 istemci gucunde trafik Gretebilir

— Ozellikle Linux sunuculardaki gtivenlik acikliklari cok
kullanthir

* Ellerinde saglam kaynaklar vardir

— Bazilari bu kaynaklari satar(RBN)
— GUnluk 10 Gb atak 300 S vs
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DOS/DDOS Cesitleri

I
 Bandwidth sisirme

— Udp flood, icmp flood (diger tim tipler)
* Kaynak tuketimi(Firewall, server)
— Synflood, ACK/FIN flood, GET/POST Flood, udp flood

* Programsal hata
— Bind DOS

 Protokol istismari
— DNS amplification DOS

e Spoof edilmis IP kullantimis mi ?....




DDOS-1:Bandwidth Sisirme

T TT——
e Onlemenin yolu yoktur

— Surahi bardak iliskisi
* |SP seviyesinde engellenebilir...

e L7 protokolleri kullanilarak yapilan DDOS’larda
saldiri trafigi cesitli yontemlerle ~6’da birine
dusurulebilir
— HTTP GET flood 400 Byte
— IP Engelleme sonrasi sadece syn 60 byte




DDOS-II:Ag/glivenlik cihazlarint yorma

 Amac ag-guvenlik sistemlerinin kapasitesini
zorlama ve kaldiramayacaklari kadar yuk bindirme

* Session bilgisi tutan ag/glivenlik &
Cihazlarinin kapasitesi sinirhdir




Biraz TCP/IP bilgisi...

I
e Saldirilarda kullanilan paket cesitleri ve boyutlari




TCP SYN Paketi

Ortalama 60 byte

[root@mail ~1% hping -p 80 -5 99.99.99.1 c 1
HPING 99.99 F y , headers + 0 data bytes

-———99.99.99_.1 hping statistic ———

1 packets tramitted, 0 packets received, 100% packet Tloss
round-trip min/avg/max = 0.0/0.0/0.0 ms

[root@mail ~]#

File Edit WView Options Transfer Script Tools Help

DHRPIR =B FE FRY 2 T

|mai|.|ifeoven'p.ne°t|

[root@mail ~]# tcpdump -1 bcel -v —-s0 —tn host 99.99.99.1

tcpdump: Tistening on bcel, Tink-type EN1OMB (Ethernet) : 55525-bytes

IP (tos Ox0, ttl 64, id 16922, offset 0, flags [nonel, /proto TCP (6), length 40)
91.93.119.80.2636 > 99.99.99.1_80: Flags [5], cksulpn Oxfeae (correct), seq 156218608, win 512, length 0

Gonderilen her SYN paketi icin hedef sistem ACK-SYN
paketi Uretecektir.




UDP Paket Boyutu

Ortalama 30 byte

[root@mail ~]#

[root@mail ~]#

[root@mail ~]#{hping -p 53 —-udp i i -

HPING 99.99_99_ T S R e b e b e i i - 28 headers + 0 data bytes

——— 99.99.99.1 hping statistic ——

1 packets tramitted, 0 packets received, 100% packe¥% loss
round-trip min/avg/max = 0.0/0.0/0.0 ms

[root@mail ~]#

File Edit View Options Transfer Script Tools Help

HPVRIY =RQ | RS EFHY | T
Imail.l'rfeoveﬁp.ne‘tl

[root@mail ~]# tcpdump -1 bcel -v -s0 -itn host 99.99.99.1
tcpdump: listening on bcel, link-type EN1OMB (Ethernet), capture size 65535 bytes

IP (tos Ox0, ttl 64, id 54669, offset 0, flags [none], proto UDP (17).( length 28)
91.93.119.80.2808 > 99.99.99.1.53: [|domain]




HTTP GET Paket Boyutu

- Ortalama 100-400 byte

File Edit View Go Capture Analyze Statistics Telephony Tools Help

= & & | i 28 A+ »TFL||BEB Qb WdBx B
Filter: Iip.dst ==191,93.119.77 *  Ewpression... Clear Apply
Mo. - Time Source Destination Protocol Info

es captured)

(00:1b:38:c3:d3:a0), Dst: All-HSRP-routers_c6 (00:00:0c:07:ac:ce)
, Dst: 91.93.119.77 (91.93.119.77)

545 (33545), Dst Port: http (8B0), Seq: 1, Ack: 1, Len: 371

Frame 4 (425 bytes on wire, 42
Ethernet II, Src: CompalIn_c3:d
Internet Protocol, src: 10.200.43.14
Transmission Control Protocol, src Port:
Hypertext Transfer Protocol

OHEFHKEHK

Host: hackme. lifeoverip.netirin
User-agent: Mozilla/5.0 (windows; U; windows NT 6.1;
Accept: text/html,application/xhtml+xml,application/xml;
Accept-Language: en-us,en;g=0.5%r%n

Accept-Encoding: gzip,deflatelrin

Accept-Charset: IS0-8859-1,utf-8;q=0.7,%;q=0.7%r%n
Keep-Alive: 115%r'\n

Connection: keep-alivelr‘n

\rin

Us: rv:1.9.2) Gecko/20100115 Firefox/3.6%r\n
9,*/*;g=0.8\r\n

~400 Byte




100-1000 Mb ile neler yapilabilir?

e Saldiri Tipine gore

— SYNFlood olursa

e [100 Mb 200.000 pps]
* [1Gb 2.000.000 pps]

— UDP flood olursa

 [100Mb 400.000pps]
* [1Gb 4.000.000 pps]

— GET Flood olursa

* [100Mb 32.000 pps]
 [1Gb 320.000 pps]




Firewall Timeout Degerleri
I

[root@mail ~]# pfctl -st

No ALTQ support in kernel

ALTO related functions disabled
LCp.TIrstc 120s
fCcp.opening 30s
tep.estap 1 1sned 86400s
tcp.closing 900s
tcp.finwait 455
tcp.closed 90s
ten _tsdiff 30s
udp.Tirst b0s
udp.single 30s
LI} ple 60s
icmp.first 20s
icmp.error 10s
other_first 60s

other.single 30s
other.multiple 60s
frag 30s
interval 10s
adaptive.start 1800000 states
adaptive.end 3600000 states
src.track 0s




GUnUmuz “Enterprise Security” Urlnleri

e Saldirganin silahlarini ve gucint gorduik, buna
karsilik givenlik dinyasinin Urettigi savunma
sistemlerinin 6zelliklerine ve guclerine bakalim

* Firewall/IPS sistemleri DDOS saldirilarina karsilik
kadar dayanikli....

— Gelebilecek itirazlar: Firewall/IPS sistemleri DDOS
engelleme amacli degildir(!)




Fortinet Firewall Limitleri

Technical Specification
N — e | or=reey (RS

HARDWARE
SPECIFICATIONS

10/100/1000 Interfaces (Co ppef} ............. | PR R R R R | P e e e P e s
1Gb SFP Interfaces .. Y | L e I S— | P L
SFP Transceivers Prmnded TR | | e e e e e
USB Ports... 1
AMC Expansmn Slots SRR | CU PSPPI

20Mb hat=40.000 pps USSR T
(20x1024x1024/8/60) VO g 3|ngtl:‘:e W|d£1h ...................
50 saniyede 2.000.000 session Qe Wi

SYSTEM PERFORMANCE

Concurrent Sessions.....c...coveveeevnecrcneannn 1,100,000 .ooniineniiiicnns
New Sessions/Second .........cceevveeerenennnns 19,000 cniiiiiiiciniciiiicnnns J.40,000.....eieaie
Firewall Throughput (Gbps)....ccccecveeeeaeeec 2 GBPS e bpS.oaeeeee 7 - 37* GBS
VPN Throughput (IPSec)......c.ccccccvueeue..... 600 Mbps......................B600 Mbps cerneeeenenn 12 = 15* Gbps . [} 8 3 8* Gbps ceneeeenenecfpa 1 = 19% GDPS...onnniee
IPS Throughput ......eoerieeeeeeeeeeeeee T GOPS .1 Ghps L 2 Gbps ... ceeeeeeeneaes 3 GDPS ... SNSRI ths
Antivirus Throughput..........ccceericrvennnnene. 200 Mbps.......................2[]0 Mbps 300 Mbps pss— {1 1] Mhps connvaneenenene 00 Mbps...

Unlimited Concurrent Users..................... Yes... vennenenns TS L. ceennrens YES .. weneens YES L cervenenenens e YES L.
Site-to-site IPSec VPN Tunnels ................ 10, 0[]0 r‘ 5 []00 w10, []00 .-’ 5 00[] e 10, []0[} f 5 0[]0 .10, [}[]0 ! 5 0[}[} .10, []00 f 5 00[]
(System / VDOM)
Client-to-Site IPSec VPN Tunnels ............. 10,000 .......cccececeicrrnnnane. 10,000 ceceicniceiineneee e 64,000 e 64,000 e 64,000,
Number of Concurrent SSL Users ........... 1,000 ..o 1,000 e e 2,000 e 3,000 e 5000 s
(Recommended)
Policies .. cennervanesnnnnnnens 100,000 cnviiicviiiiiienennnn 100,000, 100,000 e 100,000 e e 100,000 e
Virtual [}umalns {UDGMS) wennerennnnes TOTNA e TO T NA i TO /250 e 1O 250 10 7 250 e
(standard / with optional Ilcense] . J

$:2,000,000......cciimiiiianns




Netscreen Firewall Limitleri

il duniper

METSCREEN-5200 METSCREEM-5400

Specifications

Maximum Performance and Capacity’
Screen0S® version tested Screen0S 6.2 ScreenQsS 6.2

Firewall perfarmance (large packets)? 10/8 Gbps 30/24 Gbps
frewall performance (small packets) 4 Gbps 12 Gbps
irewall Packets Per Secand (64 byte) 6 MPPS 18 MPPS )
AES256+SHA-1 VPN performance? 5/4 Gbps 15/12 Gbps
3DES+SHA-1 VPN performance? 5/4 Gbps 15/12 Gbps

Maximum concurrent sessions’ 1,000,000 2,000,000%
ew sessions/second'® 26,500/22,000 26,500/22,000




Netscreen ISG Limitleri

ISG 2000

ISG1000

S Juniper

1552000

Maximum Performance and Capacity’

ScreenOS® version tested Screen0s 6.2 Screen0S 6.2

Firewall performance (large packets) 2Gbps 4 Gbps
Firewall performance (small packets) 1Gbps 2 Gbps
Firewall packets per second (64 byte) 1.5M PPS IMPPS
AESZ56+5SHA-1 VPN performance 1Gbps 2Gbps
3DES+5SHA-1 VPN performance 1 Gbps 2Gbps
Maximum concurrent sessions? 500,000 1,000,000
Mew sessions/second 20,000 23000

hMaximum security policies 10,000 30,000




Checkpoint Power-1 Limitleri

Check Point Power-1 Appliances

Security for high-performance environments

I o B—
LLLIC  poon T

'

Power-1 5075

Hardware Specifications

Power-1 9075

Hardware Specifications

Power-1 11000 Series

Appliance Power-1 5075 Power-1 9075
11065 11075 11085
Software RES. R70 RES, R70 R70 R70 R70
Edition
Dperating Secure Secure Secure Secure Secure
System Platform Platform Platform Platform Platform
10/100/1000
Ports 10/14 14/18 1418 1418 14/18
10Gb ports 2 optional 4 optional 4 optional | 4 optional | 4 optional
Firewall
N 9 Gbps 15 Gbps 15 Gbps | 20 Gbps | 25 Gbps
Throughput=
VPN
q 2.4 Ghps 2.7 Ghps 3.7 Gbps | 4 Gbps | 4.5 Ghps
Th =
ncurrent s - - - s
Sescions 1.2 Million 1.2 Million 1.2 Million | 1.2 Million | 1.2 Million
T




TippingPoint 10Gb IPS Limitleri

data sheet TippingFoint_N-Hatform

Technical Specifications

TippingPoit 660N TippingPoint UOON TipingPint 2500N

Scalability
Interfaces
Biemet Forts
Fort Cuari
Mumber of Fort Segments
Fern Fower HA

5D Mbps
75D Mops

= B0 microseconds
16,500,000
1,200,000
115.000

1GE
{20) 104100/ 1000
ELD}CthaTHO}EFP

Bdenal

1.5 Ghps
15Gps

< B0 microseconds.
6,500,000
1,200,000

115,000

1GE 10 GE 1GE 10 GE 1GE

{20) 10/100/1000 (2) 10 GEXFP (20) 1041001000 210 GEXNP {20) 10/100/ 1000
{10} Copperi(10) SFP (2) 10 GEXFP {10} Copperi{10) SFP (210 GEXNP {10) Copperi(10) SFP
10 1 1 1 1

Edemal Modudar Edemal Modular BEdemal




DDOS-III:Programlama Hatasi:ISC Bind

BIND Dynamic Update DoS Tek paketle DNS sunucuyu
BIND denial of service (server crash) caused by receipt of a specific remote dynamic updaf] du rd urma Sa Id|r|S|

CVE: CWVE-2009-0695
CERT: WUET25188
Posting date: 28 Jul 2009
Program Impacted: EIND

Versions affected:  BIND 9 (all version) s
Severity: High i ) . _ —

Exploitable: remotely

Description:
Urgent: this exploit is public. Please upgrade immediately.

Receipt of a specially-crafted dynamic update message to a zone for which the server is the master may cause BIND 9 servers to exit. Testing
indicates that the attack packet has to be formulated against a zone for which that machine is a master. Launching the attack against slave
zones does not trigger the assert.

This vulnerability affects all servers that are masters for one or more zones - it is not limited to those that are configured to allow dynamic
updates. Access controls will not provide an effective workaround.

dns_db_findrdataset() fails when the prerequisite section of the dynamic update message contains a record of type "ANY" and where at least one
RRset for this FQDN exists an the server.

db.c:659: REQUIRE (type !'= ((dns_rdatatype_t)dns_rdatatype_any)) failed
exiting (due to asserticn failure).

Workarounds:
MNone.

(Some sites may hawve firewalls that can be configured with packet filtering techniques to prevent nsupdate mess3
rameservers.) %85 DNS sunucusu ISC Bind

Active exploits:

An active remote exploit is in wide circulation at this time.




DDOS-IV:Protokol Istismari(DNS DOS)

* Amplification '
saldiris
— Carsidan aldik bir

byte eve geldik 10
byte...

e Sahte DNS
istekleriyle servis
yorma

— Saniyede 50.000
dns istegi ve

olmayan domainler
icin...




Saldiri Cesitleri ve Korunma Yollari

Analiz
icin paket
kaydi

Saldiriyi
Anlama




DDQOS Saldiri Analizi

I
e Saldiri oldugunu nasil anlanz?

— Sistemimiz aciimiyordur, calismiyordur ©
e Saldiri yapan bulunabilir mi?
e Saldirinin tipini nasil anlariz

— Tcpdump, awk, sort, uniq

— Ourmon anormallik tespit sistemi




MRTG/RRD Grafikleri
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Synflood saldirilari

I
* Hedef sisteme spoof edilmis milyonlarca ip
adresinden SYN istekleri gondermek yoluyla
kapasitesini zorlama*

 Eger 6nlem alinmamissa gelen her SYN bayrakli TCP
paketine ACK+SYN donulecek ve sistemde bu pakete
ait bir oturum kaydi acilacaktir

e #hping —S —p 80 —flood ...

e *kaynaklar kisminda saldiri detaylarini anlatan
dokimanlara referans verilmistir




Synflood-Saldirisi

Y | 0 -5

[rootEmail ~1# pfctl -si

No ALTR support in kernel

ALTH related functions disabled
Status: Enabled for 22 days 19:23:39

state Table
current entries
searches
inserts
removals

Counters
match 44840624
bad-offset 0
fragment 3499
short 2
normalize 418
memory
bad-timestamp
congestion
ip—option
proto—cksum
state—mismatch
state—-insert
state-1limit
src—limit 55
synproxy 113191596

Total
90497
365542015
18280637
18190794

LP-5-Guard12 |

Debug: Urgent
Rate

185.5/s
9.3/s
9.2/s

22_.8/s
0.0/s
0.0/s
0.0/s
0.0/s
0.0/s
0.0/s
0.0/s
0.0/s
0.0/s
0.0/s
0.0/s
0.0/s
0.0/s
0.77s

A iy m o ow

.93.119.
.93.119.
.93.119.
.93.119.
.93.119.
.93.119.

e R R R R e e Rl
Wooooooo o0

LS R A L L O O L L S e e S S O R
EE NE ED o EE EE EE EE SR ®EG EG EE EG @6 EG RGO EE RN RGO WE EE EE U ER ®E W

1035.131.182.240:7825
171 .65.240.206:78260
5.127.195.153: 7827
122.32.90.157 7832
119.235.224 .104: 7834
90.53.137.38:7835
151.72.104.214:(7836
242 .238 .66 .155:[7837
198.184.103.225:7839
100.46 .236.244 /852
10.214.62.175: 7853
201 .157.91.214:[7855
42 .227 .66.52 7866
153.32.137.174:[78b5
18.32.105.174:7871
7714477 .31 7874
184.214.103.212:7885
137.72.246.179:(7899
145.77.221 .93:7923
252.246.145.147|: 7943
17.227 .214.127 {7951
195.201 .235.71 (/963
246.131.161.108: 7964
69.103.66.64 :7962
147.113.208.224:7998
176.37 .242 .86 : 8005
5.170.144.101 : 8016
221 .46 .142 .198 {8020
171.221 .177 .238:8024
96.167 .100.86: 8054
93.9.140.95:8064
125.69.182.98:8071
208.252.5.195:8259
123.176.127 .227:8817
199.214 .94 .155:[8832
95.77.55.120:8841
241 .144 .65.196:[8847
5.147.214.7:8891
7.86.41.144:8892
123.131 .252.134/:8894
46.175.131 .246:[8906
214.147 .236.230:9024

PROXY : SRC
PROXY :SRC
PROXY : SRC
PROXY : 5RC
PROXY : SRC
PROXY : SRC
PROXY :S5RC
PROXY :5RC
PROXY : SRC
PROXY :SRC
PROXY : SRC
PROXY :5RC
PROXY : SRC
PROXY :SRC
PROXY : SRC
PROXY :5RC
PROXY : SRC
PROXY : 5RC
PROXY : SRC
PROXY : SRC
PROXY :5RC
PROXY : 5RC
PROXY : SRC
PROXY : SRC
PROXY : SRC
PROXY : 5RC
PROXY : SRC
PROXY : 5RC
PROXY : SRC
PROXY : SRC
PROXY : 5RC
PROXY : SRC
PROXY : SRC
PROXY : SRC
PROXY :S5RC
PROXY :5RC
PROXY :5RC
PROXY : SRC
PROXY : SRC
PROXY : SRC
PROXY :5RC
PROXY : SRC




Syn Flood Engelleme

I
* Synflood engelleme standarti:Syncookie/SynProxy
* Linux sistemlerde Syncookie ile yapilabilir

— Syncookie STATE tutmaz, state tablosunu kullanmaz

* OpenBSD PF Synproxy

— En esnek ¢cozim: ip, port, paket 6zelliklerine gore aktif
edebilme ya da kapatabilme ozelligi

— pass in log(all) quick on Sext_if proto tcp to
Sweb_servers port {80 443} flags S/SA synproxy state

— (((Loglama sikinti cikarabilir)))




SynFlood Engelleme-I|

 TCP timeout degerleriyle oynama

— Default degerler ylksektir...

— Saldiri aninda dinamik olarak bu degerlerin 1/10’a disdrilmesi saldiri etkisini
azaltacaktir.

* Linux icin sysctl ile (manuel)
* OpenBSD PFicin

— set timeout {tcp.first 10, tcp.opening 10 tcp.closing
33, tcp.finwait 10, tcp.closed 20} gibi... Ya da

* Packet Filter adaptive timeout ozelligi!

— State tablosu dolmaya basladikca timeout degerlerini
otomatik azalt!




SynFlood engelleme-II!
I
* Rate limiting(bir ip adresinden 500’den fazla istek

geldiyse engellenecekler listesine ekle ve o ip
adresine ait oturum tablosunu bosalt)

 OpenBSD Packet Filter

— ... flags S/SA synproxy state (max-src-conn 500, max-
src-conn-rate 100/1, overload <ddos_host> flush

global)
e Linux iptables moddulleri

— -m limit vs




SynFlood engelleme-IV

I
* Beyaz liste, kara liste uygulamasi

— Daha once state olusturmus, legal trafik gecirmis ip
adresleri

* Ulkelerin IP bloklarina gére erisim izni verme
— Saldiri aninda sadece Turkiye IP’lerine erisim acma
(((1P spoofing kullanildigi icin ¢cogu zaman ise yaramaz)))

* DNS round-robin & TTL degerleriyle oynayarak engelleme




Linux Syncookie dezavantajlari

* Donanim iyiyse yeterli koruma saglar

— Syncookie CPU’ya yuklendigi icin CPU %100’lere
vurabilir

— Ethernet kartinin Gretecegi IRQ’lar sistemi zora
sokabilir

* Sadece kendisine syncookie korumasi saglar

* 1/0. Ac - kapa oOzelligindedir, cesitli uygulamalarda
SYNcookie sikinti cikartabilir. Bir port/host icin
kapama ozelligi yoktur




PF SynProxy Dezavantajlar

I
* SynProxy=State=Ram gereksinimi
» State tablosu ciddi saldirilarda ¢cok cabuk dolar
— 100Mb~=200.000 SYN=200.000 State

* 40 saniyede 8.000.000 state = ~5GB ram ...

— Tcp timeout degerlerini olabildigince dusirmek bir
cozum olabilir

* Timeout suresi 5 saniye olursa ?

(((Genel Coziim: Stateless SynProxy ¢o6ziimii)))




Rate limiting dezavantajlari

I
 Akilli saldirganin en sevdigi koruma yontemidir©

e Neden?




ACK, FIN, PUSH Flood Saldirilari

I
e SynFlood’a karsi 6nlem alinan sistemlerde denenir.

 Hedef sisteme ACK, FIN, PUSH bayrakh TCP
paketleri gdndererek gtuvenlik cihazlarinin
Kapasitesiniz zorlama

* Diger saldiri tiplerine gore engellemesi oldukc¢a
colaydir

e Etki dizeyi dusukttr




ACK,FIN,PUSH Saldirilari Engelleme

I
* Gelen ilk paketin SYN paketi olma zorunlulugu,
oturum kurulmamis paketleri dustirme

 OpenBSD Packet Filter
— scrub all

* Linux
— Iptables kurallar ©




UDP Flood Saldirilari
I
 UDP stateless bir protokol, yonetimi zor!

* Paket boyutlari kiicltk, etkisi yuksek

 Amac UDP servislerini cokertmekten cok aradaki
glvenlik cihazlarinin kapasitesini zorlayip cevap
veremez hale getirmektir.

e Zaman zaman DNS sunuculara yonelik de yapilir
» Syncookie/synproxy gibi kolay bir cozimu yok!

— Denenmis, kanitlanmis ¢cozimu yok ©




UDP Flood Engelleme

——— e — |
 UDP servisi yoksa Router Uzerinden ACL ile komple
protokoll engelleme
* Linuxicin
— Udp timeout slrelerini kisaltma
— Rate limiting kullanimi(spoofed ip kullanilmiyorsa)

 OpenBSD Packet Filter

— UDP icin state tutabilir(yalanci state)

— Timeout degerleri kullanilarak udp sessionlarinin cabucak kapatilmasi
saglanabilir

— Probability 6zelligi kullanilabilir
(((block in proto udp probability 50% )))




GET/POST Flood Saldirilari

I
* Synflood icin 6nlem alinan yerlere karsi denenir

* Daha cok web sunucunun limitlerini zorlayarak
sayfanin ulasilamaz olmasini saglar

* Onlemesi Synflood’a gdre daha kolaydir
— HTTP icin IP spoofing “pratik olarak” imkansizdir.

e Rate limiting kullanilarak rahatlikla onlenebilir

* False positive durumu
e #ab —n 100000 —c 5000 http://www.google.com/




GET Flood saldirisi
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HTTP Flood engelleme

 OpenBSD Packet Filter

pass in log(all) quick on Sext if proto tcp to
Sweb_server port {80 443} flags S/SA synproxy state
(max-src-conn 1000, max-src-conn-rate 100/3,
overload <ddos host> flush global)

table <ddos_host> persist file /etc/ddos
block in quick log on Sext_if from <ddos_host>

e False positive durumuna karsi her saat basi yasakl ip
listesini sifirlal PrentEnetdost ~14 pfctl _t ddas_host T show

o ALTEH support it
ALTE related functions disabled

e Sayfa yogunluguna gore 151 ‘e

Kurallar dizenlenmeli _ 2121 Teatnn 4

have new mail in fvar/mailfroot




HTTP Get Flood Engelleme-II

I
e Apache Loglarini inceleyen ve belirli bir degerin
Uzerinde istek gdnderenleri iptables ile engelleyen
bir script yazilabilir

* Netstat ile establish olmus baglantilardan belirli
degerin Uzerindekileri engelleyen script yazilabilir

* Apache dos engelleme modulleri kullanilabilir




Uygulama Seviyesi DOS Engelleme

 Bazi HTTP Flood saldirilari HTTP Keepalive kullanir

— Bir TCP baglantisi icerisinden yuzlerce HTTP istegi
gonderme

* Firewall ile engellemek(Firewall sadece TCP
seviyesinde mudahele ediyor paketlere)kolay degil
* Snort imzalari kullanilabilir, yazilabilir

— Trafigin icerisinde yakalanacak ortak bir deger(user-
agent vs)




BotNet Engelleme

'Y} Welcome to the ZeuS Tracker
‘ The Zeus Tracker tracks ZeuS CommandaControl servers (hosts) around the world and provides you a domain- and a IP-blocklist. If you have any questions
please take a look into the FAQ or send me a email (contact).
Here are some quick statistics about the ZeuS crimeware:

® ZeuS CABC servers tracked: 1334
* ZeuS C&C servers online: 727

.
m a k I n e I e r m e r ke Zd e n « Average binary Antivirus detection rate: 45.97%
You can find more interesting statistics about the ZeuS crimeware on the Zeus Tracker statistic page.

The map below shows a dot for each Zeus Cemmand&Control server (ip or domain).

Note: If you are using IE 6/7 you will get a security warning due to the fact that the Google maps API currently does not support SSL (https). |

yonetilirler ) e

 Merkez sistemleri
engelleme cogu zaman
saldirilari azaltmada ise
yarayacaktir ve sizin
aginizdan DDOS
yapilmasini
engelleyecektir.




Aginizdan DDOS Yapilmasini Engelleme

I
 DDOS saldirilarinda belirleyici iki temel etken:

— [P spoofing
— Bir ip adresinden anormal seviyede trafik gonderimi
* |P spoofing engelleme(aginizdan disari dogru)

— URPF(Unicast Reverse Path Forwarding)
— block in from urpf-failed to any (OpenBSD PF)

* |p basina anormallik tespiti
— Ourmon, Packet Filter rate limit

* Netflow/pfflowd




DDOS Testleri Gerceklestirme

I
* Baskalari yapmadan siz kendi sistemlerinizi test
edin
e Test icin gerekli araclar
— Hping, nmap, nping, isic, ab cesitli perl scriptleri

* Linux kurulu bir iki laptop ve Ggabit switch




BiLGI GUVENLIGI AKADEMISI

ANA SAYFA EGITIMLER EGITMENLER MAKALELER EGITiM NOTLARI HAKKIMIZDA KAYNAKLAR

DDOS Saldin Tipleri

DDOS saldinlan Internet dinyasinin en eski ve en etkili saldinlandir. DDOS saldinlanna karg) kesin bir recete
olamayacadi icin bu tip saldinlarlar karsi kargiya kalmadan konu hakkinda detayh bilgi sahibi olmak en blyik
silahtir. Konu hakkinda bilgi sahibi olmadan alinacak OOOS kKaruma arinleri ayn bir D05 a(semnvis kesintisi) sebep

olabilmektedir.

Bu egditimle birlikte sik kullanilan ve etkili olan DDOS yantermnleri, calisma mantiklan, uygulamalan ve korunma
yanternlerini hem teorik olarak ddrenme hermn de pratik olarak gérme firsat yakalayacaksiniz. Editmenler Torkiye ve

yurt diginda cesitli firrmalann DDOS Testlerini yapmig uzrman kigilerden olugmaktadir,

DDOS Saldin Tipleri ve Engelleme Yéntemleri Egitim iceridi

http://www.guvenlikegitimleri.com/new/egitimler/ddos-saldiri-tipleri




Kaynaklar

e SynFlood DDQOS Saldirilari ve Korunma Yollari
 \Web Sunuculara Yonelik DOS/DDQOS Saldirilari

* http://www.ankasec.org/arsiv/ankasec09/DOSDD
OSAtaklariveKorunmaYontemleri.pdf

* OpenBSD PF FAQ
e Arbor Networks

* http://www.shadowserver.org/wiki/




Tesekkdurler...




