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Snort Kurallari
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IDS’lerde Kural/Imza Mantigl

e Kural miimza mi?

— Imza(signature)= trafik icerisinde “imza(xyz gibi)”
arama

— Kural(Rule)=Imza ve baska parcalari kontrol etme
— Snort imza tabanli degil, kural tabanli bir IPS’dir!

* |DSler iki temel calisma yontemi
— Imza tabanl
— Anormallik tabanli

* Imzalar Vulnerability tabanh olabilir
* Imzalar Exploit tabanl olabilir
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Kurallarit Anlama ve Yorumlama

* Snort yapilandirmasinin en onemli
bilesenlerinden.

e Saldiri tespit sistemine ne yapacagini soyleyen
bilesenlerden

— Diger bilesen Preprocessor(onislemci)
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Kural Cesitleri

e Sourcefire kurallari
— Ticari kurallar

— Ucretsiz kurallar(30 giin gecikmeli?)

SO kurallar
e BE kurallari

* Kendi gelistireceginiz kurallar
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Kural Siniflandirmalari

 Tum kurallar tek bir dosyadan alinmaz

* Saldiri kurallari cesitli kategorilere
bolinmustar

Makefile.am
VRT-License.txt
attack-responses.rules
backdoor.rules
bad-traffic.rules
cgi-bin.Tist
chat.rules
content-replace.rules
ddos.rules
deleted.rules
dns.rules

dos.rules
experimental.rules
exploit.rules
finger.rules
ftp.rules
icmp-info.rules

icmp. rules

imap.rules

info.rules
local.rules
misc.rules

multimedia. rules

mysql.rules
netbios.rules
nntp. rules
open-test. conf
oracle.rules
other-ids.rules
pZp.rules
policy.rules
pop2.rules
pop3.rules
porn.rules
rpc.rules
rservices.rules
scan.rules
shellcode.rules

smtp.rules

snmp. rules
specific-threats.rules
spyware-put.rules
zql.rules
telnet.rules
tfip.rules
virus.rules
voip.rules
web-attacks.rules
web-cgi.rules
web-client.rules
web-coldfusion.rules
web-frontpage.rules
web-iis.rules
web-misc.rules
web-php.rules
¥1ll.rules
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Kural Kategori Islevler

backdoor.rules Cesitli trojanlar ve rootkitler tarafinda olusturulan trafigi
saptamak icin yazilmistir.

ddos.rules Bilinnen DDOS sa Idirilarini saptamak igin kullanilir.

Oracle.rules oracle veritabani sunucusuna yapilabilecek saldirilari
tespit eder.

scan.rules Cesitli ag ve servis tarama araglarinin yaptigi taramalari

tespti eder

web-iis.rules Microsoft I1S’e yapilacak saldirilario tespit eder, eger
aginizda IS ¢alisiyorsa bu kural ailesinini aktif
edilmesine gerek yoktur.

p2p.rules P2P trafigi tespit etmek igin kullanilir
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IDS Kurallarint Anlamak

* Oldukca Esnek kural yazma imkani

* Hazir kurallari kullanma
—BleedingEdge
—SourceFire Kurallari
— Kurallari Guncelleme -OinkMaster

e Kural = Kural Basligi + Kural Secenekleri
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Basit IDS Kurall

Telnet lizerinden root kullanicisi ile giris algilama kurah © *

File Edit View Go Capture Analyze Statistics Help
B & @ EEXesg caerseTi EE Qa8 % 8

B (untitled) - Wireshark

E]Eilter: |{ip.addr eq 192.168.1.100 and 1p.addr eq 192.1ﬂ ok Expression... ,'_4 Clear Qj?ﬂpply|
Mo, . |Time ‘ Source ‘ Destination | Protocol ‘ Info -l
28 1.583844 192.168.1.100 192.168.1.102 TELMNET Telnet Data ...
29 1.35839585 192.168.1.102 192.168.1.100 TELMET Telnet Data ...
30 1.735359 192.168.1.100 192.168.1.102 TELMNET Telnet Data ...
31 1.755500 192.168.1.102 192.168.1.100 TELMET Telnet Data ...
32 1.866704 192.168.1.100 192.168.1.102 TCP world-1m > telnet [ACK] Seq=52 Ack=79 Win=65457 Len= J
32 1.504322 192.168.1.100 192.168.1.102 TELMET Telnet Data ...
34 1.904429 192.168.1.102 192.168.1.100 TELMNET Telnet Data ...
Pl T P P e Ll N e ] R LR N e ] T - - R R (- T e Tamerl —e e = Aol A/ Vil e s~ A 1 - ﬂ
KT} 2

Frame 30 (60 bytes on wire, 60 bytes captured)

" Follow TCP Stream

Stream Content

] VT v

....... - 1 Y - T 9 W A= Te] S 0!

- cclabs login: rroooott

alert tcp STELNET _SERVERS 23 -> SEXTERNAL_NET any (msg:"TELNET root
login"; content:"login\: root";

flow:from server,established; classtype:suspicious-login; sid:719; rev:5;)
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Snort Kurallari

Kural

ALLCURE Secenekleri
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Kural Baslik/Secenekler;i

 Her kuralda bir adet kural basligi ve kural

secenegi bulunur.

* Snort Kurallarinin gucua kural
seceneklerindedir.
e Kural basliklari Firewall benzeri mantikla
calisir.

Kural Bashgi

Snort IPS (Intrusion Prevention System) Egitimi © 2014 |Bilgi Giivenligi AKADEMISI | www.bga.com.tr

Kural Secenekleri

(flags: SF; msg: “SYN-FIN Scan”;)J

(flags: S12; msg: “Queso Scan’;)

(flags: F; msg: “FIN Scan™;)




Kural Baslig

« alert tcp ! SEXTERNAL_NET any -> STELNET_SERVERS 23

* Kural bashgi: paketin nerden gelip nereye gittigine
cesidine(tcp, udp, icmp, ip vs) ve kurala uyan paketlerin
akibetine karar verir.

* Alert/log/pass/activate/dynamic/drop/sdrop/reject.
e Tek bir IP adresi, CIDR, gruplama kullanilabilir.

X, N Kule Header
* Kural bashgi 4 alt bélume ayrilir: [ 1
— Kural Aksiyonu
— Protokol
Rule Action Protocol Source Desfination
— Kaynak (IP Port)
— Hedef (IP Port)
Rule Body
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Kural Basligi:Aksiyon

* Snort kural bashiginin en 6nemli alanlarindan biridir ve imzaya
uyan paket icin ne yapilacagini belirtir.

alerttcp 192.168.0.0/24 any-> 10.10.10.180

Alert Uyan paketler icin uyari vermek ve loglamak icin

Log Uyari vermden sadece loglamak icin

Pass Paketi 6nemseme

Activate Uyari verip dinamik bir kural tetiklemek icin

Dynamic Activate araciligi ile gelen emirleri bekleyerek isleme
almak icin

Drop Iptables’in paketi bloklamasi ve loglamasi igin

Sdrop Iptables’in paketi bloklamasi icin.(Loglama yok)

Reject Iptables’in saldirgana TCP RST ya d alcmp port

unreachabel mesaji gobndererek loglamasi igin.
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Kural Basligi: Protokol Alani

alerttcp 192.168.0.0/24 any-> 10.10.10.180
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Kural Basligi: IP Adres Alani

alerttcp 192.168.0.0/24 any-> 10.10.10.180

<

Kaynak IP: Trafigin nerden geldigini belirtir
*CIDR olabilir

*Tek bir IP Adresi olabilir

*Netmask olabilir

*Oniine ! Koyarak haric tutulabilir

*Any Ozel kelimesiyle tim IP adresleri kastedilebilir
*SHOME_NET gibi degisken tanimlari kullanilabilir
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Kural Basligi: IP Adres Alani

alerttcp 192.168.0.0/24 any-> 10.10.10.180

HedeflP: Trafigin nerye gittigini belirtir

*CIDR olabilir

*Tek bir IP Adresi olabilir

*Netmask olabilir

*Oniine ! Koyarak haric tutulabilir

*Any Ozel kelimesiyle tim IP adresleri kastedilebilir
*SHOME_NET gibi degisken tanimlari kullanilabilir
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Kural Basligi: Port Alani

alert tcp 192.168.0.0/24 any-> 10.10.10.180

Port : Trafigin hangi porttan gelip hangi porta gittigini belirtir
*80, 110, 443 gibi bir deger alabilir

*Ontine ! Koyarak haric tutulabilir (180)

*Any 6zel kelimesiyle tim port numaralari kapsanabilir
22:900 gibi aralik verilebilir

*SORACLE_PORTS gibi degisken tanimlari kullanilabilir
*Blyuktir, kticuktur ifadeleri kullanilabilir ( :1024, 2200: ) gibi

Snort IPS (Intrusion Prevention System) Egitimi © 2014 |Bilgi Giivenligi AKADEMISI | www.bga.com.tr



Kural Basligi:Yon

alerttcp 192.168.0.0/24 any-> 10.10.10.180

Krrafiéin sol taraftan sag N
tarafa dogru aktigini belirtir
->
<>

\ifadeleri kullanilabilir )
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Kural Secenekleri

alert tcp SEXTERNAL_NET any -»> SHTTP_SERVERS SHTTP_PORTS Kural Basligi

(msg:"WEB-MISC rcmd attempt”; Tlow:to_server,established; wuricontent:"rcmd.exe"; nocase; Kural

metadata:service http; classtype:web-application-activity:; sid:1065; rev:8;) .
g P PP Y Secenekleri

* Detection Engine’nin kalbi sayilir

() arasina yazilir ve birbirinden “;” ile ayrilir
* () arasina almak zorunludur

* Her secenek ; ile biter, son secenek dahil!

* Secenek ve alacagi deger : ile ayrilir

 Meta-data, payload, non-payload, post-detection
alanlarina ayrilir
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Metadata

e Kural hakkinda cesitli bilgiler vermek icin

— Raportlama ve analiz asamasinda kullanilir

* Msg Kural tetiklendiginde verilecek mesaj
— (msg:"WEB-MISC rcmd attempt"; ...
* Sid Snort kural ID
— sid:1065;
— Kural numaralari(0-100 arasi kullanilmaz)
* Rev Kuralin kac revizyon gecirdigi
— id:1065; rev:8;
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Metadata-I|

* Reference: Tetiklenen kuralla ilgili detay
bilgileri iceren referanslar

— reference:url,www.securiteam.com/exploits/3D5
Q4RFPPK.html;

e Classification: Kurali siniflandirma amacli
— classtype: trojan-activity;

* Priority: Kurala dnem tanimlama
— Dusuk deger daha ylksek 6neme sahiptir
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Kural Yazimi-Non Payload Detection

* Protokollerin basliklari ile ilgilenir
— TTL Alani kontrolt ttl:<3;

e |P Tos Alani kontroli  tos:8; (Minimize Delay )
* |popts Alani Kontrolu

— Record route, IP security option , Loose source routing,
any |IP options are set

* Fragbits

— IP parcalanma alanini kontrol eder

* Flags: TCP Bayraklarini kontrol eder

— (msg:"SCAN nmap XMAS"; stateless; flags:FPU,12;
http://www.procyonlabs.com/snort_manual/nodel.html
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Kural Secenekleri:IP

* Fragoffset
e Til

* id

* Tos

* |popts

* Fragbits
* Dsize

* |p_proto
* Sameip
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Kural Secenekleri:IP->TTL

* |P bashgindaki TTL alanini kontrol etmek icin
kullanihr

— ttl:[[xnumber>-]><=]<number>;
* Ornek kullanim
— ttl:<2;
— ttl:1-3;
* Traceroute yakalama
alert icmp SEXTERNAL_NET any -> SHOME_NET any
(msg:"ICMP traceroute"; itype:8; ttl:<2;

reference:arachnids,118; classtype:attempted-
recon; sid:385; rev:4;)
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Kural Secenekleri:IP->sameip

* Kaynek ve hedef ip adreslerinin ayni olup
olmadigini kontrol eder

— Land attack
e alert ip any any -> any any (sameip;)
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Kural Secenekleri:IP->ipopts

* Gelen-giden paketlerde herhangi bir IP
seceneginin olup olmadigini kontrol eder

rr

- Record Route
eol
- End of list
nop
-NoOp
ts
- Time Stamp
[ \ sec
- IP Security
esec
- IP Extended Security
Isrr
- Loose Source Routing
\ j SSIT
- Strict Source Routing
safid

- Stream identifier
any
- anv P options are set
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Kural Secenekleri:-TCP

* TCP baslik bilgilerini kontrol etmek icin
kullantlr.

— Flags

— Seq

— Ack

— Flow

— stateless
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Kural Secenekleri:TCP->Flags

* Gelen pakette hangi bayraklarin set edildigini
bulmaya yarar

— flags:[!| * | +]<FSRPAU120>[,<FSRPAU120>];

alert tcp any any -> any any (flags:SF,12;)
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Kural Secenekleri:TCP->Flow

e TCP oturum durumunu kontrol eder

Option Description

to_client | Trigger on server responses from A to B

to_server ||Trgger on client requests from A to B

from client |Trigger on client requests from A to B

0Iu§abilecek mUhtemE| from server || Trigger on server responses from A to B
senaryolar established |Trigger only on established TCP connections

Trigger regardless of the state of the stream processor
stateless (useful for packets that are designed to cause
machines to crash)

Do not trigger on rebuilt stream packets (useful for

nr:n_s tream ,
dsize and stream?3)

only stream |Only trigger on rebuilt stream packets

alert tcp IYSHOME_NET any -> $HOME_NET 21 (msg:"cd incoming
detected"; \ flow:from_client; content:"CWD incoming"; nocase;)
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Kural Secenekleri:ICMP

* [CMP baslik bilgilerini inceleyen kural secenegi
* Itype

* |code

* lcmp_seq

* [cmp_id

Degerlerini alabilir.
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Kural Secenekleri: Dsize

* Paket “pay
icin kullani

— dsize: [<>]

oad” kisminin boyutunu 6lcmek
IT.

<number>[<><number>];

alert tcp SEXTERNAL_NET any -> SSQL_SERVERS 1433:1500 (msg:"SQL
Microsoft SQL Server 2000 Server hello buffer overflow attempt”;

flow:to_server,established; content:" |12 01|"; depth:2;
content:!"|00|"; within:512; distance:35; reference:bugtraq,5411;
reference:cve,2002-1123;
reference:url,www.microsoft.com/technet/security/Bulletin/MS02-
056.mspx; classtype:attempted-admin; sid:11264; rev:5;)
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Tum Non-Payload Secenekleri
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Keyword Description

fragoffset |The fragoffset kevword allows one to compare the IP
fragment offset field against a decimal valie.

ttl The ttl kevword is used to check the IP time-to-live
value.

tos The tos keyword is used to check the IP TOS field
for a specific value.

id The id keyword is used to check the IP ID field for a
specific value.

ipopts The ipopts keyword is used to check if a specific [P
option is present.

fragbits The fraghits kevword is used to check if
fragmentation and reserved bits are set in the IP
header.

dsize The dsize kevword is used to test the packet pavload
size.

flags The flags keyword is used to check if specific TCP
flag bits are present.

flow The flow keyword allows rules to only apply to
certain directions of the traffic flow.

flowbits | The flowbits kevword allows rules to track states
during a transport protocol session.

seq The seq keyvword is used to check for a specific TCP
sequence number.

ack The ack kevword is used to check for a specific TCP
acknowledge number.

window The window kevword is used to check for a specific
TCP window size.

itype The itype keyword is used to check for a specific
ICMP type value.

icode The icode keyword is used to check for a specific
ICMP code value.

icmp_id The icmp_id keyword is used to check for a specific
ICMP ID value.

icmp_sed  |The icmp_seq kevword is used to check for a
specific ICMP sequence value.

rpc The rpc keyword is used to check for a RPC
application_ version, and procedure numbers in
SUNERPC CALL requests.

ip_proto  |Theip proto keyword allows checks against the IP
protocol header.

sameip The sameip kevword allows rules to check if the

source ip is the same as the destination IP.




Payload

e Paketin icerisini incelenen kural secenek kismi

RusseLL MORGAN
22 Palm Court ~ Desert Hot Springs, CA 92240 ~ T60-555-1212 ~ support@resnmecdge. com J
- MURAT OTO TIiCARET
Kotlehly AdiKomanit Sirketi A
DIL GURSOY VE ORTAGY £gw ol

Janwary 23, 2002 Omurtak Caddesi No: 53 - GORLU
Telefon: 11 87

Mr. James Jones, HR Director
Fly Right Avionics Enterprises
1212 Spring Street o ~ \ L /
Los Angeles, California 40211 (@ Lfa ) o A\

) >, Qg :’/ fthe /" \a‘m & /W( lake
Dear Mr. Jones ~

J Al . f J

This letter is to express my interest in bringing my vears of expertise in aifline operations & 7 [ DA A X jv oA 3
ground seeurity to your firm. In these troubled times, 1 know I can add to publie safety & security fs mal “M{’r“//' Nk pore K
in the transportation industry.

) oy -
/‘) o 3 Y /é,w)v; Mujovve u(/«dryw
As my enclosed résumé indicates, my background includes more than two decades of serviee at z /4
US Airways with significant experience in:

- vy
+  Ajrcraft accident investigation as a member of the US Airwavs disaster team. L: oy b8 Lo
+  Security checkpoints where [ handled countless calls for assistance. i
+  Training the Ground Security team to proteet and promote public safety. T
s p )
In addition to the above skills, 1 can also offer your firm: S~ /AL/a/n()dx' —

PAYLOAD
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Kural Secenekleri:Content

Paket veri alaninda spesifik icerik tarama icin
kullanihr.

= content: [!] "<content string>";
Binary(ikili) icerik icin | 00 OF| kullanihir (hex)

Bir kural da hem text hem hex degerler

bulunabilir.

alert tcp SEXTERNAL_NET any -> SHOME_NET 143 (msg:"IMAP login brute force
attempt"; flow:to_server,established;
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Kural Secenekleri:Nocase

* Content icin arama yapilirken buyutk kictk
harf ayrimi yapilmayacagini belirtir.

alert tcp any any -> any 21 (msg:"FTP ROOT";
content:"USER root"; nocase;)
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Kural Secenekleri:Offset

 “Content” icin arama isleminin payload’un
neresinden baslanacagini belirtir
— 300K lik bir paket icerisinde 3K’lik bir arama icin tium paketi
dolasmak gereksiz ve perfomans yorucudur

e Offset bir onceki content: tanimini etkiler

alert tcp any any -> any 80 (content: "cgi-bin/phf";
offset:4; depth:20;)
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Kural Secenekleri:Depth

* Snort’un kac byte’lik dilime bakacagini belirtir
* Bir dnceki “content:” secenegini etkiler

alert tcp any any -> any 80 (content: "cgi-bin/phf"; offset:4;

depth:20;)

e 4, Byte’dan basla 20 Byte incele...

if, 4. Byte

J020 64 64 c9f55 00 15 3d a2 c2 9c 18 dl 6b 7c 80 18 dd.U..=. .....|..
J030 00 Sc §f ee 00 00 0L 01 08 0a 03 af 66 4f fc fo  \...... .... fo..
J040 Sf eg 20 66 74 70 0d Oa _.WESR f tp..
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Kural Secenekleri:Distance

* Bir onceki “content:” tanimlamasindan ne
kadar byte ileri gidilecegini belirtir
 Content:”A”; content:”"C”; distance:1

— Aile C arasinda bir bosluk var

 ABCile baslayip -arada bir karekter herhangi
birsey gelebilir- DEF ile biten icerik aramasi

alert tcp any any -> any any (content:"ABC"; content:
"DEF"; distance:1;)
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Kural Secenekleri:Within

* Bir onceki “content:” den sonra ne kadarlik bir
alan icerisinde ikinci “content” in
arastirilacagini belirler.

 ABC’'den sonra 10 byte icerisinde EFG ara

alert tcp any any -> any any (content:"ABC"; content: "EFG";
within:10;)
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Kural Secenekleri:UriContent

 HTTPInspect dnislemcisi tarafindan
normallestirilmis HTTP trafigi icerisindeki URL
kismini inceler

* uricontent:[!]<content string>;

alert tcpo SHOME_NET any -> SEXTERNAL_NET SHTTP_PORTS (msg:"SPYWARE-PUT
Adware gophoria toolbar runtime detection"; flow:to_server,established;
nocase;
reference:url,www.360zd.com/spyware/518.html; classtype:misc-activity; sid:12791;
rev:1;)
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Gortinmez Icerik Filtreleme Sistemi

* URIContent ozelligi kullanilarak L2 modda
(Uzerinde IP adresi olmayan) icerik filtreleme
vapilabilir.

— Uricontent:”http://www.google.com”

* Youtube yasagina ¢cozim!

— Uricontent:”http://www.youtube.com/videoid?90
1”
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http://www.google.com/

Kural Secenekleri:http header

« HTTP istek ve cevaplari icin kullanilir.

alert http SHOME_NET any -> SEXTERNAL_NET any (\
msg:"ET P2P ABC Torrent User-Agent (ABC/ABC-3.1.0)"; \
header.useragent:"ABC/ABC"; \
sid:2003475;)
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Kural Secenekleri:Pcre

PCRE = Perl compatible regular expressions

Regex yazim kurallari bilinmelidir
— http://www.pcre.org

Performans canavaridir!

— Cok gerekmedikce kullanilmamalidir.

alert tcp SEXTERNAL_NET any -> SHTTP_SERVERS SHTTP_PORTS (msg:"WEB-PHP gallery
arbitrary command execution attempt"; flow:to_server,established; urlcontent "/setup/";
content:"GALLERY_BASEDIR="; ;

reference:nessus,11876; reference:bugtraq,8814; classtype:web-application- attack sid:2306;
rev:2;)
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Tum Payload Kural Secenekleri

content

The content kevword allows the user to set rules that
search for specific content in the packet pavload and
trigger response based on that data.

rawbytes

The rawbvtes keyword allows niles to look at the
raw packet data, ignoring anv decoding that was
done by preprocessors.

depth

The depth kevword allows the rule writer to specify
how far into a packet Snort should search for the
specified pattern.

offset

The offset keyword allows the rule writer to specify

where to start searching for a pattern within a packet.

distance

The distance keyvword allows the rule writer to
specify how far into a packet Snort should ignore
before starting to search for the specified pattern
relative to the end of the previous pattern match.

isdataat The isdataat keyword verifies that the payload has
data at a specified location.

bcre The pere keyword allows rules to be written using
perl compatible regular expressions.

byte_test The byte_test keyvword tests a byte field against a
specific value (with operator).

byte_Jjump The byte_jump keyword allows rules to read the
length of a portion of data_ then skdip that far forward
in the packet.

frpbounce The fipbounce keyword detects FTP bounce attacks.

asnl

The asnl detection plugin decodes a packet or a
portion of a packet, and looks for varions malicious
encodings.

within

The within kevword is a content modifier that makes
sure that at most N bytes are between pattern
matches using the content keyword.

cVa

The cvs keyword detects invalid entrv strings.

dce iface

See the DCE/RPC 2 Preprocessor section 1

uricontent

The uricontent kevword in the Snort rule language
searches the normalized request URT field.

dce_opnum

See the DCE/RPC 2 Preprocessor section 1

dce stub data

See the DCE/RPC 2 Preprocessor section 1
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Post-detection(Kural Aksiyonu Belirleme)

e Kuralin ne aksiyon alacagini belirler
— Logto
— Session
— Resp
— React
— Tag
— Replace
— Detection_filter

Gibi alt alanlardan olusur.
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Kural Aksiyonu: logto

e Kuralin tetikleyen trafigi harici bir dosyaya
kaydetmek icin kullanilir.

— logto:"filename";
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Kural Aksiyonu:Session

 TCP oturumlarindan veri ayiklama amacli
kullantlr.

e session: [printable]all];
* log tcp any any <> any 23 (session:printable;)

* Telnet oturumlarindaki okunabilir trafigi
kaydeder.

e All = dogrudan okunabilir olmayan(ornek:
binary dosyalar) kaydetme icin
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Kural Aksiyonu:Resp

 TCP/UDP baglantilarini sonlandirma amacli
kullanthr

— Flexresp ozelligi derlemede eklenmis olmall
 alert tcp any any -> any 80 (resp:rst_all;)
— 80.porta giden tum isteklere RST gonder

Option Description
rst_snd |Send TCP-EST packets to the sending socket

rst_rcv |Send TCP-EST packets to the receiving socket

rst_all Send TCP_RST packets in both directions

Tijm Resp deéerleri iCIfI;_:_nEt SEIld da IC}H’[P_}\—ET_L‘}\—REFLCH to thE EE:ﬂdEr

icmp_host |Send a ICMP_HOST_UNREACH to the sender

icmp_port |Send a ICMP_PORT_UNREACH to the sender

icmp all | Send all above ICMP packets to the sender
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Kural Aksiyonu:React

* Snort’un icerik filtreleme amach kullanilmasini
saglar

e Kullanici bir siteye erismek istedigine
— Engelleyebilir
— Engelleyip uyari cikarabilir

— Engelleyip baska bir adrese(websense vs gibi)
yonlendirebilir

alert tcp any any <> 192.168.1.0/24 80 (content: "bad.htm"; \ msg: "Not for
children!"; react: block, msg, proxy 8000;)
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Kural Aksiyonu:detection filter

* Bir kuralin event Gretmesini bir esik degerine
baglar

* detection_filter: \ track <by_src|by_dst>, \
count <c>, seconds <s>;

 10.10.10.1 IP adresine 60 saniye icerisinde 30
adet SSH istegi gelirse engelle!
drop tcp any any > 10.10.10.1 22 ( \ msg:"SSH Brute Force Attempt";

flow:established,to_server; \ content:"SSH"; nocase; offset:0; depth:4; \
detection_filter: track by_src, count 30, seconds 60; \ sid:1000001; rev:1;)
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Kural Siralamasi

e Kural aksiyonlarinda yer alan Alert, pass, log
gibi ifadelerin hangisinin éncelikli oldugunu

belirler.
e Ontanimli deger:alert->pass->log

* Snort.conf’da “config order:” veya komut
satirindan —o parametresi

which the rules are applied to packetz. Instead of being applied

ass-rLog order, this will apply them 1in Pass->Alert->Log
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Kural Siralamasi-I|

* Nerde ise yarar?

* Bazi kurallarin belirli IP adresleri icin uyari
vermemesi istenilebilir

— Vulnerability Scanner cihazinin tim trafigi IPS
tarafindan izlenmekte ve her taramada uyari
vermekte!

— Pass kurali yazilarak Vuln.Scan cihazinin trafiginin IDS
tarafindan loglanmasi engellenir.

— Dogrudan bpf yazilarak Snort’un belirli ip
adreslerinden gelen trafige hic dokunmamasi
saglanabilir.

* Snort not src host 10.10.10.1 gibi...
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Ultrasurf Engelleme Kurali

IH OLTIELESWN, UXIW/ L [ LuUrrect |
I Secure Socket Layer
H TLSvl Record Layer: Handshake protocol: Client Hello
Content Type: Handshake (22)
version: TLS 1.0 (0x0301)

Length: 65

= Handshake protocol: Client Hello
Handshake Type: Client Hello (1)

Length: 61
version: TLS 1.0 (0x0301)
F Random

Session ID Length: O
Cipher suites Length: 22

® Cipher suites (11 suites)
Comoression Methods Lenath: 1

1000 00 22 6b f1 33 Ze 00 1T d0 %a 1b 96 08 00 45 00
1010 00 e 7b fc 40 00 80 DE ad 46 cD aB Dl 64 41 31
1020 Qe Da 07 be 01
030 ff ff fo 72 00
1040 01 4b e8 22 5f ]
1050 cb df 63 99 9c 6e 9a 37 Df cf cb Zd ’d 9a 71 aB
060 53 00 00 16 00 04 00 0% 00 0a 00 09 00 &4 00 &2
070 00 03 00 06 00 13 00 12 00 &3 01 00

k.3... .Z....E

n{.@ .. mF...dal
....... 5 ..hb'2pP
...r B. .=
K e e A
B P R LF
T d.b

16030100410100003d0301
hex ifadesinde normal TLS
baglantilarindan farkli tek sey
Length degerleri.

16: Content Type: Handshake
03 01: Version TLS1.0

00 41: Length 65

01: Handshake Type: Client
Hello

00 00 3d: Length 61

03 01:Version TLS1.0

alert tcp SHOME_NET any -> SEXTERNAL_NET 443 (msg:”Ultrasurf Kullanimi!”;
flow:to_server,established; content:” |16030100410100003d0301 |”; classtype:policy-

violation; sid:1000099;)
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Hangi Kural Ne Ise Yarar?
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the mod_info module,
'which will happily disclose
valuable information about
your webserver which may
aid in their attadk.

option that the Apache server is using can be viewed. This includes
[ACLs, modules, file and directory names, and other valuable
informsticn that will help an attadker determine ways of attacking
the server.

sucessful, this will give
valuable information about
the webserver for use in
further attadks.

“/server-info” in
the url, any url
containing that
string will trigger
this rule. A few
comman false
positives may
include urls like:

ireally
/long/directory

/server-info. html

restricting access to it via
(Apache directives, i.e.
SetHandler server-info
Order deny,allow Deny
frem all Allow from
.yourdomain.net

This event is disclosure. The med_info module “p of the (Apache As part of an attadk agsinst ||Simple. |[Few, but Mone Snort doc

'when an attempt is made server configuration mdu:llng all |nstsIIE:I medules and directives in ||webservers |an Apache webserver, an No certainly Known exists on thE wictim in contributed by Jon Hart

to acoess server-info. Using the configuration files” for the Apache webserver. Successfully with attacker may try to access  ||exploit  |[possible. Since question, and if the attacker |[Sourcefire Vulnerability

the Apache webserver, this accessing the url that is handle by mod_info may give an attadker med_info |[“server-info™ which is software ||this rule only is allowed to access it. If Research Team Brian

url is generally handled by valusble information about the server. If mod_info is in use and the ||enabled. ||typically handled by the is cheds for the med_info is necessary on Caswell Nigel Houghton
attadking host is allowed to acoess it, every possible configuration mod_info medule. If required. |existance of this server, consider
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Ornek Kural-#1

alert tcp SEXTERNAL_NET any <> SHOME_NET 0 (msg:"BAD-TRAFFIC tcp port O traffic";
flow:stateless; classtype:misc-activity; sid:524; rev:9;)
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Ornek Kural-#2

alert tcp SEXTERNAL_NET any -> SHOME_NET 53 (msg:"DNS zone transfer TCP";
flow:to_server,established; content:"|00 00 FC|"; offset:15; metadata:policy
security-ips drop, service dns; reference:arachnids,212; reference:cve,1999-0532;
reference:nessus,10595; classtype:attempted-recon; sid:255; rev:16;)
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Ornek Kural-#3

alert icmp SEXTERNAL_NET any -> SHOME_NET any (msg:"ICMP traceroute";
itype:8; ttl:1; reference:arachnids,118; classtype:attempted-recon; sid:385; rev:4;)
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Ornek Kural-#4

e Port tarama(nmap -sS)

/" alert tcp SEXTERNAL_NET any -> SHOME_NET any (msg:"ET SCAN NMAP -
sS window 2048"; fragbits:!D; dsize:0; flags:S,12; ack:0; window:20
48; classtype:attempted-recon;
reference:url,doc.emergingthreats.net/2000537;
reference:url,www.emergingthreats.net/cgi-bin/cvsweb.c
< gi/sigs/SCAN/SCAN_NMAP; sid:2000537; rev:7;) 4

[**] [1:2009584:11CET SCAN NMAP -sS window 4096 [**]
[Classification: Attempted Intormation Leak] [Priority: 2]
04/29-23:24:06.440226 88.240.10.125:50548 —> 212.98.228.246:80
TCP TTL:52 T0S:0x0 ID:38946 IpLen:20 DgmLen: 60

FrERRAIGE Seqg: O0x22700D04 Ack: Ox0 win: 0x1000 TcpLen: 40

TCP Options (6) => MSS: 1452 NOP WS: 0 NOP NOP TS: 17745 O

[Xref = http://www.emergingthreats.net/cgi-bin/cvsweb.cgi/sigs/9
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Ornek Kural-#5

» /etc/passwd

alert tcp SEXTERNAL_NET any -> SHTTP_SERVERS $HTTP_PORTS (msg:"WEB-MISC

/etc/passwd"; flow:to_server,established; content:"/etc/passwd"; nocase;
metadata:service http; classtype:attempted-recon; sid:1122; rev:6;)
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Ornek Kural-#6

alert tcp SEXTERNAL_NET any -> SHOME_NET any (msg:"P2P Skype client login";
flow:to_client,established; flowbits:isset,skype.login; dsize:5; content:" |17 03 01 00|";
depth:4; metadata:policy security-ips drop; classtype:policy-violation; sid:5999; rev:4;)
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Ornek Kural-#7

alert tcp SEXTERNAL_NET any -> SHOME_NET any (msg:"P2P Skype client login";
flow:to_client,established; flowbits:isset,skype.login; dsize:5; content:" |17 03 01 00|";
depth:4; metadata:policy security-ips drop; classtype:policy-violation; sid:5999; rev:4;)
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Ornek Kural-#8

* Syn flood yakalama/botnet detection

ddos.rules:# alert tcp SHOME_NET any <> SEXTERNAL_NET any (msg:"DDOS
shaft synflood"; flow:stateless; flags:S,12; seq:674711609; reference:cve,2000-
0138; classtype:attempted-dos; sid:241; rev:13;)
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DNS DOS Saldirisi

alert udp SHOME_NET 53 -> SEXTERNAL_NET any (msg:"DOS DNS root
query response traffic amplification attempt";\
flow:to_client; content:" |00 01|"; depth:2; offset:4; content:" |00 00 02
00 01|"; within:5; distance:6;\
threshold:type threshold, track by_dst, count 5, seconds 30;
metadata:service dns;\
reference:url,isc.sans.org/diary.html?storyid=5713; classtype:misc-
activity; sid:15260; rev:1;)
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Kurallari Gincelleme

e Kural guncelleme yontemleri
— Elle(her hafta yeni kurallar indirilirilerek)
— Oinkmaster ile otomatik

* oinkmaster.pl -o /etc/snort/rules

— Oinkmaster kodu gerektirir(snort.org’dan)

http://oinkmaster.sourceforge.net/readme.shtml
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