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Ben kimim?

Bilgi glivenligi Uzmani & Denetci
Siber glivenlik danismani(VS)
Guvenlik egitmeni

— www.guvenlikegitimleri.com

Blogger

— www.lifeoverip.net




Ajanda

 Bilgi guvenligine bakis farklihgi

* Hacker ya da glivenlik uzmani

* Orneklerle hackerlarin giivenlige bakisi



Siber Dinyada Guvenlik

Sosyal yasam vs Siber Yasam
Obama’nin dilinden siber glivenlik

It’s been estimated that last year alone cyber
criminals stole intellectual property from
businesses worldwide worth up to S1 trillion.

In short, America’s economic prosperity in the
21st century will depend on cyber security.
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Hacker / glivenlik uzmani

Guvenlik uzmanlari prosediirel hareket ettigi icin
hackerlara gére bir adim geriden gelir.

Guvenlik uzmanlariicin koruma bir meslek, hackerlar
icin bu korumalari asmak bir zevktir.

Hacker icin bilgi givenligi diye bir kavram yoktur,
sadece asilmasi gereken engel vardir!

Hackerlarin mesaisi, sayisi ve motivasyonu farkhdir...
— Siber diinyada gece gindlz kavramlari yoktur
— 7/24 mesai yaparlar!

Ornek: Wordpress acikligi




Guvenligimiz nerelere/kimlere
baglhdir?

Sunucu giivenligi
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Orneklerle Hacker bakis acis|



Guvenlikciler nasil hacklenir?

* “Terzi kendi s6ktgunu dikemez misali” cok
konusur, nasihat verir, korkutur ama kendileri
uymaz(genelleme)

e Kevin Mitnick, Dan Kaminsky, Symantec,
Kaspersky

tpefusa kaspers SRR .0 _concat{user,0x3a;host, 3, password),3,4%:208 |« | B [IGl- A=




Kevin Mitnick nasil hacklendi?

[rootEmail #|ping kevinmitnick.com
PING kevinmitnjick.com (67.210.226.207): 56 data bytes

b4 bytes from b | tt1=53 time=188_.623 ms

DMN5 Records

basze recard | name ip raverse route as
kindredresorts.camn a 67.210.226.6 rmail. staykindred.corn | 67.210.226.0/24 | ASTS19
United States PHMAP-DAL gigline | GLOBALCOM-MET-LLS Proxy Regi
staykindred.com a 67.210.226.6 rmail. staykindred. corn
United States
mail. stavkindred. corm cnarme | stavkind®d. corn | 67.210.226.6 rmail. stavkindred. com
United States
nzl.firehost com a 67.210.226.11 11.226.firehost.com

United States

i 7 frahosteom = Sr020600 Hosting firmalari ne

United States

nzZ.firehost com a 67.210.226,12 1z.22é.fireshost.comn . .
United States kadar glvenlidir?
12,226 firehost com ptr £7.210,226,12 y
United States
www flupaper.corm cname | flypaper.com 67.210.226,15 | 15.226 firehost.com
United States
15.226.firehost.com ptr 67.210.226.15
United States
* moosedigital.com a 67.240.226.16 | 16,226 firehast com
United States
*. moosylvania.com a 67.210.226.16 16.226.firehost.comn
United States
* swisz-tes.cam a 67.210.226.16 | 16,226 firehast corm
United States
£9-153-173-194, moosylvania.com a EF.210.226.16 16,226 firehost.com
United States
hatchglobalresearch, com a 67.210,226.16 | 16,226 firehost,com
United States
mooseondermand.com a 67.210.226.16 16.226.firehost.comn
United States
zchoolofrooze. com a 67.210.226.16 16.226.fireshost.com
United States
startrightendright.cam a 67, 210.226.16
United States
swiss-tea.comn a E7.210.226.16
United States | . Lo (RS | .
www rnoosedigital. cam a 67.210.226.16 L B . e -
United States w0 , uid 1o0d11: Tghal 11
www. overthemoonmilk. corn a 67.210.226.16 i T I I B 1 1 = -1
United States =1 Ay U7 d 1011: [ 21 11
www, swiss-tea.com a 67.210.226,16 [
United States 3
16,226 firehost.com ptr £7.210,226.16 H r10
United States
boneyardculture. org a 67.210.226.18

United States

rooftop.org a 67.210.226.18
United States




Guvenlikciler nasil hacklenir =117

@ BiLGI GOVENLIGE AKADEMISE | www.guvenlikegitimleri.com - Mezilla Firefox

= c 2% | SE  hitp://www.guvenlikegitimleri.com/new/

£ Most Visited ’ Getting Started Latest Headlines

& BiLGI GUVENLIGI AKADEMISI | www...| -
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uve BiLGI GUVENLIGI AKADEMISI
egitimiepi

ANA SAYFA EGITIMLER EGITMENLER MAKALELER

EGITIM HOTLARI HAKKIMIZDA KAYNAKLAR iLETigiM

GuvenlikEgitimleri.com Nedir?

13

hacka GE(guvenlikegitimleri.com) konusunda uzman

kisiler tarafindan uygulamali ve Tirkge icerikli
itimler verme e aclm sitedir.

Turkticaret.net lizerinden DNS yonlendirme ile 6 saatlik ulasim

sorunu...

Egitim Tercihleriniz

Beyaz $apkal Hacker Editimi 6
Subat 2010

Hangi editimleri aimak istersiniz?
Uygulamali TCP/IP Guvenlidi 2010 Yilinda Agilacak Guvelik
Egml.'m 1.4 Kasim 2009 Egltlm\er.\ Uygulamali ag guvenlii
: 5 Network pentest

Web uygulama giivenligijweb pentest)
Beyaz sapkali hacker(CEH)

Vote
AnkaSec — Ankara Giivenlik Konferansi 24 Aralik 2009

w Results



Twitter nasil hacklendi?

i > A
gl (S

Domain ismini alan mail adresi ve dns




Patronun mailleri nasil okunur?

[rootBmail ~]1# whois
#* Registrant:

Thinlkina

LEByahoo .com

**% Adminlistrative Contact-
MIC Handle
Organization Hame

** Technical Contact:
NIC Handle
Organization Hame

Question 1 of 2

What is your oldest cousin's | | 4 CAPITALIZATION IS HOT

o IMPORTANT
name: Remember, you may have abbrevia
some wwards or used numbers as p
of your answer

Yahoo parolami kaybettim!

Exit Wizard Mext |



Resim Uzerinden sistemi ele gecirme

¥ Delete backup?
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STS mi SYS mi?

Saldiri Tespit sistemleri nasil hacklenir?

— Guvenlik uzmanina STS kur denir...
— Uzman STS cihazini alir kurar ve internete acar

Bir miiddet sonra STS cihazi donltsum gecirir ve saldiri yapmaya
baslar.

STS neden donistim gecirmistir?
— Hediye ©

STS= Saldiri Tespit Sistemi
SYS=Saldiri Yapma Sistemi




Ates etmeyi bilmezseniz ayaginizi
vurabilirsiniz!

e Guvenlik uzmanina is verilir: Firewall’dan
DDOS koruma icin rate limitingi aktif et!

— Guvenlik uzmani hemen su kurali yazar: ayni ipden
200’den fazla istek gelirse kara listeye al!

* Hacker kaynak ip adresi olarak dns sunucuyu
verir (ya da router’in ip adresini)

— Firma kendi engelleme sistemiyle kendini
engellemis olur!



SL Guvenli midir?

Kargo Teslimat Siireleri | MONSTER® Odiiller | insan Kaynaklar | Ariza Takip | Gizlilik Taahhiidii | Elestirile
Sitedeki Aktif Kullanio Sayvisi: 40 Toplam Zivaretg Sayis 4572294

nzidle, Intel Inside Logo, Intel Vi, Intel wPro, taniomn, foniom Inside, Pentiorn, Pentiomn hside, d2on, and Seon Ihside in veyo Armerko Bidesik
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Bu site, RapidSSL tarafindan sadlanan 128 bit S5L sertifikasi ile korunmaktadir.
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Yalniz degilsiniz, giinde en az bin
zZiyaretciniz var!

ADSL Abonesi, haftalik aldigi

File ‘iew Scenario Signatures Settings  Help

28 2 [@ RT3 ¥ DG el 2 @M RN saldiri sayisi 20.000(600
B ¢ kfsensor - localhost -M... « | | ID Start | Duration | Pro... | Sensor ... | Mame Wisitar
o e
23 Tee [V 1BS5B | 22.04.2007 13:47:53.156 6.250 TCP 1080 50CKS 219,72.199,209 fa rkl I Sa Id Irl tl I
i) 0 Closed TCP Parts 16557 | 22.04.2007 15:44:14,953 0,000 LDP 135 NBT Datagram Service FUSION p
& 21 FTP Guild 16556 22.04.2007 13:44:13,453 0,000 LDP 138 MBT Datagram Service FUSION
0\ 22 s 16555 | 22.04.2007 13:144:11,953 0,000 UDP 138 MBT Datagram Service FUSION MET DGRAM Packet: idi32¢
\S C3 D B YT 16554 | 22,04.2007 13:44:10,406 0,000 LDP 138 MBT Datagram Service FUSION MET DGRAM Packst: id32t
g 53 ons N 18553 | 22.04.7007 12:22:07.205 24297 TCP 1080 50CKS £4.71.160.34 KFSensar Free Trial
6 66 DHCP NS5z | 22.04.2007 12:21:07.825 16,953 TCP 1080 50CKS 64.71.160.,37 SOCKS 4 Connect: 210,76
60 11s - Act ] 22.04.2007 12:21:07.820 0,000 TCP 1080 DOS Attack 64.71.160.,37 Connections: 20[0D 0&TAc
& 110 rops A 18550 | 22,04.2007 12:21:00,343 6,016 TCP 1080 50CKS masked. in.free. trial SOCKS 4 Connect: 202,10
s e N 18540 | 22,04.2007 12:20:56.140 6,235 TCP 1080 50CKS 64.71.160.37 SOCKS 4 Connect: 211,14
-5 N 18548 | 22.04.2007 12220000593 13172 TCP 1080 SOCKS £4.71.160.37 KFSensar Free Trial
=) ] 18518547 | 22.04,2007 12:20:04,203 4015 TCP 443 HTTPS pu.acvyskow.cz [80JF[01 03 01 007-{00 00
B 139 W8T Session S.... || [ 15c4e | 22.04.2007 12:20:04.218 0,000 TCP 80 1S pu.acvyskow.cz *O[EG 1E F4 B7IK[BDTwI1E
- 389 LDAP N 18545 | 22.04.2007 12119:37.437  15.686 TCP 1080 SOCKS masked.in.Free. trial SOCKS 4 Connect: 61,182
5 443 HTTPS -Act.. |14 1544 | 22.04,2007 12:19:26.656 0,108 TCP 1080 SOCKS £d 71140 3T SOCKS 4 Conneck: 202,10
) <445-MET SMB—Error N 18543 | 22.04.2007 12:19:08.796 5016 TCP 1080 SOCKS Event - 18558 I x| KFSensor Free Trial
[ 593 CI5 AN 1854z | 22.04.2007 12:16:57.328 11,540 TCP 1080 SOCKS 4 SOCKS 4 Connect: 61,129
; ;
E] 1028 M5 IS N 1os4t | ze.04.2007 12:18:22.028 7.265 TCP 1080 SOCKS Sunmery | Detels | Sigrature Deta | M SOCKS 4 Connect: 202,10
-.J} 1080 SOCKS -R... N 18540 | 22,04.2007 12:18:13.109 0,375 TCP 1080 50CKS Request Data - 13 Bytes SOCKS 5 Authenticate Rec
] 1433 SQL Server... |||\ K 18538 | 22.04.2007 12:18:13.109 0,000 TCP 1080 DOS Attack SOCKS & Autherticate Request: Ho auth requirad = Connections: 200D 0AJAc
& 2100 Oracle XDEFTP -1:! 16535 22.04.2007 12:17:42.640 21.344 TCP 1050 SOCKS KFSensor Free Trial
[E] 2234 Directplay e_q:: 18537 | 22.04.2007 12:17:50,906 4,265 TCP 1080 50CKS 1105 01 00]3) SOCKS 4 Connect: 211,99
.25} 3128 1S Proxy ... & 18536 | 22.04.2007 12:17:50.046 5016 r—— = SOCKS 4 Connect: 211.93
N 18535 | 22,04.2007 12:17:54.562 0.359 SOCKS 5 Authenticate Rec
[ 3268 Global Catalo. . A
£ 3389 Terminal server | | (2 19534 | 22.04.2007 L2:17.09.156 S8 Fopmet: [rext SI[ e | e | Help | SOCKS 4 Connect: 202,10
g 5000 MS Uni Plug -1:! 18533 22.04.2007 12:17:08.937 5.625 kFSensor Free Trial
&8 5900 WNC - Acti & 16532 2z,04.2007 12:16:53.031 21.062 SOCKS 5 duthenticate Regquest: No auth required ;I SOCKS 4 Connect: 61,135
@ T A 1e531 | 22,04.2007 12:16:14,281 0.375 SOCKS 5 Authenticate Rec
TORY ...
¥ ||| 1ess0 | 22.04.2007 12015:29.531 9,350 [£4[05 01 0013} SOCKS 4 Connect: 202,10
= Lok N 18528 | zz.04.2007 1Zi14:07.281 25172 SOCKS 4 Connect: 212,22
n:fl 0 Closed UDP Ports .,l‘ 18525 27.04.2007 12:14:11.171 6.907 SOCKS 5 Connect: 216.39.53.3:25 [mta-wld.mail.wip.red.yahoo.com] KFSensor Free Trial
& 04, 114111, d =
- 42 wins upp N 16527 | 22.04.2007 12:14:01,421 7.016 ’ 3 SOCKS 5 Autherticate Rec
3 a7 oHeR 0 e {{[05 01 00 01 D&]'5[03 00 191}} :
d & 18526 | 22.04.2007 12:13:49,859 6.625 ﬁl SOCKS 4 Connect: 211,15
. 88 Kerherns N1e525 | 22042007 1201328484 21,219 it SOCKS 5 Authenticate Rec
[E] 137 NBT Mame 3er... M 18524 | 22.04.2007 12:13:29.575 7.250 SOCKS 5 Authenticate Rec
[ 138 NBT Datagr... N 18523 | 22.04.2007 12:13:13.453 6.312 | KFSensar Free Trial
= LIPS _IL| e | ermesanern. oo e ..Hwhwjd
T — ki L v
: 40 Fuents: 7231725 ~




Yamasiz Windows kullanimi = Zombi

Top 10 TCP Ports On Internet

80

3; Turkiye’de ortalama 100.000 zombi

443 makine bulunmakta!
3329
445
139
21

135
25

T T B S

—

* Yamasiz bir Windows’un internete acildiktan
sonra ele gecirilme slresi ortalama 6.45

dakika...



SMS ile kaos olusturma!

B March 2009, 12:11 « previous | next ®

Twitter closes SMS spoofing hole - Updated v
Twitter, the micrn-blngging site, has closed an S5 SpDDfir'lg SECUrit‘}f hale which, ounir o ta)
until Wednesday night, left accounts open to being hijacked. The vulnerability

was due to an authentication weakness that allowed anyone Who knew 3 LSer's +00 532211

rmobile number to spoof their messages, provided that the user's mobile nurmber
was et Up to post and receive Twitter messages.

The hijack was possible because Twitter determined where to post the

Bu gece saat 04'de calisma var,

messages from the "sender ID'ffield, the area in all text messages that containg sarjim bitti. Mutlakca sirkette
the sender's mohile telephone number. According to Security Fix, an attacker olman lazim

could use an 5SS (short messape servicel sboofing service. such as my-cool-
sms.com ar phonytest.com, tom — Send a PhonyText
by replacing the "from" ar "send! | voucher Code:

user and then sending a messar ]

to that user's Twitter paQE The Code is Case-Sensitive, rmay contain IeEers a%:‘u‘t&rs and is & characters long.

Ganderici T4ME0 characters used

Name or Number it Should App rom:

By using Twitter's "text comrmant |R. Tayyip Erdedan
another user's pthE notific atior This is the bit that makes it a PhonyText! If it's a phone number then it can be between 5 and 1t

- AlphaMureric text then it can be up to 11 characters in length, Mumbers may be converted into its intern
other Twitter users. The vulnera and nurnbers starting with 2 zingle zero (0) are assurmed to be UK numbers and the 0 will be replaced with :

Mobile Number to Send the PhonyText To {in International Format):
+9053%

Rermeber, this needs to be in the standard international format which starts with the country code, for example:
- to UK this would be 447973123456

- ta Ireland this would be 353871112222

- ta The Metherlands thiz would be 311112222222

Don't forget that you might need to leave out any Zero at the start of the number if there is ane.

Message to Send:

[International Format: +491731234567]

Eu gece 03'de bakanlar kurulu ;I

toplantisi wvardir, konu acildir!
ta
ta

H

Wwe will send a maximum of 160 characters in the message (98 left)

Send PhonyText!




300S’a siber saldiri ordusu kurulur!

[} http

C | ¥ http:fiwww promake. mefworksbig_sliteloader jpg » O~ S~

[ Customize Links 3 other bookmarks

[ Loads B [Tustbots

@ Addnes d | @ Delete Load

bt tigu 123 Ho Active
Hitp i 12323

Ho Active

M11353:14 07-02-2000 5N Turisia #1227 206177 2009-02-07 135814 2003-02-07 135314

— Buigaria S1AXAEIA0E 2009-02-07 135915 2005-02-08 120333

[ Add Lo,

B erazit 2N 284183 20090207 135916 2008-02-07 135816

93108.76.243 20090207 135916

20080207 135316
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5 DEU?&B&TW E Siovakia 21345121324 20090207 135817 2008-02-07 135817
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otnet

M List bots Bots Stats

Search bot {mask: id, ip, country): [ Update build [

Courtry P Stelus Frsttme Last time
£ Allbots: 5 1 4+ Epeazi 1895132106 Fres 2008.01-08002232 2009-01-08 083720 03:00:00 01-01-1 OnlLine Stats
] oune 13 2 4 Ielcanaas 992FATET4  Fres 2009.01-080045:10  2009-01-08 0BIT20

] OFFLINE: [ 3 4 B Thaland SSBAZTAST  Free 2009.01-0804:3312  2009-01.08 053720 =

& Free: & 4 + Elkyrgyzstan ZW AL/ Froe 200901-08060339  2003-01-08 083720

E“ Hodke g 5 4 EMRussisnFedesstio  BO0S2517  Fres 2008.01.08061045 00301.08 053720

e . 6 ¢ G B211216639  Fres 2008.01-08080213  2008-01-08 083720

Bl Create new task.

Hast[:pert]

1 yaru (=3 GET 20061220 = e
2 googen 0555 cET 20081231 =
| Add Task Loads ® iadseer: s
Name: POST: Start:
)
Rules: =
End:

Limit mal on cne bot:

for subject (split
ﬁs)‘ = B Add Template for SPAM Task %
Senders List:
Name template:
Servers List:
Entar riama e tamplats and uplead 1z Fach
Template: qwel A Uplaaded tx1 fi for text mad
em th o baml .
Status: Actve > e 055 - Upkodd 10 2N in M

[Ca0a ] (G5 Senerate subjecs | (157 Cancel |




Tuarkiye guvenlige ne kadar 6nem

veriyor?

Giivenligi ciddiye ahyor musunuz? Bind DOS

Zaafiyeti

Posted on Movember 07th, 2009 in DMS, Linux Security, Misc, Mebwork Security

l Yaklagik olarak Of ay cnce tom ISC Bind
surdrnlerini etkileyen bir acikik yavnland, Aokl
DMS servisini etkiledidi icin cok kritiktil dnsin
calismamasi ne demek? Mail alisverisinin
durrnasi, web sayfalarinin calisrmarnasi, ISPler icin
rnisterilerinin internetinin gitrmesiirister icin dns
vs yoktur internet calisivor va da calismiyvordur),

Bu acikha gore internetin %20 gibi blydk bir
orarna dns hizrnet sadlayan Bind yazilinm

IEENE

BE |
CAREFUL
|

kullanarlann verdiklen dns hizrneti wzaktan tek bir dns paketivle kapatilabilivordu,

Guvenlik firmalari %80 oraninda acik
Hosting/ISP’ler %60 oraninda
Universiteler %85 oraninda
Devlet/kamu sistemleri %55



Ankasec/IstSec.org saldirilari...

e 3940 farkli ip adresinden toplam 150.260 atak
gerceklestirilmis




Kaynaklar

Haftalik giivenlik bulteni:
— www.lifeoverip.net/newsletter

Ag ve bilgi glivenligi listesi
— www.lifeoverip.net/netsec-listesi
www.guvenlikegitimleri.com

www.bilgiguvenligi.gov.tr

www.Bevyazsapka.org

www.Lifeoverip.net

www.webguvenligi.org




Tesekkdrler...

www.lifeoverip.net




