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“Siber Tehdit Gozetleme ve SIEM Olarak
Acik Kaynak Sistemlerin Kullanimi”




Huzeyfe ONAL

* Yonetici Ortak — BGA Bilgi Guvenligi A.S.
e Sektor tecrubesi :2002-...
e Siber Guvenlik Insiyatifi Kurul Uyesi (UDHB Biinyesinde)

« Ogretim Gorevlisi (Siber Guvenlik Yuksek Lisans Programi)
* Bilgi Universitesi (Bilisim hukuku Yiiksek Lisans Programi)
 Bahcesehir Universitesi (Siber Giivenlik Yiiksek Lisans Programi)
* Sehir Universitesi (Siber Guvenlik Yiksek Lisans Programl)



Firma Hakkinda: BGA Bilgi Glvenligi A.S.

BGA markasi ile 6 yildir kurumlara stratejik siber

guvenlik danismanhigi sunmaktadir
45 teknik personel (Mihendis agirlikh)
2016 itibariyle Ankara, istanbul, Bakii ve
Virginia(USA) ofisleri
Agirlikh calisilan sektorler

* Finans (32 Banka)

* Enerji

* Telekom

* Savunma Sanayi

e Kamu
Bilgi Guivenligi AKADEMISI markasi ile siber
guvenlik konusunda Uretim merkezi roll

Open Source®©
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Sunum Icerigi:Ajanda

N\
0 SIEM Dunyasi Genel Kavramlar

|

° Acik Kaynak Tehdit Izleme
/
° Acik Kaynak Log/SIEM Bilesenleri

/




Neden Acik Kaynak Cozumler?




Siber Guvenlikte Yonetim ve Hakimiyet Problemi

* GUnumuz Siber Guvenlik problemleri
incelendiginde <anket ciktisi> blyuk oranda
problemin kurumlarin siber gtivenlik

altyapilarina hakim olmadiklari ortaya HACKERS SPENT DAYS OR LESS
cikmaktadir.

* Son iki yilda ic, dis veya kaynagi bilinmeyen J——
siber saldiri olayl yasanma orani %63~  (Ortalama 85% e
100 sirket ve kamu kurumu igin)

e Zamaninda siber saldiriyi farketme ve 6nleme T
orani %5 R

* Siber guvenlik Grunlerinin gercek saldirilar jdfq:r:i]Ifr'pErrf. 229
karsisindaki uyari ve engelleme kabiliyeti: %20 Lozl e R e

* Yapilan guvenlik yatirrmlarinin verimli kullanim DAYS

Olcimi %17



Yeni Nesil Siber GuUvenlik Modeli - “Zero Trust”

e“Zero Trust Model” Uygulamasi.

eBaskan Obama tarafindan Amerika’nin Siber
Guvenliginin uzun vadeli saglanmasi acisindan -
“Forrester Research” e gelistirilmistir.

eTemel amacg, siber glivenlik islerinde insana olan
glvenin oyun disina ¢ikartilmasi ve sistemin kendisini &~
glvenli hale getirecek bir altyapinin kurulumu.

eKlasik glvenlik anlayisinda sinirlari korumak ve yatirm
yapmak yeterliyken “Zero Trust Model” de her

noktanin guvenliginin esdeger disunulerek hareket
edilmesi 6nerilmektedir.

e “Hatti mudafaa yoktur sathi midafaa vardir, o satih
batln vatandir”




Kavramlar Kavramlar...[Log, Siem, TM...]
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Incident Handling

Forensic Analysis



SIEM’den Beklenen

nl_‘ﬁon Total
its Per Day




Gercekte Olan




Sonuc Olarak...

/0

of successful advanced threat
attacks are spotted by SIEM
systems

Source:2014 Verizon Data Breach Investigation Report



Basarili bir SIEM/Log Projesi icin...

r
Event Correlation Yetection Us
8

 Kapsama neler alinacak
(hangi sistemler vs)

 Uymakla yukimlu
oldugum
standartlar/kanunlar vs
var mi

e GUnUn sonunda ne elde
etmeyi umuyorum

— “Can alici soru”

-~

Enterprise Log Management




SIEM Urun Seglml




Sahadaki SIEM Urinleri

Log Management SIEM SaaS Logging
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As of November 2014, Mosaic Security Research identified 73 SIEM and log-management products


https://en.wikipedia.org/wiki/Security_information_and_event_management#cite_note-5

Hatali Secim Durumu




Log Kaynaklarinin Tes

Log Kaynaklarinin Tespiti
Hangi log kaynagindan
hangi detayda log
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“Siber Tehdit Istihbarati” Kullanimi

« OSINT (free Sources)

- Dell SecureWorks

« Verisign iDefense

« Symantec Deepsight

« McAfee Threat Intelligence
- SANS/Whitelist/Blacklist

- CVEs CWEs, OSVDB (Vulns)
- iSight Partners

- ThreatStream

- ATLAS

« ThreatConnect

-  Farsight

S NORSE

ATTACK ORIGINS ©

# Country
390 = United States
237 =2 South Korea
204 ™ China
127 = Netherlands
76 *=  Indsa
71 ™ Hong Kong
§7 ™ (zech Republic
63 @ Canada
51 ¥ France

Timestamp

Do Attacks originating from:

-« Palo Alto Wildfire
- Crowdstrike

- AlienVault OTX

+ RecordedFuture

« Team Cymru

« ISACs or US-CERT
- FireEye/Mandiant
- Vorstack

- cyberUnited

« ThreatGrid

- ZeroFox

- Norse Corporation

<unknewn5, Romania.

g_/r,",\ b o
ATTACK TARGETS ©

L] Country
1170 =

¥
=

27 % MiliGow
ATTACKIYEES ©
Service

wne

frp
mecrosoft-ds
hetp-ait

smtp

snmp
ms-sqi-s
netbios-dgm



Cyber Intelligence Dinyasinda Siradan Bir GUn

<

<

NormShield Alarms @ns_alarms - Mar 13
New Possible Fraudulent Domains
finasnbank.com
finansbank-enpara.com
kredikartiborcunusorgulama.org

NormShield Alarms @ns_alarms - Mar 12
New Possible Fraudulent Domains
turkcell19.biz

efatura.top

kuveytturk-tr.com
onlinesorguislemleri.com

NormShield Alarms “ns_alarms - Mar 12

turkcell16(.)net

turkcell68(.)org
turkcell99(.)com
turkcell46(.)com
turkcell51(.)org
turkoell75( )bIZ

e

-

NormShield Alarms ©ns_alarms - Mar 10
New Possible Fraudulent Domains
isbnkasionlineisubesi.com
isbnkasisubesionline.com
e-devlett.com
ttnetbasvurumerkezi.com

NormShield Alarms 'ns_alarms - Mar 10
New Possible Fraudulent Domains
atmkredikartiborcsorgulama.com
hsbc-internetbanking.com
borcsorgulamaakbank.com
borcsorgulamaisbank.com

NormShield Alarms ns_alarms - Mar 10

New Possible Fraudulent Domain

borcsorgulamavakifbank.com

borcsorgulamayapikredi.com

borcsorgulamafinansbank.com

borcsorgulamagarantibank.com
X

1000 USD / Day

<

<

e

NormShield Alarms ins_alarms - Mar 7

New Possible Fraudulent Domains
app-faceboookredircet.online (Deceptive
faturaborcuodeme.com
elektrikfaturasiodeme.biz
tlyuklemee(.)com

" S |

NormShield Alarms 'ns alarms - Mar 5
New Possible Fraudulent Domains
faturabayisi.net
mobilfaturaniz.com
akfaturaodeme.com
finansbankborcumusorgula.com

NormShield Alarms 'ns_alarms - Mar 4
New Possible Fraudulent Domains
sorguhizmetleri.net
hsbcbankings(.)com
loginfacebooks(.)info
devletkredisi(.)com
trfaturabankmatik.com



Ornek Log/Alarm Inceleme

Offense 909 [8) Summary Display ¥ [I5] Events Connedtions Flows ' ViewWtack Path Actions ¥ [, Print

Magnitude Statusl € & . | Relevance ]8 ISevemy [5 ICredibiIity ]4

Offense Type Source IP
EventFlow count | 111 events and 1,042 flows in 13 categories
Source IP(s) 10.0.110.221 (dhcp-221-users-2.acme.com) Start Oct 18, 2013 12:28:02 PM

Description Potential Data Loss

Destination IP(s) Local (2) Remote (376) Duration 4d10h 42m57s HOW valuable are the
.. i - oac targets to the business? |

Offense Source Summary

P 10.0.110.221 Location

Magnitude Vuinerabilities

Who was responsible e e '
for the attack? {mm ere are iney locaieaq: E
E . ’

ventsiFlows

Username compliance FAC Address

Host Name dhcp-221-users-2.acme.com

Asset Name dhcp-221-users-2.acme.com

Offenses 8

Last 5 Notes [’/ Notes [y Add Note

Username Creation Date

Potential data loss detected, forensics case created | Whal was StOIen and 0ct 21,2013 6:39 AM
where is the evidence?

Forensics Reconstructions

Case Collection Status
DataLoss DataLoss 10.0.110.221 3/27/2014 3:31:00 PM 3/27/2014 4:31:00 PM SUCCESS

Top 5 Source IPs

S°:'p' 2 Magnitude Location Vulnerability User MAC Destination(s) Last EventFlow

dhc. .. Users.Users-2 No compliance 00:0E:0C:B4.DBEE 0 21 0s

Are any of the assets How many targeted
vulnerable? assets are involved

IBM Qradar



Korelasyon Kavrami ve Cesitleri

* Korelasyon, olasilik kurami ve istatistikte iki rassal de%ig,ken arasindaki dogrusal
iligkinin yonunu ve gtcund belirtir. Genel istatistiksel kullanimda korelasyon,
bagimsizlik durumundan ne kadar uzaklasildigini gosterir.

False Negatives

\/
False Positives



https://tr.wikipedia.org/wiki/Olas%C4%B1l%C4%B1k_kuram%C4%B1
https://tr.wikipedia.org/wiki/%C4%B0statistik

Gelismis Korelasyon Kurali Yazma

Problem
statement

Define

the
objective

Evaluate
and refine

cov(X,Y)

Pxy = corr(X,Y) = X0y

- 1 s (X— py) (Y—pty)
(n—=1) oxTy

Identify

data
source

Identify
deliverables

Define
thresholds

i i Security attacks £ Security incidents

Annusi 01,705,455 | -»- > e—TIT—
L s e g MN— |
— -—

Security lntelllgence Security Intelllgence
Correlation and analytics tools Human security analysts

Kaynak:HP, proficio, Google



SOME Tatbikat/Siber Tehdit SimUlasyonu

e Siber Guvenlik Tatbikat calismasi bir kurumun dis ve i¢
siber saldirgan gozuyle kurumdaki tim guvenlik
bilesenleri (calisanlar dahil) gercek hayattakine
benzer bir saldiri simulasyonu ile dlcimudadr.

e Calisma boyunca kurum icin yapilan tim glvenlik
yatirimlarinin(Loglama, Antivirus, IPS, Firewall,
bilgilendirme vs) gercek bir siber saldiri karsisinda ne
kadar ise yaradigi somut bulgularla ortaya cikacaktir.




Cyber Kill Chain

Threat intelligence

Network
Activity/Security

=

Host
Activity/Security

"

Corp Context

Exploitation & Installation

Command & Control Accomplish Mission
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phishing lnfected site

ElLas

2
5
-
B
e
5
- o

Cyber Kill Chain®
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Exploitation
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' Instaliation
e Installing matware on
the asset

: Command & Control {C2) ﬁ
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Intrusion

Active Breach




Tatbikat Senaryolar Icerik

* Internete Acik Sistemler icin Gerekli Senaryolarin Denenmesi

* Web Sunuculara Yonelik Senaryolarin Denenmesi ve Aksiyon Plani
* Endpoint Sistemlere (AV, APT, Mlwr) Yonelik Senaryo Denemeleri
* Veritabani Sistemlerine Yonelik Senaryo Denemeleri

* LAN & DMZ Senaryolarinin Denenmesi

* Windows Sistemlere Yonelik Senaryo Denemeleri

* Linux/UNIX/Embeddes Sistemlere Yonelik Senaryo Denemeleri

* Mail & SPAM & Exchange Sistemlere Yonelik Senaryo Denemeleri
* Network Altyapi Sistemlerine Yonelik Senaryo Denemeleri

* Firewall & IPS Sistemlere Yonelik Senaryo Denemeleri

* VPN & OWA Sistemlerine Yonelik Senaryo Denemeleri

 DLP & SIEM Sistemlerine Yonelik Senaryo Denemeleri



Acik Kaynak SIEM ve Tehdit Gozetleme
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Neden Acik Kaynak Tehdit Gozetleme — Log/SIEM

* Ne istedigini bilenler icin

 Genel korkular...

Turkiye’den 6rnek rakamlar...



Tehdit Gozetleme Altyapi Bilesenleri

=

BRO IDS SURICATA PRADS

ELASTICSEARCH MALTRAIL MOLOCH SECURITYONION




Host Tabanl Log/Anomali Uretme-lletme-Toplama

e Kullanici bilgisayarlari, sunucular ve dogrudan log génderme yetenegine sahip
olmayan sistemler icin ajan tabanli (veya wmi vs benzeri) log anormallik tespiti

* Genellikle HIDS ya da LIDS olarak adlandirilir
* En bilinen ve kullanilan acik kaynak 6rnegi - OSSEC

*- . -‘. . .=".,v ...... Lt
.Host Intrusion Détection For Everyone

e
|




OSSEC ile Neler Yapabiliriz?

* Windows sistemler icin registry degisikliklerinin
tespiti

 Sistemde yuklu olasi rootkit ve benzeri
programlarin tespiti (Signature based)

* Anlik alarm Gretme

* Talebe gore otomatik engelleme o6zelligi (Active
response)

* [P, domain karsilastirma (Aktif Liste mantigi)
* Yeni log formatlari ekleme
* |stege gore kural yazma

Logcollector

Syscheckd

Rootcheckd

Analysisd




<rule 1id="100005" level="10"> <rule 1d="144" level="11"

<dcscr1pt10n>Logm durmg non-business hours.</description> <description>Multiple failed attempts from same IP!</description>
</rule> </rule>

KURAL 100005 KURAL 144
ithentication su grubuna dahil olan kurallar mesai saatleri 22 ID'lh [SSH authentication fail kurali] 120 sanive igerisinde 5 |
dlsmda match ederse bu kurali level 10 olarak set ederek alarm tiret. match ederse ve kaynak ip ay ;2 bu kuralin 6nem derecesini
olarak set et.

lllu S

<rule id="111" level="0" noalert
<decoded as>sshd</decoded as> <rule id=>133" level="13"">
<description=SSHD messages grouped.</description= e e A Lo
e A el A P <if sid>122</if sid>

</rule> ;
<hostname>"abraxas</hostname>
<rule id="122" level="5"> <srcip>!192.168.12.0/24</srcip>
<if sid>111</if _sid> <description>Higher severity! Failure on the main

>AFq HINarrar P o : 10N~ ateh> / . .
<match uled|®error: PAM: Authentication /m“ll&.h server</description>
duunplmn -SSHD .ullhmllulmn failed.</description> /

</rule>

<group=authentication i </group=
</rule>

KURAL 111 KURAL 133
Log sshd olarak decode edilen (predecoding) hergeyi ID |11 olarak grupla. 22 ID' ll [SSH authentication fail kurali] match ettiyse ve hosmamc
KURAL 122 "abraxas" olarak decode edildiyse, ayrica kaynak ip ‘

Eger | 11 ID'l kural match etti ise ve logda "Failed" ibaresi gegiyorsa bu kuralin nerworl\undcn degilse bu kural'in 6nem derecesini | 3 olarak set et.
level'in1 S'e yiikselt ve kurali au cati iled grubuna dahil et. -




OSSEC Ekran Goruntuleri - Alarm

OSSEC Notification - (pentest3) 85.95.242.68 - Alert level 12 OSSEC-8GA OSSEC Notification - (web01.bilg.io) 52.18.50.18 - Alert level 10 OOSECHTA » aem

OSSEC HIDS <bgaceseciBbgaso boa com tr> 11:51 AM (21 hours ago) W

OSSEC HIDS <bgaossec@bgasoc.bga.com.tr> 10 omer.atoayrak, me, cihatisk -

to omer.albayrak, me, cihat.isik '~ OSSEC HIDS Nowication

OSSEC HIDS Notification. s e

2016 Mar 27 07:36:17 Received From: (web01 tig o) 52.18,50.18->/varh
Rule: 31154 fired (level 10) > WXSSlCmSMSa‘mﬂ"O)IMprmmu

Received From: (pentest3) 85.95.242.68->/var/log/auth.log Portion of the log(s):

Rule: 40101 fired (level 12) -> "System user successfully logged to the system.” 141.109.104.503 - - [26/Mar/2016:11:50:10 +0200] *GET /at7iniGu.oxa?<script>documant cookie=H22testmanz=8371:%22</script> HTTP/ 1 301 184

Portion of the log(s): “ht.Minoakngam com i www, bilgio com/ZIT NG sxe?<script ¥.000kI6=%22% B371,%22</script>” “Mozilia/d O (compatible;
MSIE 8.0, Windows NT 5.1; Tridenti4.0)" *31.169.60.37°

AE. . : 141.101.104,103 - - (26/Mur2016:11:50:10 +0200] *GET /et7inifin,ems?<scriptdocurment cookius %22testmanz«8371,%22<script> HTTPI.1° 301 184
Mar 27 07:35:03 pentest3 su[24342]: + ??7? root:nobody i Can escriph oy £371%22<scriot" "Motiaid,0 ( " MSIE 8.0. Wi NT

5.1 Trident/d 0} *31.169.68.37°
141,101,104, 103 - - [26Mar2016:11:50:10 +0200] *GET /217inix cgi?<script>document cookie=%221estmanz=8371,%22</script> HTTR!1,1° 301 184

“nep/Ninyxakacamt, com. trhsips.\wwe. bigio cony; <script>document. cookie=%221estmanz=8371.%22</scnpt>" "Mazia/d 0 {compatibie,
--END OF NOTIFICATION MSIE 8.0, Windows NT 5.1; Tridant:4,0)° *31.169.69.37"
141 101 104,103 - fzw-vrzoxs 1" 50 10 +0200] "GET fztTiniGx. eo"qc\wooomnmmmmmn Ne22</script> HTTP/1,17 301 164
Peucriph kig=N22tesimanz«837 1 %22 <)script>* “Mazilla‘4 0 (compatible: MSIE 6.0, Windows NT

5.1, Tnmuaop 311606037
141.101.104.103 - - [26/Marf2016:11.50:00 +0200] *GET /a7y pi?<script>document cockie=%22testmanz=0371.%22</script> HTTR/1,1° 301 184

OSSEC HIDS Notification. s finsockasemi, con. trhiton. s, blgio comyz17 inifix pi 7 <script>document. cookie=%22testmanz=837 1 %22</script>" "Mazitais 0 (compatible;
2016 Mar 27 07:36:17 MSIE 8,0. Windows NT 5 1; Trident'4,0)" *31.166.69.37°
o 141,101,104, 103 - - [26Mar2046;11:50:00 +0200] *GET /zt7inifix pi?<script>documont cookio=%224 T=B371.%22</soript> HTTP/1.1° 301 184
] <serpt>documant cookin=R22testmanz=837 1, %22</script>" "Mazila/4.0 (compatible; MSIE 8.0, Windows NT
Received From: (pentest3) 85.95.242.68->/var/log/auth.log 2 % Tridantis NV *21 1RG RG A7

Rule: 40101 fired (level 12) -> "System user successfully logged to the system."
Portion of the log(s):

OSSEC Notification - (pentest3) 85.95.242.68 - Alert level 7 OSSEC-BGA

OSSEC Notification - bgasoc - Alert level 12 OSSEC-BGA x
OSSEC HIDS <bgaossec@bgasoc.bga.com.tr>
1o omeralbayrak, me, cihat.islk -

OSSEC HIDS Notification.
2016 Mar 10 21:05:25

OSSEC HIDS <bgaossec@bgasoc.bga.com.tr>
to omer.albayrak, me, cihat.isik «

goisssﬁ; ;%S()g(:téﬁﬁﬂon. Received From: (pentest3) 85.95.242 68->netstat -tan |grep LISTEN |grep -v 127.0.0.1 | sort
Rhs Rule: 533 fired (level 7) -> "Listened ports status (netstat) changed (new port opened or closed).”
Portion of the log(s):
Received From: bgasoc->/var/log/messages
Rule: 5108 fired (level 12) -> "System running out of memory. Availability of the system is in risk." ossec: output: 'netstat -tan |grep LISTEN |grep -v 127.0.0.1 | sort":
Portion of the log(s): tcp 0 000.00:4443 0.0.0.0:* LISTEN
tcpb 0 0::4443 1 LISTEN
Mar 26 03:10:43 bgasoc kernel: Out of memory: Kill process 9334 (Suricata-Main) score 259 or sacrifice child gfmooumgém e UISTEN
ossec; output: ‘netstat -tan |grep LISTEN |grep -v 127.0.0.1 | sort"
tcp 0 00.0.0.0:4443 0.000" LISTEN
tecp6 0 0::4443 g LISTEN

~END OF NOTIFICATION



File Integrity Module

* Dosya butunlik dogrulama neden ihtiyac duyulur?

/var/ossec/etc/ossec.conf

<syscheck>
<frequency>79200</frequency>

<directories check all="yes">/etc,/usr/bin,/usr/sbin</directories>
<directories check all="yes">/bin,/sbin</directories>

<ignore>/etc/mtab</ignore>
<ignore>/etc/mnttab</ignore>
<ignore>/etc/hosts.deny</ignore>
<ignore>/etc/mail/statistics</ignore>
<ignore>/etc/random-seed</ignore>
<ignore>/etc/adjtime</ignore>
<ignore>/etc/httpd/logs</ignore>

</syscheck>



Sistem Durumu Gozetleme — Unutulan Bilesen!
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* Sistemlerden gelecek bu bilgi sayesinde
SIEM korelasyonlari daha gergekgi ve saglikli e

OpenNMS Monitoring Portal
d DataWarehouze Web Console
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Ag Seviyesi Anormallik

espitl

* Belirlenecek anormalliklerin otomatik olarak tespit edilmesi

* Anormallik kavrami tanimi
e Zaman tabanli anormallikler
 Veri tabanli anormallikler
* Hedef, kaynak tabanli anormallikler
* Genellikle Netflow tercih edilir

" A’M ™" w,@d‘wm‘mwj

B i



&

Aga Yeni Baglanan Sistemlerin Otomatik Tespiti
* PradS- Passive Real-Time Asset Detection System (PRADS)
10.43.2.181,0,54354,6,SYN,[65535:64:1:64:M1460,N,W2,N,N,T,S,E,E:P:Mac

OS:iPhone OS 3.1.3 (UC) ethernet/modem:uptime:1574hrs],0,1300882012
10.43.2.181,0,0,0,ARP (Apple),C8:BC:C8:48:65:CA,0,1300882017




Netflow Kullanarak Agda Anormallik Tespiti #Nfsen

0

\, ) [ q
. hetps: //nfsen-demo/nfsen-demo/nfsen ph s Y P v ridge O
Tk ' Rl P Nzl Bl 1ps:/ Infsen-demo/nfsen-demo/nfsen, phptab=0 e Q

P ayl oad Anhom a|y Detection Overview Profile: live, Group: (nogroup)

“Protocol ——
Anomaly: MAC Spoofing
*Protocol Anomaly: IP Spoofing
*Protocol

Anomaly: TCP/UDP Fanout
*Protocol Anomaly: IP Fanout
*Protocol Anomaly: Duplicate IP
*Protocol Anomaly: Duplicate
MAC

*Virus Detection

Bandwidth Anomaly Detection
Connection Rate Detection



https://en.wikipedia.org/wiki/MAC_address
https://en.wikipedia.org/wiki/Transmission_Control_Protocol
https://en.wikipedia.org/wiki/User_Datagram_Protocol

Ag Tehdit Gozetleme Sistemi— Snort / Suricata

* “Gelismis” ag tabanli tehdit algilama, saldiri tespit, |
anormallik tespit, ddos tespit, .... Tespit ve prem—
engelleme araci

Dashboard

e Snort->Sourcefire->Cisco (e
. . 4758 5960 532
* 35.000 aktif saldiri imzasi A Seh |l ol L sk

 Basit kural dili ile saldiri imzasi tanimlama kolayligi

-0
-
-

* Snorby benzeri arabirimlerle kolay analiz ve
yonetim(alarm)

* ELK stack ile dogal entegrasyon
* Eklentilerle ML kabiliyeti




Suricata-vs-Snort

Param Suricata Snort
IPS feature optional while compiling (--enable-nfqueue) Snort_inline or snort used with -Q option
e VRT::Snort rules
e VRT::Snort rules
Rules . e SO rules
e EmergingThreats rules
e EmergingThreats rules
Threads Multi-thread Single-thread

Ease of install

Not available from packages. Manual installation.

Relatively straightforward. Installation also available from
packages.

Documentation

Few resources on the Internet

Well documented on the official website and over the Internet

Event logging

Flat file, database, unified2 logs for barnyard

IPv6 support

Fully supported

Supported when compiled with --enable-ipv6 option.

Capture accelerators

PF_RING, packet capture accelerator

None, use of libpcap

Configuration file

suricata.yaml, classification.config, reference.config,
threshold.config

snort.conf, threshold.conf

Offline analysis (pcap
file)

yes

Frontends

Sguil, Aanval, BASE, FPCGUI (Full Packet Capture GUI), Snortsnarf




#

alert udp !$DNS_SERVERS any —> $DNS_SERVERS 53 (msg:"ET CURRENT_EVENTS Wordpress possible Malicious DNS-Requests -
flickr.com.* "; content:"|05|flickr|@3|com"; nocase; content:!"|@0@|"; within:1l; reference:url,markmaunder.com/2011/
zero—-day-vulnerability-in-many-wordpress—themes/; reference:url,www.us—cert.gov/current/
index.html#wordpress_themes_vulnerability; reference:url,blog.sucuri.net/2011/08/timthumb-security—vulnerability-
list-of-themes—including-it.html?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+SucuriSecurity+%28Sucuri
+Security%29; classtype:web-application-attack; sid:2013353; rev:3;)

#
alert udp !$DNS_SERVERS any —> $DNS_SERVERS 53 (msg:"ET CURRENT_EVENTS Wordpress possible Malicious DNS-Requests -
picasa.com.* "; content:"|06|picasa|@3|com"; nocase; content:!"|00]|"; within:1l; reference:url,markmaunder.com/2011/

zero-day-vulnerability-in-many-wordpress—-themes/; reference:url,www.us—cert.gov/current/
index.html#wordpress_themes_vulnerability; reference:url,blog.sucuri.net/2011/08/timthumb-security-vulnerability-
list-of-themes—including-it.html?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+SucuriSecurity+%28Sucuri
+Security%29; classtype:web-application-attack; sid:2013354; rev:3;)

#

#

alert udp $HOME_NET any -> $EXTERNAL_NET any (msg:"ET DNS DNS Query for vpnoverdns - indicates DNS tunnelling";
content:" |01 00 00 @1 00 00 00 00 00 @0|"; depth:1@; offset:2; content:"|@3|tun|1@|vpnoverdns|@3|com|@@|";
fast_pattern; nocase; distance:@; reference:url,osint.bambenekconsulting.com/manual/vpnoverdns.txt; classtype:bad-
unknown; sid:2018438; rev:2;)

#
alert udp any 53 -> $HOME_NET any (msg:"ET DNS Reply Sinkhole FBI Zeus P2P 1 - 142.0.36.234"; content:" |00 01 00
@1|"; content:" |00 @4 8e 00 24 ea|"; distance:4; within:6; classtype:trojan-activity; sid:2018517; rev:1;)

#



PDF Dosyalarini Kaydetme, Uyarma...

alert http $EXTERNAL NET any -> $HOME_NET any (msg: pdf upload claimed,
but not pdf”; flow:established,to_server; content:”’POST”; http_method;
fileext:”pdf”; filemagic:!”"PDF document”; filestore; sid:1; rev:1;)

alert http any any -> any any (msg:"FILE PDF file claimed"; fileext:"pdf"; filestore; sid:2;
rev:1;)

alert http any any -> any any (msg:"FILE pdf detected"; filemagic:"PDF document",;
filestore; sid:3; rev:1;)



BRO IDS

* Ag trafiginde dolasan dosyalarin hash degerlerini
alabilir

* Ag trafigindeki dosyalarin bir kopyasini kayit edebilir
* Ag seviyesi DLP olarak kullanilabilir
* Ag seviyesi ve protokol anormallikleri icin kullanilabilir

* Pasif DNS trafigi inceleme ve alarm amacli
kullanilabilir

100G Intrusion Detection

After extensive evaluation, deployment and testing, the Berkeley Lab Cyber Security Team brought our 10
2015. We created the following technical document to help other security teams and interested individuals

used to create our monitoring system.

100G Intrusion Detection, Rev. 1.0, published August 2015




Tehdit Istihbarati Bilgisi Kullanimi

Payment for private key

e GUnUmuz siber guvenlik camiasi icin en . T

hoose 3
Bitcoin (most cheap option)

degerli ve sicak konularindan biri -' Obitcoin

Bicon i 3 cryptoc ins is based on an
open-source aryptographic protocol that is independent of any central authority. |
B#cons can be transferred through a computer of " t an intermediate

e Kara liste->IP reputasyonu->Tehdit
istihbarati

* Her populer kavram gibi hatali kullanimi
dogru kullanimindan fazla

* AntiSpam dunyasinda ¢cok uzun suredir aktif
olarak kullanimda

* Ornek kullanim: Cryptolocker saldirilari nasil
erkenden tespit edilir?




Maltrail

* Maltrail-Malicious traffic ==
detection system =

* Belirli merkezlerden
sunulan ip, domain, url = - : -
reputasyon verilerini

geke FEk anllk ag traflgl IIeaIienvauIt, autoshun, badips, bambenekconsultingc2dns, bambenekconsultingc2ip,
ka r§|Ia§t|r|p Frapor SUNAal  pambenekconsultingdga, bitcoinnodes, blocklist, botscout, bruteforceblocker, ciarmy,
cruzit, cybercrimetracker, deepviz, dragonresearchgroupssh, dragonresearchgroupvnc,
dshielddns, dshieldip, emergingthreatsbot, emergingthreatscip, emergingthreatsdns,
feodotrackerdns, malwaredomainlist, malwaredomains, malwarepatrol, maxmind,
* KOlay kurulum & ku”amrnmyip, nothink, openbl, openphish, packetmailcarisirt, packetmailramnode,
palevotracker, policeman, proxylists, proxyrss, proxy, ransomwaretrackerdns,
ransomwaretrackerip, ransomwaretrackerurl, riproxies, rutgers, sblam,
securityresearch, snort, socksproxy, sslipbl, sslproxies, torproject, torstatus, turris, urlvir,

voipbl, vxvault, zeustrackerdns, zeustrackerip, zeustrackermonitor, zeustrackerurl, etc.

|
Budooouo0EaDaREADaADNDDDE
fosisoccocjeooofjoooonoooof
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Intel Critical Stack Kullanimi [Offlinel .

& criticalstack / Intel Feed FAQ CONTAT . LOGN | SGNUP &' fuee |

find 7?7 | inthe noise

m Critical Stack, Inc
e Bro Intelligence framework

Get Started - é&’s

sudo critical-stack-intel api 12345-6789-101112
sudo critical-stack-intel fetch run

2015/01/12 :35:39 Fetching feed subscriptions.

2015/01/12 +35:39 . ritical t } nte

2015/01/12 :35:40 ritical

2015/01/12 :35:40 ritica

2015/01/12 :35:40

2015/01/12 :35:40

2015/01/12 :35:40

2015/01/12 :35:40

2015/01/12 :35:40

2015/01/12 :35:40

2015/01/12 :35:41

2015/01/12 :35:42

2015/01/12 :35:42 riti 1 11 ] Rep I

2015/01/12 :35:42 Creating master file: master-public.bro.dat

2015/01/12 £35:42 Master file created successfully.

2015/01/12 :35:42 Intel files located at: /opt/critical-stack/frameworks/intel

2015/01/12 :35:42 API Requests Remaining: 75 of 100




Bro &CIF Kullanarak CTI Entegrasyonu

@load frameworks/intel/seen @load
frameworks/intel/do_notice @load
policy/integration/collective-intel
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$ cif -q domain/malware -c 75 -p bro >
domain-malware.intel

Public Feeds/ Data

Private Feed/Data
Your own data source can be

added Use Any public threat intel

CIF Server

Perl
Browser Plugin
API

Pushed Daily Feeds Using CIF clients

Mitigation Equipment
(dnsSinkHole,Firewall,IDS)

bEEREERERRREEERRREREREEEREERREEEERREREREREEES

Users Querying indexed Feeds



Tuzak Sistemlerin Aktif Kullanimi

What is Modern Honey Network

* Ozellikle kontrolii zor, dagitik ve biiyiik

* Open source platform for managing honeypots, collecting and analyzing

aéla rda §U pheli d u ru m Ia rl, SiStem Ieri tespit °ch§:<recsjE:Iaveryeasyto deploy new honeypots and getdata ﬂowmg
etmek icin kullanilir | Li“:;?iiif"me - wk . L%
* |¢c sensorler oy xwpp= [ e é[: <

* Dionaea, Conpot, Snort, Kippo, pOf, Suricata
* Gla tpfAm , Wo dpzsr kplEl zr ney &8 \~

* Dis sensorler

* Ginumuzde Siber Tehdit Istihbarat
calismalarinin vazgecilmez bilesenlerindendir

MHN " .

* Tehdit gozetleme altyapisinda mutlaka farkli Pt
amaclar icin birden fazla HP kurulumu e \\ e
onerilmektedir. | hpteeds |—f honeymap | ["Webapp | [ REST AP

7\ | \

* MHN kullanarak fazla ugrasiya gerek pak \

kalmadan birden fazla HP kurulumu otomatik RS ' —

olarak saglanabilir. [=l=T=]= 5 -

Sensors



Ag Trafigini Inceleme Amach Kayit Etme #FPC

* Gerceklesen ya da stiphelenilen bir olayin geriye dogru analizinde mutlak ihtiyac
duyulan bilesen

* Anlik ag trafigi analizi
* Geriye yonelik arastirma (forensic, incident response vs)

* CCTV benzeri bir yapi sunar
* Hassas kurumlarda hassas sistemler icin mutlaka kullanilmal

e Goreceli olarak maliyetli bir calisma
* Disk maliyetleri 1 Gbps hat icin aylik 180 TB

* OpenFPC ve Moloch kullanarak gerceklestirilebilir



Moloch Kullanarak Tum Trafigi Kayit Altina Alma

* AOL tarafindan gelistirilmis bir
yvazilim

* Kendi gelistirmek istediginiz
arabirimler icin WEB API
sunmaktadir

* Ana Bilesenler:
e Capture (libNids)
e Database (ElasticSearch based)
* Viewer (Nodels based)

Start: 20130410 101220 Siop 30130419 19 1229 Node: NG (P Protooot: =
Sro IPPort: 10 musn e¢i2000t Dat IP/Port 204232115 50100 (UBA) [ASITINT Recxasess resing]

Togs I+ < tx 1 kv s ot G067 vt aeatancoce 30, (N - . vt

HTTP
User AQOnts: Mustie § (Fverse; CFU Phoes O8 4 1 1 s Muss OF 10 AciefiussCs 554 48 (0<TML. tae oo Yaresm® | Mssin G008 Seters TEM A2 3
Request HORGErE wuxst wrem miisteg, scotsl migusge, cormattes, (oo, Seal, Lset gmr
REIOONSE HEBGErS (Lrmechus. (Ormere knghy, cortasl-trpa, dale, CON0N, s, wary

|natura s asch Ut hex Line aviws | Oeooce GZp | _ Show images A Files | _ Snow Timessames. |

touve Owatnstico



SecurityOnion Dagitimi

* Tum bu anlatilan ac¢ik kaynak kodlu
uygulamalarin kurulumu,
yapilandirmasi ve entegrasyonu ise
veni baslayanlar icin zordur

* SO, bu konuda hizlica baslamak
isteyenler icin gelistirimis bir NSM
dagitimidir.

* Indir, Calistir, Kur mantig

* Snort, Suricata, Bro, OSSEC, Sguil,
Squert, ELSA, Xplico, NetworkMine
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Loglari Toplamak ve Yonetmek - ELK Ailesi

* ElasticSearch:> Esnek, guclu acik kaynak kodlu
dagitik, gercek zamanli bir arama ve analitik
motoru(Veriyi duzenleyerek, anlamli hale
getirerek depoladigimiz alan)

e Logstash:> Loglari merkezi olarak toplamak ve
anlamlandirmak icin kullanilan bilesen

* Kibana:> ElasticSearch icin veri gorsellestirme
paneli (On yiz)

é:m elasticsearch.




Toplama ve Anlamlandirma Bileseni - Logstash

* Collect-Parse-Store/Forward .

Analysis
* Bir Olay’in Yagam Ddngusu / pehiving
* |nput->Filter->Output->Codec /

* INPUT(File, syslog, redis ...)

Alerting




logstash-plugins / logstash-patterns-core

Parsing

master = logstash-patterns-core / patterns

* Grok eklentisi kullanarak S e e S R
anlamsiz(!) log satirlarinin
aranabilir hale getirmek.

*Apache access.log event:

123.249.19.22 - - [01/Feb/2015:14:12:13 +0000] "GET /manager/htm| HTTP/1.1" 404 448
"-""Mozilla/3.0 (compatible; Indy Library)"

*Matching grok:

7{IPV4} 7%{USER:ident} %{USER:auth} \[%{HTTPDATE:timestamp}\] "(?:%{WORD:verb}
7{NOTSPACE:request}(?: HTTP/7%{NUMBER:httpversion})?)" %{NUMBER:response}
(?: %{NUMBER:bytes}|-)

7{COMBINEDAPACHELOG}
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