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E-posta Kavrami

Internetin gelismesiyle birlikte glinimuz iletisim sistemlerinde telefondan sonraki adimi
e-postanin almaya basladigini gériyoruz. Bunun cesitli sebepleri vardir ama en énemli
sebepleri arasinda e-posta sisteminin lcretsiz olmasi ve basit, kolay kullanima sahip
olmasi sayilabilir. 3G hizmetinin yayginlasmasiyla birlikte kisa mesaj servisi SMS'in yerini
e-postanin alacagi da uzmanlar tarafindan éngoéruliyor.

Artik her birimizin bir —ya da birden fazla- e-posta adresi var. E-postalarimizi sadece
haberlesme igin kullanmiyoruz. E-postalarimiz internet lizerinde gogu zaman sanal kimlik
bilgisi olarak kullanihyor. Cesitli sitelerden hizmet alabilmek amagl Utyeliklerimiz, paypal
vs gibi sanal 6deme sistemlerinde yaptigimiz islemler hep e-postalarimiz tizerinden
ylrtiimekte ve glin gecgtikce e-postalarimizin glivenliginin 6nemi artmakta.

Buglin e-postay! aktif olarak kullanan birilerinin hesap bilgileri baskalar tarafindan ele
gecirildiginde ¢ok zor durumda kalabilmektedir.

Bu yazida e-posta sisteminin son kullanicilara ¢ok bir sey ifade etmeyen ama
gerektiginde cok ise yarayan " baslik bilgileri* konusunu inceleyecegim.

E-posta Sistemi Nasil Calisir?

E-posta sistemi gergek hayattaki posta hizmetinden 6rnek alinarak olusturulmus bir
servistir. Gergek diinyada bir mektup yazar bu mektubu zarfin igine koyarak lizerine
gonderici alici vs gibi ek bilgileri yazip postaneye birakiriz(dik). Mektubu alan goérevliler
zarf Gzerindeki bilgilere(baslik bilgileri)bakarak mektubumuzu dogru adrese
yonlendirirler.

E-posta da aynen bu sekilde galisir, gercek hayattan tek farki araci olarak insanlarin degil
bilgisayar sistemlerinin kullaniimasidir.

E-posta DNS iliskisi

E-posta sisteminin saglikli calisabilmesi icin cesitli etkenler vardir. Bunlarin basinda isim
cbzimleme sistemi olan DNS gelir. DNS servisi gcalismadan saglikli bir e-posta servisinden
bahsedilemez.

DNS'’in e-posta sistemine etkisi sudur: bir e-postanin hangi adrese teslim edilecegi DNS
kayitlariyla belirlenir.

Mesela huzeyfe@lifeoverip.net adresine mail génderebilmek igin dncelikle bu adresin
maillerini kabul edecek sistemin bilinmesi gerekir. Bu da DNS de MX kayitlarinda tutulur.
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»Jocuments and Settingsz“Administrator?*nzlookup —g=mx lifeoverip.net 195.175.39.48

erver: ttdnsd@.ttnet.net.tr
ddress: 195.175.3%.48

on—authoritative answer:
lifeoverip.net HM¥ preference = B, mail exchanger =Imailﬂ2.lifeuuerig etl
lifeoverip.net MX preference = 18, mail exchanger = mail.Ilifeoverip.ne

lifeoverip-.net nameserver = nsd.tekrom.com
lifeoverip-net nameserver = nsz3.tekrom.com

ail@? _ lifeoverip.net internet address = 91.93.119.808
ail.lifeoverip.net internet address = 91.93.119.88
s3.tekrom.com internet address = 70.84.223.226

Bu adres(mail02.lifeoverip.net) @lifeoverip.net uzantih mailleri kabul edecek sistemdir.

Internetten herhangi bir yerden @lifeoverip.net adresli hesaplara génderilecek mailler
mail02.lifeoverip.net adresine ulasacaktir.

E-posta Bashiklarini Okuma

Her e-postanin bir ader baslik(header) ve govdesi(body) vardir . Baslk bilgileri ayni
glinlik hayatimizdaki posta sistemindeki gibi adres bilgileri, kimden kime atildigi ve 6zel
not gibi bilgileri tasir. Gévde ise mesajin igerigini tasir.

Mail basliklarini dogru okuyabilmek forensic analiz ve bilgi toplama agisindan oldukga
dnemlidir. Uzerinde dikkatle ugrasilmamis bir mail takip edilerek sahibine ait oldukca

detayl bilgiler edinilebilir.

list] Meeting Reminder: Thursday, Jeanuary 19,02006, 14:00 UTC - Mozilla Thunder =l |

& Re: [Fedora-ambassadors.
Dosya  Digenle GAster Gbt Posta  OpepPGP  Araglar  Yardm
o f e Decrypt = = ; %

Postalariindir  Yeniposta  Adres defteri Cevapla Hepsinicevapla It sil Gereksiz Yazdr Dur

, Jeanuary 19, 2006, 14:00 UTC

Ganderen: fedora-ambassadors-list-bounces@redhat.com £
Cevapla: fedora-ambassadors-list@redhat.com L

: 15.01.2006 22:55

fedora-ambassadors-list@redhat.com 4

sunucuda hangi spamivirus programi taratindan kontrol
el

%-Account-Key: accounts
X-UIDL: 1137624868 26541, cc.kou edu.tr,5=3363
%-Mozilla-Status: 0000
%-Mozilla-Status2: 00000000
Return-Path: =fedora-ambassadors-list-bounces@redhat. comz

Received: (gmail 26538 invoked by uid 1008); 15 Jan 2006 22:51:09 -0000
F*Mailf&:anner: Scanned by qsheff 1.0-r4 ¢http:/ /. enderunix. orgfgsheffi)

Received: from hormel.redhat, com (209, 152, 177.50) by cc.kou.edu.tr with SMTP; 16 Jan 2006 22:51:07 -0000
by hormel.redhat com (Postfix) with ESMTP  id DS9C2733FE; Wed, 18 Jan 2006 15:55:47 -0S00|(EST)

by listman, util.phi redhat.com (8.13.1/8.13.1) with ESMTP id  kDIKtjkn031212 For <fedora-ambassadors-

Hangi sunuculardan geclioi

From listman.util. phe. redhat .com {listman.util. phe.redhat. com [10,8.4.1107)
: From int-mi1.corp.redhat.com (int-mzx1.corp.redhat.com [172.16.52,254])

from mz1.rechat,com {msx1.rechat.com [172.16.48.31]) by int-mx1.corp.rechat.com (8.11.6/8.11.6) with ESMTP id kDIKLj130366 for <fedora-ambassadors-list@redhat comy;  Wed
From v, Fedoranews. arg (www. Fedoranews, org [64.34.165.170]) by mx1.redhat.com (8.12.11/8.12,11) with ESMTP id KIK{DHO2SH0 o <fedora-ambassadors-list@redhat. com
for <fedora-ambassadors-list@redhat.com};  Wec

from fedoranews.org (localhost. localdomain [127.0.0.1]) by wew Fedoranews.org (8.12,10/8,12.10) with ESMTP id KOIKHOTO10351
Message-1d: <20060118205423.M74373@Fedora.redhat, com:>

In-Reply-To: <13dbfedfD801181245w3072cbFcqe?240a90d4cds37 7@mail. gmail.com >
<7F617d270601181241i4129736duB7596dbca9af2958@mal.gmail. comz>  <13dbfie4fF0601151245w307 2chfrqe?940a90d4cdS 37 7@mail. gmail. com =

Reference
[ %-Mail

+ Open WebMall 2,51 20050627 |
IS TR lm\M\_ Kullanilan Mail kstemei Procrami
MIME-Version: 1.0
Content-Type: text/plain; charset=iso-8559-1 2l atilan Crjinal Adres

X-RedHat-Spam-Score: 0

X-loop: Fedora-ambassadors-list@redhat.com
X-BeenThere: fedora-ambassadors-list@redhat, com
X-Mailman-Yersion: 2.1.5

Precedence: junk

e dora-ambassadors-list.redhat.com

List-Unsubscribe: <https:/jimu.redhat.com/mailmanylistinfofFedara-ambassadars-list >,
List-Archive: <https://ww redhat, comjmaiiman/privats/Fedora-ambassadors-ist>

: <maitoifedors-ambassadors-list@redhat, com>

<maito:fedara-ambassadars-list-request@redhat.com?subjsct=unsubscribs >
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Uzaktan bakildigindan anlamsiz goziken bu satirlar dikkatli bir g6z tarafindan
incelendiginde birgok bilgiyi ifsa edecektir.

Bundan 4-5 yil 6énce lye oldugum bir arkadas listesine tanimadigimiz bir adresten grup
arkadaslarimizdan birini zor durumda birakan e-posta gelmisti. Gonderen mail adresini
hicbirimiz tanimiyorduk fakat e-posta basliklarini inceledigimde génderenin kimlik
bilgilerini rahatlikla bulabilmistim.

Gonderilen E-postanin baslik bilgilerinden edindigim bilgiler sunlardi: génderenin IP
adresi, gonderenin i¢ agda kullandidi ip araligi, gdonderenin Windows sisteminin bilgisayar
adi(Received basligi Helo/ehlo ) ve gdnderdigi program. Bu bilgileri kullanarak e-postayi
gonderenin kim oldugunu konusunda kesin bilgi edinebilmistim.

Received: from dsl88-14-20.adsl.ttnet.net.tr (HELO warcraft-nqg)

(zky@nett.com@88.14.1.164)
by mail.lifeoverip.net with SMTP; 19 Aug 2009 07:26:46 -0000

E-posta basliklarindan gikarilabilecek temel bilgileri sirasiyla inceleyelim.

E-posta Bashiklari

E-posta baslik bilgisi ¢esitli alanlardan olusur. E-postayi génderen, ileten, alan her sistem uygun
basliklar ekleyerek bu alani ¢ogaltir. Hatta bazen bu baslik alani govdeyi gecer. E-posta basliklari
kolaylikla degistirilebilir, dolayisiyla tam giivenilir degildirler.

From: Baslik Bilgisi

From: Mailin kimden geldigini gésteren baslik alanidir. Cok kolay spoof edilebilecegdi igin
en az glvenilir bashk alanidir denilebilir.

From: "Huzeyfe Onal" Huzeyfe.Onal@xyz.com.tr

Bir de From(From: degil) alani vardir ki bu standart mail bashidi degildir, bazi yazilimlarin
mail alindiginda ekledigdi bir baslik tirtdir. Mesela Mbox formatinda kaydedilen e-
postalarin ayirtedilebilmesi igin kullanilr.

To: Bashk Bilgisi

E-postanin kime gonderildigi bilgisini tasir.

To: "Huzeyfe Onal" aslan@yaslan.com

Reply-To: Baslik Bilgisi

Donen cevabin hangi adrese gonderilecegini bildirir.
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Return-path: Baslik Bilgisi

Reply-to benzeri bir basliktir. Dénecek hata mesajlarinin hangi adrese gidecegdini belirtir.

Received Baslik Bilgisi

Received basligi mail iletilisimi ile ilgili verdigi detayh ve gergekci bilgiden dolayi oldukga
6nemlidir. Kullanici ile MTA(e-posta sunucu), MTA ile MTA arasindaki iletisimi geriye
doénuk takip edebilmek igi Recevied alani kullanilir.

Postay! her teslim alan mta bir received bashdi ekler. Asadidan yukari takip ederek
gonderilen mailin hangi SMTP sunucularindan gectigi belirlenebilir.

Received baslik alani formati su sekildedir:
Received: from string (hostname [host IP address])
by recipient host (MTA Bilgisi)
with protocol id message ID
for recipient;
timestamp

string ile hostname(génderici MTA/host) genelde ayni olur fakat string kismi farkl
olabilir.

Hostname, gonderici MTA'nin ters DNS kaydi ile elde edilir. String degistirilebilir oldugu
icin dikkate alinmayabilir.

recipient host: Maili teslim alan MTA

MTA Bilgisi : Maili teslim alan MTA yazilim bilgileri. Bu alan kullanilan yazilima ve yapilan
ayarlara gore ¢ok detaylh bilgi de verebilir, sadece yazilim ismi de.

Ornek MTA Bilgisi.

Received: from defiant.ddtechcg.com ([72.90.237.196])

by vms044.mailsrvcs.net (Sun Java System Messaging Server 6.2-6.01 (built Apr
3 2006)) endmail

by shear.ucar.edu (8.14.1/8.13.6) with ESMTP id |14K4heF4002161;

Not: esmtp id maili alan sunucunun kendi igerisinde kullanilabilecek bir degerdir.

Message ID: Mailin ilk ciktigi makine tarafindan olusturulan bashk dederi. Kullanilan
mta’ya gore ufak tefek farkhliklar gosterse de genel tanim itibari ile id@smtp_sunucu
formatindadir.

<1168358378.14189.ezmIim@huzeyfe.net>
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Bu ID mail istemcisi tarafindan olusturulur ve mail sunucuda belirli bir mesajin
aranmasinda kolaylik saglar.

timestamp: mesajin alici taraftaki MTA'ya ulastigi zaman. Ilk ve son timestamp
bilgilerine bakilarak e-posta sunucularin performanslarina dair bir fikir edinilebilir.

Ornek:

Received: (from rapsodi@localhost)
by synack.anonim.net (8.13.8/8.13.8/Submit) id 14JNzXC]032364;
Sat, 19 May 2007 16:39:34 -0700

-0700 Greenwitch’in 7 saat gerisinde manasindadir.

For recipient: alici mail adresi. Mailin kim igin oldugu bilgisi.

Received alani da diger baslik alanlari gibi degistirilebilir fakat son Received bilgisi mutlak
surette génderici sunucu tarafindan ekleneceginden gergek bilgi verecektir. Mail basligini
incelerken en Ustteki Received alani en son yapilan iletisimi gonderir. Asadgidaki ciktida
gbnderilen e-posta 8 farkli MTA’dan gegmistir ve son olarak 10.114.156.1'de alicisina
teslim edilmistir.

Delivered-To: huzeyfe.onalf@gmail.com
Received: by 10.114.156.1 with SMTP id d1mr1825769wae. 11796362864 74;
Sat, 19 May 2007 21:44:45 -0700 (PDT)
Return-Path: <owner-advocacy+M1030@openbsd.org:=
Received: from shear.ucar.edu (lists.openbsd.org [192.43.244.163])
by mx.google.com with ESMTP id a8s12499671poa.2007.05.19.21.44.42;
Sat, 19 May 2007 21:44:45 -0700 (PDT) sender)
Received: from openbsd.org (localhost.ucar.edu [127.0.0.1])
by shear.ucar.edu (8.14.1/8.13.68) with ESMTP id |4K4heF4002161;
Sat, 19 May 2007 22:43:40 -0600 (MDT)
Received: from mail4out.barnet.com.au (mail4.barne - 202.83.178.125])
by shear.ucar.edu (8.14.1/8.13.6) wit [4K4gwhT025317
Received: by mail4out.barnet.com.au (Postfix, from yserid 1 T
Sun, 20 May 2007 14:42:52 +1000 (EST)
Received: from mail4auth.barnet.com.a
{using TLSv1 with cipher DHE-RSA=
Received: from maill.test™[maill.test. :
by mail4auth.barnet.co ostfix) with ESMTP id 2E9F937D731
for <advocac sd.org=; Sun, 20 May 2007 14:42:52 +1000 (EST)
Received: by maill.test (Postfix, fromuserid 1001) id 0DE621A3; Sun, 20 May 2007 14:42:52 +1000

(EST

Date Bashik Bilgisi

Mailin ilk kaynakta olusturulma zamani.

Date: Sat, 19 May 2007 10:31:37 -0400
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User-Agent Baslik Bilgisi

User-agent bagslik bilgisi e-posta géndericinin hangi yazilimi kullandigini gosterir.

Ornek:

User-Agent: Mozilla/5.0 (X11; U; Linux i686; en-US; rv:1.9.1b3pre) Gecko/20090513
Fedora/3.0-2.3.beta2.fc11 Thunderbird/3.0b2

X-Bashiklar:

Istemci ve mta harici yardimci yazilimlarin ekledigi bashklar gercek baslik degerleri ile
karismamasi igin X- ile baslar.

Mesela bazi webmail programlari génderdikleri e-postalara X-Originating-IP:
[88.228.40.6] seklinde baslik alani ekler ve bu baslik bilgisi istemcinin IP adresini
gosterir.

X- Baslik alanina bazi érnekler:

X-OriginalArrivalTime: 17 Aug 2009 11:44:12.0615 (UTC)
FILETIME=[0A5BA570:01CA1F30]
X-Disclaimer-Added-By: avc.com.tr

X-Mail-Scanner: Scanned by qSheff-1I-2.1-r3
X-Mailer: Evolution 2.24.3

Detayl Baslik Analizi

Mail sunucunun dns ismi ve makine ismi farkli olursa

Received: from smtp2.abc.com.tr (HELO smtp2.xyz.com.tr) (2.1.1.7)
by gelisimplatformu.org with SMTP; 29 Dec 2006 13:12:24 -0000

from satirinda maili génderen sunucunun smtp2.abc.com.tr oldugu goézikuyor, fakat ayni
adrese dns sorgulamasi yaptigimizda farkl bir isim ¢dzlyorsa bu bashgdin degistirilmis
oldugundan siphelenilebilir.

Bazen de maili gdénderen makinenin DNS ismi ile kendi Gzerinde tanimlanmis ismi farkh
olur ve Received kisminda iki farkli isim g6zukdir . Yukaridaki 6rnek aslinda tam da bunu
gostermektedir: makinenin ismi smtp2.xyz.com.tr olarak tanimlanmis fakat dns kaydi
smtp2.abc.com.tr seklindedir.

Webmail Uzerinden Génderilen E-postalarda Bashik Bilgileri
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Gmail, Yahoo, Hotmail gibi webmail servisleri lizerinden génderilen e-postalarda
gonderici MTA webmailin galistidi sistem oldugu icin received alanlarindan bilgi
edinilemez(baz! istisnalar vardir).

Yani webmail Gizerinden goénderilen e-postalardaki Received alanlari incelenecek olursa
kullanicinin degil webmail sisteminin ip adreslerine ulasilir. Webmail izerinden
gobnderilen e-postalarda X- basliklar takip edilerek géndericinin ip adresi hakkinda bilgi
edinilebilir.

E-posta Baslik Bilgilerini istege Gore Diizenleme

E-posta baslik bilgileri e-posta istemci yazilimlari, araci smpt sunucular tarafindan
eklenebilecedi gibi istede gore de ekleme/cikarmalar yapilabilir. Ozellikle spam
gondericiler AntiSpam yazilimlarini atlatabilmek icin bu tip dedisiklikleri sik sik kullanirlar.

istege Gore Diizenlenmis e-posta Gonderimi

Asadidaki loglar bir smtp sunucu Uzerinden baslik bilgilerinin istege gore diizenlenerek
gdnderilmesi esnasinda alinmistir. SMTP sunucular Gzerinden baslik bilgilerini
degistirmek icin ek bir programa ihtiyac duyulmaz, 25. Porta telnet cekerek ilgili smtp
komutlari kullanilabilir.

Dikkat edilmesi gereken husus e-posta baslik bilgilerini Data kismindan sonra eklenmesi
gerektigidir.

root@home-labs-fw#telnet 172.16.10.2 25

Trying 172.16.10.2...

Connected to 172.16.10.2.

Escape character is 'N]'".

220 snort.openu.edu.tr ESMTP

EHLO firewallum-ben

250-snort.openu.edu.tr

250-AUTH LOGIN CRAM-MD5 PLAIN

250-AUTH=LOGIN CRAM-MD5 PLAIN

250-PIPELINING

250 8BITMIME

MAIL FROM: kacak@lifeoverip.net

250 ok

RCPT TO: huzeyfe@lifeoverip.net

250 ok

DATA

354 go ahead

Received: from yolcul.yollarbos.net (yolcul.yollarbos.net [1.2.3.4]) by
sondurak.yollarbos.net (100.0.2) id 0021; Sun, May 20 2007 11:36:21
From: kacak@lifeoverip.net (Ismi Soylemez)

To: huzeyfe@lifeoverip.net

Date: Sun, May 20 2007 11:36:21

Message-Id: <kacak-gmaill123456789@sondurak.yollarbos.net>
X-Mailer: EvYapimiThunderbird

Subject: Sahte mail dukkani?
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Deneme maili...

250 ok 1179657667 qp 93701

QUIT
221 snort.openu.edu.tr
Connection closed by foreign host.

Gorilecegi lzere bir e-postaya ait tim baslik bilgilerini kendimiz dlizenleyebiliriz. Bu e-
postayi inceleyecek bir sistem yoneticisi asagidaki baslik bilgilerini gorecektir.

Received: from 2007.open.edu.tr (HELO snort.openu.edu.tr) (19.7.2.8)
by mail.sistembil.com with SMTP; 20 May 2007 10:36:57 +0300

Received: (gmail 93701 invoked by uid 1013); 20 May 2007 10:36:45 -0000

Received: from yubam-sahte (HELO firewallum-ben) (19.7.2.8)
by snort.openu.edu.tr with SMTP; 20 May 2007 10:36:45 -0000

Received: from yolcul.yollarbos.net (yolcul.yollarbos.net [1.2.3.4]) by
sondurak.yollarbos.net (100.0.2) id 0021; Sun, May 20 2007 11:36:21

From: kacak@lifeoverip.net (Ismi Soylemez)

To: huzeyfe@lifeoverip.net

Date: Sun, May 20 2007 11:36:21

Message-Id: <kacak-gmaill123456789@sondurak.yollarbos.net>
X-Mailer: EvYapimiThunderbird

Subject: Sahte mail dukkani?

Deneme miaili...

Yukardaki giktida ilk Received alani sahte basliktir sonraki baslik bilgileri smtp sunucular
tarafindan otomatik eklenmistir.

Received alanlari da degistirilebildigine gére gercek gonderici nasil bulunabilir?

Her ne kadar Received alanlari degistirilebilse bile bu maili alan her SMTP sunucu
Received basligi ekleyecektir. E-posta basliklarini okumayi bilen bir admin Received
alanini yukardan asagi okuyarak mailin kaynagini rahatlikla tespit edebilir.

Bazen Received , from alani bos mailler géririaz bunlar akilli spamcilerin kendi
makilerinde kullandiklari 6zel smtp servisleri kullanarak bu alanlari sakladiklari bir
yontem sonucu olusmus olabilir.

Cesitli E-posta Programlarinda Bashik Bilgisi Alani
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Yahoo Webmail Uzerinden Baslik Bilgilerini inceleme

Yahoo Webmail “Full Headers” linki tGzerinden gelen e-postalarin detay basliklarina
bakilmasina izin verir.

T T——— Mark as Unread | £ rint

Delete | Reply v | Forward | Spam | Move... v

#  Mail baslik analizi -1l Friday, June 13, 2009 9:17 AM
From: "Huzayfs ONAL" <info@lifsovarip.nat> )

To: egitim.test@yshoo.com

test Detay baslik bilgileri

y

Delete | Reply ~ | Forward | Spam | Move... v

Previous | Next | Back to Messsges Select Message Encading v‘\ Full Headers

Yahoo Webmail Full Headers araciligiyla goziiken bashk bilgileri:

From Huzeyfe ONAL Fri Jun 19 02:17:05 2009

Return-Path: <info@lifeoverip.net>

Received: from 91.93.119.80 (HELO mail.sistembil.com) (91.93.119.80) by
mtal46.mail.re4.yahoo.com with SMTP;

Received: from unknown (HELO ?10.20.4.1?) (info@lifeoverip.net@86.108.1.9)
by mail.sistembil.com with SMTP; 19 Jun 2009 12:16:31 -0000

Message-ID: <4A3B5791.8090302@lifeoverip.net>

Date: Fri, 19 Jun 2009 12:17:05 +0300

From: Huzeyfe ONAL <info@lifeoverip.net> Add sender to Contacts

User-Agent: Thunderbird 2.0.0.21 (Windows/20090302)

To: egitim.test@yahoo.com

Subject: Mail baslik analizi -1I

Gmail webmail iizerinden Baslik Bilgilerini inceleme

Gmail gelen e-postalarda ontanimli olarak detay baslik bilgilerini géstermez. E-posta
acildiginda ekranin saginda kalan “show details”>Show Original yolu takip edilirse detay
baslik bilgilerine ulasilabilir.
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= Back to Inbox = Archive Report spam | Delete Movetow Labelsw More actions v

SolarWinds Engineer’s Toolset Evaluation Extension Inbox | X

customerservice(@solarwinds.com to huzeyfe show details 2:07 PM (22 hours ago) = #s Reply |
®Reply to all
=+ Forward
Filter messages like this
Print

Add customerservice(@solarwinds.com to Contacts list
Delete this message
Report phishing

En Show original

Show in fixed width font

R i Mgt gatie

Google Webmail Full Headers araciligiyla géziiken baglik bilgileri:

Delivered-To: huzeyfe.onal@gmail.com
Received: by 10.86.51.14 with SMTP id y14cs73672fgy;

Thu, 18 Jun 2009 04:08:23 -0700 (PDT)
Received: by 10.204.124.7 with SMTP id s7mr1231274bkr.105.1245323303274;

Thu, 18 Jun 2009 04:08:23 -0700 (PDT)
Return-Path: <customerservice@solarwinds.com>
Received: from mail.sistembil.com ([91.93.119.80])

by mx.google.com with SMTP id 22si2388329bwz.14.2009.06.18.04.08.21;

Thu, 18 Jun 2009 04:08:21 -0700 (PDT)
Received: (gmail 93579 invoked by uid 89); 18 Jun 2009 14:07:39 -0000
Delivered-To: huzeyfe@lifeoverip.net
Received: (gmail 93570 invoked by uid 89); 18 Jun 2009 14:07:39 -0000
Received: from coronalrain.solarwinds.com (65.89.32.74)

by mail.sistembil.com with SMTP; 18 Jun 2009 14:07:37 -0000
Received: from AUS-WWW-02 ([1.10.11.11])
by coronalrain.solarwinds.com (8.13.1/8.13.1) with ESMTP id
n5IB8DelL028881
for <huzeyfe@lifeoverip.net>; Thu, 18 Jun 2009 06:08:15 -0500

Message-Id: <200906181108.n51B8DelL028881@coronalrain.solarwinds.com>
From: customerservice@solarwinds.com
To: huzeyfe@lifeoverip.net
Date: 18 Jun 2009 06:07:58 -0500
Subject: =test

Thunderbird Uzerinden Baslik Bilgilerini Okuma

Ana menlinden Go&ster>Basliklar>Tamami yolu izlenerek gelen e-postalara ait detay
baslik bilgileri incelenebilir.
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[ Thunderbird_mail_baslik.jpg - Picasa Fotograf Goriintiileyicisi — (o] x|
& Gelen - Mozilla Thunderbird =100x]

Dosys  Dizenle Gt Posts Aradar Yardm
2 Géster/Gize » = = =
el e < L G IR 2 bh 9.0 .@.
Postalan indir Y 2, B . Hepsini cevapla et Etket Sil Gereksiz Yazdir Gerigit Tleri git
T T rer
Butindiznler | | Koru [ 2 [ Gonderen [ 8 [ 7arin -[=]
S VerelDznl] 12 * [ Res Mal basik snalid -1 ~ EgitmTest BT
Dizlimer ,
= Gelen
> Ginderiime
[=7 Giden Mesaj metni »

1 6P (169 » jcerdigi ekderi gaster

Yaz boyutu >
Karakier kodamas: >

2u: Re: Mail bashik analizi -IT
Posta kaynak metni C4U ap: Eojtim Test
flet qivenik bilgisi e 12:20
Kime: Huzeyfe ONAL <info@ifeoverip net>
X-Account-Key: account2
X-UIDL: 1245414382, 1828.mail. sistembil.com,5=3542
X-Mozilla-Status: 0011
X-Mozilla-Status2: 00000000
Return-Path: <egitim, test@yzhoo.com>

Outlook Express Uzerinden Baslik Bilgilerini Okuma

Detay baslik bilgilerini okumak igin ilgili e-postanin {izerinde sag tiklayarak Ozellikler
secilir ve sonrasinda asadidaki ekran goérintlsi takip edilerek e-postanin detay baslk
bilgilerine ulasilabilir.

i I riessgesorce 10l

General Details I Return-Path: <egitim.test@yahoo.com> =]
Delivered-To: labs@lifeoverip.net
Intemet headers for this message Received: (gmail 98800 invoked by mid 89); 1% Jun 2009 12:21:05 -0000
Pl e ey o S = X-Mail-Scanner: Scanned by gSheff-II-2.1-r3 (http://www.enderunix.org/gshe
Shliemd ta: Iabs@ilfeovenp.net. H-Spam—Checker-Version: SpamAssassin 3.2.5 (2008-06-10) on mail.sistembil.
Received: {gmail 38800 invoked by uid 85); 15 Jun 2005 12.21 H-Spam-Level :
X-Mail-Scanner: ScanneqbyaSth—ll—ZTﬁ‘Mp /fwerw ender X-Spam-Status: No, score——2.6 required=5.0 tests—BAYES 00,DKIM SIGNED,
i:gg:mﬂfgﬁf"’a’“”- Staecas = DRIREDG: (D DETM VERTFIED,HTML MESSAGE autolearn—ham version—3.2.5
¥%-Spam-Status: No, score=2.6 required=5.0 tests=BAYES_00,[ Received: from n56.bullet.mail.spl.yahoco.com (98.136.44.52)
DKIM_VERIFIED,HTML_MESSAGE autoleam=ham * by mail.sistembil.com with SMTP; 1% Jun 2009 12:20:5% -0000
Received: from n56 bullet mail sp1 yshoo.com (38.136 44 52) Received: from [216.252.122.216] by n56.bullet.mail.spl.yahco.com with NNF
Wm:ﬁ_ﬁm‘”&?‘émﬁ”qggaﬁnﬂémﬁﬁ&?"ﬂ Received: from [69.147.84.123] by tl.bullet.spl.yahoo.com with NNEMP; 19 J
Hecewed;ﬁom [59.1.47.34.123]byt'l.bullet.sp‘l.yahoipcom with Received: from [127.0.0.1] by omp209.mail.spl.yahoo.com with NNFMP; 19 Jon—
Received: from [127.0.0.7] by omp209.mail sp 1 yahoo .com with X-Yahoo-Newman-Property: ymail-3
X-Yahoo-Newman-Property: ymail-3 ) M-Yahoo-Newman-Id: 641397.29742.bmiomp209.mail.spl.yahoo.com
X'Yﬁh":é'_\'m?”"di 9‘“39&29742"1’"“@0@%0‘3”5"-597 g Received: (qmail 8444 invoked by nid 60001); 19 Jun 2009 09:21:40 -000D
Dmicmsfagﬁgﬂ": f=|1| 'E'x; -shabzw Cﬂdiuumnj. fre]al;gdz_udu =yaB i DRIM-Signature: v=1; a—rsa-sha256; o—relaxed/relaxed: d—yahoo.com: s=s1024
DomainKey-Signature :a=rsa-sha 1; g=dns; c=nofws; DomainKey-Signature:a=rsa-shal; g=dns; c=nofws;
5=51024; d=yahoo com; = s=51024; d=yahoo.com;
¥l | | _,IJ h=Message-ID:X-YMail-0SG:Received:-Mailer:Date:From:Subject:To:MIME-Ver
b=clgOkTADvE s fExEpokmN3QRrFN2edJSOMsT7 2 rvl8mUrk8Tbrbj Pyt IxXSEEQrNIThbas JMLA

Message Source... ] Messzage-ID: <448136.8177.qmEweb43504.mail.spl.yahoo. com>

X-¥Mail-05G: 0JGmOZAVMInEqO25Ps0TYSVNRLIWkITUJEV . JXM1DpMtZsJvigqwiVKNV.yYYC
Received: from [B6.108.136.69] by web43504.mail.spl.yahoo.com via HTTP; Fr

oK | Cancel | ¥-Mailer: YahooMailClassic/5.4.17 YahooMailWebService/0.7.289.15 =
.;]L_. g e ]__ S S e i

Hazir E-posta basik Analiz Yazilimlar:

E-posta baslik bilgilerini yorumlamakta zorluk gekiyorsaniz bu isi daha kolay yapmanin
yolu hazir web aracglarini kullanmaktir. Internet lizerinde e-posta baslik bilgilerini dizenli
bir sekilde gésteren ve yorumlayabilen gesitli web sayfalarina ulasabilirsiniz.
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Yorumlamakta guliglliik cekerseniz bu sayfalardan birine tim mail basligini aktarmaniz

yeterli olacaktir.

Fle Edit View History Bookmarks Tools Help

E‘I' e x TRt ||j|hth:l:waw.mxmo\box.oom,.’Emai\Headers.aspx

|.&] Most Visited P Getting Started 5| Latest Headlines
J |j Email Header Analyzer, RFCB22 Parser | -~

Email Header Analyzer

Paste Header: Delivered-To: ﬂ
huzeyfe.onal@gmail.com

Received: by 10.86.35.8
Wwith SMTP 1d Analyze Header

iBcs106219fgis
Fri, 24 Jul 2009 =|

. time
Hop Dela from br with
esmtp (Exim 4.693) 7/24/2009
1 * If;?alg%stl milwlrm.com (envelope-from 1:40:06
s <strike@milwlrm.com=>)[FM
milwOrm.com EENEETE
2 | ; mail.sisternbil.com|SMTP 1:35:16
76.74.9.18 Bh
5 7/24/2009
3 d uid 1:35:22
seconds oM
o 7/24/2009
L uid ilsaE=a
PM
il.sisternbil 7/24{2009
S 1 minute |T310-SIStEMDILEOM| . Joogle.com SMTP 1:36:33
91.93.119.80 M
. [0 10.204.100.10  |gu1p I{ggﬁg”g
seconds 10.204.100.10 PI:\"I '
7 |° 10.86.35.8 sMTR i
seconds 10.86.35.8 PM

HeaderName HeaderValue

Delivered-To  |huzeyfe.onal@gmail.com

Return-Path <strOke@milwlrm.com=

neutral {google.com: 91.93.115.80 is neither permitted nor denied by
Received-5PF |best guess record for domain of stroke@milworm.com) client-
ip=91.93.119.80;

mx.google.com; spf=neutral {(google.com: 91.93.119.80 is neither
permitted nor denied by best guess record for domain of
strOke@milwOrm.com) smtp.mail=stroke@milwirm.com
¥-Mail-Scanner|Scanned by qSheff-11-2.1-r3 (http://www.enderunix.ora/gsheff/)

Authentication-
Results

http://www.mxtoolbox.com/EmailHeaders.aspx

Yahoo Webmail Uzerinden Génderilen E-posta incelemesi

Yahoo Webmail lizerinden génderilen e-postalarda géndericinin IP adresi gézikmektedir.

Eder gonderici proxy kullanmadiysa ilk Received satirindan From: kismi maili génderenin
IP adresidir. Benzer sekilde bazi maillerde géndericinin IP adresi X-Originating-IP: baslik
bilgisinde bulunur.

Return-Path: <egitim.test@yahoo.com>
Delivered-To: labs@lifeoverip.net
Received: (gmail 98800 invoked by uid 89); 19 Jun 2009 12:21:09 -0000

Received: from n56.bullet.mail.spl.yahoo.com (98.136.44.52)
by mail.sistembil.com with SMTP; 19 Jun 2009 12:20:59 -0000
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Received: from [216.252.122.216] by n56.bullet.mail.spl.yahoo.com with
NNFMP; 19 Jun 2009 09:21:40 -0000

Received: from [69.147.84.123] by tl.bullet.spl.yahoo.com with NNFMP; 19 Jun 2009
09:21:40 -0000

Received: from [127.0.0.1] by omp209.mail.spl.yahoo.com with NNFMP; 19 Jun
2009 09:21:40 -0000

Received: from [86.108.1.2] by web43504.mail.spl.yahoo.com via HTTP; Fri, 19
Jun 2009 02:21:40 PDT

X-Mailer: YahooMailClassic/5.4.17 YahooMailWebService/0.7.289.15
Date: Fri, 19 Jun 2009 02:21:40 -0700 (PDT)

From: Egitim Test <egitim.test@yahoo.com>

Subject: Mail header analys

To: labs@lifeoverip.net

Hotmail Webmail Uzerinden Génderilen E-posta incelemesi

Hotmail Gzerinden génderilen maillerde en énemli baslik X-Originating-IP alanidir. Bu
alandaki bilgi e-postayl génderenin IP adresini gésterir.

Delivered-To: huzeyfe.onal@gmail.com
Received: by 10.86.54.4 with SMTP id c4cs124014fga;
Tue, 11 Aug 2009 00:00:04 -0700 (PDT)
Return-Path: <abc@hotmail.com>
Received: from mail.sistembil.com ([91.93.119.80])
by mx.google.com with SMTP id 23si23570509mun.13.2009.08.11.00.00.03;
Tue, 11 Aug 2009 00:00:04 -0700 (PDT)
Received: (gmail 22896 invoked by uid 89); 11 Aug 2009 06:58:22 -0000
Delivered-To: huzeyfe@lifeoverip.net
Received: (gmail 22891 invoked by uid 89); 11 Aug 2009 06:58:22 -0000
Received: from col0-omc4-s19.col0.hotmail.com (65.55.34.221)
by mail.sistembil.com with SMTP; 11 Aug 2009 06:58:15 -0000
Received: from COL103-W24 ([65.55.34.200]) by col0-omc4-s19.col0.hotmail.com
with Microsoft SMTPSVC(6.0.3790.3959);
Mon, 10 Aug 2009 23:59:54 -0700
X-Originating-IP: [88.228.40.6]
From: Mustafa ... <abc@hotmail.com>
To: <huzeyfe@lifeoverip.net>
Subject: RE: [tcpip-09] Re: Egitim Notlari & Degerlendirme Formu
Date: Tue, 11 Aug 2009 09:59:53 +0300
X-OriginalArrivalTime: 11 Aug 2009 06:59:54.0007 (UTC)
FILETIME=[54282270:01CA1A51]

Gmail Webmail Uzerinden Gonderilen E-posta incelemesi

Gmail tzerinden godnderilen e-postalarda kullaniciya ait 6zel bilgiler
gizlenmektedir(http://mail.google.com/support/bin/answer.py?answer=26903 ).
Dolayisiyla Gmail Gzerinden gdnderilen bir e-postayi takip igin yapilacak tek islem
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Google’la iletisime gegerek ilgili loglari istemek olacaktir ki bu da yasal slirecler olmadan
gerceklesmez.

Gmail'i web Uzerinden dedil de SMTP (izerinden kullananlar igin boyle bir gizleme yok. E-
posta génderenin tim bilgileri baslklardan edinilebilir.
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