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Web Uygulama Gliven(siz)ligi 2.0

Huzeyfe ONAL
Bilgi Glivenligi AKADEMISI

i

honal@bga.com.t

Giivenlik liiks degil, gereksinimdir!


http://www.bga.com.tr/

Ben Kimim?

- e—
« Kidemli bilgi guivenligi uzmani (Is hayati)

» Ag glivenligi arastirmacisi/uzmani/. (Gercek hayat)
* Ozgiir yazilim destekgisi
* Bilgi GUvenligi AKADEMISI guvenlik egitmeni

— www.bga.com.tr

* Blogger

— www.lifeoverip.net



http://www.bga.com.tr/
http://www.lifeoverip.net/
http://www.lifeoverip.net/
http://www.lifeoverip.net/

Ajanda

S g
* Siber diinyada web uygulamalar

* Neden web uygulama guven(siz)ligi?

 Web uygulamalarinda glivenligi etkileyen
bilesenler

e Turkiye ve dinyadan web uygulama guven(siz)ligi
ornekleri

* Guvenlik dinyasi ve web uygulamalarina bakisi

* Hacker(medya) camiasi ve web uygulamalarina
bakisi

e GUnun sonunda kazanan kim? Skor tablosu




Isleyis

S e
* Sicak bir yaz aksamina uygun...

* Teknik detaylara bogmadan, uygulama gtvenligine
yazilimci olmayan birinin bakis acisi ve tecribeleri...




Siber Dunyada Web

S g——
 Web uygulamalari ginimuzui ve gelecegimizi

kusatmis durumda

— Muzik dinleme:last.fm, fizy.org

— Ofis Belgeleri icin:Google Docs

— Resim isleme amacli:Google Picasa, flickr

— (A)Sosyal Hayat: Facebook, Friendfeed, twitter

— Alisveris, Para isleri:Paypal.com, online alisveris siteleri
— lletisim:E-posta->Webmail hizmetleri

— Oyun: Online oyunlar...

— Televizyon: IP TV uygulamalari

* Yakin gelecekte web tabanli isletim sistemleri...




Web’i Taniyalim

 Web denilince artik akla iki t¢ sayfalik html+javascript
karisimi sayfalar gelmiyor

* Web Uygulama Bilesenleri

— Statik sayfalar
* HTML

— Dinamik sayfalar
* CGlI, ASP, PHP, Perl, Asp.net, JSP

— Veritabani

* Mysql, MsSQL, Oracle, Sybase
— Web servisleri
— Kullanici browserlari

— Diger bilesenler...
* Ajax vs




Geleneksel Guvenlik Yaklasimi
T
 Henuz OSI 4. katmandan yukari cikamamistir

* Network, isletim sistemi ve servis giivenligi

* Router(ACL), Firewall

— Intrusion Detection System

* |Intrusion Prevention System
» ...

* Agirlik koruma tarafi icin ayrihir
— Guvenlikcilerin cogu yeni saldiri ydntemlerinden habersizdir

* Web guvenligi tarihcesi
— 2000~ web uygulamalarinin yayginlasmasi

— 2005~ Web uygulama guvenligi
— 2009-2013 Web guvenligi altin cagi ©




Geleneksel Gavenlik Yaklasimi-II

Access Control Application
And Firewall  IDS/IPS Firewall
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- . . Web Server
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e — e wﬂg‘;‘;“r":er. Cross Site  ® Application
. ® Scripting *® Server :
» Issues . __ - 7...__ h
. . . -
The Internet . . .
» [ ] L)
L ] L ] L ]
SSL . . . '—_
. . .
. . .
. L SQL .
s Pattern- e g ectlon s _»
® Based . ! /'"
L] L ]
,_Attacks “
. . Cookie ®
Port . S Poisoning * — ¥
Scanning * L —, 3
—-;,f. L] 'rr [ ]

—

L ]

_;-"' L] .




Geleneksel Guvenlik Anlayisinin Gostergesi

Security Spending
%o of Attacks % of Dollars
.
Applications

Network
Server

75% of all attacks on Information Security are directed to
the Web Application Layer. —

2/3 of All Web Applications Are Vulnerable Gartner




Neden Uygulama/WEB Guvenligi?

s A
* Web=Giris kapisi
* Sinir glivenliginin en zayif
noktalarindan

e Guvenlikte en blyuk problem:
cozimu baska yerde aramak!

— IPS ile spesifik uygulamalara
yonelik ataklari engellemeye
calisma

— C6zlim kendi icinde ©

* Hizmet veren hersey bir
yvazilimdir

* Problemitemelinden c6zmek
varken....

M Cross-Site Scripting

Protection

M Fingerprinting

@ HTTP Response Splitting

HHHHHH




Neden Web Guvenligi-I|

aoy 1S3

Hacking Stage 6
— Wikipedia, Feb 9 2007
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Uygulama Guvenligi Tanimi

* Yazilim gelistiriciler en kisa stirede ortaya urin cikarma
pesindeler.

* Guvenlik uzmanlari yogunlukla altyapi givenligine
yonelmislerdir

* Uygulama Guvenligi: Uretilen yazilimin fonksiyonlarini
yitirmeden gluvenli bir sekilde gelistiriimesini saglama.

Yazilim Gelistirme




Uygulama Guvenligi Sorunlari

S mm———
* Guvenli kod gelistirme icin oturmus bir standart

yok

* Yazilim gelistirme sureclerinde glvenlik bileseni
unutulur

* Gelistirme dilleri hala buyuk acikliklar icerebiliyor
* Denetim eksikligi

— Guncellenen kodlar daha farkh acikliklar icerebiliyor.
e Gelistiriciler Gzerinde ciddi baskilar var

— Gelisim surecinde guvenlik icin ek zaman dustnilmez
— Yeterli egitim/bilin¢(glivenlik acisindan) eksik




Web/Uygulama Hersey mi?

Sunucu guvenligi
. Kimlik bilgileri
Parola/sifre (sahte)
glivenligi ‘ ’
—

Hosting Firmasinin

glivenligi

-_—
N\

Yazilim glivenligi, DNS
glivenligi,



e Guven
hacker

e Quven
hacker

Hacker / Glvenlik Uzmani
TR U ——

ik uzman
ara gore

ik uzman

ar1 prosedurel hareket ettigi icin
oir adim geriden gelir.

ari1 icin koruma bir meslek,

ar icin bu korumalari asmak bir zevktir.

* Hacker icin bilgi glivenligi diye bir kavram yoktur,
sadece asilmasi gereken engel vardir!

* Hackerlarin mesaisi, sayisi ve motivasyonu
farkhdir...

— Siber dinyada gece gundiz kavramlari yoktur
— 7/24 mesai yaparlar!

e Ornek: Wordpress acikhgi




Bakis Acisi

* Her iki dUnyanin kendine 6zgu
bakis acisi vardir

* Bakis acisi ornekleri...




BA-I:User-Agent Kontrolini Asma

EFT Ucreti:2.5 TL

WAP lizerinden
yapilan EFT’lerde
Ucret alinmiyor.

C =

Hoggeldiniz!

Huk Sifre ile tek kularimik gifre almak ok kolay. Litfen fildayn,
Gonldk piyasa yonumunu iziemek iGin tikiayn,

Firefox plugini

kullanarak User- 25032010 Enson Degisim
. . IMEB 100" 55137 144«
Agent mobil cihaz oo . "
gibi gosterilip WAP EuRO 20012 005
.o . EURO/USD 1,3306 014
sayfasindan Ucretsiz S v -
EFT islemi yapilabilir Cur. At w247 081
"Seans kapares degendic.
Reuters haberer igin tiklayin. »
~ YUKARI
Nasil engellenebilir? AR :
YASAL UYARI »

_Dene CEEER S Lading— @




BA-Il:Bankacilik Uygulamalari IP Kisitlama

G Re: [netsec] Bankalarin CEP telefonu ile internet bankacilign uygulamasi
a4l

Selamlar,
Konu acilmisken aklima gelen bir soruyu sorayim.

Bankacilik uygulamalarinda IP kasitlamasi yapabiliyoruz. Sadece su ISP, su IP blogu gibi.

Ancak son zamanlarda denemedim ama, cep telefonundaki uygulamalar aracihd bile bankacilik
islemlerini yapabiliyoruz. Yani bu durumda, User-Agent bilgisini, mobil bir telefona ait User-Agentile
degistirirsek, o zaman banka icin girdigimiz IP kasitlamasinin bir anlam kalmavor.

Hatta simdi denedim, bankacilik web arayiiziinden daha énce baz IP adresleri tamimlams olmama \
ragmen, cep telefonuma yiikledigim uygulama ile bankaya baglanabildim.

Simdi, Firefox umun User-Agent ini mobile bir telefon olarak degistirdim ve hetps://wap....com.tr adresinden
ilgili bankanin, web arayiiziinden giris yaptim. Siiper. IP kusitlamasi var diye seviniyordum ama anlasilan
yokmus. Arkadaglar sizde kendi kullandigimiz bankalarin arayiizlerini bu sekilde denermisiniz. _/

Bilgisayarima bir sekilde virus bulast divelim ve giriste kullandigmim kullamea adi vs bilgilerim ¢alinda.
Ancak ben IP ayan yaph@imdan dolay: girememelerini beklerken, wap aracihiz ile girip islem yapabilirler.
Bu durumda kimin hatasi olur? Mahkeme durumlar: olursa, hangi taraf hakh olur?

Ben simdi, ilgili bankanin iletisim kasmina yazacagim. Bakalim ne cevap verecekler.Cevap geldiginde
sizinle paylasacagim.

Necati Ersen SISECI




Web Uygulamalarinin Guvensizligi

I mm—————
* Web uygulamalarinda amac herkese hizmet

verebilmektir
— Internette en fazla acik port 80/443’tlr

* Uygulama gelistirme icin bir standart henuz

verlesmedigi icin yazilimi gelistirenler kolay hata
yapabilir

 Web uygulamalarinda yapilan hatalar daha fazla
dikkat ceker ve saldiriya aciktir

* Birilerinin sizi takip etmesine gerek yok

— Google Uzerinden aramalarla sayfalariniz hacklenebilir




Web Uygulamalarinin Guvensizligi-Il
D A

 Koruma amacl gelistirilen yazilimlar stabil degil
— Fazla midahele istiyor(WAF sistemleri)

* Gelistirme asamalarinda guvenlik 6nemsenmiyor
» Ust ydnetim Web’i 10 sene dnceki haliyle biliyor
— Web = bizi tanitan sayfa

* Glvenlikcilerin cogu web/uygulama diinyasina
yabanci




Sik Rastlanan Web Acikliklari

T T T e
Owasp Top10-2010

A3: Broken
A2: Cross Site Authentication A4: Insecure Direct
Scripting (XSS) and Session Object References
Management

Al: Injection

A5: Cross Site AG: Securit A7: Failure to A8: Unvalidated
Request Forgery Miscc;n i — t»ilon Restrict URL Redirects and
(CSRF) g Access Forwards

A9: Insecure A10: Insufficient

Cryptographic Transport Layer
Storage Protection




Aciklik Arama Yontemleri
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* Google’dan 6nce, Google’dan sonra olmak Utzere
ikiye ayrilir

* Eski yontem: Site bulunur Gzerinde aciklik aranir

* Yeni yontemler: Aciklik belirlenir, Google vs
Uzerinden hangi sitelerde aciklik oldugu otomatik
belirlenir!




Google Uzerinden Aciklik Arama

inurlzindex.php?id=
inurl:trainers.php?id=
inurl:buy.php?category=
inurl:article.php?ID=
t inurlzplay_old.php?id=
ed by admin inurl-declaration_more.php?decl_id=

inurl:pageid=
inurlz-games.php?id=

inurl:/modules/coppermine /themes/default inurl:page.php?file=

/theme.php? THEME_DIR= inurlznewsDetail.php?id=
inurl:gallery.php?id=

inurl:/modules/agendax/addevent.inc.php?agendax_path= inurl:article.php?id=
inurl:show.php?id=

inurl: fashnews.php?pathtoashnews= inurl:staff_id=
inurlznewsitem.php?num=
inurl:zreadnews.php?id=
inurl:top10.php?cat=
inurl:historialeer.php?num=
inurl:reagir.php?num=

inurl: feblog /blog.inc.php?xoopsConfig[xoops_url]=
inurl: /pm/lib.inc.php?pm_path=

inurl: /b2-tools/gm-2-b2.php?b2inc= inurl:Stray-Questions-View.php?num=
inurl:forum_bds.php?num=

inurl:/modules/mod_mainmenu.php?mosConfig_absolute_path= inurl:game.php?id=
inurl:view_product.php?id=

-



Google Uzerinden Hazir Sistem Bulma

Web Girseller Haberler Ceviri Bloglar Takvim Gmail diger »

GOUSIQ inurl:"/c99 php" intitle:"C99shell Geligmis Arams c99 shell arama

Ara: @ Web O Tirkce sayfalar ) Tiirkiye'den sayfalar

Web [# Segenekleri gister. inurl:"/c99.php” intitle:"C99shell” icin yaklagik 29.200 sonuctz

www.aptus.co.za - ¢99shell - [ Bu sayfanin cevirisini yap ]

C995hell v. 1.0 beta (21.05.2005)! Software: Apachef1.3.34 {Debian) mod_auth_pam/1.1.1
mod_gzipM1.3.26.1a mod_perl/1.29 mod_fastcgif2 4.2 AuthMySQLA 3.9-2 ...

www_aptus. co.za/uploaded/c99.php?act=f&=c99.php&d... - Onbellek -

egeisrehberi.com - c99shell - [ Bu sayfanin cevirisini yvap ]

00000000 00000013 00000030 00000048 00000060 00O0D0OVE 00000090, DOOOOOAS, 3C 3F 7O
68 7020 0D 0A 2F 2F 53 74 61 72 74 69 6E 67 20 63 61 BC 6C 73 ...
egeisrehber_com/success.. /contr! php?act=f.__c99.php... - Onbellek -

geobz.com - ¢99shell - [ Bu sayfanin cevirisini vap |

C995hell v. 1.0 pre-release build #5! Software: Apache/2 2 14 (Unix) mod_sslf2.2 14
Open35L/0.9.81 mod_bwlimited .4 PHP/5.2.11 ...
geobz_com/carp/c99.php?act=f&f=error_log&ft=edit&d. __ -

www_filmcell.co.uk - €99shell - [ Bu sayfanin cevirisini vap |

C995hell v. 1.0 beta (21.05.2005)! Software: Apache/1.3.41 (Unix) PHF/5.2.8
mod_log_bytes/1.2 mod_bwlimited/1.4 mod_auth_passthrough/1.5 ...

www filmcell_co.uk/1livehelp/c99.php?act. . c99.php... - Onbellek -

phuongdongpv.com.vn - ¢99shell - [ Bu savfanin cevirsini yap ]

C995hell v. 1.0 pre-release build #12! Software: Apache/2. PHP/5.2.11. uname -a: Linux
vrtZ derasoft.com 2.6.18-128 el5 #1 SMP Wed Jan 21 10:41:14 EST 2009 ...
phuongdongpv.com.yn/hinh/banner/c99.php?act=selfremove - Onbellek -




Otomatik SQLi Bulucu




RFI Arama Ornekleri

lozilla Firefox

Eile Edit View Higtory Bookmarks Tools Help
- c X {at lm|http:Hha‘d(ers.nrgﬁz\'eirdjrﬁ4ntaﬁnns.dat| bk I-‘! |nikm

@ Mast Visited ﬁ Getting Started |- | Latest Headlines

J & Nikto2 | CIRT.net ] B8 http:/ /ha.ckers.o...rfi-locations.dat 3

/web/BetaBlockModules/RegisterModule/RegisterModule.php ?pathﬁpre;ix#{}{path}{x
/web/BetaBlockModules/SearchGroupstodule/SearchGroupsModule . php?path_prefix=XKXpathXX
/web/BetaBlockModules/ShowAnnouncementModule/ShowAnnouncementModule . php?path_prefix=XXpathXX
fweb/BetaBlockModules/ShowContentModule,/ ShowContentModule .php?path_prefix=XXpathXX
fweb/BetaBlockModules/TakerATourModule/TakerATourModule. . php?path prefix=XXpathXX
/web/BetaBlockModules/UploaddediaModule/UploaddediaModule. . php?current_blockmodule pathXXpathXX
/web/BetaBlockModules/UserMessagestodule /UserMessagesModule . php?path_prefix=KXpathXX
fweb/BetaBlockModules/UserPhotcHodule/UserPhotoModule. . php?path prefix=XXpathiX
/web/BetaBlockModules/VideosMediaGalleryModule/VideosMediaGalleryModule .php?current_blockmodule_pathXXpathXX
fweb/BetaBlockModules/ViewAllMembersModule/ViewAllMembersHodule .php?path prefix=XXpathXX
/web/Flickrclient .php?path_prefix=XXpath®X

/web/help.php?LIBSDIR=XXpathXX

fweb/includes/blogger.php?path prefix=XXpathXX

fweb/includes/functions/auto_email notify.php?path prefix=XXpathXX
/web/includes/functions/html generate.php?path prefix=XXpathXX
/web/includes/functions/validations.php?path prefix=XXpathXX m | |worm'da gegen RF' E"-nekleri
/web/index.php?LIBSDIR=XXpathXX

/web/lib/xml/oai/ListRecords.php?xml dir=XXpathXX

/web/login.php?LIBSDIR=XXpathXX

/web/logout .php?LIBSDIR=XXpathXX

/web/lom.php?ETCDIR=XXpathXX

/web/network_mod'.lle_selector.;np?patn_prefix=x}{;atnx}{

/fweb/submit_abuse.php?path prefix=XXpathXX

/web/su.bmit_cmmnent .php?path_prefix=XXpathXX

/webavis/class/class.php?root=XXpathXX?

fwebmail/includes/mailaccess/pop3/core. php?CONFIG[pear_dir]=XXpathXX
/webnews/template.php?content page=XXpathXX?

/webroot/css,php?CONFIGS=XXpathX®

/webyep-aystem/program/1ib/WYURL. php?webyep_sIncludePath=XXpathXX
/webyep-system/programm/webyep . php ?webyep_sIncludePath=XXpathXX?

Jwindow.phpfaction=X¥pathiX

fwordpress/wp-content/plugins/sniplets/modules/syntax highlight.php?libpath=XXpathXX?
/work/index.php?g_include=XXpathXX

fwork/module/forum/forum.php?g_include=XXpathXX

/worldpay notify.php?mosConfig_sbsolute path=XXpathXX htt ° h k H d f. I t' d t
/wp-cache-phasel.php?plugin=XXpathXX p. a-c ers.org Welr r I- Oca IOnSI a
fwp-content/plugins/dm-albums/template/album. php?SECURITY FILE=XXpathXX

/wp-content/plugins/myflash/myflash-button.php?wpPATH=XXpathXX

/wp-content/plugins/nygallery/myfunctions/mygallerybrowser.php?myPath=XXpathXX

/wp-content/plugins/wordtube/wordtube-button. php?wpPATH=XXpathXX

/wp-content/plugins/wp-table/js/wptable-button.phpp?wpPATH=XXpathXX?

Fwsk/wak.php?wak=XXpathXX

/xaxg_cornex .php?xarg=XXpathXX?

/xaxg_cornex_bottom.pnp?xarg=x}{patnx}{?

fxarg corner top.php?xarg=XXpathXX?

/xnnp&gallery/init._basic -php?GRLLERY BASEDIR=XXpathXX?&2093085906=1&995617320=2

/xt._cn';nter .php?server base_dir=X¥pathXX

/vabbse/Sources/Packages.php?sourcedir=XXpathXX

fyacs/scripts/update trailer.php?context[path to root]=XXpathXX?

/yrch/plugins/metasearch/plug. inc. php?path=XXpathXX

/ytb/cuenta/cuerpo.php?base_archivo=XXpathXX

/zi;ndownload.;n;?PF_FAT3=XXpatnXX?

/zoomstats/libs/dbmax/mysql.php?GLOBALS['1ik'] ['dk'] ['path’' |=XXpathXX?




Basit (!) Bir Web Zaafiyeti Nelere Yol Acabilir?




Web Shell
B —————— G

* Hacklenen sunuculari daha kolay yonetmek icin
vazilmis web uygulamalaridir

* Her dil icin 6zel yazilmis web shell bulunmaktadir
— Asp shell, php shell, jsp shell, perl shell vs

* Hackerlarin isini oldukca kolaylastirir, bircok isi
otomatiklestirir

* Detay Linux/UNIX bilgisi gerektirmez, birden fazla

siteyi ayni anda deface etmeye yarar, kolaylikla
vakalanmaz(IPS’ler tarafindan).

* Bypass ozellikleri vardir




Sik kullanilan Shell isimleri
ST

 R57, c99, cmd.asp, zehir shell vs
* jsp-reverse.jsp, php-backdoor.php, perlcmd.cgi

e http://www.wtfchan.org/~evill/Web-Shells-
rev2.pdf



http://www.wtfchan.org/~evil1/Web-Shells-rev2.pdf
http://www.wtfchan.org/~evil1/Web-Shells-rev2.pdf
http://www.wtfchan.org/~evil1/Web-Shells-rev2.pdf
http://www.wtfchan.org/~evil1/Web-Shells-rev2.pdf
http://www.wtfchan.org/~evil1/Web-Shells-rev2.pdf

R57 Shell

i 4.4.4-8+etch4 clRL:

uname -a;:
syscH :
$0STYPE :

total 232
234237 drwxr-xr-x

196609 drwxr-xr-x oo
234351 -rw-r—-r-—- 1 3 5 htaccess
234435

243449

234428

234405

234216

234386

234387

234388

234218

234239

278537

234240

Run command

Work directory

File for edit

Find text

In dirs




* Video..




Diinyadan Ornekler
S T . ——_——




Meshur Turk Hackerlar(?)©

My School Rooted www.usep.edu.ph

Hovember 9, 2008

have you ever wanted to hack your school’s website, well i just r00ted

my almamater

sorry sir wal you server pawned, sconer or later turks will deface it

so put checks on your security and monitor logs

ROOT!

3 www.usep.edu.ph - c99madshell - Mozilla Firefox

File Edit Wiew History Bookmarks Tools Help

@ - c x gl I @ fhtﬁq:f,.l":\'u\'w.usep.edu.ph:'

Google |_ i |C| search - ~I'@ % Bookmarksr %

@ Disahle~ & Cookies~ || €55+ -] Forms= [ Images™ @ Information= || Miscellanen

;} Loading... 8

Software: Apache/2.2.6 (Fedora). PHP/5.2.4

uname -a: Linux www.usep.edu.ph 2.6.23.1-42.fcB #1 SMP Tue Oct 30 13:
uid=48({apache) gid=48(apache) groups=48{apache)

Safe-mode:

Free 9.2 GB of 30.76 GB (29.

=» UPDIR Search Buffer Tools Proc. FTP brute

...sooner or later turks
will deface it




Apache Projesi
What Happened?

On April 5th, the attackers via a compromised Slicehost server opened a new issue, INFRA-2591. This issue contained the following text:

ive got this error while browsing some projects in jira hitp:/finyurl.com/ XXX [obscured)

Tinyurl is a URL redirection and shortening tool. This specific URL redirected back to the Apache instance of JIRA, at a special URL containing a cross site scripting
(XSS) attack. The attack was crafted to steal the session cookie from the user logged-in to JIRA. When this issue was opened against the Infrastructure team,
several of our administators clicked on the link. This compromised their sessions, including their JIRA administrator rights.

At the same time as the X55 attack, the aftackers started a brute force attack against the JIRA login jsp, attempting hundreds of thousands of password
combinations.

On April 6th, one of these methods was successful. Having gained administrator privileges on a JIRA account, the attackers used this account to disable
notifications for a project, and to change the path used to upload attachments. The path they chose was configured to run JSP files, and was writable by the JIRA
user. They then created several new issues and uploaded attachments to them. One of these attachments was a JSP file that was used to browse and copy the
filesystem. The aftackers used this access to create copies of many users' home directories and various files. They also uploaded other JSP files that gave them
backdoor access to the system using the account that JIRA runs under.

By the maorning of April 8th, the attackers had installed a JAR file that would collect all passwords on login and save them. They then sent password reset mails from
JIRA to members of the Apache Infrastructure team. These team members, thinking that JIRA had encountered an innocent bug, logged in using the tempaorary
password sent in the mail, then changed the passwords on their accounts back to their usual passwords.

One of these passwords happened to be the same as the password to a local user account on brutus_apache_ org, and this local user account had full sudo access.
The attackers were thereby able to login to brutus.apache.org, and gain full root access to the machine. This machine hosted the Apache installs of JIRA,
Confluence, and Bugzilla.

Once they had root on brutus apache org, the attackers found that several users had cached Subversion authentication credentials, and used these passwords to log
in to minotaur.apache.org (aka people.apache.org), our main shell server. On minotaur, they were unable to escalate privileges with the compromised accounts.

About 6 hours after they started resetting passwords, we noticed the attackers and began shutting down services. We notified Atlassian of the previously unreported
X55 aftack in JIRA and contacted SliceHost. Atlassian was responsive. Unfortunately, SliceHost did nothing and 2 days later, the very same virtual host (slice)
aftacked Atlassian directly.

We started moving services to a different machine, thar.apache. org. The attackers had root access on brutus_apache . org for several hours, and we could no longer
trust the operating system on the original machine.

By April 10th, JIRA and Bugzilla were back online.
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Intel.com

Driver Update Utility for Inte reless adapters - Check for the latest driver - Windows Internet Explorer - |E‘|5|

I.‘_:- hittp: fsea intel. comysupport fwireless/detect . htm j il [+ | K I-._Google -

o7 Stk Kularlanlar | 93 @ Onerilen Siteler » @ | Web Slice Galerisi

3

[ |

= Inkeli® Driver Update Uity Far Inkel® wireless adapt...

G il f__J - Y| M - Sayfa ~ Glvenlk ~  Araclar - ﬂv
Advanced search TTIC=TS T T T =4 E-1n TITCY

Contact Support

The Intel® Driver Update Utility keeps your Intel@ wirelass adapter driver and Intal@
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rootx:0:1:Super-User://sbin/sh daemonz:1:1:/7/sbin‘noshell binx:2:2:/ust/bin/sbin‘noshell sysx:3:3://sbin/noshell admx:4:4:Admin:/var/adm:/sbin‘noshell wucp=:5:5mucp Admin-/ust/lib/wucp/sbin/noshell muepx:9:9amcp
Adminfvar/spoolmucppublic:/sbin‘noshell listenx:37:4:Network Admin-/usr/net/nls’/sbin/noshell Ip=x:71:8:Line Printer Admin-ust/spool/lp:/sbin/noshell oraclex:99:66:APP Oracle User-/opt/oracle/product/client-ust/bin’ksh
totalityx:100:100:ROLES Totality User-/export/home/totality-usr/bin'bash atgadm=x:102:1000:APP ATG User/opt/app/atg-/bin'bash verityx:103:15:APP Verity User-/opt/verity-ust/bin’ksh networkx:104:15-ROLES Network
User/export’home/network-/ust/bin‘bash ciscox:105:15ROLES Cisco User:/tmp:/ust/bin’ksh webadm=x:127:2000:APP iPlanet Admin-/exporthome/webadm:/bin'ksh epiadm:131:15:APP E5 User:/export/home/epiadm:/ust/b
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asoriax:40005:15:TOT Aurelio Soria’/export’home/asoria-‘ust/bin'bash sygohnitx:40006:15:TOT Stan Ygolnitser-/export’home/sygolnit-ust/bin/bash vennerx:40008:15:TOT Lorraine Venner/exporthome/lvenner:usr/bin/bash
dgravesx:40010:15:TOT Daryl Graves’/exporthome/dgraves:/ust/bin'bash jcookx:40011:15:TOT James Cook:/export'home/jcook-/ust/bin'bash atranx:40013:15:TOT Allen Tran-/export’home/atran-‘ust/bin'bash
jlopezx:40014:15:TOT Jamie Lopez/export'home/jlopez:/ust/bin'bash psinghx:40015:15:TOT Palwinder Singh-/export’home/psingh-‘usr/bin'bash cngx:40017:15:TOT Chris Ng'expottfhomefcng'/usr'bm'bash
apiersanx:40020:15:TOT Angelo Piersanti/export’home/apiersan-ust/bin'bash jhux:40021:15:TOT Johnny Hu/export’home!/jhu/ust/bin'bash tpostmax:40022:15.TQLLadd
jhatemx:40023:15:-TOT John Hatem~/export'home/jhatem:ust/bin‘bash pjohnsonx:40024:15:TOT Paul Johnson/export’home/pjohnson:/ust/bin'bash gleex:400
1dossx:40026:15:TOT Laron Doss-/exporthome/ldoss:‘ust/bin'bash bmurphyx:40027:15:-TOT Brian Murphy:/exporthome/bmurphy-/usr/bin‘bash casuserx:4
Sandy T+/export’home/sandyt-/ust/bin'bash nobodyx:60001:60001:Nobody:/sbin/noshell noaccessx:60002:60002:No Access User://sbin/'noshell nobody4
privsep:/var/empty-/binfalse opc_opx:101:100:APP OpC operator-/export’home/opc_op-/bin/sh panorama=x:10010:10001:/export’home/panorama-/bin'bas
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Wordpress Turkiye

@WORDP%?SQ Soylentilere gore
15.000 web sayfasi

Duyuru bu ele gecirme
olayindan etkilendi!

Merhaba arkadaslar,

tan sonra ufak bir ele gecirme olay yasadik. Konuyu detayl bir sekilde incelemeden bir duyuru
bilinen bir acik olmadigini sizinle paylagmak isteriz.

sonuclara gore bir dizi guvenlik tedbirleri alinmisg; wordpress-tr kullania yetkileri tizerinde
nlemler alinana kadar wordpress kurulum dosyalarinin degistirilmis olabileceg@i kanisi bizde
jordpress 3.0 kurulumu yaptiysaniz tavsiyemiz asagidaki yontemleri kullanarak dizenleme

zde yer alan guincelleme ekranindan, WordPress 3.0 Turkce paketi var olan kurulumunuz

p adresinde yer alan Turkce paketi edinip, ftp ile dosyalan sisteminize yiikleyerek, var
eyebilirsiniz.

mis bulunuyoruz. Bu kararlari da su sekilde siralayabiliriz;

press.org adresinden indirilecektir. Otomatik guncellemeler zaten bu adresi kullaniyor.
isteyenler de bu adrese yonlendirileceklerdir.

lleri, altyapinin gtincellenmesi ve yapilacak degisikliklerin uygulanmasi icin bir stireligine
Lorg tzerinden Turkce pakete ulagilabilir.

mli bir sekilde kullanilabilmesi icin editor ve forum yoneticisi alimlari yapilacakur.

bizden esirgemeyen WordPress Tiirkiye kullanicilarina, dostlarimiza ve ustiin hizmet anlayisi
ilesine tesekkur ederiz.

WordPress Turkiye Ekibi

WordPress Tiirkce Paket
tr.wordpress.org'dan indirmek icin uklayin
md5: 9057cdb06cafd3b0bb6cf84c684092ef




Alinacak Dersler

* Web acikliklari basit ama etkili acikliklardir

* Guvenlikte zaafiyetin riski bulundugu yere gore
degisir

— Basit(!) bir XSS acikhgi tim sistemlerinizin ele
gecirilmesine neden olabilir

* Insan faktori hala guvenlik zincirinin en zayif
halkasi

— Sektoriin devami icin sart ©

 Zaafiyeti analiz edip yayinlamak erdemdir©




Web Sunuculara Yonelik DOS Saldirilari
EE—— e
* Ya benimsin ya topragin mantig s Vr

* Bilgi givenligini tam anlayamamis kurumlarin
dikkat etmedikleri bir konu FERDI et

TAYFUR . Ao
 Web uygulamalari&sunuculari en kritik bilesenlerdir
— Online bankacilik sitesi calismayan bir bankanin zarari?
— Onlien oyunlar? E-ticaret siteleri?
* Diger DDOS saldirilarina oranla cok daha kolaydir
— Ayni sekilde engellemesi de kolaydir

e Spoof edilmis ip adreslerinden yapilamaz

— HTTP istegi icin TCP’de uclu el sikisma tamamlanmasi
gerekir




HTTP ve TCP iliskisi
S m————
e HTTP TCP kullanan bir protokolddar.

— Her HTTP baglantisi 6ncesinde mutlaka TCP baglantisi
kurulmahdir

e Basit bir hesapla her HTTP baglantisi icin ortalama
10 adEt TCP pa kEt| gEFEkII’(e, adet TCP baglanti baslangici, 4 adet TCP

baglanti koparilmasi, 2-3 adet de HTTP istegi ve buna ddnecek cevap paketlerinin tasindigi TCP
paketleri).

e GUnumuzde normal bir haber portalinin ytuklenmesi icin
ortalama 40-50 HTTP GET istegi gonderilmektedir

— Portal sayfasinin acilmasi icin ortalama 50X10=500 TCP paketinin
gidip gelmesi gerekir




Klasik HTTP oturumu

 Her HTTP baglantisi icin TCP baglantisi gerekir.




HTTP KeepAlive

« HTTP KeepAlive(persistent connection): her HTTP
istegi icin ayri bir TCP baglantisi acmak yerine bir adet TCP
baglantisi icerisinden belirli sayida (5, 10, ..) HTTP isteginin

aktarilabilmesini saglar.

W‘

KeepAlive Destekli HTTP

—

oturumu
("




Http Pipelining
S gm——
* Pipelining http isteklerinin es zamanli olarak

gonderilmesi islemidir(KeepAlive ile karistirilir)

e Klasik http baglantilarinda once istek gonderilir,
cevap beklenir, sonra tekrar istek génderilir, cevabi
oeklenir

* Pipelining kullanildiginda cevaplari beklemeksizin
oirden fazla http istegi es zamanli olarak
gonderilebilir

* KeepAlive 6zelligi kullanilarak her istek icin ek bir
TCP baglantisi acilmaz.




Web Sunuculara Yonelik DOS Saldirilari

P gmm————
 Amac sayfanin islevsiz kalmasi ve o sayfa Uzerinden

verilen hizmetlerin kesintiye ugratilmasidir.

* Web sunuculara yonelik yapilacak DOS saldirilari
temelde iki turden olusur;

— Kaba kuvvet saldirilar (Flood)
— Tasarimsal/yazilimsal eksikliklerden kaynaklanan zaafiyetler

Fle Edt Vew Hstory Bookmarks Toos udp == o C ¢ hitp//www.youtube.com/

) ¢ % o B - [V

Server is too busy




Kaba kuvvet DOS/DDOQOS Saldirilari

T
e Literaturde adi “GET Flood”, “POST Flood” olarak

gecer

* Eszamanli olarak binlerce istek gonderilir ve
sunucunun kapasitesi zorlanir.

* |stekler tek bir ip adresinden génderilebilir

— Bir IP adresinden saniyede 1000 HTTP istegi
gonderilebilir

 |stekler bir botnet kullanilarak Fossaree

HTTP Flood Denial of Service (DoS) Testing Tool

adresinden gdnderilebilir — g




Web Uygulama Guvenligi Testleri

- .
@ma tunaSECUFIty NETSPARKER PRICING DOWNLOAD BLOG SUPPORT ABOUT

CONTACT

False-Positive Free

Web Application Security Scanner
find and exploit vulnerabilities in web applications

PRODUCT TOUR VIDEO

BUY NOWI rlbbbr SR AR W] |

REQUEST DEMO

1

Netsparker found both bugs and security problems within the first five minutes! It's great

to have this safety net as we continue to code -- it's like having automated unit tests for J,a,sor." Gohen
security with almost no effort.

y 2Mar

Free - Netsparker Community Edition

We are proud to announce Free Netsparker® Com

: : = iE 3 ] L

free edition of our False Positive Free scanner Netsparker for the Iree
community S0 you can start securing your website now. It's user friendly, COMMUNITY.
fast, smart and as always False Positive Free. ~ EDITION
L isout!
! , ) DOWNLOAD

, No registration, no data collection, no strings

attached.




Tarkce Web Guvenligi Kaynagi:OWASP Turkiye

Web Glivenlik Toplulugu

http: r v

Ana Sayfa E-Dergi OWASP-TR ve WGT Projeler Belgeler Ceviriler Etkinlikler Sdzliik in @m bilgi at webguvenligi.org

B8 JSecurelmage v2 - Givenli Resim Upload 1st Jul, 2010

JSecurelmage, java ortaminda glwvenli resim upload’ igin kullanilabilecek bir kitiphanedir. Upload
edilen resimlerin bazi dzelliklerini kontrol eden JSecurelmage hatall veya glvensiz resimleri

reddeder. Standard Java ImagelQ AFIini kullanan 1Securelmage, kiicik bozukluklan colan bazi
resimlerde hatall sonug vermekteydi. Bu hatayl kitiiphanenin kullamldid isletim sisteminde JDK
Uzerine JAI Imagel0Q kitiphanesini kurarak gézebilirsiniz.
https://jai-imageio.dev.java.net/binary-builds.html£Release_builds - -
Tag Bulutu En Sevilen Projeler
Ayrica yeni JSecurelmage kitOphanesini indirip resim dosya upload ozelligi bulunan kendi J2EE web
uygulamanizi da givenli hale getirebilirsiniz. CAMMP (3,394)
e =l
crenp SecureTomcat (3,092)
No Comments yet... | Read Mare =
WIVET (2,914)
B8 Yeni Bir Teknik - BSQLi Optimizasyonu 7th Jun, 2010 Jarvinen (2,781)

Ceviri (2,748)

Dosya Dizen Gorindm Ucbirim Yardim Teknik, blind =gl injection saldinlarinda tek bir — MSALParser (2,627)
karakteri minimum istek ile elde etmek igin yeni
bir optimizasyondur. Zaman tabanh kér sql IMDI‘IThh’AI‘Chi'\u'ES j Securelmage (2,606)
enjeksiyonlarina getirdigi  yeni  soluk  MOD
fonksiyvonu ile bekleme zamanini disirmektir. Search

Canberk Bolat (canberk.bolat[-AT-]gmail[-DOT-]com)’in gelistirdidi ve MySQL igin tecribe ettidi yol
kullandigi fonksivonlar itiban ile diger veritabanlan icin de gergeklenebilir.




www.lifeoverip.net/netsec-listesi/

Ag ve Bilgi

Guvenligi

Listesine
Ag ve Bilgi Guvenligi Toplulugu Hosgeldiniz

Metsec, Tlrkiye'de sistern, ad
we givenlik birimlerinde calisan bilisimcilere yinelk hizmet veren Tlrkiye'nin en genis
katiiml e-posta listesidir.

Listenin amaci, benzer pozisyonlarda calisan bilisimciler arasinda bilgi paylasimini artirmak
ve guvenlik konusunda referans okbiecek kaynaklar olusturmalkdtir.

&g ve guvenlik amacl kullznizbilecek her tur ticari ve ack kaynak kodlu yazilimin
tanitiminin yapimasi (kuru reklama kesinlikle zin verimeyecektir) serbesttir. Boylece
farkli urunleri kuliznan bilisim profesyonellerine alternatif urunleri tanima firsati verilmis
olacakfir.

Listenin Genel icerigi asagidaki konulardan olusmaktadir;

* Givenlik Duvarlari

* Saldiri Tespit ve Engellerne Sistemleri

* Kablosuz Aalarda Guvenlik

* Yerel Aglarda Guvenlik

* Web Uygularma Guvenligi

* VPN Uygularmalari

* Trafik Analzi

* adli Bilisim Analizi

* Tuzak Sistemler

* Linux/UNIK/Windows isletim sistemnlerinde Guvenlik




Sonuc
D A

* |nsan faktori hala guvenlikteki en biyuk sikinti!

 Web uygulama gelistirme sireci standartlara
baglandikca ve diller daha guvenli yazilim
gelistirmeye olanak verene kadar tehdit
siralamasinda en ustlerde yer almaya devam
edecek

* Guvenligi hafife almamak, isi ehline birakmak
gerekir

* Herkes kendi payina disen givenlik miktarini
bilmeli©




Tesekkurler...




